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Software Vulnerability Manager
(On-Premises Edition) Help Library

Flexera’s Software Vulnerability Manager is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited and your security compromised. With
Software Vulnerability Manager, IT Operations and Security Teams are empowered to prevent vulnerability threats from
both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, Mac OS, and Red Hat
Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft WSUS and System Center Configuration Manager.

Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Manager:
® The Scan Process - How Does it Work?

®  Software Vulnerability Manager Software Vulnerability Management
Life Cycle

®  System Requirements

®  System Architecture Overview
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Getting Started with Provides details of how to perform the following tasks:
Software Vulnerability Manager

. . ® |nstall Your Software Vulnerability Manager On-Premises Edition
On-Premises Edition

Environment
® |logging on to Software Vulnerability Manager On-Premises Edition
® Opening a Support Case
® Download and Install the Software Vulnerability Manager Plug-in
® Download and Install the Software Vulnerability Manager Daemon
® Configuring SCCM to Report Windows Update Information

® Download and Install the Software Vulnerability Manager System
Center Plug-in

® Download and Install the Software Vulnerability Manager Patch
Publisher

® Download and Install the Software Vulnerability Manager Client ToolKit

®  Join Flexera’s Customer Community

The Dashboard Provides an overview of your hosts with the help of various “portlets”.
Portlets are a collection of components that graphically display key data and
allow you to create profiles which can display a unique combination of
portlets.

Agent Administrative Provides details on the following:
Privileges and Data Collection . . .

& ®  Agent Administrative Privileges
® Agent Data Collection

® Agent Caching of Scan Rules
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Scanning Provides details on the following:
® Agent-Based Scan - Requirements for Windows
® Agent-Based Scan - Requirements for macOS
® Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)
® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
®  System Center Inventory Import
® Remote Scanning Via Agents
®  Software Vulnerability Manager Agent Command Line Options
® Network Appliance Agents
® Scanning Via Local Agents
®  Run Scan from System Center Configuration Manager (SCCM)
® Scanning macOS
®  Scanning Red Hat Enterprise Linux (RHEL)
®  Filter Scan Results
® Completed Scans

® |nventory Assessment

Results Provides details on the following:
® Sites
®  Smart Groups
® Host Smart Groups
®  Product Smart Groups

®  Advisory Smart Groups

Reporting Provides details on the following:
® Report Configuration
® Smart Group Notifications
® Activity Log Notifications
® Database Access

® Scheduled Exports
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Patching Provides details on the following:
®  Flexera Package System (SPS)
® (Creating a Patch with the Flexera Package System (SPS)
® The SPS Package Creation Wizard
® Vendor Patch Module
®  Patch Deployment Status
® Download Patch Publisher
®  Patch Publisher Connections
® Agent Deployment
® WSUS/System Center
® Creating the WSUS-CSI GPO Manually
® Deploying the Update Package Using WSUS
® Deploying the Update Package Using System Center
® |ntegrate SVM with WSUS/SCCM and Deploy a Patch
®  Patch Configuration
® Patch Template
® QuickPatch
®  Patch Automation
® Intune Publishing

® Workspace ONE Publishing

Administration Provides details on the following:
® Roles
® User Management
® Active Directory

®  |P Access Management (Requires the Software Vulnerability Manager
Plug-in)

® Password Policy Configuration
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Configuration

Provides details on the following:
®  Settings

® |og Messages

®  Activity Log

® Suggest Software

® Software Suggestions

®  Security

Appendix A - Software Vulnerability
Manager Partition Management

Provides an Introduction and details of Partition Management.

Appendix B - About Secunia Advisories

Explains Secunia Advisory terminology for:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

Appendix C - CSV Export File Cross-
References

When you export data from the Software Vulnerability Manager user
interface to a CSV file, some values may differ. Each data set in this appendix
includes a cross-reference table to explain the different values between the
user interface and CSV file.

Appendix D - Threat Intelligence

Threat Intelligence Module augments Software Vulnerability Manager’s
vulnerability intelligence with a Threat Score that provides the ultimate
prioritization tool for your busy desktop operations teams. This module
requires purchase by the user.

Appendix E - Optimization Features

Explains Optimization Features for:
® Web
® Agent

® Good to know options

Appendix F - Troubleshooting
Techniques

This appendix explains the troubleshooting techniques of the Software
Vulnerability Manager.

Product Support Resources

The following resources are available to assist you with using this product:
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®  Flexera Product Documentation
®  Flexera Community
®  Flexera Learning Center

®  Flexera Support

Flexera Product Documentation
You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and public instructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Contact Us

Flexera is headquartered in Itasca, lllinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

® Facebook

® LinkedIn

® YouTube
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® Instagram
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Introduction

This chapter introduces the following topics:

® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management Life Cycle
® System Requirements

® System Architecture Overview

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Manager knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

This in turn means that Software Vulnerability Manager rarely identifies false-positives and you can immediately use the
results from Software Vulnerability Manager without doing additional data mining.
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Software Vulnerability Manager Software Vulnerability Management Life Cycle

Software Vulnerability Manager is flexible and scalable when it comes to scanning a corporate network and you can choose
to use Agent, Agent-less, or a combination of both scanning methods in the same environment.

For further information about the different Software Vulnerability Manager scanning approaches, see Scanning.

The graphic below summarizes how the Software Vulnerability Manager Agent works and compares the three scan types.

Software Vulnerability Manager Software
Vulnerability Management Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Manager automates all steps of the software vulnerability management life cycle, allowing
organizations to strengthen the security of their networks.
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System Requirements

To use the Software Vulnerability Manager console, your system should meet the following requirements:

Table 2-1 « Software Vulnerability Manager (On-Premises Edition) System Requirements

Requirement Description

Monitor Resolution Minimum resolution of 1280 x 1024

Browser Internet Explorer 11 or higher

Note « Scan results can also be viewed from other browsers.

Internet Connection Internet connection capable of connecting to http(s)://svm_server_name/.

Sites to Whitelist You are required to allow-list the following sites:

® Thehttp(s)://svm_server_name/ should be allow-listed in the Firewall/
Proxy configuration.

®  https://sync.secunia.com should be allow-listed for SSL inspection as the CSI
server doesn’t trust the packages that are not signed by our server.

Cookie Settings The following cookie settings are required:
®  First-party cookie settings at least to prompt (in Internet Explorer)

® Allow session cookies

PDF A PDF reader is required.
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Table 2-1 « Software Vulnerability Manager (On-Premises Edition) System Requirements

Requirement Description

Allow-listed in the Firewall/
Proxy configuration

The following addresses should be allow-listed in the Firewall/Proxy
configuration:

® New CRL distribution URLs:
®  http://*.amazontrust.com
® http://s.ss2.us
® |f you require explicit URLs then allow below URLs:
® http://crl.r2m02.amazontrust.com
®  http://crl.rootcal.amazontrust.com

® http://crl.rootg2.amazontrust.com

®  http://s.ss2.us

Software Vulnerability Manager uses Amazon Certificate Authority for TLS security
certificates. Amazon can change their certificate revocation list - crl - occasionally.

Amazon root certificates are trusted by default by most common browsers,
including Google Chrome, Microsoft Internet Explorer and Microsoft Edge, Mozilla
Firefox, and Apple Safari.

For the latest certificate revocation lists and firewall rules, refer to Amazon ACM
documentation.

® Product URLs:

® https://csi7.secunia.com

® https://agent.csi7.secunia.com
® https://dl.csi7.secunia.com

® https://*.secunia.com

® https://*.flexera.com
® Timestamp URL:
®  http://timestamp.digicert.com

Note « We recommend allowing domain name (timestamp.digicert.com).

Before starting Software Vulnerability Manager, the following should also be present:

® Permissions

® Software Vulnerability Manager Console and WSUS Compatibility

® Software Vulnerability Manager with Scanning and Patching Capabilities
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Permissions

To use the Software Vulnerability Manager console, the following permissions are required:

Table 2-2 « Permissions for Software Vulnerability Manager console

Permissions Description

SCCM/WSUS ® Connect and Select permissions—You need connect and select permissions
to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager
Daemon.

Note « This permission is optional if you are not using System Center.

® WSUS Administrator Group privileges—You will need WSUS Administrator
Group (located locally on your WSUS Server).

® Domain Administrator privileges for Group Policy Object creation— You
may need Domain Administrator privileges for Group Policy Object creation.
However, the Group Policy Object can be created manually. This is a one-time
configuration, so the rights are not required on a permanent basis.

Note  This permission is optional.

Intune Connect and select permissions at Set up a Distribution Connection for Microsoft
Intune.

Workspace ONE Connect and select permissions at Set up a Distribution Connection for Workspace
ONE.

BigFix Connect and select permissions at BigFix

Software Vulnerability Manager Console and WSUS
Compatibility

When the WSUS Server and Software Vulnerability Manager are installed on different machines, they must be on the same
patch level for the WSUS Administrator Console APl on the Software Vulnerability Manager console plug-in host to work. If
they are not on the same patch level, the Software Vulnerability Manager console plug-in host will not publish packages to
the WSUS server, and you will receive the following error message:
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Error *®
Failed to publish package.

Code: -2146233079
Publishing operation failed because the console and remote server versions do not match.

| oK. |

You should ensure that the same KB articles are installed on both the WSUS Sever and the Software Vulnerability Manager
console plug-in host. To find the WSUS updates that have been installed, navigate to Programs and Features (Add/
Remove Programs) in the bottom of the list of Installed Updates.

mv[ﬁf <« Programs » Programs and Features » Installed Updates - ‘ +y ] ‘ Search installed Updates ol

Control Panc] HomS Uninstall an update

Uninstall a program To uninstall an update, select it from the list and then click Uninstall or Change.

& Turn Windows features on or
off Organize v = w @
Install a program from the I
network Name Program Version e

27 Security Update for Microsoft Windows (KB979309) Microsoft Windows
w3 Security Update for Microsoft Windows (KB2621440) Microsoft Windows
[ Hotfix for Micresoft Windows (KB974940) Microsoft Windows
] Update for Microsoft Windows (KB974039) Microsoft Windows
[ Windows Internet Explorer 8 Feature Pack (KB368771) Microsoft Windows
Windows Server Update Services 3.0 5P2 Console (1)
5 Hotfix for Windows Server Update Services 3.0 SP2 Co... Windows Server Up...  3.2.7600.251 =

< I | ¥
rrm
[ =

i“'“,.' Currently installed updates
(W

89 updates installed

To ensure compatibility between the WSUS server and Software Vulnerability Manager, perform the following steps.

Task To ensure compatibility between the WSUS Server and Software Vulnerability Manager:

1. Consider the Windows Server and WSUS version compatibility options:

2008 3.0
2012 4.0
2012 R2 6.3 (9600.16384).
2016 4.0

2. The Software Vulnerability Manager plug-in host must be installed on an operating system that is able to run the
appropriate version of the WSUS Administrative Console. The plug-in host uses WSUS API calls to publish patch
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updates. The API calls will not work unless the Software Vulnerability Manager plug-in host is on the same or similar
version to the WSUS host. See the table below to ensure compatibility:

WSUS Version Windows OS Version

4.0 8
6.3 8.1
4.0 10

Note « To ensure no version mismatch or OS version issues, directly install the Software Vulnerability Manager Console
on the WSUS Server, which should already have the appropriate WSUS Administrative Console installed.

Install the Microsoft System Center 2012 Configuration Manager (SC2012) plug-ins on the same machine as follows:

Windows OS Version Windows Server Version
7 2008

8 2012

8.1 2012r2

10 2016

Software Vulnerability Manager with Scanning and Patching
Capabilities

To successfully scan and create updates, the following should be present when using Software Vulnerability Manager.

Sa
Task To scan and create updates:
1. Internet Explorer 11 or higher with Software Vulnerability Manager Plug-in installed (in order for Software
Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer must be run as
administrator in most cases - right-click and select Run as administrator).
2. InInternet Explorer Tools > Internet options > Advanced, ensure Use TLS 1.2 is selected.
3. WSUS Administration Console matching your WSUS server's version.
4. Visual C++ Redistributable for Visual Studio 2012.
5. Microsoft .NET Framework runtime 4 or later.
6. If the WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.
7. Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection), right-click

and select Verify and Install Certificate.
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Running Patching

To run patching on Windows 8.1 and Server 2012 R2, perform the following steps.

To successfully run patching on Windows 8.1 and Server 2012 R2:
1. Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.

2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).

3. Select the local server as the Destination Server for the installation.

4. Click Next to bypass the Server Roles menu and go to the Features menu.

5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).
6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.

7. Expand the list and find Windows Server Update Services Tools.

8. Enable this feature and all additional sub-features listed underneath it (APl and PowerShell cmdlets and User
Interface Management Console).

9. Proceed to the end of the Add Roles & Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager from a web browser (for example Internet Explorer).

System Architecture Overview

The following screenshots provide a visual overview of the Software Vulnerability Manager system architecture.
® Patch Publisher and SVM Console access the following servers:

® SVM Web Server

® SVM Agent Server

® Patches
® SVM Daemon and SVM Agent access the following servers:

® SVM Web Server

® SVM Agent Server
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Getting Started with
Software Vulnerability Manager
On-Premises Edition

This section walks you through the steps for getting started with Software Vulnerability Manager On-Premises Edition:
® Install Your Software Vulnerability Manager On-Premises Edition Environment

® |oggingon to Software Vulnerability Manager On-Premises Edition

® Openinga Support Case

® Download and Install the Software Vulnerability Manager Plug-in

® Download and Install the Software Vulnerability Manager Daemon

® Configuring SCCM to Report Windows Update Information

® Download and Install the Software Vulnerability Manager System Center Plug-in

® Download and Install the Software Vulnerability Manager Patch Publisher

® Download and Install the Software Vulnerability Manager Client ToolKit

®  Join Flexera’s Customer Community

Install Your Software Vulnerability Manager
On-Premises Edition Environment

Task To install your Software Vulnerability Manager On-Premises environment:
1. Open asupport ticket with Flexera through our Customer Community at https://community.flexera.com.
2. Your support contact will then grant you access to download the RPM at https://ca.secunia.com/download/.

3. Tologin the first time to the Software Vulnerability Manager via http(s)://csi_server_name/, use the following user
name and password:

® User name: default
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® Password: flexera

4. Change your user name and password. The new password must contain a minimum of eight characters, or comply
with the criteria defined in your custom Password Policy Configuration.

%

Tip « Once you have changed your password, please set up your Password Policy Configuration, so that you can recover the
Root Admin password without having to open a support case to have the password reset.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Logging on to Software Vulnerability Manager
On-Premises Edition

On the login page of Software Vulnerability Manager, you will be prompted for authentication with your user name/
password. Please use the credentials supplied by Flexera personnel. The initial password issued by Flexera is a one-time
only password that must be changed upon the first login. The new password must contain a minimum of eight characters,
or comply with the criteria defined in your custom Password Policy Configuration.

%

Tip - Once you have changed your password, please set up your Password Recovery Settings, so that you can recover the
Root Admin password without having to open a support case to have the password reset.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.

Logging on to Software Vulnerability Manager On-Premises
Edition Using Single Sign-On

32

Perform the following steps to login to Software Vulnerability Manager using single sign-on for Azure SSO or Okta users.
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Task To login to Software Vulnerability Manager using single sign-on:

1. Onthe Login page, click Use Single Sign-On.

Login

Forgot your password? Login

Use single sign-on

The Single sign-on login page prompts for authentication with your single sign-on email address.

Single sign-on
Enter your email address

Email

| want to use password sign-in

2. Enteravalid email address and click Login.

Once logged in, the Identity Provider page prompts for authentication with your user name/password.

3. Enteryourvalid user name and password, and then click Sign In.

Upon successful login, Software Vulnerability Manager is accessible.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.
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Connect SVM in the SVM Patch Publisher

The SVM Patch Publisher supports Single Sign-On for authentication to connect with the SVM.

Task To connect SVM in SVM Patch Publisher:
1. Inthe SVM Patch Publisher > Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.
2. select the SSO option, provide your account name or official email address, and click the Login button.
GsER S 0= A O

Restrt  Force Save nt Suggest  WSUS. Help  Feadbadk About SVM Patch
Service | Check-in Deployment Software Management Publiches

SVM Connection

Settings
Properties

SVM Connection

Server Type:
Distribution Systems Site Url: 3 o
Service Connections Authenticaton: Q) Standard @ sso

emall:
Manage Patches 5
Flexera Package System (SPS) Chadc-In Settings

heck-In Frequen

Patch Template ChedIn Frequency:

o ] beys 5[] Hours 0 T Minutes

Agent Deployment

7] Get alllatest subscribed packages
Vendor Patch Module

Logging Settings.
KPR DN Rat R G 2 UILog File: c \ Software\svM log
Patch Deployment Status Log Level: LogAlways

Service log s |c \Flexera Softworelsvi 19

3. Clicking on Login will automatically redirect you to the configured Identity Provider at your organization for login.

Enter your valid credentials.

Home
= & = e o
G SR AL 0 & A
Restart = Fore Save  Agent  Custom Suggest  WSUS Help  Feedback : I [
Service | Check-in Deployment Package Software Management B single Signon - t X
- SVM Connection
Settings
Properties
SVM Connection —
Distribution Systems Site url ﬁ
o Authentication: i s
Email: E H Microsoft
Manage Patches Sign i
Flexera Package System (SPS) Check-In Settings - -
Email, phone, or Skype
Patch Template Eheck I Froquencf
T Can't access your account?
Agent Deployment '
[] Get all latest suby
Vendor Patch Module
Logging Settings
Bring Your Own Patch (BYOP)
Ul Log File:
Patch Deployment Status Log Level: @, Sign-in options
Service Log File:
Output
[22:40:54] Fetching Redirect Url from SVM started. | [
[22:40:54] Attempting for SSO Authentication: https:/! m/
[22:40:55] Successfully connected to:https:// n/
[22:40:55] Valid User. Termsof use  Privacy Bleookies -

[22:40:55] Fetching Redirect Url from SVM completed.
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= Ll (&) = o o
G EH S EBO & |
Restart Force  Save Agent Custom Suggest Help Feedback AboutSVM Patch
Service | Check-n Deployment Package Software Management Publisher
Settings SVM Connection
ropeies [ single Sign On _ o
SVM Connection
—
e e i — Connecting to &
S Sign in with your okta account to access
Sevice Connections mpsesay (Qsmiat, @50
Emal [
Manage Patches
Flexera Package System (SPS) Check-In Settings okt a
Patch Template Gredcif
B2 s o ] mnutes
Agent Deployment _— —=
7] et ltest subscrbed packages signin
Vendor Patch Module it
Loieos Username
Bring Your Own Patch (BYOP)
UlLogFie: ‘ |
Patch Deployment Status LogLevel
Password
Proxy Settings g
= [[] Remember me

Proy Host:

Froxy Port;

Proxy Username:

]
l
]
]

Need help signing in?

Proxy Password

Output
03:12:39] Fatch,

[08:12:40] Fetching Redirect Url from SVM completed. Powered by Okla Privacy Policy

4. Upon successful authentication, you will be connected to SVM in the Patch Publisher.

5. Click Restart Service ribbon for the change to take effect.

Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Manager On-Premises’ account, please open a
support case by logging in to our Customer Community at https://community.flexera.com, and then selecting
Get Support > Open New Case from the menu at the top of the screen.

Note « You are required to login to the Flexera Community before the Open New Case option will be displayed.

Download and Install the Software Vulnerability
Manager Plug-in

The first time you login to Software Vulnerability Manager, click the link on the bottom of the page and follow the on-screen
instructions to download and install the Software Vulnerability Manager Plug-in to enable scanning and patching. Please
note that the Plug-in is only compatible with Internet Explorer version 11 or higher.

Software Vulnerability Manager Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager console from. Once the Software Vulnerability Manager Plug-in has been installed the

download link is removed from the page.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 35


https://community.flexera.com

Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Daemon

Task If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:
1. Open Internet Explorer's Internet options.
2. Gotothe Security tab.
3. Select Trusted Sites.
4. Addyourserver's IP or hostname to the Trusted Sites.
5. Go backto the Security tab and click Custom level.

6. Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from
Disable to Prompt or Enable.

If you want to open Microsoft Edge in IE mode, perform the following steps:

Task To open Microsoft Edge in IE mode:
1. In Microsoft Edge browser, click ellipses ... button in top right corner, and then select Settings from the list.
2. Inthe Settings page, select Default browser from the left pane.

3. Inthe Default browser page, slide the Allow sites to be reloaded in Internet Explorer mode (IE mode) toggle to
Allow.

4. Restart the browser.
5. Upon successful action, Internet Explorer mode is now enabled.
6. Launch csi7.secunia.com.

7. Intop right corner, click ellipses ... button, and then select Reload in Internet Explorer Mode from the list.

Download and Install the Software Vulnerability
Manager Daemon

The Software Vulnerability Manager Daemon is a stand-alone executable that executes various schedules configured in the
Software Vulnerability Manager console. It runs as a background service with no user interaction. You can download the
Daemon from http(s)://csi_server_name/daemon.

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager:

®  Active Directory
®  Microsoft® System Center Configuration Manager (“System Center”) Imports

® Scheduled Exports
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® \WSUS State Change

[

Important « As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager’s System Center Inventory Import page should be configured to include System Center SQL Host, SQL
Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

To be able to pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be installed
and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL Server
Management Studio software prior to the installation of the Daemon.

When scheduled imports require it, the Daemon connects directly to the System Center database. This may block upgrades of
System Center. Before upgrading System Center, make sure to stop the Daemon service, and start it again after the upgrade to
System Center is complete.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.
The user or service account that runs the Daemon must have:
® Run-as Service privileges

® Write permission on the location where the exports should be placed and log file written for scheduled CSV file output
and log file creation

® Member of local WSUS group “WSUS Administrators”
® LDAP query privileges
® SQL DataReader privileges

® System Center Configuration Manager Read only Analyst privileges

To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open SQL Server Management Studio software at the SQL Server Host.

2. Expand Databases and find the name of your System Center database.

3. Right-click the database name and select Properties.

4. Enterthe Permissions section from the left-hand side menu.

5. Find the account that will be used to install the Daemon and click on it.

6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select
check boxes.

7. Savethe configuration and exit the SQL Server Management Studio.
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Task To install the Daemon:

1. Double-click the Daemon installer icon and follow the wizard instructions.

[

Important « To run the Daemon service successfully note the following:

® SVM Daemon does not require elevated permissions to run once the service has been setup, but it requires that the
installation of it is performed by an account that is at least Local Administrator on the machine where the service is to be
installed.

® The Daemon's service account must not be restricted by a GPO configuration the ability to logon to the server selected for

installation of the Daemon. Such domain policy will prevent the Daemon to run as a service and would therefore prevent
it to perform intended functionality.

2. Acceptthe End User License Agreement and click Next.

3. Enterthe Daemon Proxy Settings (host name, port, user name and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.

4. Enterthe User Name and Password of your Software Vulnerability Manager account and click Install.

[

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager. Therefore, the
Software Vulnerability Manager user account used during the Daemon installation must be the same one that set up the
scheduled tasks in Software Vulnerability Manager. It can be a user account or an administrator account in Software
Vulnerability Manager.

5. Enterthe credentials for the user account (or service account) that was setup beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

6. Click Finish to close the Daemon setup.
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For reference, the Daemon now outputs reports to a user-configured path. This path is set when the Daemon is installed
and there is a page in the installer to configure the path. The file created at that path gets the data and time appended to its
name, so for example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager, then the resulting file
will actually be named all_hosts_2016-03-10_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that, from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports won't work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings
haven't yet been specified when the Daemon has been run then it will check for them again in 10 minutes and every 10
minutes afterwards until it gets them.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as itis not in the process of processing scans and the results are displayed in the Software Vulnerability Manager
Completed Scans page.

To disable the daemon security protocol using (--ignore-crl, --ignore-ca, --ignore-cn), choose one of the
following options:

1. Add the security options to the image path of Windows service in the location:
System->CurrentControlSet->Flexera Software Corporate Inspector Daemon->ImagePath
Example of an ImagePath value:

"C:\Program Files\Flexera Software\Corporate Software Inspector Daemon\daemon.exe" --service-launch
--ignore-crl --ignore-ca --ignore-cn -d c:\log.txt -v

Name Type Data

) Defaut) REGSZ (value not set)

#EDelayedAutostat REG_DWORD 000000001 (1)

8] Description REG 52 Erecutes SC2012 Import Schedules for the Flexera Software SC2012 Plugin

8] Displayhlame REG 57 Flexera Corporate Software Inspector Daemon

$ErorControl REG_DWORD 00000001 (1)

REG_BPANDSZ "C:\Program Files\Flexera Software\ Corporate I Daemoni daemon.exe” launch --ignore-crl--ignore-ca --ignore-cn -d clog.tt -v
5| Objecthlame REG_SZ wladm@rd 12l

Sstart REG_DWORD 0H0000002 2)

W Type REG_DWORD 000000010 (16)

2. Add the following options to the Daemon registry key:

[HKEY_CURRENT USER\SOFTWARE\Secunia\Daemon]
"IgnoreCRL"= dword:00000001

"IgnoreUnknownCA"= dword:00000001

"IgnoreInvalidCN"= dword:00000001

The daemon will add the registry entries when you install it along with the security options as follows:
Daemon.exe -i --ignore-crl --ignore-ca --ignore-cn -R username:password

Note « Ifyou configure the registry settings manually, restart the service for the change to take effect.
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Configuring SCCM to Report Windows Update
Information

40

If you are using System Center Configuration Manager (SCCM) to push Windows updates pulled from Windows Server
Update Services (WSUS), make sure you DO NOT configure the Specify Intranet MS Update Location (GPO).

You will know Windows updates are being pulled by looking here in SCCM:

[ 2RI System Center Configuration Manager (Connected to BCD - isas.fiexdev.com) =lalx|
Home | Folder -9

;:: @ E // E r:# Lt-;-ﬁ ./ Edit Membership ":/
Ru edule

L. Review License

Synchronize n Schedk Feedback | Saved | Download Creste Software Deploy | Move | Properties
Software Updatas Summarization Summarization Searches ~ Update Group
AN Software Updates Reports Feedback Search Update Deployment | Move | Properties
(& < [8] \» sofwarelbray » Overiew » Software Updates » Al Softvare Updates » Ez]
Software Library < | Al Software Updates 1000 items
4 & Overview Configuration Manager raturned a large number of results. You can narrow your results by using search. Or, click here to view 3 maximum of 100000 results. ‘
» [ Application Management search LI ) Search | Add Griteria
4[] Software Updates Ion | Vendor Tite Bulletin D Required  Installed | PercentCompliant  Downloaded Deployed | Date Released -
4| B Al Software Updates & Securia bmd12_Update VLC Media Player 2.x, version 2.2.6, Highly Critical 3 0 3 Yes Yes 10/23/2017 1:02 AM
5T Software Update Group - 2018-01-22 09:54:52 AM & ‘Secunia 2008_Update Apple iTunes, version 12.7 (32-bit), Highly Critical 3 0 3 Yes Yes 10/13/2017 3:04 AM
7 Software Update Groups | & Microsoft Updat for Windows Server 2012 R2 for x64-based Systems (KB4057903) 2 [ 3 Yes Yes 1/9/2018 12:00 PM
E Microsoft 2017-12 Security Only Quality Update for Windows Server 2012 R2 for x. 28 o 14 Yes Yes 12/12/2017 12:00 PM
Deployment Packages
. & Microsoft 2017-11 Security Only Quality Update for Windows Server 2012 R2 for x. 26 0 4 Yes Yes 11/14/2017 12:00 PM
|2 Automatic Deployment Rules
- & Microsoft Cumulative Security Update for Internet Explorer 11 for Windows Server. 26 0 4 Yes Yes 12/12/2017 12:00 PM
» (] Operating Systems
S Microsoft 2017-10 Security Only Quality Update for Windows Server 2012 R2 for x... 28 o 4 Yes Yes 10/10/2017 12:00 PM
- [ mE s sy & Secunia PatchTemplate_Update Google Chrome, version 62.0.3202.75, Highly Cr. k4] o 15 Yes Yes 11/7/2017 3:53 AM
* [ Office 365 Client Management & Microsoft 2017-11 Security Only Quality Update for Windows Server 2008 R2 for x. 4 0 34 Yes Yes 11/14/2017 12:00 PM
g"f Microsoft 2017-12 Security Only Quality Update for Windows Server 2008 R2 for x... 4 o 3 Yes Yes 12/12/2017 l?:UU PM T
« i ,
Update for Windows Server 2012 R2 for x64-based Systems (KB4057903) v
Desil Statistics
Severity None . Compliant 0
Bulletin ID: M Required: 27
Articie 1D 4057903 : mﬂeﬂ“"g “
Date Released: 1/5/2018 12:00 PM e
Date Released or Revised:  1/9/2018 12:00 PM Total Asset Count: 109 (Last Update: 1/23/2018 2:56:01 PM)
Superseded: No Q
Expired: No
Update Classification: "Updates”

& Assets and Compliance
571 software Library
Bl Monitoring

(7] Administration

" summary | Deployment

Ready

You want to make sure that the Windows updates have the following results:

® “Yes”isdisplayed in the Download column.

® “Yes”isdisplayed in the Deployed column.

® The pie chart shows that some machines require the Windows update.

To verify the SCCM database has the Windows updates you need, run this query:

SELECT v_Update_ComplianceStatusAll.ResourceID, Client_Version@, Distinguished_Name@, Nameo,
Netbios_Name@, BulletinID, ArticleID, Title

FROM v_r_system

inner join v_Update_ComplianceStatusAll ON
v_Update_ComplianceStatusAll.ResourceID=v_r_system.resourceid

inner join v_UpdateInfo ON v_UpdateInfo.CI_ID=v_Update_ComplianceStatusAll.CI_ID

AND v_Update_ComplianceStatusAll.Status IN (2, 3)

You should then get the following result:
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W00% - 4]
3 Resuls ||_Jg Messagesl
ResourcelD | Client_Versiond | Distinguished Mame0 | MNarnel | Metbios Namel | BulletinlD | AticlelD | Title:
1| 16777333 50084901008 CN=SVMMSASMWINZ.CN=Comp..  SYMHISASWINT - SVMISAS-WINT Update Fosit Fieader 7.5, version ., Highly Crical
(2 [[677733 0084580008 CN=SVMASASWINTOCN=Com..  SYMASASWINID — SVMASASWINTD 3125217 Update for Windows 10 for 564-based Systems [KB3125217)
3 | T6777E7 | 50084981008  CHeSVMISASWINIOLN=Com.. SWMISASWINID  SVMISASMWINIO 3173427 Update for Windows 10 for 64 based Systems [KB3173427)
4 | 167773 50084980008 CN=SVMMISASWIN7.CN=Comp.. SVMISASWINZ  SVMISAS-WINT Update 721, visgion 1., Highly Crcal
5 | 16777333 50084901008 CN=SVMMSASWINT.CN=Comp.. SYMHSASWINT  SVMISAS-WINT 2008R2_Update Oracle Java JDK, 1.7.% ¢ 7.5, version &.x, Hiohiy Criical

Download and Install the Software Vulnerability
Manager System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from http(s)://csi_server name/sc2012/x64.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center Configuration Manager console. The Plug-in can be found under the Software Library > Flexera
Software folder.

Login with your Software Vulnerability Manager Account credentials (User name/Password).

Your machine should have access to http(s)://csi_server_name/.

Download and Install the Software Vulnerability
Manager Patch Publisher

To ease SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher ToolKit. To
download this tool kit click here.

Upon installing the new tool, the SVM Patch Publisher shortcut will be created on the desktop to launch the tool.

=
rs

5 Patch
Fublizher

Prerequisites

The below prerequisites required to install Patch Publisher:
® OSWindows 10 or later

® Windows 2016

® .Netframework version 4.7.2 or later
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® RSAT should be enable and needs to be installed only when you configure a connection to the Windows Server Update

Services (WSUS).
® Architecture - 64 bit operating systems
® You caninstall in Local admin/domian admin

®  OS Requirements (for WSUS Distribution System):

® |Install Patch Publisher in Windows Server 2016 or Windows 10, for Windows 2016 WSUS.
® |[nstall Patch Publisher in Windows Server 2019 or Windows 10, for Windows 2019 WSUS.

® |[nstall Patch Publisher in Windows Server 2022 or Windows 10, for Windows 2022 WSUS.

Download and Install the SVM Patch Publisher

To download and install the SVM Patch Publisher perform the following steps.

To Download and install:

1. Download the Software Vulnerability Manager Patch Publisher from the SVM Patch Publisher Tool Kit.

2. Double click the set up file, you will be prompted to enter credentials. Click Install.

ﬂ SVM Patch Publisher - InstallShield Wizard *
Ready to Install the Program r‘
The wizard is ready to begin installation. @\

Click Install to begin the installation.

Launch Daemon as User

Enter & user name and password to run the Patch Automation Daemon service, Leave
it blank to log on as Local System account.

User Name: ||

Password: ||

InstallShield

< Back ansmll Cancel

%

Tip - On successful installation, one shortcut for Software Vulnerability Manager Patch Publisher will get created in your

desktop.

3. Onsuccessful installation, click Finish. SVM Patch Publisher windows pane appears. For more information, see SVM

Patch Publisher.

Note - Ifyou are migrating Patch Daemon to SVM Patch Publisher, make sure that the SVM Test connections and Distribution

Connections are Test & Saved.

SVMOPE-DECEMBER2023-UG00
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SVM Patch Publisher

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables you to
configure connections to the SVM server and to the supported end point management systems. The tool polls SVM on a
configured frequency to look for new patches resulting either from a manual publish or Patch Automation to publish
patches to the specified end point management system.

The following section describes how to access the Patch Publisher.
®  Working with SVM Patch Publisher Interface
®  Settings Menu

® Manage Patches Menu

Working with SVM Patch Publisher Interface

The SVM Patch Publisher interface has various Ul elements. This section includes topics that explain how to perform basic
tasks and the use of these elements.

® Toolbarin the SVM Patch Publisher

® OQutput/Progress windows in the SVM Patch Publisher

Toolbar in the SVM Patch Publisher

The SVM Patch Publisher has the following ribbon buttons:

Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Restart Service Click to restart the daemon service for the changes to take effect. Upon clicking
this button, the state of the service is checked.

Fore Check-In Click and the pull the subscribed packages without waiting for the schedule time
from the server for the Daemon service to execute.

Save Click to save the changes to the settings file.

Agent Deployment Click to create the agent package.

Custom Package Click to create the custom package.

Suggest Software Used to request software application which are not available in the SVM. For more

information, see Suggest Software.
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Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

WSUS Management Click to launch the WSUS Management Tool and view the patches deployed. For
more information, see Flexera WSUS Management Tool.

Note « Make sure that the WSUS Administration Console is installed for the
successful launching of the WSUS Management Tool.

Help Click to open the SVM help library.

Feedback Used to provide ideas and / or suggestions.
About SVM Patch Publisher Click to launch the SVM Patch Publisher window and view the information about

the tool.
Home
GEREQ =0 & AW
# X ® =] fas)
Restart Force Save Agent Custom  Suggest WSS Help  Feedback AboutSVM Patch
Service Check-n Deployment Package Software Management Publisher

Output/Progress windows in the SVM Patch Publisher

When you perform any tasks like save, force check-in, and restart service on subscribed packages, the Output Window
appears at the bottom of the interface.

®  |iststhe Errors, Warnings, and other log messages that are generated while perform a task on subscribed package.

® Displays logs while performing functional testing of the subscribed package.

Settings Menu

In Settings menu, you can set SVM connection, add multiple distribution connections, and configure connections to the
AdminStudio server where you can request packages from Patch Publisher to the AdminStudio.

This section includes the following topics:
® SVM Connection
® Distribution Systems

® Service Connections
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SVM Connection

You can configure connections to the SVM server to the supported end point management systems. Perform the following
steps to configure the SVM connections.

Task To configure SVM connection:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.

2. To configure the SVM connection, enter the following information:

Field Description

Server Type Select one of the following Server Type:
® Cloud

® On-Prem

Site URL Enter the URL for SVM Connection.

Use SSL Select the Use SSL Connection check box if your SVM Connection is configured to
accept SSL connections.

Authentication Select one of the following options:

® Standard—If you select this option, enter the appropriate User Name and
Password for the specific site URL.

® SSO—Ifyou select this option, provide your official email address, and clicking
the Login button will automatically redirect you to the configured Identity
Provider at your organization for login. For more information, see Connect SVM
in the SVM Patch Publisher.

Email Enter valid email address for the authentication process.

Note - This filed populates only when you select $SO authentication type.

Check-In Settings Set the frequencies to pull the relevant packages from the server.

Get all latest subscribed Select if you want to get latest subscribed packages.
packages
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Field Description

Log Level Set one of the Log levels:
® LogAlways
® (ritical
® Error

® Warning
® Informational

® \Verbose

Service Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be:

C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log

Ul Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be:

C:\ProgramData\Flexera Software\SVM Patch\patchpublisher.log

Proxy Settings You can configure a proxy server using the proxy settings. For more information, see
Configure SVM Patch Publisher Proxy Settings.

Note - This feature is currently supported for the SYM and Workspace ONE
connections in the SVM Patch Publisher.

Test & Save Connection Click to test to see if the settings that you entered can be used to successfully
connect to this SVM server.

3. Onsuccessful connection you will receive a Token in the Output window.

4. Click Restart Service ribbon for the change to take effect.

Configure SVM Patch Publisher Proxy Settings

To configure a proxy server in SVM Patch Publisher, perform the following steps.

Task To configure a proxy server:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.
2. Enterthe Proxy Settings (Proxy host, Proxy port, Proxy user name, and Proxy password) in the respective fields.

3. Click Test &Save Connection to see if the settings that you entered can be used to successfully connect to this SYM
server.
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Home
=
G X B 5 He O
Restart  Force Save  Agent Help Feedback About SVM Patch
Service  Checkn Deployment blisher
Settings SVM Connection
Properties
SVM Connection
Server Type:
Distribution Systems Site Url: ~|Use ssL
Cradentals:
Service Connections
Username: E
Manage Patches Password: ——— Test & Save Comnection |

Check-In Settings
Flexera Package System (SPS)
Chedk-In Frequency:

Patch Template 0 3] Days [s 2] Hours 0 2] Minutes

Agent Depls it
e e gl [#]Get al latest subscribed packages

Vendor Patch Module Logging Settings.
Bring Your Own Patch (BYOP) UI Log File: |c:\Programbata\Flexera Software\SVM Patchpatchpublisher log
LogLevel: LogAlways
Service Log File: C:ProgramData Flexera Software\SVM Patch\svmpatch.log
Proxy Settings
Proxy Host:
Proxy Port:
Proxy Username: SVM_proxy]

Proxy Password: Ceeressass

4. Click Restart Service ribbon for the change to take effect.

Distribution Systems

You can define multiple named connections to Windows Server Update Services (WSUS), Microsoft Intune, VMWare
Workspace ONE, and BigFix.

For instructions on setting up a named connection to a distribution system, see:
® Creating a New Distribution System Connection Setting

® Deleting an Existing Distribution Connection

Creating a New Distribution System Connection Setting

You can create a new named connection to the following Distribution Systems.
® Windows Server Update Services (WSUS)

®  Microsoft Intune

® VMWare Workspace ONE

® BigFix

Windows Server Update Services (WSUS)

To create a new named connection to the Windows Server Update Services (WSUS) distribution system, perform the
following steps:
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Task To create a new named connection to the Windows Server Update Services (WSUS) distribution system:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Usethe following fields to add the Windows Server Update Services (WSUS) connection:

Distribution System Click the Distribution System Type drop down and select Windows Server Update
Type Services (WSUS) from the list.

Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.

Use SSL Select the Use SSL check box only if your WSUS is configured to accept SSL

connections.

Load Groups By clicking Load Groups button, a list of computer groups will appear in the Group
to auto deploy field.

Groups to auto deploy Displays a list of computer groups configured in WSUS Server. Select the computer
groups which you wanted to deploy the packages.

Note « Only displayed when Load Groups button is clicked.

Cleanup packages files If you enable, old package will be removed during the publish. By default this option
on WSUS when removing  will be unchecked.
old patch

Sign packages manually  Select Sign package manually check box to external package signing.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output window.
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Home

G B Q *oHAW @

Force Save  Agent Custom Suggest  Help Feedback AboutSVMPatch
Service  Checkin Deployment Package Software Publisher

Distribution Systems

Settings
v ] Connections © AddNew @ Delete
SVM Connection 88 vsus -
Distribution System Type: |
Distribution Systems Connection Name *: |
Service Connections Server=: —— |
Manage Patches Port®: 8530 | [Cusesst

Flexera Package System (SPS]
58 Syste (SF8) Groups to auto deploy: Computers | Load Groups |

Patch Template

Agent Deployment

Vendor Patch Module | Cleanup padkage files on WSUS when removing old patch
Sion packages manually

Bring Your Own Patch (BYOP) Flexera SVM Patch Automation wil connect to the WSUS server under the running Windows user context.

Output

[[02:40:44] Amempting to connact to Wsus server.
102:40:44] Creating authentication context.
|[02:20:44] successtutly connacted.

[02:40:44] Serverstring: Defeult

[[02:40:44] sarveria:

102:40:44] Targetinghode: Server

5. Onsuccessful connection, the WSUS Distribution System is added to the connections.

6. Restart the SVM Patch Publisher so that the selected groups will be assigned for the end point deployments.
To following topics related to Windows Server Update Services (WSUS):

® WSUS/System Center

®  Flexera WSUS Management Tool

® (Creating the WSUS-CSI GPO Manually

® Integrate SVM with WSUS/SCCM and Deploy a Patch

Microsoft Intune

To create a new named connection to the Microsoft Intune distribution system, perform the following steps.

To create a new named connection to the Microsoft Intune distribution system:
1. On Settings menu, click Distribution Systems in the left pane.

The Distribution Systems pane appears.
2. Click Add New.

3. Usethe following fields to add the Microsoft Intune connection:

Field Description

Distribution System Click the Distribution System Type drop down and select Microsoft Intune from the
Type list.
Connection Name Enter name of the connection.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 49



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Field Description

Application (client) ID Enter the registered application (client) id. For more information on generating
Application (client) Id, see App Registration.

Directory (tenant) ID Enter the registered directory (tenent) id. For more information on generating
Directory (tenant) Id, see App Registration.

Client Secret Enter client secret. For more information on generating Client Secret, see Create
Client Secret.

App Category Enter the application category.

Assignment Groups Choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output window.

Home

G B L "0 HEN O

Restart Force Save  Agent Custom Suggest Help Feedback AboutSVMPatch

Service | Checkn Deployment Package Software Publisher
Settings Distribution Systems
v [ Connections @ AddNew @ Delete
SVM Connection &) Intune -Win10
Distribution System Type: |Microsoft Intune

Distribution Systems Connection Name=: Intune-Win10 |
Service Connections Applcation (dient) ID™: |
Manage Patches Directory (tenant) ID*:

Flexera Package System (SPS)

Client Secret®: [ |

Patch Template .
App Category: |

Agent Deployment

‘Assignment Groups: AppPortal NotePad plus pius Notepad Instal

Vendor Patch Module

Bring Your Own Patch (BYOP)

Output

[02:50:48] Amempting to connact to Intuns servar with Ciient ID, Tenant ID, Client Secrat datails.
[02:50:48] Cresting authe ntication context

102:50:48] Acquiring Token

[02:50:49] Cannection to Microsoft Intune succeeded.

[02:50:49] Saving distribution system connection details ta SVM started.

[102:50:50] Test Connection Successtul.

fl22:50:50] saving distibuton system connecton detailsta SVM completed.

Output

5. Onsuccessful connection, the Microsoft Intune Distribution System is added to the connections.
6. Click Restart Service ribbon for the change to take effect.
The following topics are related to Microsoft Intune:

® Intune Publishing

VMWare Workspace ONE

To create a new named connection to the VMWare Workspace ONE distribution system, perform the following steps.
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Task To create a new named connection to the VMWare Workspace ONE distribution system:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Usethe following fields to add the VMWare Workspace ONE connection:

Field Description

Distribution System Click the Distribution System Type drop down and select VMWare Workspace ONE
Type from the list.

Connection Name Enter connection name.

Server Enter the server details.

Authentication Type Select one of the authentication type:

® Basic - If you select this authentication type, then enter the valid credentials of
the VMWare Workspace ONE.

® Certificate - If you select this option, you can select the registered certificate.

For more information, see Basic or Certificate Authentication Type.

Thumbprint Choose required certification for the authentication.

Note « This field appears only when you select Authentication Type as Certificate.

Tenant ID/API Key Enter the registered tenant id. For more information, see Create Tenant ID / API Key.
Organization Group ID Choose the required organization group id.
Assignment Groups Choose a group or multiple groups and make assignments for end point

deployments. For more details, see VMWare Workspace ONE Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 51



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Home

GEXEQ "o @AM O

Restart = Force Save  Agent Custom Suggest  Help Feedback AboutSVMPatch

Service  Checkn Deployment Package Software Publisher
Settings Distribution Systems
v B Connections © AddNew @ Delete
SVM Connection 23 WsOne Server r
Distribution System Type: | VMware Warkspace ONE

Distribution Systems Connection Name™: WSOne-Server |
Service Connections

Server®: |
Manage Patches

Authentication Type: Basic
Flexera Package System (SPS)

Username : |
Patch Template

Password*: weetrre |

Agent Deployment
Tenant ID/APT Key™: |
Vendor Patch Module
Orgarization GroupID®: 64348
Bring Your Own Patch (BYOP)
Assignment Groups: SM_34(FLEXERA SOFTWARE LLC - 0062)00000nuBE0QAU) a] [
SM_32(FLEXERA SOFTWARE LLC - D062)00000nUBS0QAL)
SM_22(FLEXERA SOFTWARE (LC - 0062J00000nUBS0QAL)
1 SM_36(FLEXERA SOFTWARE LLC - 0062J00000nuBS0QAL)

Output

[03:32:38) Attempting to connect to WorkspaceOne server:
Workspace One Gcation context.

[03:32:38] Invoking Workspace API call.

[03:22:38] Connaction to VMware Workspace ONE succeaded.

[03:32:38] Saving distribution system connection details to SVM started.

[03:32:39] Test Connection Successful.

[03:22:39] Saving distribution system connection details to SVM completed.

Output |

5. Onsuccessful connection, the VYMWare Workspace ONE Distribution System is added to the connections.
6. Click Restart Service ribbon for the change to take effect.
The following topics are related to VMWare Workspace ONE:

® Workspace ONE Publishing

VMWare Workspace ONE Assignment Groups

To make assignments for end point deployments in the SVM Patch Publisher for Workspace ONE publishing, perform the
following steps.
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To make assignments for end point deployments in the SVM Patch Publisher:

1. InAssignment Groups (optional) field, click context menu icon. The Workspace ONE Smart Group window appears.

Select the desired groups from the list and then click Ok.

Home

G SR S 0o HN O

Restart Fore Save  Agent

Service | Checkin

Settings

SVM Connection

Distribution Systems

Service Connections
Manage Patches

Flexera Package System (SPS)
Patch Template

Agent Deployment

Custom  Suggest
Deployment Package Software

Help Feedback AboutSVMPatch

Distribution Systems
[ Connections
23 wsone-Server

© AddNew € Delete
Distrbution System Type:

[¢ %

A vMware Workspace ONE Smart Group

Server®:

Authentication Type:

Username :

Password*:

Smart Group Name
FLEXERA SOFTWARE LLC - 0062)00000nuBS0QAU /.
FLEXERA SOFTWARE LLC - 0062J00000nuBSOQAU /.
AdminStudio QA Group(AdminStudio)

AdminStudio QA Group

| AdminStudio Smart Group(FLEXERA SOFTWARE LLC ...
FLEXERA SOFTWARE LLC - 0062J00000nuB60QAU /.

All Corporate Dedicated Devices(FLEXERA SOFTWAR

All Corporate Shared Devices(FLEXERA SOFTWARE L

Smart Group GUID
b5c537e6-2084-439-5246-09 1e7a302fc3
99908f3f-F26e-4f0 1-a 1a2-68e293ccI5ce

€228216b-d031-437c-8dd6-6e 26 5d7f1cc9

7d120677-435-4267-3659-e0c544fe0d0c
7369520f-676-44c4-8904-3b75723779d 1
07ba797b-4d9f-452f-b30c-6eaf26995432

d98a16de-c3c0-4ada-bde0-3a44754138bb

Tenant ID/APT Key™:
Vendor Patch Module oK Cancel
Organization Group ID*;
Bring Your Own Patch (BYOP)
Assignment Groups: | SM_34(FLEXERA SOFTWARE LLC - 0062J00000nuB60QAL) =1
:SMVEZ(’FLEXERA SOFTWARE LLC - 0062J00000nuB60QAL)
|SM_22(FLEXERA SOFTWARE LLC - 0062J00000nuBE0QAL)
|SM_36(FLEXERA SOFTWARE LLC - 0062100000nuB60QAU)
Note « Make sure that the Assignment Groups are selected before restating the service.
2. Click Restart Service ribbon for the change to take effect.
3. Theselected groups will be assigned for the end point deployments.
BigFix

To create a new named connection to the BigFix distribution system, perform the following steps.

To create a new named connection to the BigFix distribution system:

1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.

3. Usethe following fields to add the BigFix connection:

Field/Button Description

Distribution System
Type

Click the Distribution System Type drop down and select BigFix from the list.

Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.
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Username Enter valid user name.

Password Enter the password.

Enable SPS Package If you select this check box, logging will be available for the end user.
Logging

%ProgramData%\BigFix\Flexera

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Home

qg{ﬂgqu \5’0“- ﬁ

Restart = Force Save  Agent  Custom Suggest Help Feedback AboutSVMPatch
Service | Checkn Deployment Package Software Publsher

Settings Distribution Systems
v [ Connections © AddNew @ Delete
SVM Connection O BoFix-Win10

Distribution System Type: |BioFix
Distribution Systems

Connection Name™: BigFix-Win10 |
Service Connections

Server: |
Manage Patches

Port:
Flexera Package System (SPS)

Username: Admin
Patch Template

Password: ———

Agent Deployment
| Enable SPS P: Je Logging
Vendor Patch Module ackage Logging

Bring Your Own Patch (BYOP)

Qutput

[[03:46:14] Amempting to connct to BigFix server.

|[03:46:15] Creating BigFix server connection.

[03:46:15] Login succeeded: ok

03:46:15] Connection to BigFix succesded.

|[03:46:15] Saving distribution system connection details to SVM started
[03:45:15] Test Connection Successtul

[I03:46:16] Saving distributon system connection details to SVM completed.

| output |

5. Onsuccessful connection, the BigFix is added to the connection.

6. Restartthe SVM Patch Publisher so that the selected connection will be available.

Deleting an Existing Distribution Connection

To delete an existing Distribution Connection, perform the following steps.

54

To delete a connection:
1. On the Settings menu, click Distribution Systems. The list of connections appears under the Connections pane.

2. Selectrequired connection form the list and click Delete.

SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Home

C’ = (o) ==

& cx ':E‘g }(E) =7 9 -

Restart Force Save Agent Custom Suggest Help Feedback AboutSVM Patch
Publisher

Service | Checkin Deployment Package Software

Distribution Systems

Settings
~ L] Connections © Add New
SVM Connection O BigFix-Win10 )
Distribution System Type: |BigFix
Distribution Systems
Connection Name *: BigFix-Win10 |
Service Connections
Server: |
Manage Patches .
Port:
Flexera Package System (SPS)
Username: Admin
Patch Template
Password: ———

Agent Deployment
/| Enable 5P Package Loggin
Vendor Patch Module ackage Logging

Bring Your Own Patch (BYOP)

Output

[[03:46:14] Atempting to connect to BigFix server.

[[03:46:15] Creating BigFix server connection.

[03:45:15] Login succesded: ok

03:46:15] Connaction to BigFix succesded.

[03:46:15] Saving distribution system connaction details to SVM started.
{[03:46:15] Test Connection Successtul

[103:46:16] Saving distrbution system connection details to SVM comleted.

| output |

3. Click Yes and confirm to proceed the changes.

4. Upon confirming, the selected connection will be removed from the Connections pane.

Service Connections

You can configure connections to the AdminStudio server where you can request packages from Patch Publisher to the

AdminStudio.

Pre-requisite:
AdminStudio service connection requires the following pre-requisites:
®  SQL server Authentication should be done from AdminStudio.
®  Modify the changes in the shared file:
%ProgramFiles(x86)%\AdminStudio\2022\Common\AdminStudioHost.exe.config

® Insert one of the following in the [ConnectionString] section of the Shared file, depending upon the
authentication type you are using:

Authentication Type Entry

Windows Authentication  <connectionStrings>
<clear/>

<add name="WebServiceCatalog" connectionString="Data Source=svm2018-
WIN10C.svm2019.test;User ID=svm2019\Administrator;Initial
Catalog=SVM2019;Integrated Security=SSPI;"/>

</connectionStrings>
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Authentication Type Entry

Server Authentication <connectionStrings>
<clear/>

<add name="WebServiceCatalog" connectionString="Data
Source=10.75.205.198;User ID=sa;Initial Catalog=SVM2;Password=Flexera!;"/>

</connectionStrings>

To configure the AdminStudio service connection, perform the following steps.

Task To configure the AdminStudio service connection:
1. On Settings menu, click Service Connections in the left pane.
The Service Connections page appears.
Home

GERQ FPoHEAN O

Restart  Force Save  Agent  Custom Suggest  Help Feedback AboutSVM Patch

Service  Checkin Deployment Package Software Publisher
Settings Service Connections

e & AddNew @ Delete
SVM Cennection [ Connections

AdminStudio Connection

Distribution Systems Connection Name: |

Service Connections
Hostname/IP:

Manage Patches
Flexera Package System (SPS)
Test 8 save Connection
Patch Template
Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)

2. Entervalid connection name.
3. Entervalid Host name or IP address of the AdminStudio.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.
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Home
G s FFoHN O
Agent est Help

Restat  Force  Save
Service  Checkn

Service Connections
e

SVM Connection v [ Connections.
AdminStudio connection

Settings

Distribution Systems
Service Connections
Manage Patches

Flexera Package System (SPS)
Fatch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOF)

Output
{10:26:36]
[10:26:37)
110:26:37)

On successful connection, the AdminStudio service connection is added to the connections.
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© AddNew @ Delete

Admnstudio Connection

«

Hostname/IP: =

Test & save Connection

Click Restart Service ribbon for the change to take effect.

Manage Patches Menu

You can now publish SPS/VPM patches to multiple end point management systems like WSUS, Microsoft Intune, VMWare
Workspace ONE, and BigFix.

To publish patches, it will be necessary to configure SVM Connection and Distribution System connections. For more

information, see SVM Connection and Distribution Systems.

The following views have been added under the Manage Patches menu:

Flexera Package System (SPS)
Patch Template

Agent Deployment

Vendor Patch Module

Bring Your Own Patch (BYOP)
Patch Deployment Status
Devices

Custom Scan Rules

Flexera Package System (SPS)

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can

automatically create an Update/Uninstall package.

In the Search Type field, you can now search for SPS patches either by Product or CVE. You can also enter keywords in the

Find box to find the matching entries in the grid.
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Click the Configure View button to configure the product display criteria. For more information, see Configure Product
Display Criteria for Flexera Package System (SPS) View.

Click Export button in any grid view to save the displayed information as a CSV file.

The Flexera Package System (SPS) page includes the following properties:

Table 3-2 « Flexera Package System (SPS) page Properties

Property

Description

Product

Specify the product name.

Patched Version

Specifies the version of the product.

Vendor Specifies the vendor name of the product.

Architecture Specifies the architecture of the product.

SAID By clicking on any SAID, a popup appears with the CVE, CVSS scores, affected
software's, and other advisory details.
® Clicking CVE Reference link navigates to the cve.mitre.org website for

cybersecurity vulnerabilities information.
® Clicking Secunia Advisory Details links navigates to external Websites for
additional details.

Criticality Specifies severity of a Secunia Advisory (SAID).
It displays the color code depending upon the severity of a Secunia Advisory
(SAID).
For more information, see Criticality (Severity Rating)

Threat Score Specifies the Threat Score information for the out of the box patches listed. For
more information, see Criteria for the Threat Score Calculation.

Detected Displays the number of minutes/hours/days/months of how long ago the
vulnerabilities were detected in a scan.

Advisory Published Specifies the advisory published date.

Insecure Specifies the count of the insecured products.

End-Of-Life Specifies End-Of-Life Products.

Secure Specifies the count of secured product.

Total Specifies the total count of the product.

Hosts Specifies the count of the host.
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Table 3-2 « Flexera Package System (SPS) page Properties

Property Description

Uninstallable If Uninstallable column is listed as Yes, then it is eligible for creating an uninstall
package.

If Uninstallable column is listed as No, then you must customize the execution
flow script to successfully uninstall the product. This can be done by selecting the
Edit Package Content check box in the Package Configuration panel. For more
information, see Create Uninstall Package.

The following color codes are used in the Flexera Package System (SPS) products list:

Table 3-3 « Flexera Package System (SPS) products list color code

Criticality Color Code

Extremely critical Red color

Highly critical Orange color
Moderately critical Yellow color

less critical Light Green color
Not critical Green color

Home
G =¢ p = 0 = - o
# =X © = =)
Resart  Force Smve | Agent  Custom Suggest  WSUS  Help Feedback About SVMPatch
Service | Chedkin Deployment Pockage Softvare Menagement Publisher
. Flexera Package System (SPS)
Settings (0}
Search Type: | Product -1 | search Smart Groups: | All Products - | [ configure view [ oo
SVM Connection
ntortot to search Find
Distribution Systems
Froduct Polched Vers..|Vendor | Architecture | SAD Crticolty | ThreotScore | Detected | Advisory Publl.. Insecure | End-OF-Ufe | Secure | Total [ Hosts Uninstaloble
Service Connections VLC Media Pl.. 3.0.18 VideoLAN Windows 32-bt SAL12588 h 17 5 months 3g0  26th Novemb... 1 o o 1 1 Yes
VLC Media Pl... 3.0.18 VideolAN Windows 64-bt SA112588 i al 17 5 months ago  29th Novemb... 1 o 0 1 1 Yes
Manage Patches Orade Java ). 11.0.19 Orade Corpo.. Windows 64-bt SA115620 23 one month ago _ 18th Apri, 20. 1 o o B 1 o
Wiresherk3x | 3.6.14 Wireshark Fo... Windows 32-b8 SALIGS0 23 one morth ago | 25th May, 2023 1 o o 1 1 Yo
Flexara Package System (SPS) Amazon Corr.., 8.372.07.1 Amazon.com  Windows 64-bit $A113350 23 5 months ago  19th April, 20... 3 o L) 3] 1 Mo,
Zoom Clrt . 5.14.0 Zoom Video... | Windows 6468 SAL17020 23 one menth ago  13th June, 20... 1 o o 1 1 o,
Patch Template
Mozila Fireo... 109/ 102.x.. Mozl Found... Windows 642 - - 5 monihs ogo - o 1 0 1 1 Yes
Google Chro... | 114.x Google Windows 64-bt - - one month ago - 0 1 o 1 1 o,
Agent Deployment 2 oo = e
Vendor Patch Module
Bring Your Own Patch (BYOP)
Patch Deployment Status.

The Flexera Package System (SPS) view provides further information regarding:
® Create Update Package
® Create Uninstall Package

® (Create Custom Package
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Create Update Package

To create update package, perform the following steps:

To create update package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on a desired package and select Create Update Package from the context menu.

GXEQ 50 AW O

Restt Foce Save  Agent Custom Suggest Help Feedback AboutSVMPatch
oyr Publisher

Service  Checkin Deployment Package Software
Settings Flexera Package System (SPS)
SmartGrovps: | AlProducts -] [configure View
SVM Connection
Enter text to search. Find
Distribution Systems
Product Patched Versi... | Vendor Architecture | SAID Criticalty Threat Score  Detected Advisory Publ... | Insecure End-Of Life Secure Total Hosts. Uninstallable
ESTOR CoaNCHO Adobe Brack... | 1.14.1 adobe Windows 32-... | 5A9241 Hghly Critcal 3 08th une, 2.. | 10th Decemb 1 ] o 1 1 No
Adobe Acrob... 22.x (Contin...  Adobe Windows 32-... SA110399 Highly Critical 8 27th Septem... 09th August, 0 5 o 5 5 No
Manage Patches . don o
Amazon Corr... 8.342.07.1 Amazon.com  Windows 32- SA109724 Moderately C 20 02nd June, 2. | 19th July, 20. 4 0 0o 4 2 No
Amazon Ce 8.342.02.1 Am: ¥ Windows 64-.. SA109724 Moderately C 20 02nd dune, 2. 19th Jly, 20 s 0 o 9 3 No.
Flexera Package System (SPS) oo e =] - == Y
FleZlaFTP..  3.48.0 Windows 64~ SAS4916  Moderately C - 08th June, 2. | 26th Aprd, 2 1 0 o ' 1 Yes
Patch Template Mozl Frefox | 105.x/ 102... Mozl Found... Windows 32-. SAL10841  Haghly Critcal 23 25% My, 20... 20th Septem. 0 3 (] 3 2 Yes
Mozila ~ 7| - = L. Windows 64-. SA110841 Highly Critical 23 27th Septem... 20th Septem. 1 6 o 7 6 Yes
Create Update Package g
Agent Deployment Google Windows 64-.. SA110824 Highly Critical 17 27thSeptem... 14th Septem 0 2 0 2 2 No
Apple | Create Uninstall Package Windows 64-.. SA108748  Highly Critical 7 08th hne, 2. | 18th May, 20 1 [} ] 1 1 No
Vendor Patch Module Orade Create Custom Package I Windows 32- SA109945 Moderately C. 21 08thJune, 2. 19th July, 20 1 (] o 1 1 No
Orade Java. Bu341 Orade Corpo... Windows 64-.. SA109945 Moderately C 21 27th Septem... | 19th July, 20. 3 0 o 3 2 No
BONG O Qe {B Y08 Orade Java...  Bu3dt Orade Corpo... Windoms 64-.. SAI09945  Moderately C 21 08th ke, 2. 15th July, 20. Bl 0 o 4 2 No
LibreOffice 6.x  7.x The Docume. Windows 32-.. - - - 08thJune, 2. - 1 0 o 1 1 No
Notepad ++ 7x Windows 32-.. SA9111S Haghly Critcal 2 24th Septem...  18th Septem. 1 1 o 2 2 No
Notepad++ 2.7 SA9111S Highly Critical 2 27thSeptem... | 18th Septem 3 0 0 3 3 No
ket 471 OoceFin - cawnamn | racke el & ot ben 2 77 St . o n ' ' e

The Create Update Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.
3. Onsuccessful action, package and wizard data will be saved.

4. On check-in, the saved package will be published to the specified end point management system.

Create Uninstall Package

Any Products that are listed as Yes in the Uninstallable column are eligible for creating an uninstall package.

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by selecting the Edit Package Content check box in the Package Configuration
panel.

Note « Uninstall packages can be created only for SPS packages.

To create uninstall package, perform the following steps:

To create uninstall package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.

The Flexera Package System (SPS) page appears.
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2. Rightclick on a desired package and select Create Uninstall Package from the context menu.

Home

G R L 0 HNE O

Restart Force  Save Agent Custom  Suggest Help  Feedback About SVM Patch
Servce  Checkn Deployment Package Software Publher

Flexera Package System (SPS)

Settings
SmartGroups: [ Products - [ Configure view
SVM Connection
Enter text to search fird
Distribution Systems
Product Patched Versi__ Vendor Architectre | SAD Cicaity | Thveatscore |Detected  |AdvisoryPubl..Inseawe  |End-Ofife  |Seare Towal osts Unnstalable
Service Connections Adobe Brack... | 1.14.1 Adobe Windows 32-.. | SAS2461 Highly Criteal 3 08thJune, 2. | 10th Decemd 1 ] ) 1 1 No
Adobe Acrob... 22.x (Contin... Adobe Windows 32-.. SALID39  Highly Critca & 27t Septem... 09th August, ) 5 [ s 5 No
Manage Patches pes _
zonCorr.. 8342071 Amezoncom  Widows 32-.. SAI09724  Moderately C. 20 02nd June, 2. 19th Juy, 20 4 0 0 4 2 o
Amazon Corr... 8.342.07.1  Amazan. Windows 64 SAI09724  Moderately C 2 02nd une, 2. 19th Xy, 20 s 0 ] s 3 to
Flexera Package System (SPS) ) [T iy L
FleZlaFTP.. 3480 Windows 64 SAS4915  Moderately C - 08th e, 2... | 29th Apxd, 2 i 0 0 1 1 Yes
Patch Template Mozita Srafe 108w (107 MosdaFound . Windows 32-. SALIDS41  Highly Critcal 23 25t iy, 20.. 20th Septem [} 3 0 3 2 Yes
Monl  CreateUpdatePackage o indowssa.. Sali0841  Highly Criteal 23 27 Septem.. | 20th Septem 1 3 [ 7 6 Yes
Agent Deployment Goog [ Creste Uninstall Package Windows 64-.. SAL10824  Highly Critcal 17 27t Septem.._ 14th Septem o 2 ] 2 2 o
M Cotom Package Windows 64-.. SAI0874  Hghiy Critcal 7 08t e, 2.. | 18th Mey, 20 1 0 ] 1 1 No
Vendor Patch Module Oradk savar:ouss wroue ., Windows 32-. SAI09945  Moderately C.. 21 08th ke, 2... 19th Jy, 20. 1 0 o 1 1 to
Orade Java...  Bu3d1 Orade Corpo... Windows 64| SAI09945  Moderately C 21 27th Septem.. | 15th Xy, 20 3 0 [ 3 2 o
By Yt Ot e (V08) Orade Java... Bu341 Orade Corpo... Windows 64-.. SAI09945  Moderately C. 21 08th Jne, 2. 19th Juy, 20 4 0 0 ) 2 No
LibreOffice 6. 7.x The Docume...  Windows 32 - -/ 08th ke, 2. 1 0 [ 1 1 No
Notepad++  7x Windows 32-.. SA91MIS  Highly Criteal 2 24t Septem..._ 15th Septem 1 1 o 2 2 No
Notepads+.. 7.7 Windows 64 SASILIS  Highly Critcal 2 27 Septem. | 15th Septem 3 0 o 3 3 No
bnanton 2111 OrecienWiewe 0. Sa1ERY | banki el oA S 3 77 St B o a : . -

The Create Uninstall Package Wizard appears.
Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, uninstall packages will be created.

Create Custom Package

You can create a new custom package for SPS patches. While creating a custom package, you need to add a download file
link and then update the script in the Package Content panel.

To create custom package, perform the following steps:

Task To create custom package:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.
2. Rightclick on a desired package and select Create Custom Package from the context menu.

Home

GER L z0oHAE O

Restart Force  Save Agent Custom  Suggest Help  Feedback About SVM Patch
Service  Checkn Deployment Package Software Publcher

Settings Flexera Package System (SPS)
SmartGroups: | Al Products ~ | | Configure View
SVM Connection

search, Find
Distribution Systems
Product Patched Vers.. Vendor Architectre  |SAID Critcalty | ThrestScore Detected | Advisory Publ.. | Insecure EndOfiffe |Seare Total Hosts Uninstalable
Service Connections Adobe Brack... | 1.14.1 Adobe Windows 32~ | SA92461 Highly Critical 3 08th June, 2... | 10th Decemb 1 [} ) 1 1 No
Adobe Arob... 22.x (Contn,.,  Adobe Windos 32-.. SAL10399  Highly Critcal 8 27t Septem... 09t August, ) 5 (] s 5 o
Manage Patches
AmazonCorr.. 8.342.07.1  Amezon.com  Windows 32-.. SAI0972¢  Moderately C 20 02nd June, 2...| 19th July, 20 4 0 0 4 2 No
. ¥ 4- : 3 .
s P ckad Sy (S65) AmazonCor.. 8.342.07.1  Amazon.com  Windows 64 SAI09724  Moderately C 20 02nd June, 2. 15th July, 20 s 0 o s 3 No
FleZiaFTP.. 3.48.0 Windows 64~ SAS4916  Moderately C - 08th e, 2.. | 25th Aprd, 2. 1 0 o 1 1 Yes
Patch Template Mozila Fiafe 1S v 1303 MeslaEound | Windows 32-.. SALIOB41  Highly Critcal 23 25t My, 20.. 20th Septem o 3 o 3 2 Yes
moi  Create Update Package Wd... Windows 64-.. SALI0841  Highly Critcal 23 27th Septem... | 20th Septem 1 6 0 7 6 Yes
Agent Deployment Goog  Create Uninstall Package Windows 64~ SAL10824  Highly Critcal 17 27t Septem. 14th Septem 0 2 0 2 2 to
MO T C o Padage Windows 64 SAI08748  Haghly Critcal 7 08th hne, 2. 18thMay, 20 1 0 0 1 1 No
Vendor Fatch Module Orade sova™womT Trowmvwpo . Windows 32-. SAID9945  Moderately C. 21 08thune, 2. 19th My, 20 1 0 0 1 1 No
Orade Java... 8u341 Orade Corpo... Windows 64 SAI03945  Moderately € 21 27t Septem... | 15th July, 20 3 ] [ 3 2 No
Bing Yo, Ovr Eokch (BYOF) Orade Jova... Bu3s1 Orade Corpo.. Wndows 64 SAID3945  Moderately C. 21 08t e, 2.. | 196 My, 20 A 0 ] 4 2 o
LbreOffice 6.x 7x The Docume... | Windos 32-.. - - - 08th e, 2.. |- 1 ] 0 1 1 to
Notepades 7. Windows 32 SA9ILIS  Highly Critcal 2 24ih Septem... 15th Septem 1 1 o 2 2 to
Notepads+.. 7.7 Windows 64 SASILIS  Highly Critcal 2 27 Septem... | 15th Septem 3 0 [ 3 3 No
Brachefine 4111 Orert\fin Windnwe 0| SAINARY | bbb Crtenl Rl on 3 | 3% Sk ' 3 A ' ' [
Output "X

The Create Custom Package Wizard appears.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 61



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Follow the steps as specified in the Create Patch Wizard.

3. Onsuccessful action, custom packages will be created.

Patch Template

The Patch Template view displays the SPS patches that are saved as Patch Templates. This view also enables you to edit
and publish templates to one of the configured endpoint management systems.

Click Export button in any grid view to save the displayed information as a CSV file.
This view provides further information regarding:
® Publish/Edit Template

® Subscribe to Patch

Publish/Edit Template

To edit and publish Patch Template, perform the following steps:

Task To edit or publish Patch Template:
1.  On Manage Patches menu, click Patch Template in the left pane.
The Patch Template page appears.

2. Rightclick on a desired template and select Publish/Edit Template from the context menu.

Home

G B S

Restart  Force Save  Agent
ok

roANm O

Suggest  Help Feedback AboutSVMPatch
Publicher

Service | Chedkn Deployment Software
2 P Templ
Settings atch Template
Enter text to search Fd
SVM Connection
Templete Nome Product Name Vendor Patched Version Mirimum Version Acchitecture Updated On Subscrbed Subscription Started
Distribution Systems
firefox Mozila Frefox 89.x Mozila Foundation 10Lx/91.XxESR 89.0.0.0 Windows64-bit 24th Jun, 2022 No
Sarvics Conadions Frefox_7thsep Mozila Firefox 89.x Mozlla Foundation 101x/9LXESR 89.0.0.0 Windows64+-tit 07th Sep, 2022 No
mozila th ""d 60.x  Mozila Foundation SL11 60.0.0.0 ‘Windows32-bit 27t Jun, 2022 No
P dit Template
Manage Patches notepad_ 27 6.0.0.0 27th Jun, 2022 No
p9_firefox1 Mozila Frefox 89.x Mozlla Foundation 101.x /91.x ESR 89.0.0.0 06th Jul, 2022 No
Flexera Package System (SPS) sdsdsdd Mozfla Thunderbid Mozla Foundation sLu 60,000 13t Sep, 2022 o
Template._test Orade Java 0K 1.8.x /.. Oracke Corporation suza1 800.0 29t Jn, 2022 )
Patch Template Update Amazon Corrett.. Amazon Corretto 8.x Amazon. com 8.342.07.1 8.0.0.0 ‘Windows64-bit 13th 3, 2022 No
odate Goog Google Chvome Google: 105.x 101.0.0.0 Windows64-bit )
#aenkt Deploymmisat Update Notepad++ 7.x,... Notepad++ 7.x Unknown Vendor 2.7 7.0.00 Windows64-bit No
Update VLC Media Playe... VLC Media Player 3.x VideoLAN 30.13 3.0.00 Windows64-bit No

Vendor Patch Module

Bring Your Own Patch (BYOP)

The Create Template Package Wizard appears.

3. Follow the steps as specified in the Create Patch Wizard.

Subscribe to Patch

Use this page to publish SPS patches automatically. To subscribe automatic publishing of patches, see Subscribe
Automatic Publishing of Patches.

To Unsubscribe Automatic Publishing of the Patches, see Unsubscribe Automatic Publishing of the Patches.

62 SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Agent Deployment

Agent Deployment view gives summary of the Software Vulnerability Manager agents currently installed on the endpoints
in the network. You can also create and publish the agent to the configured endpoint management system for deployment.

To create an Agent package, perform the following steps:

=
b=
Task To create Agent package:
1.  On Manage Patches menu, click Agent Deployment in the left pane.
The Agent Deployment page appears.
2. Click Create Agent Package.
Home
G R Q AW @O
£ cXx ® =
Restart Force  Save Agent Custom Help Feedback AboutSVMPatch
Service  Check-in Deployment Package Publisher
Settings Agent Deployment
SVM Connection —
Below is a summary of the Software Vuinerability Manager Agents currently installed in the netwark.
Distribution Systems NOTE: The statistics are based on scan results thus may be out of synchronisation with your WSUS/System Center server if a scan has not been recently performed.
Manage Patches Overall Agent Statistics Version Statistics for Installed Agents
Flexera Package System (SPS)
Patch Template
Agent Deployment
Vendor Patch Module
Bring Your Own Patch (BYOP)
(>v.7.0.0.0 &< v.7.6.0.19): 8
The Create Agent Package Wizard appears.
3. Follow the steps as specified in the Create Patch Wizard.
Vendor Patch Module

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package and also provides the patch information.

Click the Configure View button to configure the product display criteria. For more information, see Configure Product
Display Criteria for Vendor Patch Module View.

Clicking on the Download link in the VPM grid will download the patch.

Click Export button in any grid view to save the displayed information as a CSV file.
This view provides further information regarding:

® Create Update Package

®  Patch Information
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® Subscribe to Patch

Home

GZEQL 20 & AW O
H c=x ® | | - |

Restart Force nt Custom  Suggest WSUS Help  Feedback About SVM Patch

Vendor Patch Module

Settings
Smart Groups: [None - Sport
SVM Connection
Distribution Systems
Product Vendor |Patched... Deploy.. |SAID w  Crticalty Threat.. |Advisory.. Architec... Insecure |End-Of-... |Secure | Total Hosts Updated... Download | File Sze | Subscri... | Subscription... |
Service Connections Microsoft Teams (ARM64) Microsoft | 1.6.0.16.. Yes 5A99063  High 2 10t o ) o ) o 0 22ndJu..  Downlgad 13143.. No - [=1
Microsoft | 23119.3... No SA08963  High 2 10th No... Window. 0 0 3 3 1 13th Jun. Download 61.02 M8 No
Manage Patches Microsoft | 1.6.00.1... No W 2 10th No... | Mac nt.. o o o o 0 08thun.. Download 196.79... No
Microsoft Teams (x86) MicrosoRt | 1.6.0.12... Yes g 2 10th No... Window.. 0 0 0 0 0 08thJun..  Downipad 129.68.. No
Flexera Package System (5P5) Faci e 050 Wi i wodone| o o 3| o i|wan] o] sranie
PUTTY (ARMGH) Simon T... 0.78.0.0 Mo - 29th Jun... - L] 1] 0 [ 0 31st Oct.. Download  3.02 MB No
Patch Template
Agent Deployment
S e o - T I I B [ i e B
S i |75 YT [T I B I T e
PowerShell Core (x86) Microsoft | 7.3.5.0 Yes. 4 18th Ma... Window.. o 0 L 0 0 28th Jun... 93.07 MB No
Patch Deployment Sitis PonerShl Core o4 B |7258 e T T I I e
Snagit 2020 (x86) TechSm... 20.1.8.0  Yes 2 12thMa... Window. ) (] ) o 0 20th Ma. Downioad| 296,50, No
‘Snagit 2020 (x64) Techsm... 20.1.8.0 Yes 2 12th Ma... Window.. ] 0 0 0 0 16th Ma.. Download  327.07.. No
Create Update Package
To create update page, perform the following steps:
Task To create update page:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.
2. Rightclick on a desired package and select Create Update Package from the context menu.
Home
GRS FoHEHE O
Restart Force  Save Agent Suggest Help Feedback About SVM Patch
Service  Checkin Deployment Software Publisher
Settings Vendor Patch Module
Smart Groups: |None ~ | [ Configure View
SVM Connection
Find
Distribution Systems.
Product Vendor Patched... |Deploym... | SAID Criticality | ThreatS.. Advisory.. Architect . Insecure |End-OfL.. Seare Total Hosts Updated... FieS.. a Subscribed Subscription St
Service Connections Publsh or Perish Tamas.. 8.4.40%. Yes % 3= Vindow. o ) 0 [) 0 0¥dAU.  175M8 No = -
Everything Lite (x64) vodtools | 1.4.1.10... Yes - Window, [] 0 0 0 0 03thSe 176M8 No
Ma"age Patches Everything (x64) voidtools  1.4.1.10.. Yes - -l Window. (] o ] ] 0 09th Se. 180M8 No -
Flexera Package System (SPS) ;P!ﬂﬁ - " 4.4.0.0 Yes - -l Window. (] o ] ] 0 17th Jun. 185M8 Yes 28th Sep, 2022
Print Fo.. 6.21.00 Yes - == Window. o o o o 0 29th Jun. 10.34M8 No =
Patch Template gukf  Patchinformation N 3430 Yes - - Wiindow [} 0 ] ) 0 05thoct.. 10.38M8 No
Bulk Rename Utiity (x64) TGRMN 3.4.3.0 Yes - - Window. 0 0 0 0 0 05thOct. 10.38M8 No
Agent Deployment Controlup Agent for .NET Frame... ControlJ.. 8.6.5.965 Yes - .- Window 0 0 0 0 0 08thAu.. 10.45MB No
Teracopy for Windows CodeSe.. 3.9.2.0 Yes - -i= Window. [ o o o 0 15th 10.61M8 No
Vendor Fatch Module WinSCP MartinP_. 5.19.60 Yes SA103441 2 10th Au... | Window. 2 0 3 5 4 23dFe. 10.88M8 No
Go 1.18 (ARME4) Google L1860 Yes - .- - 0 0 0 (] 0 08thSe.. 100.81M8 No
Ezing ok Quin; Petchi (HYDE) Brave Browser (64) BraveS. 143930 Yes 5 - window o 0 0 0 0 1SthSe. 10169M8 No
VirtualBox x64 Orade 6.1.220 Yes SA37383 - « 16th No... Window. 0 o 0 0 0 DistMa. 101.80 M8 No

The Create Patch Wizard appears.
3. Follow the steps as specified in the Create Patch Wizard.
4. On successful action, package and wizard data will be saved.
5. Oncheck-in, the saved package will be published to the specified end point management system.

6. The patches that are published to a configured endpoint management system will be displayed in green color.
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Home

GERSL T0OHAN O

Restat  Foree Save | Agemt  Custom Suggest  Halp Feadback About SYMPatch
Service | Chedkin Deployment Package. Softviare Publisher

Settings Vendor Patch Module
Smart Groups: |None « | [ configure view
SVM Connection
Enter text to saarch. Find
Distribution Systems

Vendor|Potched... [Deplopm [SAID | Ccolty | Threat 5. Adsory.. [Arciact.. | mseare. | End-OF L. | Secure. [Tl |doss | Updated...[Downlond | Fle Sze | Subscribed Subseripton-. |
Service Connections Moosft 4500 Mo B = Windows... o 0 3 3 122ndSe..  Download  0.96MB Mo = B
.. Microsoft  3.5.1.0 No Windows... 0 2 2 4 2 11th Jun,... Download 231.50 MB No
Manage Patches Microsoft | 4.000 Mo Windows. 0 0 3 3 1 tithn,
o.. Miosoft 4000  No Windows. [ o 3 3 1 11th 3,
FEta Radage Syeiemi(Sos) HARMAN... S0.2.11  Yes 570400 Extremel.. 59 10th May... Windows. o o o o 0 2304 Feb,
udacty (x86) Audacty 13250 Yes Windows. o o o o 0 020dMa..
b e utodask Design Review 2018 (En...| Autodesk... 14.0.0.177 | No 7% 2 16th Dec... Windows. 0 [ 0 0 0/ 25th Jan,...
BurnAware Free Burhaware 16.4.0.0  Yes SA31950 - 24th Sep... Windows. o 0 0 0 0 23rd Mar...
Agent Deployment
Celeaner Prform... 6.10.0.1.. Yes Windows. 3 o o o 0 16th Mar..
Vendor Patch Module Chrome for Business 32-bit Google 111.0.55.. Yes 22 21stMar... Windows. 1 o o 1 1 22nd Ma.
CoolPOF (x86) CooDF.. 3000  Yes 31, 16th Jon,.. Windows. o o o o o/ t2nd Fe.
Bring Your Own Patch (BYOP) CutePOF Wrter AcoSeh.. 4012 | Yes Windows. o 0 o o 0 24th Aug..
Defraggler Pirform.. |2.22.995.0 Yes Windows. 0 o o 0 0 02nd De. 2d  7.12M8 No
Patch Deployment Status Google Drive Google 72030 | Yes Windows. 0 0 0 0 0, 22nd M. Downioad| 293,25 MB o
Dropbox Dropbox | 170.4.56... Yes Windovis. 3 0 0 o 0 2ndMa..  Dowmioad 173.00M8 e
oV Fick Demis M... 1307 Yes Windows... 0 0 0 0 0 28hNov..  Download 12.35MB Mo
oVDStyler (x86) AexThu.. 3210 Yes Windows.. 0 3 o o 0 28thMor..  Downioad 31.59MB fo .
Record 16£3233  » » it = 7 U x

Patch Information

To view patch information, perform the following steps:

Task To view patch information:
1. On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Rightclick on a desired package and select Patch Information from the context menu.

The patch information popup appears.

B .NET Framework 3.5 Service Pack 1 (Full Package) X

Product Name: .MET Framework 3.5 Service Pack 1 (Full Package)

Vendor: Microsoft
Patched version: 3.5.1
Architecture: Neutral

Silent parameters: /passive /norestart

"{SystemRoot}\System32\msiexec.exe" /X {CE2CDD62-0124-36CA-84D3-9F4DCF
5C5BDY)}

231.50 MB

Uninstall parameters:

File Size:

Date modified: 11th Jun, 2022

Deployment ready: Mo
Type: Legacy

Download: Download

Close

3. The Patch Information dialog box displays the patch information, Silent, and Uninstall parameters.
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Subscribe to Patch

Use this page to publish VPM patches automatically. To subscribe automatic publishing of patches, see Subscribe
Automatic Publishing of Patches.

To Unsubscribe Automatic Publishing of the Patches, see Unsubscribe Automatic Publishing of the Patches.

Publishing Mac Packages to Microsoft Intune
Use this page to publish Mac packages (.pkg type) to the Microsoft Intune deployment system.

Note « Currently Mac packages are published to Microsoft Intune only through SVM Patch Publisher > Vendor Patch Module
> Create Update Package.

To publish Mac packages (.pkg type) to Microsoft Intune, perform the following steps:

To publish Mac packages to Microsoft Intune:
1.  On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.
2. Rightclick on a desired Mac package (pkg type) and select Create Update Package from the context menu.

The Create Patch Wizard appears.

G 5B R
% =X | ’®
= A

Vendor Patch Module

Settings
SmartGroups: [fone ] [Gonfowe ven
VM Connection
e et o s Fod
Disrbuton Systems
Vendor | patched ers.. | Depoyment.._|SAD Cricalty[Theatsare | sdvsory Pub.. Archtectre |nsecre  [EndOftfe [seare  [Tota Wost: Updbtedon [FleSze |subscrbed | subscpton tarted
Service Connections. Teamspesk . 3.5.6.0 o Sa67037 ~[26th Oct, 20.. MacIntel 6. o o o o 0 Bthtoy, 2 1021818 No B =
Goge  sm0.aTL. Mo Shizes | exveneya. 81 02ndDec, 2. acintl 64 o o o o o nrer,2. 295318 Mo
Manage Patches vozlla 07010 te Sa10688 oy o 22| 15thov, 2., Macintel 64 o 3 o 3 0 02ndDec, 2 244008 No - H
PG femoe 10,9472 Ho - S Vac el o o o o o o, 2. 2.4 1o
[omemmeroinge | Preter 323 10 - 3= Vac nel6s. o o o o 0 oatnoec,2. 102308 Mo
Patch Template pple 2820 Mo Sawe7a | righy it 8 1Moy, 2. Macintel 65 o [ o [ 0 ithsep,2. | 2732708 Mo
Patch nformation Jracle. 8.0.25108 MNo SA111651 23| 18t Oct, 20... MacIntel 64, 0 0] 0 0] 0 28thOct, 20, 80.66M8 No
Agent Deployment Moot 5500407t a5 gy e - 25h0ct, 0. Macinelse o o o o o Zhtev 2. 1seM o
Drogbox 162459190 N - vacinte 64 o o o o 0 omaDec2. 2594748 ho
Vendor Patch Module Goge 3900 te - vacinte 64 o o o o 0 Zndtov, 2. 25208 Mo
Teomlener.. 15660 1o saioss 3|27 Aug, 2. Mcineles o o B o 0 Ziton2. s N
I RREE NG Voo 30.180 Mo EE Macinte 64, o 0 o 0 0 Zrdov, 2. 518448 No
SR —— ose 7040 Mo - - Vacnelos o o o o 0 zton, 2. 165418 o
sobriie, (38300 Mo s Mac neles. B o B o 0 omdmay, 2. 1169518 N
Abe 4510 Mo E I Vacnels#. B o B o o oten, 2. 247418 te
Ave 200wz Mo satisen < im0, 0. Macime s o o o o 0 o, 2. 0956M6 o
be 1030t satiser - 1 oc, 20, Mackneiss o o o o 0 mnoc,n. 185w o
Whae | 112069 Mo samiio gy - ostr A, 20.. Macimel g o o o o o mhod,n. 221 e
Deatico e, 6900 Mo I Vacnels#. B o B o 0 a2, 668518 Mo
s 2461 M = i Vac el o o o o 0 omidecz. 27396 Mo
venddeylid 11980 Mo BB vcinte 64 o o o o 0 ssthov, 2. 1038848 Mo
MaoFeas 3470 Mo sewm g ci 11 204 n, 2. Macineles B o B o o mhod,n.  sievE e
vele. 64800 Mo I Vacnels#. o o B o 0 mhoc,m. 180818 Mo
Wed T, 502735 Mo ECTE - 1t Ao, 2. Macnel o o o o 0 Wi, . 1128208 Mo
Whesiop 2224590 N - - vecints 64 o o o o 0 oy, 2. 121108t
Poneer sas0 M 5 T Mac el B o B o o hoe, x| 151048 N
somt 21250 N - BB vicinte 64 o o o o o WhNov,2. | 213008 Mo
Mooreas 3010 M - 3= Vac el o o o o o mho,m.  seame te
Scoter St 44427058t - B Vac el o o o o 0 o2, 1498 Mo
v 1932520 o 5 T Vac el B o B o o mhoc,m.| 1755008 N
2013 M - - Vac el o o o o o shom. 202t
3040 Mo - 3= Vac el o o o o 0 ostaw, 2. | 2218 N

3. The Create Patch Wizard includes the following panels:

a. Package Configuration Panel—On Package Configuration panel, no action is required. You can only check Use
Flexera Custom Naming (Optional). Click Next.
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ﬂ Patch Wizard

Create Patch Wizard

Package Configuration

Package Name: €9

Description: €9

Reference 1d: €)

Update Filr 3 for Mac, version 3.4.7.0, Highly critical

Use Flexera Custom Naming: o D

b. Package Contents Panel—On Package Contents panel, no action is required. Click Next.
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C.

ﬂ Patch Wizard

= [m] X
@ Create Patch Wizard
Package Contents
Silent Parameters: @)
File To Include: €)
File(s) to include in package Status
MicroFocusFilr-3.4.7.pkg To be dynamically downloaded

Completing the wizard Panel—On Completing the wizard panel, select the required connection, publish, and
then click Finish to publish the selected package to the specified end point management system (Microsoft

Intune).

SVMOPE-DECEMBER2023-UG00
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A Fatch wizard = [m] X

Create Patch Wizard

Completing the wizard

Select Connections: €) MIDistributionConnection  Intune ) -

Output

building ouput from wizard pages...

Building ouput from wizard pages succeeded.
Publishing patch wizard information to SVM started.
invoking publish APl succeeded.

Bublishing wizard data to SVM successful

Publish

4. On successful action, package and wizard data will be saved.
5. Oncheck-in, the saved package will be published to the specified end point management system (Microsoft Intune).

Note - If the Deployment Ready status is Yes, then the package can be subscribed.

Bring Your Own Patch (BYOP)

In this section, you can create and publish custom packages. You can also request packages from Patch Publisher to
AdminStudio.

Click Export button in any grid view to save the displayed information as a CSV file.
This section includes the following topics:
® Create Custom Package

® Request Patch
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Create Custom Package

In this section you can create and publish custom package. Perform the following steps, to create and publish custom
package.

To create and publish custom package:

1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.
The Bring Your Own Patch (BYOP) page appears.

2. Click the Custom Package in the toolbar.

Note » The Custom Package button gets enabled for the Flexera Package System (SPS) and Bring Your Own Patch

(BYOP) views.
Home

G B lscdAm @

Restart Force  Save Agent Custom |Suggest Help Feedback About SVM Patch

Serviee  Chedn Deployment| Package [Software Publsher

Settings Bring Your Own Patch (BYOP)
View from the context of Smart Group: | All Products. - Show All Packages

SVM Connection

Enter text to search Find

Distribution Systems
Product |Vendor  |Patchedv._[Adviory.. [SAID |Critcalty | Trveatsc.. (CVSSBas.. |CVSS2Ba.. |CVSS3Ba.. Insecre |End-Ofife Seawe  [Totsl  |Affected.. [Download |ProductType

Service Connections & Video Dowrioader 4.x Open Me. = = 5 = 0 0 0 [} 1 1 =
79 18 ] 0 o o 1 1

Manage Patches v 4 - s 0 2 2

Flexera Package System (SPS) ActiveTd 8.x Actvesta - - - 0 0 0 0 1 1
Adobe Acrobat Reader 2017 17.x  Adobe: Adobe Ac... SA107832 4 w78 0 78 1 0 ) 1

Patch Template Adobe Acrobat Reader 4.x Adcbe - Not artcal [ 0 0 1 [} 1
Adobe Acrobat Reader DC 20.x  Adobe. Not aitcal o ) ] 1 ° 1

Agent Deployment Adobe AcrobatReader C2Lx  Adobe - Not aitcal ] 0 o 3 o 3
Adobe AR 32.x Adobe - o 0 o 0 1 1

Vendor Patch Module ‘Adobe Brackets 1.x Adobe Adobe Br. SAS2461 3 v3:8.8 o 8.3 1 0 0 1
Adobe Digital Editions 4.x Adobe - - o 0 o 0 2 2

ek Your QW Futch {BYOF) ‘Adobe Flash Player 32.x Adobe 5 Not ritcal [ ) o 3 [) 3
Adobe Shockvave Player 10.x dobe - Not aiteal o 0 o 1 ) 1
Adobe Shockwave Player 12.x Adabe Not aitical o 0 o 1 o 1
Amazon Corretto 8.x Amazon Amazon.. | SA109724 D s 0 7.5 13 0 3 16
Apache log4) 1.2.x Apache S. . Not aitcal o 0 o 1 o 11
Apache log4j 2.11.x Apache's 5 Not aibcal - 0 0 0 2 0 2
Apache log4j 2.13.x Apache s Apache ... SA105601 2 vars o 25 2 o o 2
Apache log4) 2.16.x Apache S. Apachel... 5A105601 21 V7.5 0 7.5 1 0 o 1
Apache log4) 2.17.x Apache S. 2 . = = o 0 0 0 1 1
Apache log4) 2.3.x Apache S. E Not critical o 0 0 2 o 2
Apache log4) 2.8.x Apache S. E: Not eritical o 0 o 8 o 8

The Create Custom Package Wizard appears.
3. Follow the steps as specified in the Create Patch Wizard.

4. Clicking on the Download link in the grid will download the patch.

Request Patch

In this section, you will be able to send a request to AdminStudio for creating patches for the products which are not
covered by SPS and VPM patches. To send a request, perform the following steps.

To send a request:
1. On Manage Patches menu, click Bring Your Own Patch (BYOP) in the left pane.

The Bring Your Own Patch (BYOP) page appears.
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2. Rightclick on a desired package and select Request Patch from the context menu.
The Request Patch dialog box appears.

Home

GxXHQ " 0HEW O

Restat  Foce Save  Agent Custom Suggest  Hep Feedback AboutSYMPaich
Service  Checkin Deployment Package Software Publisher
Settings Bring Your Own Patch (BYOP)
View from the context of Smart Group: | All Products - Show All Packages
SVM Connection
Enter text to seard Find
Distribution Systems
Product Vendor Patched V... | Advisory... |SAID Critcality | ThreatSc.. |CVSSBas.. |CVSS2Ba.. |CVSS3Ba.. Insecwe | End-Ofiife Secure Total Affected... |Download  Product Type
Service Connections 4K Video Downloader 4.x Open Me. » - = L] 0 L 0 1 1 1 Downloa .  Program
[720 18 0 0 ) 0 1 1 1 Downkoad  Program
Manage Patches (7.2 19.x [ [ 0 0 2 2 2 Program
Flexera Package System (SPS) ActiveTd 8.x ActiveSta. - - - o 0 o 0 1 1 1 Program
Adobe Acrobat Reader 2017 17.x | Adobe Adobe Ac...| 5107832 4 o 1 0 [ 1 10
Patch Template ‘Adobe Acrobat Reader 4.x Adobe - Not critcal ] 0 0 1 (] 1 1
Adobe Acrobat Reader DC 20.x | Adobe ot aitcal [ 0 0 1 [ 1 1
Agent Deployment Adobe Acrobat Reader DC 21.x Adobe Not aritical 0 0 0 1 [] 1 1
Adobe AIR 32.x Adobe - - - o 0 L] 0 1 1 1
Vendor Patch Module Adabe Bradkets 1.x Adobe adobe Br... SAS2%61 s umas ) a8 1 0 ) 1 1
Adobe Flash Player 32.x ‘Adobe Not gitical 0 0 o 6 o 6 1D
iBring-Yeus O, Palch (BYOR) Adobe Shockwave Player 10.x Adobe - Not aitical 0 0 o 1 0 1 1
Adobe Shockwave Player 12.x Adobe - Not aritical 0 0 L] 3 o 1 1
Amazon Corretto 8.x Amazon. Amazon... | SAI09724 B s ) 75 3 o 3 2 3

Note « Make sure that the AdminStudio Service Connection has been configured. For more information, see Service
Connections.

3. Click priority drop down and set the required priority value.

Note - If the value of Priority is empty or invalid, then the default value will be used as a Priority. The default value of the
Priority will be 3.

4. Click Submit.
5. Click OK and agree the confirmation dialog which appears.
6. Upon successful action, packages are send to the AdminStudio.

7. Packages which are send to the AdminStudio can be seen under Backlog tab. You can now manage a simple backlog of
packaging requests directly within AdminStudio.

§ % @ Adminstudio Application Manager ‘

CR®s® QQ @ W &

] O ¢

Import  Add  Edit Refresh Save
Apps List
‘A subscription to the Package Feed Module is required to execute or schedule automated package processing as new versions become available.
Note: (*) - Packages support full automation. (#) - Packages support customization.
Product Name Vendor Version Priority  Version in Catalog Version in Package Feed Status Subscribe  Source

Blender E} O No Match

No Match
Chrome for Business Google 1 3 ® No Match # Chrome for Business 32-bit 93.04577.63_MSI* No Match No Inventory.csv
@ # Chrome for Business 64-bit 93.04577.63 MSI*

VLC Media Player (X36) VideoLAN 1 3 © NoMatch 8 e No Match No inventory.cs
# VIC media player (x86) 3.0.160_Msi*
®  NoMatch %
Firefox (English US) (x86) 92.0_EXE*
Firefox (English US) Mozilla 1 3 ® No Match Firefox (English UK) (x86) 92.0_EXE* No Match No Inventory.csv
Firefox (Dutch) (x86) 92.0_EXE*
Firefox (French) (x86) 92.0_EXE* A
picasa Google 2 3 ® NoMatch = No Match No Inventory.csv
Picasa 39141250 EXE*
Notepad Don Ho 1 3 ® NoMatch ®  NoMaich No Match No Inventory.csv
L] No Match
7-zip 18x 3 ® NoMatch o 7-Tip 064) 19.00.000_MsI* No Match No Inventory.csv
# 7-Zip (x86) 19.00.000_MsI*
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Patch Deployment Status

The new Patch Deployment Status view under the Manage Patches menu displays the status and other details of the
patches published to an endpoint management system.

Click Export button in any grid view to save the displayed information as a CSV file.

h Publ
Home

c (=4 p = 0 =5 -

B CcX { ©® = =

Restart Force Save  Agent  Custom Suggest  WSUS Melp  Feedback About SVM Patch

Senvice  Chedin Deployment Pockage Softviare Menagement

Settings Patch Deployment Status

Search ype: Fackage 4l Search St

SVM Connection

Type Version Publishedto | Deployedto | Status v T Triggered On  Last status u...  Message UnSigned Path | Signed Path | Published from
Distribution Systems . SPSWizard 30180 Intne Success 08th Jun, 2023 08th Jun, 2023 SVM2019-WL. [
Updote Oracl.. Oracle Corpo... SPS Wizerd  11.0.19.0  pscem.csiltest Success 08th Jun, 2023 08th Jun, 2023 Pscem
Service Connections Update Oracl... Oracle Corpo... SPSWizard  11.018.0  smad.svm.... All Computer... Success 18th May, 20... 18th Moy, 20., S
Update Mozl... Mozlla Foun... SPSWizard  104.9999.99.. svm-ad.svm.... All Computer... Sticcess 18th May, 20... 18th May, 20.. Sw-AD
Manage Patches Update Mozl.. Mozilla Foun... SPSWizard | 104.9999.99... Success 18th May, 20... 18th May, 20... SVM-AD
Update VLC...  VideoLAN SPS Wizard  3.0.18.0 Intune Success 16th May, 20... 16th May, 20... BLR-LT-101293
Flexera Package System (SPS) Update Ever... Evernote VPMwizard  10.56.8.4069  BigFix Success 04th May, 20... 04th May, 20, DESKTOP-A.
Updote Auda... Audacty  VPMwizard | 33..0 Tntune Success 04th May, 20... 04th Mey, 20 SU-WSUS-
Patch Template Update Mozil.. Mozilla Foun... SPSWizard  104.9999.99... Intune Success 04th May, 20.. D4th May, 20. SVM-WSUS-.
Updte Mozl Mozl Foun... SPSWizard  104.9999.99... pscom.cslltest Success 04th May, 20... 04th May, 20., SVM-wss-
izt Rty Update Mozil... Mozilla Foun... SPSWizard | 104.9999.99. Success 04th May, 20... Ddth May, 20... SYM-WSUS:
Vendor Patch Modulo UpdsteVLC.. VideolAN  SPSWiard 30180 pscom.csiltest Success 04th May, 20... 03th May, 20.. SUM-WSUS-...
Updote Mozi.. Mozl Foun... SPSWizard | 104.9999.99... pscem.csiltest Success 04th May, 20... 03th May, 20.. SUM-WSUS-..
Bring Your Own Patch (BYOP) Uninstall Moz... Mozila Foun... SPSWizard  104.9999.99.. Stuccess 04th May, 20... 04th May, 20.. SUM-WSUS-...
Uninstall Mz Mozl Foun... SPS Wizord | 104.9999.99... Success 04th May, 20... 03th Moy, 20., SUM-WSUS-..
Patch Deployment Status Uninstall Goo..._ Google SPSWizard | 110.0.5481.1... pscom.csiltest Sticcess 04th May, 20... 04th May, 20.. SUM-WSUS-...
Uninstall Mz Mozll Foun... SPS Wizord | 104.9999.99... Sticcess 04th May, 20... 04th May, 20.. SUN-WSUS-.

Devices

Use the Devices page to view the reports related to devices/hosts in Patch Publisher. Use Filters to filter the devices based
on Smart Groups/Platforms/SiteList criteria.

In the Search field, you can now search for devices/hosts. You can also enter keywords in the Find box to find the matching
entries in the grid.

Click Export button in any grid view to save the displayed information as a CSV file.

Home
= '=a -
G R LEO & AN
B [ e e e e
Settings Devices

SVM Connection

P
Distrbution Systems
oevce Srstemscore Lastscan Inscare ot seare Tow Stetome Sanengne Softwere Platform
Servics Connections * Sithug, 2025 1 e s 25 RBEA 760 Wodaws
0 Sisthug, 2023 s 4 & 7 smaois 76022 wedkns
Manage Patches 27t ug, 2023 s ! £ 85 WORKGROUP 76.0.24 Wadows
. 2 " 5 3. 7602 W
Fisers Padiags Systam (595) 2 a0, 2023 2 0 36 Actve Orectary orpans 2., 7602 s
% 220 xm, 2023 o ! 2 26 Acte Drectoy orphens .. Confi Manager Confg Maneger
Patch Template 24034, 2073 s 3 “ 57 Acte Deecory orshons 0. 76.0.24 Wdows
27 ug, 2023 E) = ) 414 Actve Drectory ophans .. 760,24 Wadoms
Agent Deployment C Sisthug, 2023 3 a * 6 WORKGROW 76024 wdons
0 250 Aup, 2023 o o = 267 Rrelsie R 7.6.0.24 Red Hat L
Vendor Patch Module 200 Aup, 2023 1 2 E 0 St 76024 Wdons
" 0t Aug, 2023 » o B 119 Rhesie RiEL7.60.24 Red HatLux

Bring Your Own Patch (BYOF)
Patch Deployment Status
Devices

Custom Scan Rules
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View Scan Result for Hosts/Devices

Use this page to view a summary of the scans conducted for the hosts/devices based on the Host Smart Group that is
selected from the Smart Groups drop-down in the Devices view grid. Right click on selected device and choose View Scan
Result from the context menu. A popup appear with details of the scan result for the selected host/device with the
following tabs:

® Qverview

® Scan Results

Overview

Use this page to view the overview information of the Scan results.

& X
Overview | Scan Result

Host Details

- [, Secure: 82.6%

fost:

Domain: FLEXERA IE”d of L‘fel‘:::"

Site: FLEXERA [ [nsecure: 17.4%

Scan Details

Last Scan: 2023-09-25 04:25:51

Last Scan Type: 3

Scans Conducted: 43

Score & Vulnerabilities

Flexera System Score: % Insecure: 17.4%

vulnerabilties: 41

State of Products.

Insecure: 20

End-Ofdife: o

Secure: 95

Total: 115

{ + 174 Zombie Fies )

Scan Results

Use this page to view the detailed information of the scan result for the selected host/device.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins.

To add a new Custom Scan Rule, perform the following steps:

Task To add a new Custom Scan Rule:
1.  On Manage Patches menu, click Custom Scan Rules in the left pane.
The Custom Scan Rules page appears.
2. Click New Custom Scan Rule button to add a new custom scan rule.

The Custom Scan Rule popup appears.
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Custom Scan Rules:

Manage Patches

Flexera Package System (SPS)

Patch Template

Agent Deployment

Vendor Patch Module
Bring Your Own Patch (BYOP)
Patch Deployment Status
Devices

Custom Scan Rules.

Enter the Name for the rule.

Enter Filename to scan. Click Browse to search for the file you want to add to the rule.
After entering the details, click Save button.

Upon successful action, a new Custom Scan Rule added in the grid.

Right-click on the desired rule in the grid to edit or delete the rule.

Enter keywords in the Find box to find the matching rules in the grid.

Click Export button to save the displayed information as a CSV file.

Create Patch Wizard

The Create Patch Wizard is opened by clicking Create Update Package from the context menu of the selected patch.

The Create Patch Wizard includes the following panels:

Package Configuration Panel
Package Contents Panel
Applicability Criteria - Paths Panel
Applicability Criteria - Rules Panel

Completing the wizard Panel

Package Configuration Panel

74

On Package Configuration panel, no action is required. You should only check Edit Package Content (Optional), if you
want to view/edit the Package Contents.
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[B Create Update Package Wizard

Create Patch Wizard

Package Configuration

Description: o
Reference 1d: €9

Edit Package Content: €
Use Flexera Custom Naming: €3

SPS Installer Parameters: ) Clean Install Options

Select Installer

Install/Update Options

Package Name: €9 -Update Mozilla Firefox, version 102.x / 91.x ESR, Highly Critical =

D]

(®) None

Perform dean instal

(®) Attempt to select automatically

Install Stable version

Install ESR version

Disable chedking for default browser
Disable the Know Your Rights bar
Disable the Migration prompt

[| Disable automatic updates
L
[
[

=

The Package Configuration panel includes the following properties:

Table 3-4 « Create Patch Wizard / Package Configuration Panel

Property

Description

Package Name

By default the name of the package will be displayed. If required you can edit.

Description

Enter description of the package.

Reference Id

Enter the reference Id to the package.

Edit Package Content

If you select this check box, you will get an option to view/edit the package
contents in the Package Contents panel.

Use Flexera Custom Naming

If you select this check box, this will set the vendor attribute of the package to
Flexera and strip the product version from the product name. Choose this option
to over come limitations in the number of categories that can be published in the
SCCM.
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Table 3-4 « Create Patch Wizard / Package Configuration Panel

Property Description

SPS Installer Parameters Configure the following parameters if you want to pass to the installer. This set of
options are unique to this product.

®  Select Installer—Select one of the following options:

® Attempt to select automatically
® Install Stable version
® |Install ESR version
® Clean Install Option—Select one of the following options:
® None

® Perform clean install

® Install/Update Options—Select the required options. Multiple options can be
selected.

Package Contents Panel

76

This Package Contents panel appears only when you check Edit Package Content option in the Package Configuration
Panel. No action is required, if required you can edit the contents.

Note -« This panel is not available in VPM patches.
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E'] Create Update Package Wizard = O X

@ Create Patch Wizard

Package Contents

Script Type: € Javascript - Language Aware Installation

GUID = "8722623

main() {

( '6UID ) {
5 No GUID supplied for package " + Title );

Files To Include: )

File(s) to include in package Status
http://ardownload.adobe.com/pub/adobe/acrobat/win/Acrobat2020/2000530436/Acrobat2020Upd2000530436.msp To be dynamically downloaded
Add Local File Add Download File Add Localisation (Language) File

You also have the option of downleading SPS File from this package, should you wish to.

Download SPS File

The Package Contents panel includes the following properties:

Table 3-5 « Create Patch Wizard / Package Contents Panel

Property Description

Script Type View/edit the execution flow and script type for this package.
Select one of the following Script Type:
®  Javascript
® PowerShell

® VBScript

Language Aware Installation The Language Aware Installation option is applicable only for the patches that
support multiple languages. When Language Aware Installation is checked for a
patch, the same language patch will be installed on an endpoint as that of the
currently installed version of the product on that endpoint.

Files To Include You are also able to change the files that are included in the SPS package, which
can either be local files or links to be dynamically downloaded upon publishing of
the package. You need to update the script accordingly.
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Table 3-5 « Create Patch Wizard / Package Contents Panel

Property Description

Download SPS File The Download SPS File button is used to download the SPS file for the patch that
is being published. By clicking on the button, the SPS file for the patch will be
downloaded. Upon downloading the SPS file, the file path link will be displayed in
the SPS File Location field.

Applicability Criteria - Paths Panel

On Applicability Criteria - Paths panel, no action is required. If required you can select the paths/locations to which this
package should be applied.

Create Update Package Wizard = o X

@ Create Patch Wizard

Applicability Criteria - Paths

Always Install Option: €3 Mark Package as "Always Installable™
Minimum Version: 0 109.0.0.0
Secure Version: 118.0.5993.118
FileFaths: ) Import Paths| | Add Path| [+ [Show Relevant Paths [/ Show CSIDL Path
Enter text to search... Find
[v Path Installations CSIDL Path
-4 \Google'\Chrome\Application’\chrome. exe Default Install Path %PROGRAMFILES %
v «c:\program files) le\chr -ation!,chrome.exe 6 n'a
[+ C:\Program Files (x86}\Google\Chrome\Application\chrome. exe 4 nfa
i L= 1 n/a

Note: Select the relevant paths prior to importing ar adding new paths
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The Applicability Criteria - Paths panel includes the following properties:

Table 3-6 « Create Patch Wizard / Applicability Criteria - Paths Panel

Property Description

Always Install Option For packages that should not have any paths for applicability, select the Mark
Package as “Always Installable” check box to ignore all paths.

Minimum Version Option Update the older products.

Secure Version Update to the secure version.

FilePaths Select the file path where the application should be installed.

Import Paths Click Import Path and select a local CSV file which contains multiple file paths. You

can now import multiple file paths at once using a CSV file.

Note « This option is available in Flexera Package System (SPS), Patch Template,
and Agent Deployment views.

Add Path Click to add path and the CSDIL values for a package.

Note « This button is available in Flexera Package System (SPS), Patch Template,
and Agent Deployment views.

Show Relevant Paths By selecting this check box, paths with one or more installations of the selected
package will be displayed.

Show CSIDL Path ® |f you select this check box, CSIDL path will be shown in the CSIDL Path
column.

® |f you un-select the check box then CSIDL Path column will not display in the
grid.

Find Enter keywords in the Find box to find the matching entries in the grid.

Applicability Criteria - Rules Panel

On Applicability Criteria - Rules panel, no action is required. If required you can specify the rules.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 79



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

[P Create Update Package Wizard

@ Create Patch Wizard

Applicability Criteria - Rules

Apply Package To: €) 32-bit systems only
64-bit systems only
®) Both 32-bit and 64-bit systems

Spedcial Rule: ) || Reboot is required after package has been installed.
[ only make package applicable to computers with one of the selected languages.
Select Languages: o Arabic
Chinese (Hong Kong SAR)
| Chinese - (Simplified)
"] Chinese - (Traditional)
Czech
Danish
[ butch
| English
Finnish
French
| German
| Gresk
Hebrew
Export Patch Script: €) || Do notindude Step 3 Applicability Paths in XML File.
[ Do not include package file(s) as binary in XML File

Next > Cancel

The Applicability Criteria - Rules panel includes the following properties:

Table 3-7 « Create Patch Wizard / Applicability Criteria - Rules Panel

Property Description

Apply Package To Select one of the required package limit:
®  32-bit system only
®  64-bit system only

® Both 32-bit and 64-bit systems

Select Languages Select the desired language to configure your package.
Special Rule Check this option, If a reboot is required after the package has been installed.
Export Patch Script The two options (Do not include Step 3 Applicability Paths in XML File and Do not

include the package file(s) as binary in XML File) are taken into consideration only

when exporting the package to the File System (Export), otherwise the selection
will be disregarded.

Completing the wizard Panel

On Completing the wizard panel, select the required connections, Add to publish, and then click Finish to publish the
selected package to the specified end point management system.
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E Create Update Package Wizard

Create Patch Wizard

Completing the wizard

Publish package using: ) (®) Schedule Package to Patch Publisher

() saveasa Template

Select Connections: €9 [wsust ( wsus)

Qutput

Preparing package for publishing
Package created for publishing
Invoking publish API

The package is queued for publishing at the next check-in time
To publish the package immediately, click on the Force Check-in button in the ribbon.

ANNNNNNNENENNNNNNNNNNNNNNNNNNENENNNNENNNNENNNNNENNNNENENNNNENNNNNNNNNNNNNNENNENENNE]  Add to Publish

The Completing the wizard panel includes the following properties:

Table 3-8 « Create Patch Wizard / Completing the wizard Panel

Property Description

Publish package using

Select one of the required option:
® Schedule Package to Patch Publisher

® Saveasa Template

Select Connection

Select one of the required connection:
® WSUS

® Intune

® Workspace ONE

® BigFix

Note « You can select multiple connections to publish.

Output

Displays the output for the published package.
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Suggest Software
You can use the Suggest Software to suggest a software that is not detected by SVM.

To specify SVM Suggest Software, perform the following steps.

Task To specify SVM Suggest Software:
1. Inthe SVM Patch Publisher ribbon, click Suggest Software button.
The SVM Software Suggestion Tool window appears.

2. The SVM Software Suggestion Tool window includes the following properties:

Property Description

Program File Click browse and select file from the preferred location.

Note « Users should suggest the main file of the installed software.

Program Name Program name auto-populates with respect to the selected program file. Modify the

name (If required).

Program URL Specify the program URL.

Email Address Specify valid email addresses.

Note « Multiple email addresses can be added. Use a semi-colon or comma to

separate multiple e-mail addresses.

Additional Information Add additional information (if required).

3. After entering the above details, click Send to Flexera button.
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ﬂ SVM Software Suggestion Tool - O x

This tool allows you to browse for an application you wish to submit to Flexera's SWM to consider adding to our database of security
products we detect. Please browse for the primary EXE of the application, then dlick Send to Flexera. You wil need to login to SYM
Patch Publisher before you can submit the data. Average time to resolution over fast 30 days : 2.0 days.

File Details

Program File |C:\Pr0gram Files (x86)\Notepad++\NppShel_06.dl | | T |
Program Name |SheIIHandIerf0r Notepad++ (64 bit) |
Program URL |http:,","www.ﬂe:(em.c0m |
Email | |

Additional Information

View My Software Suggestions Send to Flexera

4. Upon successful action, the details of the suggested software will be displayed in SVM new web interface under
Configuration > Software Suggestions.

) Dashboard Dashboard  Software Suggestions
Scanning Average time to resolution over last 30 days - 2 days Bty
Results Name Version URL Email Comment Status Created |
NppShel64 dil 01 ttp /v flexera com Request Sent 20th Jun, 2023 1509
Reporting Firefox 100 http /v flexera com Request Sent 18th Jun, 2023 1302
7.2 201 http /A flexera com Request Sent 19th Jun, 2023 12:44
Pacting Internet Explorer 11.00.18041.1 (WinBuild 1...  hitp://www flexera.com Request Sent 19th Jun, 2023 1208
Microsofi® Windows® Op... 418.1600.6 (WinBuild 16, htlp/Awww flexera com Request Sent 16th Jun, 2023 12:07
Administration
Microsoft® Windows® Op...  10.0.18041.1 (WinBuild1.  htips //www heidisl.com/ Request Sent 16th Jun, 2023 14.00
% Configurstion Notepad++ 853 itp://www flexera.com Request Sent 16th Jun, 2023 12.05
VLC Web Plugin 303 ttp /wwwe flexera com Request Sent 310 Mar, 2023 1303

Settings

Change Password

Password Recovery

5. Byclicking on the View My Software Suggestions button in the SVM Software Suggestion Tool window, it navigates
to the new SVM web interface > Configuration > Software Suggestions page where the details of the software
suggestion will be displayed.

Configure Product Display Criteria for Vendor Patch Module View

You can configure the Vendor Patch Module view to display patches based on the criteria selected in the Configure View
dialog.

To define a criteria, perform the following steps:
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Task To define a criteria:
1.  On Manage Patches menu, click Vendor Patch Module in the left pane.
The Vendor Patch Module page appears.

2. Click on the Configure View. The Configure View dialog box appears.

E Configure View X

Show |AII available Vendor patches -

Add more filters
[+ Download available
[+ Deployment ready patches
[ only mMac patches

[ Hide Microsoft products

[« Highlight products for which update packages have been created

Select Package Language
English IEI
English (UK)
English (US)

Apply ‘ ‘ Cancel

3. Thefollowing display criteria are available.

Drop down Options

Show Select one of the following options:

® All available Vendor patches—Displays all the list of out of the box patches
available in the module. (Default)

® Only those Detected in my environment—Displays a list of out of the box
patches available for applications which are already installed in the user
environment.

® Only those Not detected in my environment—Displays a list of out of the box
patches available for other applications which are not deployed in the user
environment.

84 SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Patch Publisher

Drop down Options

Add more filters Select one or more following check boxes to add more criteria defined in the Show
drop down:

® Download available—Displays a list of out of the box patches available to
download.

® Deployment ready patches—Displays a list of deployable out of the box
patches which have no missing details. These patches are highlighted in Blue
color in the products list and have a high rate of success in mass deployment.

® Only Mac patches—Displays a list of out of the box patches for MAC OS, You can
easily download them for deployment in your Mac management solution of
choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided
by the vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

Select Package You can target specific languages. You are also able to change the default selected
Language language and select new package languages.

To do so, click ellipses (...) button, select the desired language in the Select Package
Language dialog box, and then click OK button.

By default, the following package language is selected:
® English
® English (UK)

® English (US)

4. Afterselecting the details, click Apply to display the selected criteria.

Configure Product Display Criteria for Flexera Package System (SPS) View

You can configure the Flexera Package System (SPS) view to display patches based on the criteria selected in the Configure
View dialog.

To define a criteria, perform the following steps:

Task To define a criteria:
1. On Manage Patches menu, click Flexera Package System (SPS) in the left pane.
The Flexera Package System (SPS) page appears.

2. Click on the Configure View. The Configure View dialog box appears.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 85



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition

Download and Install the Software Vulnerability Manager Patch Publisher

3.

B Configure View

|| Hide Microsoft products

| | pisplay SPS Lite page

Note:

You can customize the view of the products displayed using the following configurable options:

Group products where patched version and architecture are identical
[« | Display only End-of-Life or Insecure products

[« Display only products for which silent update packages can be created automatically

[« Highlight products for which update packages have been created

The Software Vulnerability Manager should not be used for creating patches for Microsoft products.
The updates should come from Microsoft.

Apply Cancel

The following display criteria are available.

Option Description

When the Group
products where patched
version and architecture
are identical

The SPS page rows will be grouped by the product, architecture, and the patch
required to update them to a secure version.

Display only End-Of-Life
or Insecure Products

Displays a list of End-Of-Life or Insecure Products.

Display only products for
which silent update
packages can be created
automatically

Display only products for which silent update packages can be created
automatically.

Hide Microsoft products

Hides only a list of out of the box patches provided by the Microsoft.

Highlight products for Displays a list of products in Green color for which packages have been created
which packages have successfully.

been created

Display SPS Lite Page Displays list of only SPS lite pages.

4. After selecting the details, click Apply to display the selected criteria.

Subscribe Automatic Publishing of Patches

Use this page to publish SPS / VPM patches automatically.
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Task To subscribe automatic publishing of patches:
1. Rightclick on any SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.
2. Select Subscribe to Patch option from the context menu.

Home

=
GERLQLEFOoOHAN O
Restart Force Save  Agent Custom Suggest Help Feedback AboutSVMPatch
Service  Checkin Deployment Package Software Publisher
Settings Vendor Patch Module

Smart Groups: [None -| [ Configure View
SVM Connection

Enter text to search Find
Distribution Systems

Product Vendor Patched... Deploym... SAID Criicality | ThreatS.. |Advisory.. Architect  |Insecure |End-OfL . Seawe Total Hosts Updated.. FieSize | Subscribed Subseription St
Senice Connections CutePOF Writer AcoSof. 40.12  Yes : 1z vtndon o o o o 0 2ehAu.  3.07M8 /N0 E
= oo Defraggler Prform... | 2.22.99... Yes - virdon 0 0 o ] 0 than. 7.12M8 Yes 0zndNov, 2022
Riage tetches DVD Fick Demis. 1307 Yes - Window 0 0 o [} 0 1SthAu.  1235M8 Mo -
E25yPHP De By 17.000 Y sasa3ss - 26th Agr... Window 0 0 0 0 0 1SthAu.  60.86M8 No
Flexera Package System (SPS) = o i = for
Fiezty o = 36200 Yes sass016 - 20th Age... Window 1 o 2 3 3 28hoct. 113548 No
Create Update Package - - = .
Patch Template Googe 43530 Yes - BB Widow ] ° o ) 0 2thdn. $8.07M8 No
HWINE Patch Information 7.30.00 Yes E Window 0 o o o 0 21stSep. 9.90MB Yes 28th Oct, 2022
Agent Deployment iCloud Subscribe to Patch . 7.200.23 Yes - Window 0 o o 0 0/2BthOct.. 25.76MB No
Irfanview (x38) wransd.. 4.60.00 Yes SAS4959 - 17thDe.. Window. 0 o o o 0 28thOct. 2.87MB No -
Vendor Patch Module Tunes (x86) Apple Inc. | 12.12.6.1 Yes SAL08743 7| 18thMa... | Window 0 ] 0 0 0 25thOct.. 171.53MB Yes 28th Oct, 2022
Kies Samsung | 3.2.180.. Yes - e tirdon [} o o o 0 ithn. 8748 No E
Bring Your Own Patch (BYOF) MYSQL Workbench S Orade  5.247.0 Yes 5492949 3 15th Jan... Window 0 0 0 0 0/ 28, 2675M8 Yes 02nd Nov, 2022
NOD32 Antivirus (x64) ESET 16.0,22.0 Yes SA39736 - 10thMa... Window. 0 o 0 o 0 26th Oct 70.45M8 No
Patch Deployment Status
NOD32 Antivirus (x86) ESET 16.0.22.0 Yes SA39736 + 10thMa.. Window 0 o 0 o 0 26thOct.. 65.68MB No -
Notepad ++ (x86) Don Ho 8.46.0 Yes - .- Window. 4 4 8 16 16 30thSe 4.13MB Yes 31st Oct, 2022

The Configure Subscription dialog box appears.

3. Click Select connection drop down and select required connections from the list.
Note « You can select multiple connections to publish.

4. Define the following:
Either one of the below preferences can be defined:

® Always publish a new patch when a new version is available—Publishes when new version of the patch is
available.

® Only publish a new patch when any of the following are true: Publishes when any one of the defined
preferences are met.

®  SAID CVSS3score is greater than
®  (Criticality is greater than
Extremely Critical
Highly Critical
Moderately Critical
Less Critical
Not Critical
® Threat score is greater than

® Patched version greater than—By default current version of a patch will be displayed
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Either one of these option must be selected to define the deployment schedule based on the above preferences:
®  Trigger subscription rule above now for the current version—Publishes the package right away

® Trigger subscription rule above next time a new version is available—Start publishes the package when
newer version is available

Either one of these option must be selected for package configure:
® Use Flexera custom naming—Saves as a Flexera custom name
® Silent Parameters—Saves custom silent parameters for VPM subscription

5. After selecting, click Save button.

B Configure Subscription - FileZilla (x64) - O X

Patch Publisher Connections(Required)

Select Connections | Microsoft Intune (Intune ) , VMWare Workpace... ~

_) Always publish a new patch when a new version is available

#) Only publish a new patch when any of the following are true:

S G s e s ﬂ T ———
Criticality is greater than Not Critical -
Threat score is greater than 0

Patched version is greater than 3.62.0.0

Trigger subscription rule above now for the current version

® ) Trigger subscription rule above next time a new version is available

Package Configuration
[ Use Flexera custom naming

Silent Parameters /S NCRC

Cancel

v
o
m

6. Click OK and agree the confirmation dialog which appears.

7. Upon successful action, the Subscribe column will be changed to Yes, and the Subscription Started column will be
updated as per the subscription started date.

Unsubscribe Automatic Publishing of the Patches

Use this page to unsubscribe automatic publishing of the patches.
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Task To Unsubscribe:
1. Rightclick on any subscribed SPS template or VPM patch.
To use this option, navigate to Manage Patches >>Vendor Patch Module or Manage Patches >> Patch Template.

2. Select Edit Subscription option from the context menu.

Home

GRS roHAN O
Sove  Agent Suggest e
Deployment

=
Restart Force Custom Feedback About SVM Patch
Service  Check-n Package Software Publisher
Settings Vendor Patch Module
Smart Groups: |Nane - | [ Configure view
SVM Connection =
Enter text to search. Find
Distribution Systems .
Product Vendor |Patched... |Deploym... |SAID Criticality |ThreatS... | Advisory... Architect . Insecure |End-OfL..|Seare  |Total Hosts  |Updated.. FleSze |Subscribed SubscriptionSt. |
Senios Canertony Audacity (x86) Audacity (3210 Yes - - Window, ] ] ° [) 0 O7thOct. 1242MB Yes 28th Oct, 2022 =]
BumAware Free Bumana.. 15900 Yes SA31950 | Haghiy o - 24thSe... | Window. [ 0 0 o 0 Zthse.. 2271M8 Yes 3istoct, 2022 |
Manage Patches CGeaner Prifom_. 6.05.10.. Yes - .- Window 0 0 0 [} 0 26thOct.. S0.05MB No -
Flexera Package System (SPS) CutePDF Writer AcoSof.. 4.0.1.2 Yes - == Window. 0 o o 0 0 24th Au. 3.17M8 No =
Defraggler Priform. 2229 Yes - .- Window. [] ] -] o 0 25th Jun. 7.12M8 Yes 02nd Nov, 2022
Patch Template VD Fick Demis.. 1307 Yes - - Window, [} o 0 [) 0 iSthAu. 1235M8 N -
EasyPHP Devserver EasyPHP  17.000 Yes SA44355 - 26th Apr_. | Window. 0 o 0 0 0 15thAu. 60,86 M8 No -
Agent Deployment FileZll~ <= — 3.6200 Yes SAS4916 o - 29th Apr.. Window. 2 ] 4 6 6 28thoOct. 11.35MB Yes 02nd Nov, 2022
Googh Crema Updzta Package 4.3.530 Yes a == Window. 0 o 0 0 0 29th Jun. $8.07M8 No -
Vendor Patch Module HWINE Patch Information 7.30.00 Yes - .= Window. L 0 o o 0 2istSep. 9.90M8 Yes 28th Oct, 2022
iCloud _w nc 7.21.0.23 Yes = L ‘Window. o 0 -] 0 0 28th Oct. 2576 M8 No -
R O PESER) Irfanview (x5) NSk 46000 Yes SAS959 | Hhly - 17thDe... | Window. 0 ) o [} 0 28thoct. 2878 Mo -
Tunes (x86) Apple Inc.  12.12.6.1 Yes SA108748 ract 7 18thMa_ | Window. L] o o 0 0 25thOct. 171.58MB Yes 28th Oct, 2022
Patch Deployment Status
Kies Samsung  3.2.160. Yes = b= Window. ] o o 0 0 11th Jun. 38.87M8 No -
3. On Configure Subscription dialog box, click Unsubscribe button.
B Configure Subscription - FileZila (x64) — O %
Subscription started on 2022-11-02 10:59:39
Patch Publisher Connections{Required)
Select Connections Il\-'liu'usoﬁ Intune (Intune ) , VMWare Workpace... -
() Always publish a new patch when a new version is available
(@) Only publish a new patch when any of the following are true:
SAID CVSS3 score is greater than .
Criticality is greater than Not Critical - !
Threat score is greater than 0 = |
Patched version is greater than [3.62.0.0 |
Trigger subscription rule above now for the current version
) Trigger subscription rule above next time a new version is available
Package Configuration
[ Use Flexera custom naming
| Silent Parameters
Unsubscribe Save Cancel

Note « You can select multiple connections (if required).
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4. Click OK and agree the confirmation dialog which appears.

5. Upon successful action, the Subscribe column will be changed to No, and the Subscription Started column will be
empty.

Download and Install the Software Vulnerability
Manager Client ToolKit

920

To ease patch automation and WSUS management you must download and install Software Vulnerability Manager
Client ToolKit. To download this tool kit, click here.

On successful installation of Software Vulnerability Manager Client ToolKit, below tools will get installed and their
respective shortcuts will be created in your desktop.

®  Flexera SVM Patch Configuration
®  Flexera WSUS Management Tool

® Flexera SVM Client Data Tool

[

Important - You must install Software Vulnerability Manager Patch Client ToolKit to utilize the Vendor Patch Module and
SPS Automation, see Automating Patch Deployment and Patch Automation.

Prerequisites
The below prerequisites are required:
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console (RSAT) needs to be installed. You need to install the
administrator tools version that corresponds to your WSUS server.

®  Access Privileges to run the Daemon as a service.

®  Access Privileges to makes changes to the WSUS server.
® Internet Connection - SSL/TCP to a SVM server.

® .NetFramework 4.7.2 or above.

® OS Requirements:

® |Install Software Vulnerability Manager Client ToolKit in Windows Server 2012 or Windows 8, for Windows 2012
WSUS.

® |Install Software Vulnerability Manager Client ToolKit in Windows Server 2016 or Windows 10, for Windows 2016
WSUS.

® Install Software Vulnerability Manager Client ToolKit in Windows Server 2019 or Windows 10, for Windows 2019
WSUS.

® |nstall both the Software Vulnerability Manager Client ToolKit and WSUS in the same domain.
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Task To download and install the tool kit follow the below steps

1. Download the Software Vulnerability Manager Patch Configuration Tool from the SVM Tool Kit. Save it in your desired
folder path.

2. Double click the set up file, welcome wizard appears. Click Next.

4 Software Vulnerability Manager Client Toolkit - InstaliShield Wiza...

Welcome to the InstallShield Wizard for
P Software Vulnerability Manager Client Toolkit

B

The Installshield(R) Wizard will install Software Vulnerability
Manager Client Toolkit on your computer. To continue, dick
Mext,

WARNING: This program is protected by copyright law and
international treaties.

< Back | Next > | | Cancel |

3.  You will be prompted to enter your system credentials. Click Install.

1% Software Vulnerability Manager Client Toolkit - InstallShield Wiza...

Ready to Install the Program PO
The wizard is ready to begin installation. n A

Click Install to begin the installation.
Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: I- - ———

Password: || sssnsne

InstallShield

< Back || Install | | Cancel

%

Tip - On successful installation, one shortcut for Flexera Software Vulnerability Manager Patch Configuration and
one shortcut for Flexera WSUS Management Tool will get created in your desktop.

4. Onsuccessful installation, click Finish. Flexera SVM Patch Configuration windows pane appears, see Flexera SVM
Patch Configuration.
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Flexera SVM Patch Configuration

Flexera Software Vulnerability Manager Patch Configuration integrates Software Vulnerability Manager application with
the configured WSUS server to achieve the automation for subscribed packages.

On successful installation of Software Vulnerability Manager Client ToolKit, a shortcut with a name Flexera SVM Patch

Configuration will get created.

Task To use Flexera Software Vulnerability Manager Patch Configuration follow the below steps:

1. Double click on the shortcut created on your desktop, Flexera SVM Patch Configuration windows pane appears.

2. It consists of five tabs:

WSUS Tab
WorkspaceONE Tab
Intune Tab

SVM Tab

General Tab

3. InWSUS Connection tab, enter the WSUS server details and the port number, click Load Groups.

4. In Groups to auto deploy, you can see the list of computer groups configured in WSUS Server.

5. Select the computer groups which you wanted to deploy the packages. To know more about a package publishing,
see Automating Patch Deployment.

6. To external package signing, select Sign package manually option.
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WSUS Intune Workspace ONE SVM  General

ﬂ Flexera SVM Patch Configuration — O X

1
Output Window: Clear Qutput
[6:49:45 AM] Attempting to connect to WSUS:

- - F psccm scom test:8530 Use SSL:False
i (19 0 00 0 [6:49:45 AM] Successfully connected
Port: to:pscem scem test: 8530
[6:49:45 AM] Connection Successful
[] Use SSL [6:49:45 AM] ServerString: Default
[6:43:45 AM] Serverld: e 7Thae F4-1031-4a41-a747-
Groups to auto deploy: de17ef0653db0
[6:49:45 AM] TargetingMode: Server
] All Computers A~ [6:49:45 AM] ProxyServerPort: 80
H . [6:49:45 AM] Attempting to obtain the computer
;_g%ﬁmw e target groups from WSUS.
Dwn'l 0 [6:49:45 AM] Number of computer target groups: 5
[ wing W

4] Cleanup package files on WSUS when removing old patch
[] Sign packages manually

Flexera SVM Patch Automation will connect to the WSUS server under the running
Windows user context.

[ Load Gmups

7. InIntune Connection tab, you will be prompted to enter your Intune credentials like Application (Client) ID, Directory
(tenant), Client Secret. To know more details on configure Intune credentials, see Set up a Distribution Connection for
Microsoft Intune.

8. InAssignment Groups (optional) field, choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

9. Click Test Connection button, on successful connection you will receive a successful message in the Output Window.

B Flexera SVM Patch Configuration 5 O X
WSUS Intune Workspace ONE SVM  General Output Window: | Cear Output |
[5:41:5.0 AM] Attempting tolcmnect to hlu]e server
Application (client) ID: [cfSa s s ks 00341118499 | B A A
[5:41:51 AM] Successfully connected to Intune
Directory flenant) ID: | 7d950% Muin ki #0-3834a07cd 50 | server
[5:41:51 AM] Connection Successful
Client Secret: [..l....‘.....l‘.....li‘...‘..l...i |
App Category: [Flexera Packages |
ADSyncAdmins
ADSyncBrowse
Assignment Groups: | ADSyncOperators
AR Support Group
Artur_Device_Group
Test Intune Connection
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10. In Workspace ONE tab, you will be prompted to enter the valid Workspace ONE connection details like Server name,
Authentication Type, Tenant ID/API Key, and selecting Organization Group ID. To know more details on configuration,
see Set up a Distribution Connection for Workspace ONE.

11. Click Test Workspace ONE Connection button, on successful connection you will receive a successful message in the
Output Window.

[ Flexera SVM Patch Configuration = O x
WSUS Intune Workspace ONE SVM  General Cutput Windaw. | el i |
[1:44:21 AM] Attempting to connect to Workspace
. —_— l ﬁﬁ:z%ﬁ]%\ﬂmﬁcwace
Adthertication Type: Basic 3 | E%Zﬁwﬁm] Connection Successful
e M [ Y ————— Q::cij AM] ProductName: AirWatch Platform
Password: sssssssass [1:44:21 AM] ProductVersion: 21.7.0.0

Tenart ID / APl Key:  |KL6irSHeELI9 YOwb2us8HOKvGvmtwgCVECGv3Sgud/ Y|

Organization Group ID: (64949 |[]

Test Workspace ONE Connection

12. In SVM Connection tab, you will be prompted to enter your Software Vulnerability Manager On-Premises credentials.

13. Click Test Connection button, on successful connection you will receive a Token in the Output Window.
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E Flexera SVM Patch Configuration

= O X
WSUS Intune Workspace ONE SVM  General Output Windaw: | Qear Output ,
%042? AM] ﬁtl ting to Connect to SVM Server:
Connect to On-Prem SVM Server
[7:04:27 A.M] Successfdl'y connected
Ste URL: L] | to-hitps:// i st ss 808 m/
[7:04:27 AM] Connection Successful
Use SSL [7:04:27 AM] Token:
6x7bASg0duzirb F1FDrduv LSnWU30idx TXYpY2180T
User Name: R ——— ] hH1eAFcAQVNYXJYGFGOGTh
Password: senensnes
Test SVM Connection
14. Inthe General tab, you can set any one of the below distribution system.
®  Windows Server Update Services (WSUS)
®  Microsoft Intune
® VMWare Workspace ONE
B Flexera SVM Patch Configuration 7= O X
WSUS Intune Workspace ONE SVM  General Output Window: ‘ Clear Output
Distribution System
Distribution To: | Microsoft Intune Vl
Windows Server Update Services (WSUS
Logging VMWare Workspace ONE |
Log File: |C:\ngramDala\Flexera Software\SVM Patch‘svmpatchlog | ‘ |
loglevel | LogAways v
Check-In Settings

Check-n Frequency: |0 |54 Days 5 }-E—-HOLIS il} i—:hirues

[“] Get all Latest Subscribed Packages

Force Check-in Now

© 2020 - 2021 Flexera. All rights reserved. Datz Privacy. Product Version: 5.0.412

15. You can edit the folder path to save the action logs of this Tool. By default, the folder path will be:
C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log.
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16. You can set any one of the below preferences to save the log files:

® LogAlways
® (Critical
® Error

® Warning
® Informational

® \erbose

ﬂ Flexera SVM Patch Configuration

WSUS Intune Workspace ONE SVM  General

Distribution System
Distribution To: | Microsoft lntune vl
Logging

Log File: iC:\nga'nDala\Flexera Software\SVM Patch‘svmpatch log ||

Log Level:

LogAlways

Ile_r__

© 2020 - 2021 Flexera. All rights reserved. Datz Privacy.

Product Version: 5.0.412

Output Window:

17. In Check-In Settings, you can set the frequencies to pull the relevant packages from the server.

96 SVMOPE-DECEMBER2023-UG00

Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Client ToolKit

ﬂ Flexera SVM Patch Configuration = O X
WSUS Intune Workspace ONE SVM  General Output Window: Clear Output .
Distribition System i,'_'.'_"_'_,‘,':'"'_"".';_'
sl'. ..| . _lu- . . -
Distibution To: | Microsoft Intune v b, —
{. T e ey v et W W
- - - - - -
Lomng sl f 1 .‘ - - - -
k AL - - -
Log File: ]C:\ngranDa‘la\Flexera Software\SVM Patch‘\svmpatch log |: n R — .
. ".’. u‘l‘
atent: iR B i
> 10 R e | e b e e
LREEY, S IR0 e ¢ ot sons
Checkn Frequency: |0 [3]Days 5 3/ Hours [0 2| Minutes i.;....-_ ch
T _—
(] Get al Latest Subscribed Packages - _
L 100 Byt s Comven R
I Force Check-In Now . a" o
|- - o b - -
(P e s
F[. . o
B ;- -—-‘ L - -
E. v o J——
® 2020 - 2021 Flexera. All ights reserved, Data Privacy, Product Version: 5.0412 [, 55wl S0 ‘

Note - Force Check-In Now button can be used to pull relevant packages immediately.
18. Click check box button if you want to get all latest subscribed packages.
19. To run the services, click close button. You will be prompted to enable Start SVM Patch Daemon in the closing

window. Click Yes to restart the Patch Daemon for the change to take effect.

Flexera SVM Patch Configurati... = O x

Do you want to save changes?

[ Stat SVM Patch Daemon

Yes No | Concel

Note « If any changes added in the Workspace ONE tab or SVM tab, then make sure that Test Connection to be done and then
Restart the Patch Daemon for the changes to take effect.

Flexera WSUS Management Tool

Flexera WSUS Management Tool allows you to manage the packages and configuration settings of WSUS.

On successful installation of Software Vulnerability Manager Patch Configuration Tool, along with the Software
Vulnerability Manager Patch Configuration Tool shortcut, one shortcut for Flexera WSUS Management Tool will get
created in your desktop.
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It consists of two tabs:
®  Patching Information

® Configuration

Patching Information

Patching Information tab prompts you to connect to the WSUS server to view the packages, based on the selected filter
option, either 3rd party, Microsoft updates, or both. It also allows you to approve, delete, decline the selected patches and
select a computer groups where you want to deploy these approved patches, at the set deadline.

It consists of three sections:
®  Filter Update List
®  Group Approvals

® SetApproval Deadline
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Task To use WSUS Management Tool follow the below steps:

1. Double click on the shortcut Flexera WSUS Management Tool in your desktop, Windows Server Update Service
Management Tool home page opens.

A Windows Server Update Service Management Tool = O X

WSUS Server pscem csil test | Pot [2530 | O Use SSL

Patching Information  Carnfiguration

Fitter Update List Group Approvals

O 3d Party Set Approval Deadline
(®) Flexera 5/31/2023

O Al 5:32:08 AM =

(O Microsoft Updates

Connect to Server and Refresh List
Number of Updates Found: 41

Approve Groups

State Title Vendor Approval Installed Pending Not Installed N ™
Ready Update Amazon Cometto 8 (x64), v... Secunia Approved 0 0 0 o
Ready Update Mozilla Thunderbird 91, ... Mozilla Foundation  Unknown 0 0 0 0
Ready Update USBPcap, version 1.5.4.0 Tomasz Mon Unknown 0 o 0 0
Ready Update Amazon Cometto 8x, versi...  Amazon.com Approved 0 0 0 0
Ready Update Adobe Acrobat Reader 20...  Adobe Approved 1] 0 1] 0
Ready Update Evemote, version 10.54.4.... Evemote Approved 0 0 0 0
Ready Update Mozilla Firefox 109x, versi..  Mozila Foundation  Approved 0 0 0 0
Ready Update Google Chrome, version 1...  Google Approved 0 0 0 0
Ready Update Active Directory Rights Ma... Microsoft Approved 0 0 0 0
Ready Update 1Password 7, version 7.5....  AgileBits Approved 1] 0 1] 0
Ready Update 3DF Zephyr Free version, ... 3Dflow sd Approved 0 0 0 0
Ready Update Mozilla Firefox, version 10...  Mozilla Foundation  Approved 0 0 0 0
Ready Update Oracle Java JOK 1.11x /... Oracle Corporation  Unknown 0 0 0 o
Ready Update Wireshar 3., version 3.6.... Wireshark Found...  Unknown 0 0 0 0
Ready Update Mozilla Firefox 109x, versi...  Mozilla Foundation  Approved 0 o 0 0
Ready Update Oracle Java JOK, version ...  Oracle Comporation  Unknown 0 0 0 0D v
£ >

2. Inthe Filter Update List, you can either select 3rd Party Patches, Microsoft Updates, and All. You can enter the patch
name or vendor name in the Text Filter box to fetch a quick patch list.

3. Click Connect to Server and Refresh, list of patches based on the selected Filter Update List appears.

Note - Ifyou select the Flexera filter option and click the Connect to Server and Refresh List button, you will see the list
of patches published to the WSUS from the SVM Patch Publisher/SVM console.

4. Rightclick on a patch, you can perform a below function:
® Decline Selected Updates
® Delete Selected Items
® Export SDP file
®  Properties

5. In Group Approval section, you can select a desired computer groups from the WSUS server.
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100

6.

6. Windows Server Update Service Management Tool B e e
WSUS Server |pscom scomfest | Pot (8530 |[] Use sSL
Patching Information | Confiuration |
Fiter Update List Group Approvals
® 3rd Party =~ Computers [] set Approval Deadine
() Microsoft Updates =-L_] Al Computers 12/ 972019 =
oA [ JUnassigned Computers = = @‘
Text Fiter: Flexera | i w!n? i) b
k I — [ _win10 B
Connect to Server and Refresh w Jwin8 | Approve Groups |
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed A
Ready Deployment package for Software ... Secunia Unknown 0 0 15
Ready Deployment package for Software ... Flexers Software Unknown 0 0 18
Ready Deployment package for Software .. Flexera Software Unknown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0 0 18
Ready Deployment package for Software ... Fexera Software Unknown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0 0 17
Ready Deployment package for Software ... Secunia Unknown 1] 0 17
. o Jo |
Femly | UK Wieo Bowribaer ver. DetiineSeieed Updiarey 0 6
Ready Update 7-Zip (<64), version 19.00.... Delete Selected ltems 0 0
Ready Update 7-Zip {<64), version 19.00.... Export SDP file 0 0
Ready Update 7-Zip {x64), version 19.00.... . 0 0
Propert:
Ready  Update 7-Zp (c64), version 19.00... Igol_ L oPeies 0 0
Ready Update 7-Zip (x64), version 19.00....  lgor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 15.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip {x64), version 19.00.... laor Paviov Unknown 15 0 0 s
< >

Select the Set Approval Deadline, you can set the date and time to deploy the approved patches.

%
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Tip - WSUS management tool allows you to Approve, Decline, and Delete multiple patches at the same time.
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B Windows Server Update Service Management Tool S
WSUS Server |pscom scomfest | Bt 8530 |[] Use sSL
Patching Information | Confiuration |
Fiter Update List Group Approvals
® 3d Pary = Computers Set Approval Deadline
() Microsoft Updates =LAl Computers 1/ 172020 v
(o). +[[JUnassigned Computers @
Teot Fiter: Pexea | w7 12:00:00 AM =]
= = ~[win10 _ ;
Connect to Server and Refresh w[ Jwing | Approve Groups |
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed A
Ready Deployment package for Software .. Secunia Unknown 0 0 19
Ready Deployment package for Software ...  Flexera Software Lhknown 0 0 13
Deployment package for Software .. Flexera Software 0

Deploymert package for Softwars _Ii_

Ready Deployment package for Software ... Flexera Software Lhknuwn

Ready | Deployment package for Saftware _—

Deployment package for Software —_
Ready Update .NET Core Rurtime 3.1 {x... I‘o'icrosdt Appmved 0
Ready Update 4K Video Downloader, ver... OpenMedm Unknown 0
Update 7-Zip (¢64). version 19.00. ___

Update 7-Zp éx64). version 19.00. __
Ready Lpdate 7-Zp &54), version 19.00. . Ignr Paviov

Update 7-Zp (x64). version 19.00 __—

Ready Update 7-Zip {x64), version 19.00.... Igur Paviov 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov U'ﬁcnown 15 0 0

Ready Update 7-Zip (<64}, version 15.00.... Igor Pavlov Unknown 15 0 D

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0 0 M
< >

7. To approve the selected patches, click Approve Groups. You can see the Approved status from the Approval Column.

Configuration

In Configuration tab, you can perform the below WSUS configuration actions:

Table 3-9 « WSUS configuration Actions

Field/Button Description

Test WSUS Click Test WSUS button, on successful connection you will receive a successful
message in the Output Window.

Test GPO Settings Click Test GPO Settings button, you will receive a group policy information in the
Output Window.

Generate New Signing Certificate Click Generate New Signing Certificate button to generate a new self sign
certificate. Upon generating, click Install Signing Certificate button.
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Table 3-9 « WSUS configuration Actions

Field/Button Description

Set External Signing Certificate

(Optional) If you have an external certificate, then enter the path or browse and
select the path from the preferred location, and then enter the valid certificate
password.

Note - You can select either Generate New Signing Certificate or Set External
Signing Certificate option.

Set Signing Certificate in WSUS

After entering the Set External Signing Certificate details, click Set Signing
Certificate in WSUS button, and then click Install Signing Certificate button. On
successful signing you will receive a successful message in the Output Window.

Install Signing Certificate

Click Install Signing Certificate button, on successful certificate installation you
will receive a successful message in the Output Window. You can see the installed
certificate in Trusted Root Certification Authority and Trusted Publishers stores.

Export Signing Certificate from
Wsus

Click Export Signing Certificate from WSUS button, you can export signing
certificate from WSUS server to the local drive.

Delete Signing Certificate in
WSuUs

Click Delete Signing Certificate in WSUS button and confirm the popup to delete
the signing certificate.

GPO Name

Enter the valid group policy name.

GPO to Support SCCM Patch
Deployment

If you select this check box, use the WSUS Server specified in Software
Vulnerability Manager.

GPO to install WSUS Certificate

If you select this check box, you can create your own Group Policy to distribute the
WSUS Signing Certificate. If this check box is not selected, then existing Windows
Updates GPOs must be edited in accordance with Setting Up Clients to Access
WSUS.

Create [ Update SVM Group
Policy Settings

If you are creating the Software Vulnerability Manager WSUS Group Policy for the
first time, then click Create [ Update SVM Group Policy Settings button.

Dump All GPO Information

Click Dump All GPO Information button, you will receive all dumped GPO
information in the Output Window.
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B Windows Server Update Service Management Tool — O X

WSLUS Server [SVM-AD svmtest | Pot [8530 | [J use ssL
Patching Information  Configuration

Operations to run: Output Window: Clear Output

Test WSUS Test GPO Settings |
WSUS Certificate Functions
Generate New Signing Certificate
Set Extemal Signing Certfficate
Path: Browse

Password: [ I

Set Signing Certficate in WSUS

Install Signing Certificate

Export Signing Certificate from WSUS
Delete Signing Certificate in WSUS

Group Policy Functions
GPO Name: [WSUS -CSI

[] GPOto Support SCCM Patch Deployment
[ GPOto Install WSUS Certificate

| Create / Update SVM Group Polcy Settings
Dump All GPO Information

To following topics related to Windows Server Update Services (WSUS):

WSUS/System Center

Creating the WSUS-CSI GPO Manually

® Integrate SYM with WSUS/SCCM and Deploy a Patch

Setting Up Clients to Access WSUS

Flexera SVM Client Data Tool

Flexera SVM Client Data Tool will allow you to pull and store your SVM data in a Microsoft SQL database to keep for as long
as you wish.

On successful installation of Software Vulnerability Manager Client ToolKit, a new shortcut SVM Client Data tool will get
created in your desktop.

To pull data, perform the following process:
® (Create Database Connection

® AddAccount

Configure Logs Directory

® SyncData
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.__.Jr

ntilata

Alongside the SVM Client Data Tool, PowerBI templates have been included. With these Power Bl templates, you can

generate trend reports for the existing data. For more information on generating reports, see Generating Data Trend
Reports.

Create Database Connection

To create a Database connection in Client Data Tool, perform the following steps.

e
v e

Task To create a Database connection:
1. Double click on the shortcut created on your desktop, Flexera SVM Client Data windows pane appears.

2. Click Database Connection button. The Database Connection window appears.

[} svM client Data - m| X
Add Account
Database Connection I
Site URL: | |
Sync Data ‘
User Name: I ]
Password: | B Database Connection b4
| Add Account to U
Server; |
r § Authentication: I =
Logs Directory: |C:!
i Login ID: |
Drag a column header here to group by that column Password: |
Uiser Name Site Url | Device Lal Catalog: |

|| Save & Connect automatically

Connect | Create ‘ | Close
T
4 44 « Record1ofl * w4 = & o x
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

3. InServer field, enter SQL Server name.

4. In Authentication field, you can select authentication type as either Server Authentication or Windows
Authentication.
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[} svM Client Data - ) X
P Ao | Database Connection |
Site URL: [ " |
l Sync Data ‘
User Mame: I |
Password: | Database Connection X
| Add Account to L
Server: SVM-TESTA \
Authentication: Windows Authentication ‘ »
Logs Directory: |C:\ s - - ingie Server Authentication
) Windows Authentication
Drag a column header here to group by that column Password:
User Name ‘ Site Url Device Laj Catalog:
b
|| save & Connect automatically
| comect | [ ceate | [ dose
44 44 ¢« Record1of1 * ¥ bl 4= = & o/ ¥
© 2020 - 2021 Flexera. Al rights reserved. Data Privacy. Version: 1.2

5. Ifyou select Server Authentication, then enter Login ID and Password.
6. InCatalog field, enter the catalog name.

7. After entering the details, click Create button.

R} svM Client Data - ) X
Add Account | Database Connection |
Site URL:
= | [ Sync Data |
User Name: I ]
Password: | [ patabase Connection X
| Add Account to U
Server: | - - I
Authentication: | Server Authentication -
Logs Directory: ‘C:\l - -
Logn ID: [ e |
Drag a column header here to group by that column Password: | s | l
User Name ‘ Site Url Device Laf Catalog: |Hﬂ test l
»
[/] save & Connect automatically
I Connect I | Create l [ Close
I 4« Record1ofl » w4 = 2/ X
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

8. Upon successful action, Database created in the Microsoft SQL Server.

9. Once Database created, you can Connect to the Database.
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Note « To connect the database server, make sure to install the SSL certificate in Trusted publisher and trusted root
certificate authority where client data is installed.

Add Account

To add account in Client Data Tool, perform the following steps.

Note « Make sure that the Database is connected. For more information, see Create Database Connection.

To add account:
1. InAdd Account, enter Site URL in the text field.
2. Enterthe User Name and Password, and click Add Account to List button.

Added account will then be listed in the below section.

[} svM client Data e o X
Add Account r
| Database Connection ‘
Site URL: |} |
= | Sync Data ‘
User Name: | |
Password: | P E—— | Cancel
I Add Account to List { ‘
Logs
Logs Directory: iC:V - ] Save
Drag a column header here to group by that column p |
User Name | Site Url | Device LastRun | Device History LastRun ‘ Software History Las | Status |
» https: 10/25/2021 5:53 AM 10/25/2021 5:53 AM 10/25/2021 5:53 AM [
4 44 « Record1ofl * w4 = & o x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Configure Logs Directory

To configure logs directory, perform the following steps.
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Task To configure Logs directory:

1. InLogs Directory field, enter desired path in the text box orclick ~~  icon and select the path that you want to save
the log files generated.

2. Click Save button to take effect.

[} svM Client Data = 0 X
Add Account
Database Connection |
Site URL: || |
Sync Data ‘
User Name: I |
Password: | S —— | Cancel
| Add Account to List | ‘
Logs
| Logs Directory: | || save |
Drag a column header here to group by that column p |
| User Name ‘ Site Url Device LastRun Device History LastRun | Software History Las... | Status
» https: 10/28/2021 4:02 AM | 10/28/2021 4:02AM | 10/28/2021 4:03 AM
« Record1ofl * v w4 =2 x
© 2020 — 2021 Flexera, All rights reserved. Data Privacy. Version: 1.2

Sync Data

To pull data to Microsoft SQL server, perform the following steps.

Note - Make sure that the Database is connected and SVM account is added. For more information, see Create Database
Connection and Add Account.

To pull data to Microsoft SQL server:

=Y

. InClient Data Tool, click Database Connection and connect to the database server. for more information, see Create
Database Connection.

2. Ifrequired, you can add multiple SVM accounts. For more details on adding the account, see Add Account.
3. Click the Sync Data button. It starts pulling data to the Database.

4. Upon successful action, sync details will display in the below section.
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[} svM Client Data - ] x
Add Account
Database Connection ‘
Site URL: | |
= Sync Data J
User Name: I |
Password: | [P | Caval
| Add Account to List | Lags ‘
Logs Directory: :C:\I - | Save
Drag a column header here to group by that column p |
User Name ‘ Site Url Device LastRun Device History LastRun | Software History Las... | Status
¥ https: 6/22/20215:24AM 6222021 5:24AM | 6/22/20215:24AM | Success
https: 6/22/2021 5:24 AM 6/22/2021 5:24 AM 6/22/2021 5:24 AM Success
44 44 4+ Recordiofl » W W4 = & o X
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

5. Syncdata will be available in tables and views.

Connect= ¥ “F 0 T ¢ &

= @ SYM2019-WIN1D (SOL Server 15.0.2000.5 - SVM201¢
= Databases
System Databases

BB

Database Snapshots
SVM
Database Diagrams
Tables
System Tables
FileTables
External Tables
Graph Tables
FR dbo.Device
R dbo.DeviceHistory
R dboHistory
ER dbo PropertyValue
FH dbo.SoftwareHistory
FA dbo.UserfAccount
B dbo.XPObjectType
= Views
System Views
dbo.wvwDeviceStatusBySystemScore
dboswProductCriticalityByDate
dboswProductStatusByDate
dbowwSoftwareCriticalityForDevices
External Resources
] Svnonvms

m
m = @

B BB

BB

B B

B BB

[E2]

B B

B &

6. You can manually sync data or you can schedule automation for the data sync. To schedule automation, see Schedule
Automation for Sync data.
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Schedule Automation for Sync data

To schedule automation for sync data, perform the following steps.

To schedule automation for Sync data:

1. Type Task Scheduler in the Windows Start menu and click on Task Scheduler to launch task scheduler.
2. Onthe Actions tab menu, select Create Task option. The Crete Task dialog box appears.

@ Task Scheduler
Flle Adion View Help
o= Connect to Another Computer..

On ary (Last refreshed:
=y
st an ooy Connect to Another Computer..
R S Task Scheduler to create and manage common tasks that your computer wil carry out i i specify. To begin, in the Action B Creste Basic Task_
Disable All Tasks History
= % Create Task..
AT ) i Library. To view or perform i indivi inthe ibrary and click T
Refresh [ Display All Running Tasks
Help . ] Disable All Tasks History
= At sniceAcouConfigrtion
Status of tasks that have started in the following time period: Last 24 hours A View LS
Summary: 231 total - 1 running, 225 succeeded, 3 stopped, 2 failed 13 Refresh
Help
Task Name RunResult  Run Start Run End Triggered By hl
B NET Framework NGEN v4.03031..
B NET Framework NGEN v403031..
B AC Power Install(last run succee..
[ Adobe Acrobat Update Task (last...
H AdobeAAMUpdater-10-FLEXER...
L=} “ s
Activetasks y o
Summary: 122 total
Task Name Next Run Time Triggers Location ~
MicrosoftEdgeUpdateTaskMachine.. 6/28/2021 63052 PM AL1030AM every day -~ \
Office Serviceability Manager 6282021 64015 PM At210PM every day- AL WMicrosoftiOffice
GoogleUpdateTaskMachineUA 6282021 0552 PM AL1005PM every day -~ \ v
Last refreshed at 6/28/2021 6:30:05 PM | Refreh |

3. It consists of five tabs:

® General
® Triggers
® Actions

® Conditions

®  Settings
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(® Create Task X

General Triggers Actions Conditions Settings

Name: |

Location:  \

Author: FLEXERAY, s s, ity
Description:

Security options
When running the task, use the following user account:
FLEXERA, SuSm— Smm——— Change User or Group...

(® Run only when user is logged on
(O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources,

[] Run with highest privileges

[[] Hidden Configure for:  Windows Vista™, Windows Server™ 2008 B

In General tab.

In Name field, enter the task name.

In Description field, enter description for the task.

In Security options section, you can configure which administrator account can run the task.

Select the Run whether user is logged on or not option.

Select the Run with highest privileges option, If the task requires the highest privileges.

Select the Hidden option, If you want to hide the task.

The Configure for settings are changed only when you are required to use a different compatibility option.

Click Ok button.
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(B ClientData Properties (Local Computer)

General Triggers Actions

Name: .CIientData

Location:  \

Author: SVM2019\Administrator
Description: | to store SVM data

Security options

Conditions Settings
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History

When running the task, use the following user account:

Administrator

(O Run only when user is logged on

(® Run whether user is logged on or not

Change User or Group...

[] Do not store password. The task will only have access to local computer resources,

] Run with highest privileges

] Hidden Configure for  Windows Vista™, Windows Server™ 2008 -
coce
5. InTriggers tab.
® Click the New button. The New Trigger dialog box appears.
® Click the Begin the task drop-down and select one of the triggers from the list.
® Select Daily, Start date and time, and then enable the settings. Click Ok to schedule the task.
(@® Create Task New Trigger e
General Triggers Actions Conditions | Begin thetask:  On a schedule 5
Setti
When you create a task, you can specify| Heg _ - o
() Onetime Start: | 6/30/2021 O | 12:54:00 AM = | [] Synchronize across time zones
Trigger Details @®) Daily =
O Weekly Recureveryy 1 | days
O Monthly
Advanced settings
[[] Delay task for up to (random delay): -
[ Repeattask every: [N ot diration ot
Stop all run ning tasks at end of repetition duration
[[] Stop task if it runs longer than: i ciuiy]
L] Expire:  6/30/2022 125425 AM Synchronize ac
Bt Dele
] Enabled
[ok ||| cance
6. IntheAction tab.
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® Click the New button. The New Action dialog box appears.

® Click the Action drop-down and select one of the actions from the list.

® Under the Settings section, in the Program/script field, specify the path for the application (SVMClientData.exe).
® Inthe Add arguments (optional) field, you can specify Sync Data.

® Inthe Startin (option) field, specify the installation folder of the SVMClientData.exe

®  After selecting the above fields, click the Ok button.

(]
@]
o
5
n
=

te Task New Action b
General Triggers Actions Conditions Setting You must specify what action this task will perform.

When you create a task, you must specify the at  Action: Starta program 9

Settings

Action Details -
Program/script:

‘ogram Files\Flexera Software\Client Toolkit\Client Dala.exe| . Browse...

Add arguments (optional): ._SyncData |

Start in (optional): Ira Software\Client Toolkil|

Edit.. Delete

7. After completing the steps, authenticate with your account credentials, and then the task will run automatically on
schedule or event using the specified settings.

Generating Data Trend Reports

With the Power Bl templates you can generate a trend reports for the existing data. To generate a data trend reports,
perform the following steps.

Task To generate Data Trend Reports:
1. Download Power Bl Desktop (https://powerbi.microsoft.com/en-us/downloads/).
2. Open the Power Bl Desktop.

3. Click on the File menu, select Import, and select Power Bl Template.
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®©

New Import

Open report

Power Bl template
Save " ‘ P

Save as

B Power Bl visual from file
Get data

Import @ Power Bl visual from AppSource

Export . .
Power Query, Power Pivot, Power View

Publish

Options and settings

Get started

4. Select the desired template from the Client Data Tool\Report Templates\Power Bl folder.
Note - Alongside the SVM Client Data Tool, Power Bl templates have been included.

5. Once the template is selected, change the database source as mentioned in the below steps:
® Click on the File menu, select Options and settings, and select Data source settings.

The Data source settings dialog box appears.
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©

New Options and settings
Open report

Opti
- {C}} ptions

Save as

E::} Data source settings

Get data

Import
Export

Publish

Options and settings

Get started

® |nthe Data source settings, select Data sources in current file by clicking on the radio button, and click the
Change Sources button. The SQL Server database dialog box appears.

Data source settings

Manage settings for data sources that you have connected to using Power Bl Desktop.

*' Data sources in current file Q Global permissions
Search data source settings 8l
Change Source... ‘ | Export PBIDS | | Edit Permissions... | | Clear Permissions ‘ - |

Close

® Inthe SQL Server database, enter the server (port) details and the database details. Click Ok button.
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SQL Server database

Server (i)
[ sy miy| |

Database

A

» Advanced options

S [ |

® Upon successful action, the database source is updated.
6. You can see the report for the selected Template.

file ~ Home Insert  Modeling  View Help Format  Data/Dril

e BLADEE DR PR OEG Ak

oo [ Copy Get Excel PowerBl SQL Enter Datoverse Recent  Tansform Refresh — New Text More New  Quick ity | Publish
<f Format painter  data datasets Server data sources v datav visual box visuals~  measure measure e
Clipboard oata Cusries nsert Cakcutations Sersitiity | Shars ~
ul "Devices by Criticality ) 5 7 B e et Podiaia Crticatiy Yesr. Quarisr. Week Day & o e
s . By el Cri c ¢ = < Visualizations > Fields 3
®Extramely Critical @ Highly Crfical  Modstately Crtica! 1 Lest Critical @Not Criical CSITWINDOWST0  Google Chroma 72x Extcemely Crincal 2020 Qtr 1 T
CSITWINDOWS10.  Google Chrome 72.x Extremely Critical 2020 Qtr | 6§ 6
= 102 83 03w 103 103 | CSITWINDOWS10  Google Chiome 72x Extremely Critical 2020 Qe 1 TN = EpEME MR P search
s CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 R} — o b B Wk 2
B CSMWINDOWS10  Google Cirome T2 Extremely Critical 2020 Qr 2 1 FHTLEQ®OE - E wsoarec.
ESITWINDOWS10  Goagle Chrome 72 Extremely Critical | 2020 Qtr 2 2 a =
CSITWINDOWS10  Googla Chroma 72 Ewemaly Crtcal 2020 Qu2 18 13 Q¥amERS
CSITWINDOWS10.  Google Chrome 72 Extremely Critical 2020 Qtr 2 20 1 EEERNE
CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 3 E -
CHTWINDOWSID  GoosloCvame 2 el Cinal 2020 w3 36 1 4z
CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Que 3 LI ? @
CSITWINDOWS10.  Google Chrome 72.x Extremely Critical 2020 Qtr 3 0 19
CSIPWINDOWS10  Google Chrome 72.x Extramely Crineal 2020 Qe 3 T
” CSITWINDOWS10  Google Chome 72.¢ Extrmmely Critical 2020 Qtr 3 E
g CSITWINDOWS 10 Gosgle Chrome 72 Extromely Critical 2020 Qur & 46 1 Date VX
iz CSITWINDOWS10  Google Chrome 72x Extremely Critcal 2020 Qtrd % 1 Year *
= CSITWINDOWS10  Goagle Chrome 72x Exramely Critical 2020 Qtr 4 a2 Quarter x
. | CSITWINDOWS10 Google Chrome 72 Earemely Critical 2020 Qtr 4 4 30 R
DESKTOP-ORILCTG  Adobe Flash Flayer 28x Extromely Critical 2020 Qte 1 19
DESKIOP.ORIICTG  Adobe Fiash Frayer 28 Extromely Critical 2020 Catr | & 5 Day v
DESKTOP-ORSICTG  Agooe Flash Player 28x Extremely Critical 2020 Qe 1 T
DESKIOP-ORSICTG  Adoce Fiash Playet Z8x Extremely Critcal 2020 Qtr 1 e Legend
DESKTOP-ORSICTG  Adace Fiash Player 28 Extramely Critical 2020 Qur 2 1
DESKTOP-ORSLCTG  Adobe Fiash Player 28 Extremely Critical 2020 Qur 2 A Add data fiefds here
DESKTOP-OR3ICTG  Adobe Flash Player 28x Extremely Critical 2020 Qtr 2 % 1
DESKIOP-ORICTG  Adobe Fiash Player 28x Exvemely Cincal 2020 Q2 W 15 e
DESKTOP-ORSLCTG  Adobe Flash Plaver 28 Extremely Crirical 2020 Qe 3 a7 1 Extremely Criica o
DESKTOP-ORBLCTG  Adoce Flash Player 28x Extremaly Critical 2020 Qe 3 E
DESKTOP-ORSLCTG  Adooe Flash Plaver 28x Exwemely Critical 2020 Qur 3 4 18 Highly Critical i
DESKIOP-ORIICTG  Adooe Flash Flayer 28x Extremely Criticall 2020 Qtr3 EL Moderately Critical
DESKTOP-ORSLCTG  Adobe Flash Player 28 Extremely Critical 2020 Qte 3 3 19
DESKTOP-OR3LCTG:  Adobe Flash Player 28x Extremely Critical 2020 Qi3 312, Less Critical ViR
" Date Ouarter Woek 4 DESKIOP-ORSLCTG _ Adobe Flash Player 28 Extemely Crincal 2020 Q4 46 11 Not Giitical N
Pl ! "" Secondary values

7. You can generate reports:
®  (Criticality status by device
®  (Criticality status by product
® Device status by system score and date
®  Secure status by product
8. On the File menu, click Save to save your changes.

9. On the File menu, click Save As. The Save As dialog box opens. The Save As dialog box lets you specify the name and
location where you want to save the template.

10. To export the report, select Export > Export to PDF from the File menu.
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©

New Export

Open report

Power Bl template
Save a ‘ P

Save as Export to PDF

87

Get data

Publish

Options and settings

Get started

Join Flexera’s Customer Community

Join Flexera’s Customer Community - the place to go for case management, knowledge base articles, and product forums.
A community of customers is waiting to meet you! To get started:

® Register (https://rebrand.ly/welcome-to-flexera) for a Welcome to Flexera session. These sessions are hosted by our
Customer Success team. You’ll get a high level overview of Flexera and its product and support resources.

®  Visit our Customer Community (https://community.flexera.com/t5/Software-Vulnerability-Manager/ct-p/Software-
Vulnerability-Manager). We extend case management privileges to two individuals per organization. If you need to
update your technical contacts in Flexera’s Customer Community, the following video explains how to do that: https:/
/www.youtube.com/watch?v=bSD28T432QA&list=PLCuhlHgMRwWqqBAOs0_DKa30XElim50RR&index=6.

® Anticipate an email from our Community containing your user credentials. Your organization’s administrative contact
(many times an individual in procurement or finance) has the ability to assign case management privileges.

® Request (https://community.flexerasoftware.com/register.php) access to our product forums! It’s a great way to
exchange best practices and tips and tricks with other customers like you!
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The Dashboard

The Dashboard provides an overview of your hosts with the help of various “portlets”. Portlets are a collection of
components that graphically display key data and allow you to create profiles which can display a unique combination of
portlets.

The first time you login to the Software Vulnerability Manager console the Dashboard page will only display the Overview
portlet. Select the Dashboard elements you want to view from the drop-down list on the upper left of the page. You can
then either save the profile or, if you have created several profiles, set it as the default profile. You can also delete, add a
new profile or reload the current profile view.

Click the Fullscreen View button to view the Dashboard page on full screen.
To exit the fullscreen view, click on the Standard View button.

= [l Scftuore Wbty Manoger LY
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0

Tip - Click *lin any portlet to refresh the data displayed. You can further filter the data in portlets that allow Smart Group
selection.

%

Tip - Click ?Lin any portlet for more detailed information on the data displayed.

Note - You can only load one unique portlet at a time.

%

Tip - You can toggle between Full-screen and Standard views.
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Agent Administrative
Privileges and Data Collection

The Software Vulnerability Manager On-Premises Edition requires an Agent to be installed on your server to scan your
environment for vulnerabilities. Installing the Software Vulnerability Manager Agent file csia.exe requires administrative
privileges. When scanning your environment, the Agent collects data from each device that is scanned.

The following sections provide further details:
® Agent Administrative Privileges
® Agent Data Collection

® Agent Caching of Scan Rules

Agent Administrative Privileges

The Software Vulnerability Manager Agent requires administrative or root privileges for the following functionality:
® |Install or uninstall the service

® Update configuration data stored in per-machine locations (Examples: MachineGUID (written once); last scan time
(updated each scan))

® Scan the entire hard drive for vulnerable software (non-administrative users cannot read other users’ local files)
Note - At this time, it is not feasible to skip parts of this functionality when installing the Agent without administrative or root

privileges.

The Software Vulnerability Manager Agent requires network connectivity (HTTP/HTTPS) to <your SVM on-prem server

host name>.

See the diagram below for an overview of the Software Vulnerability Manager On-Premises System Architecture.
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SYSTEM ARCHITECTURE — ON-PREMISES

Patches SVM BACKEND

https://dl.csi7.secunia.com

L/ A
Hry
"Prg)

Advisories
B! HTTP(S) HTTPS )
. 2 https://sync.secunia.com

=

h Q) HTTPS Cert Revocation Check
DEPLOYMENT pUR crl.verisign.net

crl.thawte.com

SYSTEMS 8 5 symantec.com \,
\

FlEXEBra

Agent Data Collection

120

After scanning your environment, the Software Vulnerability Manager Agent collects the following data, which is
summarized into a single POST to <your CSI on-prem server host name>. The Agent collects data from Windows, Red
Hat Enterprise Linux (RHEL) and Mac OS X operating systems. The data collected varies by operating system as described
below.

All Operating Systems

® Machine name

®  MachineGUID (generated by Flexera)

® System type (architecture / operating system)

® [P address

® MAC address

® Time (GMT, local)

Windows

® Distinguished name

® |jst of security Knowledge Base articles installed or pending, source thereof

® List of vulnerable and unrecognized applications from the File System scan:
® Sendsonly:

® File path
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® Filesize

® Metadata from the Portable Executable (PE) header to recognize known software (Examples: timestamp,
machine architecture)

® Metadata from the Version Block to recognize known software (Examples: product name, product version,
company name, original file name, internal name, file version, comments, file description, legal copyright,
legal trademarks, private build, special build)

®  Files collected are filtered by scan rules or type
® Locations of well-known system folders (Example: C:\Program Files)
® List of drives discovered or scanned

®  Processing time and other profiling measures

Red Hat Enterprise Linux (RHEL)
® |istof installed Red Hat Package Managers (RPMs) from rpm

® List of packages with security updates using the Yellowdog Updater Modified (YUM) tool

Mac OS X
® List of applications from the File System scan of .plist sends only:
® File path

® Metadata from the plist used to recognize known software (Examples: author; description; CFBundle: display
name, identifier, short version string, version, executable, get info string, name, package type;
NSHumanReadableCopyright)

® |jst of operating system updates queried from the system.

Agent Caching of Scan Rules

New scan agents available with this release, will now cache scan rules. Agents servers will determine if the agent needs a
new set of rules and will only push these rules if needed. This will result in decrease in the amount of network traffic
generated by the scan agents which will be especially beneficial in very large environments. To take benefit of this
enhancement, the current version of the scan agent in your environment should be upgraded to the new version of the
agent-7.6.1.15 or later.
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Scanning

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

® Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.

® Alternatively, you can scan the target hosts by launching a scan from the system where the Software Vulnerability
Manager console is running. By using this approach, no software is installed in the target hosts. The scanning is
performed using standard operating system services. This scan is also referred to as a “remote scan”.

The various types of scan are listed and shown below:

® Agent-Based Scan - Requirements for Windows

® Agent-Based Scan - Requirements for macOS

® Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)

® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® Remote Scanning Via Agents

® Scanning Via Local Agents

®  Run Scan from System Center Configuration Manager (SCCM)

® Scanning macOS

®  Scanning Red Hat Enterprise Linux (RHEL)

Filter Scan Results
® Completed Scans
® [nventory Assessment

Below is a visual overview of the Software Vulnerability Manager scanning options:
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ASSESSMENT/SCANNING OPTIONS

INVENTORY
IMPORT

HTTP(S)

HTTP(S) HTTR(S)

N
N\

Flexera

Note « If the WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Manager, you can use a different certificate as an alternative.

[

Important « Administrators must ensure that Software Vulnerability Manager, and its scanning Agent respectively, have
access to all necessary system and online resources which allow the application to run as intended. The address http(s)://

svm_server_name/ should be allowed in the Firewall/Proxy configuration to ensure that the client system is allowed access to
these online resources.

Agent-Based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Manager ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Single Host Agents, the following
requirements should be present in the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager Agent - csia.exe)

® Microsoft Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019

®  Microsoft Windows Operating System 7 Service Pack 1, Windows 8.1, Windows 10, Windows 11
® Network Connection - SSL 443/TCP to http(s)://csi_server_name/.

® Windows Update Agent 2.0 or later

124 SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter6 Scanning
Agent-Based Scan - Requirements for macOS

Agent-Based Scan - Requirements for macOS

The following requirements should be met before installing the Single Host Agent on an Intel-based Mac OS X machine:
® Supported Systems:
® 10.8 Mountain Lion
® 10.9 Mavericks
® 10.10 Yosemite
® 10.11 ElCapitan
® 10.12Sierra
® 10.13 High Sierra
® 10.14 Mojave
® 10.15Catalina
® 11BigSur
® 12 macOS Monterey
® 13 macOS Ventura
e 14
® Administrator privileges at minimum (‘root’ privileges required for the installation)
® Network Connection - SSL 443/TCP to http(s)://svm_server_name/.
® The userinstalling the Agent must have 'execute' permissions on the file (chmod +x).

Note « To install and scan Mac Agent in macOS Big Sur with ARM Architecture, you need to install Rosetta software.

softwareupdate --install-rosetta

Agent-Based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

Note « The csia agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).
To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:

® Must be a member of the sudoer group.

® Must have write access to the /etc/csia folder to save configuration data.

®  Must have a RHEL machine that supports the following operating systems:

® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security
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® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32),yum

® RHEL 8: requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32), yum

® RHEL 9:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-
32),yum

For further RHEL agent installation information, see Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Note - It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Remote/Agent-less Scan - Requirements
(Windows)

If you prefer to scan without installing the Software Vulnerability Manager Agent (Agent-less scans), the following
requirements should be present in the target hosts:

®  Ports 139/TCP and 445/TCP open inbound (on hosts)

® Filesharing enabled on hosts

® FEasy/simple file sharing disabled

® Windows Update Agent 2.0 or later

Required Windows services started on hosts:

® Workstation service

® Serverservice

® Remote Registry service (by default is disabled on Win7/Vista)
® COM+ services (COM+ System Application: Set to Automatic)

In order for a Remote/Agent-less scan to succeed, the user executing the scan - whether that’s the user running the
Software Vulnerability Manager console or the user for the service running the network appliance - must have local
administrative privileges on the scanned hosts.

When performing Remote/Agent-less scans, the result may be displayed as Partial in the Completed Scans page. This is
caused by the Windows Firewall default settings that block the RPC dynamic ports.

On the host, in Windows Firewall, the user should create an inbound rule to allow inbound traffic for all products that use
RPC dynamic ports.

126 SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter6 Scanning
Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)

Task To create the rule:

1. From Windows Control Panel (View by Category) > System and Security > Windows Firewall, select Advanced
settings.

2. Select Inbound Rules in the Windows Firewall with Advanced Security on Local Computer pane and then select
New Rule in the Actions pane.

3. The New Inbound Rule wizard opens

4. Select Custom rule and click Next.

5. Select All programs and click Next.

6. Inthe Protocol and Ports window:

7. From the Protocol type: drop-down list, select TCP.

8. From the Local port: drop-down list, select RPC Dynamic Ports.

9. Click Next until the Profile window appears.

10. Clear Private and Public, select Domain and click Next.

11. Give the rule a name, for example: Software Vulnerability Manager.
12. Click Finish.

Once you have created the rule, use the Software Vulnerability Manager console to perform a remote scan of the PC. The
host will connect to Windows Update and the scan status should be displayed as Success in the Completed Scans page.

Remote Scanning Via Software Vulnerability
Manager (Agent-less Scan)

These scans are performed in an Agent-less manner and the credentials used by Software Vulnerability Manager to
authenticate on the target hosts will be the same as those of the user that launched the Software Vulnerability Manager
console.

This section describes the features for this Agent-Less Scan:
® Quick Scan
® Scan Groups

® Scan Progress

[

Important « Please consider the system requirements for the Scan Groups/Agent-less scans, described in Remote/Agent-less

Scan - Requirements (Windows).
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Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager console against remote hosts

on your network or your local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter hosts
to scan screen and click Scan Hosts.

For local host scanning, click Include this computer in scan.

Enter hosts to scan

Scan Type

(@) Type 2: All Paths (Recommended)
() Type 1: Default Paths

IP Range
From: | Enter IP address

To: | Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[] Include this computer in scan

| Scan 1 Host |

To make sure that you are able to remote scan the target host, please ensure that all the system requirements for the
remote scan are in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan
Group.

Scan 1 selected group Mew Scan Group

Scan Group -

ChrisTey

Edit Graup

Secan Group

Delete Group

If you are scanning remote hosts, your current login credentials, or the ones you supplied via “Run as...” will be used to
authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.
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MNew Scan Group: ®

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: |

5Scan Type: () Type 3: Inspect all .dll, .exe, and .ocx files (Slow)
(®) Type 2: &ll Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

|  Cancel |

After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to
create the scan group.

Scan Progress

Use this page to track the scans being conducted. You can also configure the number of simultaneous scan threads (the
default value is set to 5) as described in Settings.

Stop All Scans

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager Agent on each client.

To set up an import schedule, see System Center Import Schedules (Requires the Software Vulnerability Manager Daemon).
System Center integration requires the following prerequisites:

® Setting up authentication—The user running the Software Vulnerability Manager console must have access to the
database containing the data of the System Center. For System Center Configuration Manager the database is named
CM_ssite_code> and for System Center Configuration Manager 2007 it is named SMS_<site_code>. To add
permissions, open SQL Server Management Studio, right-click the appropriate database, navigate to permissions and
add Connect and Select.

® Setting up the software inventory agent—Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client Settings >
Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and add the
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patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a narrower
pattern, however, the quality of the scan result will suffer.

® Increasing the software inventory file size—In addition, you might want to consider increasing the software
inventory file size from the default of 5 MB to 12 MB. To accomplish this, change the following registry key on the
System Center Server:

HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size

Click Configure System Center. In the Software Vulnerability Manager System Center Configuration page, enter the System
Center Server Name. Select the Use System Center Collection Name as Site name for imported hosts check box to use the
Collection name as a host's Site name during Collection import and click Save.

If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

In the System Center Inventory Import page, click Import Selected Collections or Import All Collections.

[

Important - The scan result is based on the data collected by the software inventory agent, which may not be of the same
quality as that of the Software Vulnerability Manager Agent (csia). This means that there could be discrepancies between a
scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the Software
Vulnerability Manager Daemon)

To create a new System Center import schedule, perform the following steps.

To create a new System Center Import Schedule:
1. Click New System Center Import Schedule and enter:
® The Schedule Name.
® The Next Run date and time.
® The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time

Import check box.

Define the schedule for importing System Center scan data. After the schedule has been created you will be
prompted to add the collection whose scan data you want imported.

Schedule Name: ||

You must choose a

Next .
2018-01-17 w | :| 30 |v Date and Timein
(Gl [ pwe
Frequency: | Hourly ¥ | or [ ] One-Time Import

| Save ¥ Close |

2. Click Add Collections and enter the Collections to include in the Import Schedule.

3. Right-click an Import Schedule in the grid to edit or delete the schedule.
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Remote Scanning Via Agents

You can use Network Appliance Agents for scanning one or more networks at scheduled intervals without having to install
the Software Vulnerability Manager Agent in every single target host.

With the csia.exe installed in Network Appliance mode, you will have the ability to schedule remote scans.
The hosts to be scanned can be identified by an IP-range, IP-network or Host-name.

The Software Vulnerability Manager console allows you to easily manage the scans being performed by the Network
Appliance Agent.

[

Important - Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-Based
Scan - Requirements for Windows and Agent-Based Scan - Requirements for macOS.

Software Vulnerability Manager Agent Command
Line Options

You can use the following command line options for the Software Vulnerability Manager Agent.

® Help

® Version
® |nstall

® Uninstall

® Modify Settings

® Controlling the Service

® Scanning from the Command Line

® Randomizing the Agent Scan Schedule

® Agent Configuration Options

Help

Run the Software Vulnerability Manager Agent to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with -V. Exclusive:

csia.exe -h

Version

Print the version number of the Software Vulnerability Manager Agent on the command line (exclusive):

csia.exe -V
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Install

Install the Software Vulnerability Manager Agent from the command line, with configuration options. Installs as current
user, prompts for password, settings saved to HKCU:

csia.exe -i <config options>

Install the Software Vulnerability Manager Agent from the command line to run as LocalSystem, with configuration
options. Saves settings to HKLM:

csia.exe -i -L <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

csia.exe -i -R <user> <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

csia.exe -i -R <user>:<password> <config options>

Install the Software Vulnerability Manager Agent from the command line but not write anything to the registry (also works
with -R and -L):
csia.exe -i -N

If you need to install the Software Vulnerability Manager agent for multiple partitions, you can download one agent from
the CSl server and add the agent to a preconfigured Microsoft System Center Configuration Manager (SCCM) package. For
details see Install the Agent via SCCM.

Install the Agent via SCCM

132

In an environment with multiple partitions, you can download one Software Vulnerability Manager agent from the CSI
server and add the agent to a preconfigured Microsoft System Center Configuration Manager (SCCM) package. The
preconfigured SCCM package must first implement the registry keys necessary to identify the Software Vulnerability
Manager agent and the relevant partition where the Software Vulnerability Manager agent should deliver the scan result.
Then the SCCM package installs the Software Vulnerability Manager agent.

The end result is to have several SCCM packages that are all preconfigured to create the appropriate registry keys and only
require an “unidentified” agent, which is downloaded directly from the CSI server. When agents need to be upgraded, only
one Software Vulnerability Manager agent must be downloaded to replace the existing agent file in the SCCM package.

[

Important - The following instructions will only work with the Software Vulnerability Manager On-Premises version 7.5.1.12-
1 and above versions.

Install the Agent via SCCM:

1. Create the registry keys required to identify the Software Vulnerability Manager Agent and the related Partition using
one of the below registry locations, depending on the OS architecture (32/64 bit):

®  (32bit OS) HKEY_LOCAL_MACHINE\SOFTWARE\Secunia\CSI Agent
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®  (64bit OS) HKEY_LOCAL_MACHINE \SOFTWARE\Wow6432Node\Secunia\CSI Agent

2. Name the four required registry keys, which are all String Values, as follows:

® CSIAHost
® CSIAPort
® CSIAToken
® CSIAUser

These values are available in the Software Vulnerability Manager Console, and any user can acquire the values for
these four registry keys.

3. Theregistry keys can be configured by adding installation switches to a command-line installation:

Set the Server host name --host <host name>
Set the Server port --port <port number>
Set the Software Vulnerability Manager --token <token>
token

Set the Software Vulnerability Manager --userid <userid>
user ID

4. Inthe Software Vulnerability Manager console under Scanning > Single Host Agents > Download Agent, download
the agent. On the same page there is a button named Email Settings. Click this button, and an email will be sent to
the email address specified in the related Software Vulnerability Manager user profile.

5. Copy the “unstamped” agent file from the CSl server /usr/local/Secunia/csi/binaries/csia/win/csia.exe (do
not rename the file) to the preferred installation location on the host (Default location is C: \Program Files
(x86)\Flexera\CSI Agent\csia.exe).

6. Install the csia.exe viathe command line: Start cmd with run-as-admin.

7. Access the folder location where the csia.exe is located and run the command: csia.exe -i
username@domain:password -d install.log -v -skip-wait

8. Open Regedit to locate the new Software Vulnerability Manager Agent folder.

Uninstall

Uninstall the Software Vulnerability Manager Agent service, remove all settings and delete the key from the registry where
the service reads them from:

csia.exe -r

Note - The -L and -R options are irrelevant when uninstalling.

If the service is installed but cannot be removed, then the registry settings aren't removed.
If the service is not installed, does nothing.

If the registry settings cannot be removed, a warning is given and the service is removed regardless.
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To uninstall the Software Vulnerability Manager Agent service, while leaving the registry settings intact:
csia.exe -r -N

To remove the service, if installed, and delete the \Software\Secunia\Software Vulnerability Manager Agent registry key
from everywhere in the registry (exclusive):

csia.exe --delete-all-settings

Modify Settings

Save command line setting to the registry, so the service will use it. The settings are saved to the location based on where
installed the Software Vulnerability Manager Agent reads the settings from. If no Agent is installed, or the settings cannot
be saved to the correct location, nothing is saved, an error is printed and the command aborts:

csia.exe -S <config option>

Controlling the Service

Starts the service if it is not running (exclusive):

csia.exe --start
csia.exe --restart

Stops the service if it is running (exclusive):

csia.exe --stop

Scanning from the Command Line

134

Run the Software Vulnerability Manager Agent with immediate command line scan, with options. Ignores registry settings
and server settings:

csia.exe -c <config options>

Run the Software Vulnerability Manager Agent locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

csia.exe -fg <config options>

If possible, run the Software Vulnerability Manager Agent locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

csia.exe -fg -L <config options>
csia.exe -fg -R <user> <config options>

Order of precedence:
®  Settings given on command line take precedence but, when running as a service, there is no command line.

® Settings from server take precedence over settings read from registry.
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Set up a random scan schedule to stagger the scanning of multiple machines within a system. This command line applies

to all platforms.

csia.exe -c -si <scan interval upper limit>

“si” represents scan interval, and the scan interval’s upper limit can be set up by the number of minutes.

For example, csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random
minutes, which could be from 1 to 120 minutes.

Agent Configuration Options

The following table lists the Agent configuration options.

Table 6-1 « Agent Configuration Options

Configuration Option

Description

Program Options:

-A/--network-appliance

Run in Network Appliance mode.

-c/--cli

Run software inspection from the command line using command-line settings and

server-supplied settings.
Exit codes returned:

0- SUCCESS

1- SERVER BUSY

2 - OPERATION FAILED

3 - SERVICE FAILED

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval <interval>

Set the check-in interval for the service. This setting is in the format INTEGER
followed by M/H/D representing minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-ox/--output-xml <file>

Output inspection results to an XML file.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-si/--scantime_interval <minutes>

Set a random range to delay running software inspection. 0 means no random
range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of the agent.

Customer Area Option:

-g/--group <group>

Create host as a member of <group> in your Software Vulnerability Manager
Account (defaults to domain or langroup if unspecified).

Mac Agent Option:

--delete-all-settings

Deletes all information, including Globally Unique Identifiers (GUID), from the
system to ensure it is clean to accommodate a new installation.

Network Settings:

-D --direct-connection

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on port 443 and HTTP on
other ports. This option is for debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig url

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10 minutes or use 0 for no
timeout.

Use this option to increase the timeout period of HTTP requests to prevent the
timeout error when the server does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--use-network-winhttp

Enable WinHttp network stack.

Use WinHTTP when you want the agent to control the behaviors of the HTTP
Internet protocol. We default WinHTTP to force using TLS 1.2. Also, the command
line options for proxy such as -x, -U, and -D are designed to work in conjunction
with WinHTTP. This option is for debugging purposes.

--use-network-wininet

Enable Winlnet network stack (default).

Use WinINet when you want to control the behaviors of HTTP Internet protocol
using the Internet Options. Since WinINet does not have services support, the
agent running as a service ignores this option. This option is for debugging
purposes.

-X <proxy:port> --proxy
<proxy:port>

Set proxy.

Proxy Options:

-D/--direct-connection

Force direct connection, overriding default internet proxy settings.

--pac-url <URL>

Specify the URL of the Proxy Auto Configuration file (.pac/.dat).

-U/--proxy-user <user[:pass]>

Specify Proxy authentication.

-x/--proxy <host[:port]>

Use HTTP proxy on given port.

Scan Options:

--check-wmi

Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM using WMI in addition to a
query using Windows Update Agent.

This option could be used to see if the SCCM client on the device/host can be used
for reporting missing KBs.

-t/--type

Software Inspection Type: 1, 2 (default), or 3.

1: Inspect applications in default locations only.
2: Inspect applications in non-default locations.
3:Inspect all .dll, .exe, and .ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win-
update

Do not connect to Windows Update.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--wua-proxy <0,1 or host[:port]>

Configure proxy settings for Windows Update.
0: Use the default setting.
1: Use the proxy configured with -x/--proxy.

<host[:port]> Manually set the proxy host and port.

Scan settings that server can
override:

-g <group> --group <group>

Group name for association

-n <minutes>M --checkin-interval
<minutes>M

-n <hours>H --checkin-interval
<hours>H

Set Check-in interval.

-w --no-win-update --no-os-update

Disable windows update check.

Security Options:

--ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options:

--userid <userid>

Set the Software Vulnerability Manager access user ID.

--token <token>

Set the Software Vulnerability Manager access token.

--host <hostname>

Set the Server hostname.

--port <port>

Set the Server port.

Service Options:

--delete-all-settings

Delete all settings related to this program from the registry.

Deletes these settings from all registry keys.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--dry-run/--dryrun

Run up to the point of scanning without writing any changes and then exit (useful
to log the configuration).

Use this option to examine if the agent is able to run and communicate with the
server. It will exit before scanning and won't make any changes to the system. You
can use this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually, rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest> and install the service to run from
<dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain” or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as the relevant user.
Does not run, install or remove.

Use this option when you want to modify the agent registry settings after the
agent s installed. You need to restart the agent service to make the changes
effective.

This option could be used to edit the server options like userid/token/host/port
stored in the registry.

This setting is the opposite of “-N” options. If -N is used, no registry setting will be
edited.

Service Recovery Settings:

--service-failure-actions <actions>

Failure actions and their delay time (in milliseconds), separated by / (forward
slash) - e.g., run/5000/reboot/800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-reset option)

--service-failure-command
<command line>

Command line to be run on failure.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--service-failure-flag

Changes the failure actions flag setting of a service. If this setting is not specified,
the Service Control Manager (SCM) enables configured failure actions on the
service only if the service process terminates with the service in a state other than
SERVICE_STOPPED. If this setting is specified, the SCM enables configured failure
actions on the service if the service enters the SERVICE_STOPPED state with a
Win32 exit code other than 0 in addition to the service process termination as
above. This setting is ignored if the service does not have any failure actions
configured.

--service-failure-reboot <message>

Message broadcast before rebooting on failure.

--service-failure-reset <period>

Length of period of no failures (in seconds) after which to reset the failure count to
0 (may be INFINITE).
(Must be used in conjunction with --service-failure-actions)

Network Appliance Agents

Use this page to view a list of the hosts which have Network Appliance Agents installed. Right-click a host to configure the
Network Appliance Agent installed on that host.

@& Dashboard

@ Scanning

Remote Scans Via Agents
Network Agent
Network Groups

Download Agent

Dashboard Network Appliance Agents

Search for host name m

Host T

WIRE £ it Configuration |
Edit Site Configuration

Remove

To scan using a Network Appliance Agent you must:

® |Install the Agent in Network Appliance mode

® (Create a Network Appliance Scan Group

A schedule links the above to perform scans of the group at set intervals.

To create a target group to be scanned by a Network Appliance agent, see Network Appliance Groups.

To download the network agent, see Download Network Agent.
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Network Appliance Groups

Use this page to create a target group that will be scanned by a Network Appliance Agent. Click New Group to create a new
target group that will be remotely scanned by one of the Network Appliance Agents previously installed.

Download Network Agent

Use this page to download the csia.exe file as well as read an explanation on how to install the Network Appliance Agent.

[

Important - Ensure that the Agent file csia. exe is available in the system that will host the Agent in Network Appliance
mode.

Example

If you want to scan three different networks (for example Germany, United States, and United Kingdom) without having to
install the Agent in Single Host mode, then you can install three instances of csia.exe in Network Appliance mode, one on
each network.

Afterwards you will be able to scan all the hosts on the three locations at scheduled intervals by creating the appropriate
scan groups in Network Appliance Groups and assigning each group to its respective and previously installed Network
Appliance Agent.

Result

15 minutes after installing a csia.exe in Network Appliance mode, the Network Appliance Agent will appear in Scanning >
Remote Scanning Via Agents > Network Appliance Agents.

To specify the target host to be scanned by the Network Appliance Agent, please configure the scan group in Scanning >
Remote Scanning Via Agents > Network Appliance Groups.

Install the Network Appliance Agent from the command prompt using:
>csia.exe -A -i
It is essential that the csia.exe is installed with the correct credentials.

The user installing the Network Appliance Agent must have administrator rights to all the target hosts that will be scanned
by the Network Appliance Agent.

Example of an installation:

IC:“\Documents and Settings“Administrator?cd ““~Program Files“Secunia“~CS8I"

IC:“Program Files“Secunia~(C8I>csia.exe —-A —1i
Enter password for user ’'Administrator’:
Btarting ’'Secunia CS5I Agent’ service
*Secunia CEI Agent’ service started
*Secunia CEI Agent’ successfully dinstalled

C:“Program Files“Secunia~G§I>
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Scanning Via Local Agents

Software Vulnerability Manager provides different scan approaches, enabling you to select the one that best suits your

environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Agent will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.

[®

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-Based

Scan - Requirements for Windows and Agent-Based Scan - Requirements for macOS.

The Scan Process - How Does it Work? graphic references three Scan Types that are compared below.

To scan using the Agent installed in Single Host mode, see Single Host Agents.

To download the local agent, see Download Local Agent.

Scan Types
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Table 6-2 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched

Example: c: \Program
Files\Mozilla
Firefox\Firefox.exe

Applications Detected

Known applications in
predefined locationson a
host

Optimal Scan - Scan Type 2

Note « Scan Type 2 is the
default scan type.

All files and folders

File names are matched
first; then metadata is
matched

Example: c:\Custom
Mozilla Firefox
Folder\Firefox.exe

Known applications in
any location (“portable
applications”) on a host

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c:\Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
dll, and .ocxin any
location on a host
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Single Host Agents

This page allows you to:
® Search for a site name to edit the configuration for agents joined to different sites.

® Manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single Host mode.

Task To search for a site name to edit the configuration for agents joined to different sites:
1. Navigate to the Single Host Agents view.

2. Inthe Scan 1 selected host search box, enter the site name and host name using the “OR” condition to show the
respective result.

Task To manage the configuration of the selected Agent and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Double-click a host or Right-click a host name and select Edit Configuration.

Dashboard Dashboard  Single Host Agents
@, Scanning Agent Status Overview
et Sesess Vi e Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
(25%)1 OK: Everything appears to function correctly
Tatal . : Amants

Agents for this account

Scan 1 selected host Search for host Export v

Host T Site Platform LastAgent Check-In  Last Scan Next Scan Agent Version

Filter Scan Results
LE'W ] Not registered inA...  Red Hat Linux 25th Nov, 2021 15,,,,  19th Nov, 2021 15..,,  26th Nov; 2021 15;.,, 76,018
Scan Paths (0) JEdi Contiguretion] i i

0 Eqitsite Configuration Not registered inA...  Windows 4th Nov, 2021 16:21 As s00n s possible 76018
St scan Now Not registered inA...  Red Hat Linux 20th Sep, 202117 28th Sep, 202115 As soon as possible 76018
o rameve Computers Windows 15th Nov, 2021 14, As soon s possible 76.0.18

The Agent Configuration for host wizard opens.
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Agent Configuration for Host:

Software Vulnerability Manager.

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency:

L2

Time unit: M:-Minutes -

Schedule Scans

Days between 7
scans:

Start the scan
after:
Schedule Next Scan

(J Scan host as soon as possible

QOr insert date

) 2021-11-19 15:52
and time:

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with

Save Configuration

Change the below settings as required:
® [nspection Type

® Agent check-in frequency

® Schedule Scans

® Schedule Next Scan

Select Save Configuration to save the changes.

SVMOPE-DECEMBER2023-UG00
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Task To manage the configuration of the selected Site and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

Dashboard Dashboard  Single Host Agents <
@ Scanning Agent Status Overview
Remote Scans Via Agents Agents in your partition Recommendation
(15%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
©%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
i (25%)1 OK: Everything appears o function correctly
Download Ag Tabat . Rranes
s Via Lo Agents for this account
Scan 1 selected host Search for he E3 Export v
Host 1 Site Platform LastAgent Check-ln | Last Scan Next Scan Agent Version
s oo ] | NotregisteredinA... Red Hat Linux 2510 Now 2021 15, 191 Nov, 2021 15... 26t Now, 2021 15... 76018
s’ i i A 1 le 7
R Corfgaen Not registered inA...  Windows th Nov, 2021 16:21 As soon as possible 6018
L g Not registered inA...  Red Hat Linux 20th Sep, 2021 17...  28th Sep, 202115, As soon as possible 76018
Sl Remove Computers Windows 15th Nov, 2021 14, As soon as possible 76018

2. Select Yesin the Confirm Edit alert box.

Confirm Edit

e Caonfirm that you wish to edit/overwrite the scheduling settings for the standalone agents

within the specified site?
| Mo |

3. Agent Configuration for site wizard opens, you can change the below settings as required:
® Inspection Type
® Agent check-in frequency
® Schedule Scans
® Schedule Next Scan

Note « ASite is linked to multiple hosts, Edit Site configuration reflects the setting changes in all the hosts in that Site.
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Agent Configuration for site: Not registered in Active Directory

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager.

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency

2

Time unit: M:Minutes hd

Schedule Scans

Days between 7
scans:

Start the scan
after:

Schedule Next Scan

(J Scan host as soon as possible

Or insert date

) 2021-10-06 15:41
and time

Save Configuration

4. Select Save Configuration to save the changes.

[

Important « When selecting options under Edit Site Configuration, note that:

®  Any edits to the scan schedule will come into affect only after the currently scheduled scan has completed. Each agent
could potentially have a scan scheduled at different times. Therefore, any new scan configuration edit will affect the scan
schedule at various times.

®  Any edits made to the Agent Check-In Frequency option or selecting the Schedule Next Scan option Scan host as soon
as possible will come into effect only after an agent has checked in as per the previously set scan frequency.

® The scan configuration settings set on the Software Vulnerability Manager website are not automatically transmitted to
the agents. The agents have to connect to the Software Vulnerability Manager website as per their prior scheduled Agent
Check-In Frequency before the agents become aware of the new scan configuration edits.

The hosts scanned with the csia.exe will be grouped by Site. By default the domain name will be used as a Site name.

To change a Site name, please refer to Sites. You can also specify a Site name when installing the Agent, by using the -g
parameter or by specifying a Site name in the additional parameters when creating the Agent deployment package
described in Agent Deployment.
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Note « When the agent runs as a service agent, It reads CSIAUser, CSIAToken, CSIAHost, CSIAPort, ProxyURL, and other
optional settings from registry HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Secunia\CSI Agent.

When the agent runs manually from the command line, the agent reads only CSIAUser, CSIAToken, CSIAHost, and CSIAPort
from the registry unless required settings are specified on the command line or embedded in the executable. Other optional
settings such has ProxyURL to be specified on the command line. The Agent doesn't read them from the registry.

Note « Flexera SPS page now available in non-IE browser also. In order to use complete feature of patching, need to install
Software Vulnerability Manager Plugin.

5. The color coding are as mentioned below:

® LastAgent Check-In
® |f dateis more than 7 days (604800 seconds) => Red
e [f dateis more than 1 day (86400 seconds) => Yellow
® |[fdateislessthan 1day=>Green

® lastScan
® |f dateis more than 32 days (2764800 seconds) => Red
e [fdateis more than 8 day (691200 seconds) => Yellow

® |[fdateislessthan 8 day => Green

Dashboard Dashboard  Single Host Agents

@ Scanning Agent Status Overview

Agents in your partition Recommendation

(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be instalied

(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
(25%)1 OK: Everything appears to function correctly

Tatal " Anante

Agents for this account

NI | search for host name Export ¥

Host T Site Platform LastAgent Check-In  Last Scan Next Scan Agent Version

‘csil php7.com Not registered inA .. Red Hat Linux 25th Nov, 2021 15....  16th Nov. 2621 15| 26th Nov, 2021 15:... 76018

DESKTOP-L6TD3D9 Not registered inA_. Windows 4th Nov, 2021 16:21 As s00n as possible 76018
Not registered inA...  Red Hat Linux 29th Sep, 2021 17 28th Sep, 202115 As s00n as possible 76018
Computers Windows 15th Nov, 2021 14 As soon as possible 76018

Download Local Agent

Use this page to download the signed and unsigned Agents (csia.exe) as well as read an explanation on how to install the
Agent in Single Host mode. For the signed Agents you shall download the token file csia_token.ini.

The following unsigned Agents are available:
® Download Agents with Token

®  Microsoft Windows

® macOS - 64bit

® macOS - 32bit (ver. 7.6.1.7)
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® Red Hat Linux 7.x

The following Signed Agents are available:

® Download Signed Agents without Token
®  Microsoft Windows

® macOSX-64bit

[

Important « Note the following for Signed Agents:

® Toinstall signed agent for Windows, download csia_token.ini and place it in the same folder where agent is saved.

® Toinstall signed agent for macOS, see Prepare Your Mac.

If your intention is to deploy the Software Vulnerability Manager Agent through WSUS/System Center please refer to Agent
Deployment for further information.

[

Important « Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example

Install the csia.exe (Agent)in Single Host mode; download the Agent from the Software Vulnerability Manager console
under Scanning > Scanning via Local Agents > Download Local Agent.

Dashboard Dashboard ~ Download Local Agent

@ Scanning

Recommended For

Remote Scans Via Agents Laptops and hosts that can not be scanned remotely, e.g. hosts that are not afways online

Example
Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects o the Intemet they will check-in with server o verify if a new scan shouid be done. After scanning, the results will automatically
Network Groups show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network

Network Agent

Download Agent Resuit

Hosts scanned in Single Host mode will show in the Results Database similar to all other scan resuit. When and how they are scanned can be remotely controlled and configured from the Agent Management window,

Scans Via Local Agents
where the hosts automatically appear after being setup with the agent

Instructions
1. Download the Agent using the links shown below.

: 2 Transfer the Agent to the host where it should be installed
Fiter Scan Results 3. Login to the host and install the agent. For help, press F1
can Paths (0) 4. Signed agents obtain the tokens from external configuration file, csia.ni
Download Agents with Token
Microsoft Windows (ver. 7.6.0.18) {2)
Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 76.0.7) (2)
Results Red Hat Linux 7x (ver. 7.6.0.18) (2)
Red Hat Linux 6.x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)

Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token ini
Administration
Email Agent details

Email agent details

Configuration
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= csia.exe Properties X

General Compatibility Security Details Previous Versions

csia.exe

Type offile: Application (.exe)

Description: Flexera Software Corporate Software Inspector Agent
Location: C:\Users\MKcppen\Downloads
Size: 894 KB (915,968 bytes)

Size ondisk: 896 KB (317,504 bytes)

Created: Today. November 27, 2017, 1 minute ago

Medified: Today, November 27, 2017, 1 minute ago

Accessed: Today. November 27, 2017, 1 minute ago

Attributes: []Read-only [ ]Hidden Advanced..
Security: This file came from another computer Unblock

and might be blocked to help protect
this computer.

Note » Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager console.

[

Important « When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result

Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager console under Single
Host Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with Local Admin account using:
csia.exe -i -L

Example of an installation:
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IC:“\Documents and Settings“Administrator>cd "“Program Files“Secunia“~C85I"

IC:“Program Files\Secunia\CSI)csia:exe -i -L

Starting ’'Secunia CSI Agent’ service
'Secunia C8I Agent’ service started
'Secunia C8I Agent’ successfully installed

IC:“Program Files“8ecunia~C8I>

By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further

information, refer to:
http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the 'logon as a service' privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

[®

Important - The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager
account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on demand scan by
executing csia.exe -c.

Run Scan from System Center Configuration
Manager (SCCM)

Task

150

The Software Vulnerability Manager Agent does not have to be installed on the local host to do a scan. You can create a
traditional package in SCCM and run the scan on a weekly basis. To do this, you first need to be able to connect to <your
CSI on-prem server host name>.

To run the Software Vulnerability Manager Agent inside an SCCM package:
1. Download the latest Software Vulnerability Manager Agent as per Download Local Agent.
2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. Fromtheribbon, click Create Package.
4. Complete the package information and click Next.
5. Onthe Program Type page, ensure Standard Program is selected and click Next.
6. Onthe Standard Program page, configure the following settings and click Next.
® Name: SVM Scan

® Command Line: csia.exe -c -si 120 -v -d c:\windows\temp\csiscan.log (creates ascan log file up to 16
MB in size)
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® Run:Hidden

®  Program can run: Whether or not a user is logged on

ﬁ Create Package and Program Wizard X
@ Standard Program
B ige Specify information about this standard program
Program Type
Requirements Name: |—CSI Scan |
STy Command line: [csia exe < v d c:\windows temp \csiscan log | | Bowse.. |
P l
s Startup foider [ |
Completion i "
Run: | Hidden |
Program can run: im«mauwisbmedm =
Run mode: Run with administrative rights

[[] Allow users to view and interact with the program installation

Drive mode: IFhuﬂhUhﬂm v

Reconnect to distnbution pomnt at leg on

< Previous | Next > Summary Cancel

7. Onthe Requirements page, complete the requirements as shown below and click Next.

(A Create Package and Program Wizard pee
@ Requirements
ke Spegify the requirements for this standard program
Program Type
Standard Program
Rr—
Summary . =
Progress e el
Completion
Platfom requirements
(@ This program can run on any platform
O This program can run ordy on specified platforms
[J Al Windows RT =
] Al Windows & (54bi)
[ All Windows 8.1 (5451)
[ Windows Embedded 8 industy (64-6it)
[[] Windows Embedded 8 Standard (64-bit)
] Windows Embedded 8 1 Industy (646t) v
Con— e |

Maximum allowed run time (minutes): 60

<Previous | Net> | Summary Cancel

8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.
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.!y’. Manage Access Accounts

ii, Create Prestaged Content File

Create Program

Export

Refresh F5
Delete Delete

Deploy
Distribute Content

Bl X223y

Task To create the initial scan and the weekly reoccurring scan:
1. Select the Package and click Deploy on the ribbon.
2. Onthe General page, select the target collection and click Next.
3. Onthe Content page, verify that the content is distributed and click Next.

4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.

= Deploy Software Wizard X

@ Scheduling

LI Specify the schedule for this deployment
Content
Deployment Settings
This program will be available as soon as it has been distributed to the cortent servers unless it is scheduled for a

User Experience Iater time below. For required appiications, specfy the assignment schedule

Distribution Points
Summary [] Schedule when this deployment wil become available:
Progress [117/2017 ] [10:01 Am 2| (] um
Completion

[ Schedule when this deployment will expire:
[Az2m7 J[10:01 AM &

Assgnment schedue: New... Edi.. || Dekte

As soon as possible
Occurs every 1weeks on Friday effective 11/17/2017 10:02 AM

Rerun behavior: Always rerun program ~

< Previous | | Summary Cancel

%

Tip - For larger environments, it is recommended to spread out the execution schedule of the scan package to avoid spikes of

network traffic.
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6. Onthe user Experience page, click Next.
7. Onthe user Distribution Points page, select Download content, and click Next.

=l Deploy Software Wizard

g’ Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
Scheduling Select the deployment option to use when a client uses a distribution point from a cument boundary group.
User Experience
Dockvrt atony.
Summary Download content from distribution point and run locally b
Progress Select the deployment option to use when a dlient uses a distribution point from a neighbor boundary group or the
default site boundary group.
Completion
Deployment options:

Download content from distnbution point and run locally

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

] Mllow clients to share content with other clients on the same subnet
] Allow clients to use distribution points from the default ste boundary group

< Previous Next > Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Manager console.

Scanning macOS

To scan Apple macOS machines, you need to deploy the Single Host Agent locally on the target system.

The installation can only be done under the Mac Terminal, as the Agent will be installed as a daemon (service) under the
LocalSystem account.

Installation of Local Services on macOS systems requires root privileges. The ‘root’ account is disabled by default on Mac
systems; therefore you need to enable it to proceed.

Before scanning macOS machines, please see the following sections:

® Download the Software Vulnerability Manager Agent for Apple macOS

® Prepare Your Mac

® |Install the Mac Agent

Download the Software Vulnerability Manager Agent for
Apple macOS

The Software Vulnerability Manager Agent for macOS (csia) is a small, simple, customizable and extremely powerful

Software Vulnerability Manager scan engine that offers a fully featured command line interface (CLI) to the Software
Vulnerability Manager scanning functionality.
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This allows you to run Software Vulnerability Manager scans directly from the command line, or to launch scans by using
the Software Vulnerability Manager console.

You can download the Agent binary under Scanning > Scanning via Local Agents > Download Local Agents.

[

Important - Ensure that the Agent is always available in a local folder on the target host.

Prepare Your Mac

154

Installation of daemons (services) on macOS systems requires root account privileges. This means that root account
should always be used when installing the Software Vulnerability Manager Agent.

You can switch to your local root account by using the command “su root” in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
‘toor’, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,
press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Type sudo passwd root

® Provide a new password

For more details on how to enable root account on macOS systems, please refer to:

http://support.apple.com/kb/ht1528

[®

Important « If you cannot enable the ‘root’ account on the Mac, or you prefer to not use it directly, you can alternatively use
the “sudo” switch before each command associated with Agent activities. For example: “sudo ./csia -i -L” can be used to
install the Agent on the system.

Once you are ready with setting/logging the root account you are one step away from installing the Agent.

When you download the Agent on a Mac system, normally the file is being set with limited file permissions on the system.
You must check whether the file is allowed execution on the system by using the ‘ls -’ command which will list the file and
will show its file permissions.

—rwxrwxrwx 1 csc staff BB3460 May 30 11:04 csia
—rwxr-xr-x@ 1 csc  staff B083460 Jun 11 13:84 csia_csc5@
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In case the permissions do not include execute rights (the ‘x’ character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x csia
(If you are not using the root account, add sudo before chmod)
Note « For macOS Catalina and Mojave note the following:

® nScanning > Scanning Via Local Agents > Download Agent, download the disk image and csia_token.ini.

@ Dashboard Dashboard  Download Local Agent ¢
@ Scanning
Recommended For
Remote Laptops and hosts that can not be scanned remotely, €.g. hosts that are not always online
Example
Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Internat they will check-in with server to verify if @ new scan should be done. After scanning, the results will automatically
Network Groups show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network
Download Agent Result

Hosts scanned in Single Host mode will show in the Results Database similar to all other scan resuit. When and how they are scanned can be remotely controlled and configured from the Agent Management window,

Scans Via Local Agents
where the hosts automatically appear after being setup with the agent

Instructions
1. Download the Agent using the links shown below.

2 Transfer the Agent to the host where it should be installed

3. Login to the host and install the agent. For help, press F1

4. Signed agents obtain the tokens from external configuration file, csia ini

Download Agents with Token
Microsoft Windows (ver. 7.6.0.18) (2)
Complete Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 7.6.0.18) (2}
Red Hal Linux 6.x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)
Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token ini

Administration
Email Agent details

Email agent details

Configuration

®  Double-click the downloaded disk image to view the csia executable file.

® Drag & drop the csia executable file and csia_token.ini to your desired location to install the Mac agent.

Install the Mac Agent

The traditional way of installing the Software Vulnerability Manager Agent is as a daemon (similar to local service in
Windows) as it will operate under the macOS LocalSystem account.

Task Install the binary by using the Mac Terminal services as follows:
1. Open Terminal:
® sudo su
®  Pass: (Administrator password)
® whoami (should be root)
2. Browse to the directory where you have placed the csia binary file:
® chmod +x csia

® Type the following command to install the Agent: sudo ./csia -i
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C5C-Mac:Downloads csc$ sudo ./csia -1

[@1/20 13:48:49.294] Initializing Flexera Software Corporate Software Inspector Agent 7.5.1.3
[81/20 13:40:49.311] GUID : F34DBEOB-AFC4-401C-ABEBT-4D3CAC3IEN643

[81/20 13:408:49.318] 'com.secunia.csia' service started

[@1/28 13:48:49.318] 'Corporate Software Inspector Agent' successfully installed

[@1/28 13:48:49.318] Corporate Software Inspector Agent 7.5.1.3 shutting down
CSC-Mac:Downloads csc$ [

The Agent shows in the Software Vulnerability Manager console approximately 15 minutes after the installation.

Use the “-h” switch to see a full list of parameters supported by the Agent.

Scanning Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL) 6 and 7 are the only operating systems officially supported by Flexera for the Software
Vulnerability Manager RHEL scan Agent. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in the Software Vulnerability
Manager after being processed by Flexera Detection/Version Rules. To download the Software Vulnerability Manager Agent
for Red Hat Linux, go to Scanning > Scanning via Local Agents > Download Local Agents. For further information, see
Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Installing the Software Vulnerability Manager Agent for Red
Hat Linux

156

Note -« This is a sample reference implementation that you can use to help guide your setup.

To install the Software Vulnerability Manager Agent for Red Hat Linux:

The RHEL 6 Agent requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security.

In RHEL7 machine bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-32), libuuid(x86-32), yum.
In RHEL8 machines bash, sed, gawk, procps-ng, policycoreutils-python-utils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-
32), libuuid, yum.

In RHEL9 machines bash, sed, gawk, procps-ng, policycoreutils-python-utils, glibc(x86-32), libcurl(x86-32), libstdc++(x86-
32), libuuid, yum

Login as root at the RHEL machine and install/update the package (the same command line option works for both cases):

su root
yum localinstall --nogpgcheck <path>/csia_linux-7.X.X.xx-x.noarch.rpm

Specifying proxy settings for the scanner (recommended method):

You can update the proxy setting to override the environment variables:

Update the proxy setting in the configuration file /etc/csia/csia.conf
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Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)
OR
systemctl restart com.secunia.csia.service (RHEL 8)
OR
systemctl restart com.secunia.csia.service (RHEL 9)

Specifying the LAN Group of the machine:

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
'‘dnsdomainname' command).

Update the LanGroup setting in the configuration file /etc/csia/csia.conf.
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)
OR
systemctl restart com.secunia.csia.service (RHEL 8)
OR
systemctl restart com.secunia.csia.service (RHEL 9)

Immediately update the RHEL Agent configuration:

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)
OR
systemctl restart com.secunia.csia.service (RHEL 8)
OR
systemctl restart com.secunia.csia.service (RHEL 9)

Uninstalling:
Login as root and uninstall the scanner RPM package:

su root
rpm -e csia_linux
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Filter Scan Results

Software Vulnerability Manager has the following scan features to restrict the locations inspected by the scan and to create
and maintain custom rules for scanning customer created programs, drivers, and plug-ins.

® Scan Paths

® Custom Scan Rules

Scan Paths

Use this feature to create either a Allow list or Block list of paths/locations to restrict the locations inspected by the
Software Vulnerability Manager scan.

You can add environment variables to the Allow list and Block list in the Scan Paths view. The environment variables will be
resolved to the full path by the windows agent while scanning a host and will appropriately be either scanned or skipped.

For Example:

If %windir% is added to the Block list in the Scan Paths, then the agent will skip C:\Windows folder and its subfolders
while scanning a host.

Click Add Allow list Rule or Add Block list Rule and enter the Name, Path and Site (optional) details.
Note « By checking the Log blocked paths when found option, while adding a path to the Blocked List, the paths will be

recorded for your awareness. The products associated with logged paths will be available in the Completed Scans under the
Blocked Results tab. These paths will not be considered for the applicability rules while generating an SPS patch.

Note - If masking is enabled and you wish to log an absolute path which is maskable, then such a path will not be excluded
from the Scan Results.

New Scan Path rule for Block List

Name: VLC

Note: Paths are case-insensitive
Path C \Programs Files\VideoW L C\
Site (optional):

[ Log blocked paths when found

Preview Impact List

[

Important - This feature is applicable to RHEL only if Log blocked paths when found option enabled in the Block List.
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If using the Allow list, all the locations listed will be inspected by the scanner and any other locations are excluded from
Software Vulnerability Manager inspections.

If using the Block list, all the locations/paths block-listed will be ignored and any other paths are inspected by the Software
Vulnerability Manager scan.

[

Important - Use this feature with caution. By using the Scan Path Rules some of your paths will be excluded from the scan
and Software Vulnerability Manager will not alert you towards excluded insecure products, even if they potentially expose
your hosts to security threats.

All logged paths will be set to Yes in the new column named Logged in the Block List view.

Dashboard Scan Paths %

(UL O AllowList @ Block List B0t v

sie Logged

OneDrive: %USERPROFILE%\app!
Python thpplications” Python 3 9P,
%USERPROFILE%\AppDatalLocallP

n1351python3s.dil
User Profile %USERPROFILE% Flexera

FEFFFETEST

Important - It s not possible to simultaneously use both a Block list and a Allow list.

Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins. Click New Custom Scan Rule and enter a Name for the rule and the Filename to scan. Click Browse to search
for the file you want to add to the rule.

Custom Scan Rule X

Name:

Filename: | Browse... |

| Cancel |

Right-click a rule in the grid to edit or delete the rule.

[

Important « The file to be scanned must contain valid File Version Information.

Completed Scans

Use this page to view a summary of the scans conducted. Double-click an entry for further details or right-click and select
View Scan Result.
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Dashboard

Scanning

il Agents

Results

Dashboard Completed Scans x

2022-03-07 & 20220321 | | search for host name E=3 Export w
Time § Host Scan Status Result Exists Scan Type Zombie Insecure End-of-Life Secure Total
21st Mar, 2022 15:32 PSCCM Success OK  Yes 1 included 7 7 7 35
21st Mar, 2022 15:27 PSCCM Success OK  Yes 1 included 7 6 i 2
21st Mar, 2022 15:21 PSCCM Success: 0K Yes 1 included 7 6 " 24
21st Mar, 2022 15:20 PSCCM Success: 0K Yes 1 included 7 6 n 24
21st Mar, 2022 15:17 PSCCM Success: OK Yes 1 included 7 6 13 26
21st Mar, 2022 15:15 PSCCM Success 0K Yes 1 included 7 7 2 37
215t Mar, 2022 15:12 PSCCM Success OK  Yes 1 included 7 6 13 2
21st Mar, 2022 15:10 PSCCM Success: 0K Yes 1 included 7 6 13 26
215t Mar, 2022 15.08 PSCCM Success OK  Yes 1 included 7 6 13 2%
21st Mar, 2022 15:04 PSCCM Success: OK Yes 1 included 7 6 13 26

B ou scan oo = T = 2l

The overview page appears on the screen with the following tabs:

Overview

Use this page to view the overview information of the Scan results.

Overview
Host Details
Host: \
Domain SCCM
Site SCCM
Scan Details
Last Scan: 21st Mar, 2022 20:19
Last Scan Type 2
Scans Conducted 5
Scan & Vulnerabilities
Flexera System Score: 84%
Vulnerabilities 221
State of Product
Insecure 26
End-of-Life 21
Secure 243
Total 290

Scan Status:

Scan Results

Blocked Results

@ Secure (243) © End-of-Life (21) @ Insecure (26) ]

In the Scan Results tab, you can view installations details of the product, and you can add desired product to the Block List.

To do so, right click on selected row and choose View Installations / Add to Block List from the context menu.

Success

The scan was completed successfully.
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Partial

The Software Vulnerability Manager scans consists of two parts; the first part is the scan of third-party applications, the
second part is collecting information about Microsoft patching status from the Windows Update Agent (WUA).

If the Software Vulnerability Manager scan engine is not able to obtain the required information from the WUA, the scan
result will be Partial. Check the setting that controls the behavior of the WUA when a scan is completed (refer to Settings
for further information).

Failed

Software Vulnerability Manager was not able to connect to the remote target to perform the scan. Refer to Remote/Agent-
less Scan - Requirements (Windows) for further information.

Possible Reasons for Scan Status

After you complete a scan, you will see a Completed Scans page. This page includes a Scan Status column. The following
table explains the possible reasons for the Scan Status.

Table 6-3 « Possible Reasons for Scan Status

Scan Status Possible Reasons
Success: OK Scan executed successfully.
Partial Success Scan executed with partial success.

Partial: Windows Update  The scan was partially successful. An error occurred during the Windows update
Failed check due to possibly one or all of the following reasons:

1. Itappears that the RPC service is not running or that the Host is firewalled to
disallow access to the RPC service.

2. Youdo not appear to have specified the correct login credentials to perform
Windows Update checks on the Host.

3. Checkthat the Windows Update service is running on the Host and that you
use the correct administrative login credentials.

NOTE: This means that certain Microsoft products for this Host are listed with a
potential incorrect security state.

Failure Scan failed.
Failed: License Limit You have reached the limit of your CSI License Key. To resolve this issue:
Reached

1. Please make sure that you have removed all retired machines from your CSI
console using the database cleanup tool.

2. You may need to purchase more host licenses. Please contact
sales@flexera.com for more licenses.

Failed: No Connection Could not connect to Host. Check that the Host is not blocked by a firewall.
Failed: Resolving Host Could not resolve Host. Please verify that you typed the host name correctly.
Failed: Access Denied The scan failed. Please verify that you are using the correct administrative login

credentials for the Host.
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Table 6-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons

Failed: Error Connecting  Check that you have sufficient privileges to access the Host. Check that the Host
is not blocked by a firewall.

Failed: Partial Success The scan started, but it could not be completed due to possibly one or all of the
following reasons:

1. Please verify that you are using the correct administrative login credentials
for the Host.

2. ‘Easy File Sharing’ is disabled on the Host.

3. TheHostis not blocked by a firewall.

Failed: No Data The scan started, but it could not be completed. Please verify that you are using
Retrieved the correct administrative login credentials for the Host. ‘Easy File Sharing’ is
disabled on the Host. The Host is not blocked by a firewall.

Failed: IP/AD The user who installed the agent on the specific machine is not allowed to scan a
Restrictions machine with that IP address.

Failed: Communications  There has been a communications error between the agent and the Host. This
Error could be a temporary issue, so rescanning may resolve this issue.

Blocked Results

The products associated with logged paths will be available in the Blocked Results tab. These paths will not be considered
for the applicability rules while generating an SPS patch.

DESKTOP-PJNBJTI
Overview Scan Results Blocked Results. Zombie File Results
——

& Secure  End-Ofife & Insecure Export v
Name State Version SAID Crificalty  CVSS Base Store Threat § Issued Vulnerabilties
Amazon Carretto 8. Insecure 8.0.37207 SA117560 369 - Tdaysago 3
Microsoft Visual C++ 2013R..  Secure 12.0.40660.0 -
Amazon Corretto 8. Insecure 8037207 SA117560 V359 - Tdaysago 3
Microsoft Visual C++ 2015R...  Secure 14.16.27012.6
Microsoft Visual C++ 2013R .. Secure 12.0.40660.0 -
Amazon Corretto 8 x Insecure 8037207 SA117560 V359 - Tdaysago 3
Microsoft Visual C++ 2015 R... Secure 14.16.27012.6
Microsoft Visual C++ 2013R...  Secure 12.0.40660.0

Page 1 of 1 s‘ Displaying products 1-8 of &
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Zombie File Results

The discovered zombie files will be displayed in the Zombie File Results tab.

BLRLT-101293
Overview Scan Results Blocked Results Zombie File Resuits

0 Secure & End-Offife & Insecure Export v
Name State Version SAID Crificality  Path CVSSBa.. | Threats Issued Vulnera
Oracle Java JRE 18x/8x Insscure 80112015  SA117836 [ - 7daysago 8
WinSCP 5.x Insecure 51559925  SA103441 c v3:8.8 - Tl4days... 1
GIT2x Insecure 2301 SA114092 c V353 - 160 days 2
GIT2x Insecure 2301 SAT14092 c V353 - 160 days 2
Apache logd] 1.2.x 1216 SA114092 c - 160 days 2
Amazon Corretio 8 x Insecure 80222010  SA17560 V359 - 7days ago 3

Page 1 of 1 = Displaying products 1 - 25 0725

Inventory Assessment

This beta feature provides directional (less definitive than file-level scan using file signatures) inventory assessment results
depending largely upon the detail of the version information contained in the supplied inventory data.

Use this page to view and import inventory files. This section includes the following topics:
® |mportInventory

® View Inventory Result

Prerequisites

The CSV file can have any number of columns. However it is mandatory that it has columns representing Product, Vendor,
and Version. These columns will be imported into the inventory list.

Import Inventory

The file containing the software inventory is expected to be in the .csv format. To import the csv file, perform the following
steps.

To import a inventory file:
1. Click Inventory Assessment under Scanning menu in the left navigation pane.

2. Click Import Inventory in the Inventory Assessment (Beta) page.
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The Import Inventory dialog appears.

Dashboard Dashboard  Inventory Assessment (Beta) <

Scanning 20220815 & 20220820 & | searcn Click here to fear more about known limitation and planned future enhancements.  Export ~

Remote Scans Via Agents Time 1 Inventory Name Inventory S Insecure End-of-Life Secure Potentiall Unknown Invalid Total
29th Aug, 2022 12:06 Test_Inventory3 Success 5 6 8 3 2 0 24
20th Aug, 2022 12.05 Test_Inventory2 Success 5 6 8 3 2 0 2
29th Aug, 2022 12:05 Test_inventory1 Success o4 L] 72 14 1 0 104

Results
n Paths (0)

n Rules

Inventory As

B Results

3. Name of the Inventory appears or (if required) enter the inventory name.
4. Click Browse and select the CSV file which has the inventory list.
Note - It is mandatory that it has columns representing Product, Vendor, and Version.

5. Afterimporting the inventory file, click Confirm.

Import Inventory
Name: firefox.csv

eadesyl firefox.csv

Note: The csv file imported must have a minimum of three
columns mandatorily named as Product Vendor and Version to
see better vulnerability assessment of inventory.

6. Click Submit.

7. Click OK, and exit the dialog box.

Success

o Inventory has been saved.

164 SVMOPE-DECEMBER2023-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter6 Scanning
Inventory Assessment

8. Upon successful import, all entries present in the CSV file will be displayed in the Inventory Assessment (Beta) page.

Under Inventory Status column you can view the status of the imported file as, In Queued, In Progress, Success, and
Failed.

View Inventory Result

Use this page to view a summary of the inventory list. Double-click an entry for further details or right-click and select View
Inventory Result.

Overview

Use this page to view the overview information of the inventory data.

firefox

Overview Inventory Results Unknown Results

Inventory Details

5%
Time 29th Aug, 2022 14:10
Valid Records 22

Invalid Records o

Total Records 22
Inventory Advisories
Advisories:

Inventory Assessment Details
Secure
Insecure
EOL:
Potentially Insecure:
Unknown:

- o e

Total 22

@ Secure (8) @ Insecure (4) © Unknown (1)
© End-of-Life (6) @ Potential Insecure (3)

Inventory Results

Use this page to view the inventory results of the inventory data. These advisories can be filtered by Secure, End-Of-Life,
Insecure, and Potentially Insecure.
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Overview Inventory Results Unknown Results

& Secure & End-Oflife & Insecure & Potentially Insecure Export =
Product Name T Version State SAID Criticality CVs... ThreatS... Issued Vul...
Google Chrome 10405112102 Insecure SA1Y A — 16 2day .
Google Chrome 104.0.5111 Insecure SA11. — — 16 2 day...
Google Chrome 104.0.5112.103 Secure - - - -
Google Chrome 104.0.5114.102 Secure - - - -
Google Chrome 104.0 Potentially Insecure - - -
Google Chrome 104 Potentially Insect - -
Microsoft Access 2019/ ... 16.0.15330.2 Insecure — 6 23da.
Microsoft Access 2019/ .. 16.0.15330.2._ Insecure SA1.. —— 6 23da
Microsoft Edge (Chromi. 104.0.1293.63 Secure - - - -
Microsoft Edge (Chromi 104.0.1293.54 Insecure SA11. 85 14da
Microsoft Edge (Chromi. 104.0.1293.63 Secure - - - -
Microsoft Edge (Chromi 104.0.1293.63 Secure - - - -
Microsoft Excel 2019/0...  16.0.15330.2... Insecure SA11.. — 6 23da.
Microsoft Excel 2019/0..  16.0.15330.2 Insecure SA11 —— 6 23da
Microsoft Excel 2019/ 0...  16.0.15330.2...  Insecure SA1l.  — 6 23da.
Microsoft Excel 2019/0..  16.0.15330.2 Insecure SA11 — 6 23da
Mozilla Firefox 5113 Secure - - - -
Mozilla Firefox 91 Potentially Insecure - - -
Mozilla Firefox 9113252 Secure - - - -

166

Unknown Results

Use this page to view the unknown information of the inventory data.

Sample Inventory

) Show only invalid records

Product T

MegaStat 10.2 Release ...
Mein CEWE FOTOBUCH
Mitel Collaboration Adva
MixPad Audio Mixer

MKS Toolkit 9.2

Page 1

Version

10.2 Release ...
516

201220

9.2.0200

Overview  Inventory Results  Unknown Results

——
Export
Vendor

McGraw-Hill/lrwin

CEWE Stiftung u Co. KGaA
Mitel Networks

NCH Software

Mortice Kern Systems

Displaying products 1 -5 of 5

Q
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Results

After scanning your system, you can use the following options to view your scan results:
® Sites

® Smart Groups

® Host Smart Groups

® Product Smart Groups

® Advisory Smart Groups

Sites

Use this page to view the Sites maintained within your account. You can double-click a Site name to see all the hosts
grouped under that Site name.

Right-click a Site to view its Hosts or delete the Site.

Scanned hosts will be grouped in a Site with the same name as the domain they log on to.

[®

Important « Switching to Active Directory will remove your current Sites structure (your existing data will be backed up).

Smart Groups

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera, and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
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Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager is viewed, and can be used effectively to optimize your workflow.

Note » Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was
compiled. At any time you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
on any Smart Group to view, edit, compile or delete the group.

Click the check box, select the required Smart Group, and click Queue For Compilation button to update the data and
notifications for the group. The group will usually update within minutes. Multiple selections are allowed.

Click Create New Smart Group button to configure a new Smart Group. Click + and - to add or remove criteria.

Click Templates, where available, to open the Smart Group Example Use Cases page. Select an appropriate use case and
click Use Template to populate the Smart Group Overview and Configuration page, which you can then edit to match your
specific requirements.

All edits are done under the Create & Edit page in the Smart Groups.

[

Important « If you edit a configured Smart Group, all existing log files and notifications for the Smart Group will be deleted.
New logs will be created after your changes have been saved.

[

Important - Content can be available in multiple Smart Groups at the same time. For example, if you have a Smart Group
showing all insecure products and another showing all products from Adobe, then if a host has an Adobe product installed
that is insecure, this will be displayed in both Smart Groups. Also note that when you first run a scan you won'’t see the hosts in
All Hosts, or any reports, until the Smart Group is compiled.

Note « You can click Export to export a single page, all pages or schedule an export. The exports are saved in CSV format. To
schedule an export from a smart group one must have the SVM Daemon installed and configured. For more information, see
Download and Install the Software Vulnerability Manager Daemon.

Host Smart Groups

This section describes how to:

® Create a New Host Smart Group (see Create a New Host Smart Group)

® View existing configured Host Smart Groups (see Overview and Configuration)
® Configure new Host Smart Groups (see Configured Host Smart Groups)

® Cross-Reference Host Smart Group Values - User Interface Versus CSV File
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Create a New Host Smart Group

This page describes how to create a new Host Smart Group.

B

Task To create a new Host Smart Group:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

Sites

Host Smart Groups (1)

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Alist of created Host Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

= [B Software Vulnerability Manager ? a cd
@ Dashboard Dashboard Host: %
@ Scanning | Export
]|
Name 1 Description Business Impact | Compilation Data Last Compiled | Modified Date Average Score Hosts Installations
B Results
All Hosts Smart Group cont —— Complete 16th May, 2023 12 11th Feb, 2020 12 19 2484
Host Smart Groups (4) host12 CE— Complete 16th May, 2023 12...  28th Mar, 2023 18 12 1475
Create & Edit ] host_12 I Complete 16th May, 2023 12 15th May, 2023 12 14 1693
Al 9 host_QA CE— Complete 16th May, 2023 12 15th May, 2023 14 13 1523

3. The Configure New Smart Group dialog box opens.
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Configure New Smart Group

Smart Group
Name:

Description Enter an (optional) description for this Smart Group

Business Impact Critical -

Contains that match: all = | of the following criteria

Criteria
System Score v s atleast v 80 a D

Customize Columns

(®) Select All O Select Custom

4. Enterthevalid namein the Smart Group Name field.
5. Enterthe description of the smart group (optional) in the Description field.

6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-1 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.
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7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-2 « Smart Group Criteria Options

Smart Group Criteria

Description

System Score

Filter by system score. For more information, see System Score Settings.

System Platform

Filter by system platform.

Last Scan Date

Filter by last scan date of the host.

Site

Filter by site name.

Host

Filter by host name.

Missing KB Article

Filter hosts with missing Microsoft KB article.

CVE Number Filter host by CVE Number from selected CVE list.

Host Name Filter host name using begins with, starts with, and contains condition.
This filter supports options like contains, starts with, and equals. Then enter the
Host name in the text field.

Site Name Filter site name using begins with, starts with, and contains condition.

This filter supports options like contains, starts with, and equals. Then enter the
Site name in the text field.

Operating System

Filter by operating system from selected list.

Operating System Build

Filter by specific version of the Operating System.

For more details, see Filter Host Smart Groups on Operating System Build Version.

8. After updating the above fields, click Save button to create a new Host Smart Group.

Overview and Configuration

This page describes how to view existing configure Host Smart Groups and to configure new Host Smart Groups.
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B

Task To view the existing configured Host Smart Groups and configure new Smart Groups:

1. Navigate to Host Smart Groups Overview & Configuration.

B Resulis

Sites

Host Smart Groups (1)

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Right-click an item in the grid to view, edit, compile or delete the Smart Group.

# Dashboard Dashboard Host: Create & Edit x
Scanring T —
Results Name T Description Business Impact Compilation Data Last Compiled Modified Date Average Score Hosts. Installations
All Hosts Smart Grounp conta. N Complete 25th Nov, 2021 19:26  29th Sep, 2021 1452 3 252
Sites. - L 3 b iz 6%
busing View/Edit Smart Group Configuration Complete 25th Nov. 20210716 27th Mar. 2019 16:16 6% 144 are

Host Smart Groups (1) ¥

View Smart Group Contents

Create & Edit Queue Smart Group For Compilation

All Hosts (3) Delete Smart Group

3. When the View/Edit Smart Group menu appears, make the needed changes to the Smart Group.

Note « All Hosts is the default Smart Group and cannot be edited or deleted.

Configured Host Smart Groups

Use this page to view the information for each Host Smart Group you created. Right-click an item in the grid to view the
scan result or delete the selected host.

@ Dashboard Dashboard  Host: All Hosts %

@, Scanning \owing All Sites v | | Showing All Platforms Search Last Compiled: 25th Nov, 2021 20:26 Export =

B Results H System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
| rwe—— 20th Sep, 2021 3 1 73 % sceM 76015 Windows
DESK pelete Host 25th Nov, 2021 9 3 72 84 WORKGROUP 76015 Windows
DESKTOPVOS 20th Sep, 2021 8 2 68 78  WORKGROUP 760.15 Windows

Filter Host Smart Groups on missing Microsoft Knowledge
Base (KB) articles

One option for filtering Host Smart Group information is by Microsoft KB articles to create a report of hosts that are missing
one or several specific KB articles. This filtering can be used for new or existing Host Smart Groups.
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Task To create a new Host Smart Group for missing Microsoft KB articles:
1. Navigate to Host Smart Groups Overview & Configuration.
2. Inthe Criteria field, select the Missing KB Article and the appropriate in or Not in option.
3. Inthe KB Article Selection, search for the available KB articles.

4. Place a check mark in front of the appropriate KB article to include in the Host Smart Group and click Save.

Search Search
Available KB Articles Selected KB Articles
[0 | KBAtticle ¥ KB Article
[/ KB5004954 ¥ KB5003681
¥ KB5003681 ¥ KB5004954
) KB5003671 ¥ KB5003209
0 KB5003636
[J KB5003220
[ KB5003209
) KB5003165
O KB5001393
) KB5001382
0 KB5000853
() KB5000848
) KB5000809

[

Important - The following conditions affect the availability of selecting and listing missing Microsoft KB’s.

® The selection of a particular KB in the Available KB Articles field is based on whether the PC’s in the partition currently
have a list of missing KB’s.

® IWhen anew KB is released, it will appear using the in criteria filter after the scan is completed. To include future KB’s, use
the Not in filter and choose the oldest Available KB Articles list.

®  Only machines with missing KB’s will be listed in the new host smart group. If a machine does not have any missing KB’s,
then the KB will not be listed in either the in or Not in filter.

To create a report of missing Microsoft KB articles:
1. Navigate to the Completed Scans view.

2. Click Export to save the report as a CSV file.
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Overview Scan Results
O Secure & End-Oflife & Insecure Export =
Name T Version State SAID Criticaliy | CVSSB.. | Threat$ Issued Vulner. Missing M.
Microsoft Access 2019 / 16.0.138..  Insecure SAI04635 ~ CHm—— 8 17 days 4
Microsoft Excel 2019/ 0 16.0.138..  Insecure SAl04635 e FERFY 86 17 days 4
Microsoft Excel 2019/0...  16.0.138...  Insecure SAI04635 — SE— 86 17 days 4
Microsoft Malware Prote. 111380  Insecure SAlQ493p 2 17days 1
Microsoft Malware Prote. 1.1.1380...  Insecure INITCE I T v3: 7.8 2 17days 1
Microsoft Outlook 2019 / 16.0.138..  Insecure SAl04635 e FERFY 86 17 days 4
Microsoft PowerPoint 20 16.0.138...  Insecure SAI04635 — SE— 86 17 days 4
Microsoft Publisher 2019 16.0.138..  Insecure SAlp4e3s e PR 86 17 days 4
Microsoft Silverlight 5.x 5.1.3051 - -
Microsoft Skype for Busi 16.0.138..  Insecure SA104635 — CHES 86 17 days 4
Microsoft Skype for Busi...  16.0.138...  Insecure SAl04635 e  [FERFY 86 17 days 4
Microsoft Windows 3.1 Windows...  Insecure SA104961 v3:8.8) 87 17 days 15 5007247
Microsoft Word 2019 /0. 16.0.138...  Insecure SAl04635 s P 8 17 days 4
Mozilla Firefox 76.x 76.0.4.7
Mozilla Firefox 79.x 79.0.0.7
Mozilla Firefox 92.x 9201 - -
Mozilla SeaMonkey 2.x 2531 Insecure SAlQ5ppg S 20 10 days 3
Mozilla Thunderbird 78x ~ 78.14.0 - -
OneNote for Windows 10...  16.0.138...  Insecure SAI04635 — SE— 86 17 days 4
Page 1 of2 | > » & Displaying products 1- 30 of 44
Ex

Filter Host Smart Groups on Operating System Build Version

One option for filtering Host Smart Group information is by Operating System Build. This filtering can be used for new or
existing Host Smart Groups.

To create a new Host Smart Group for Operating System Build:
1. Navigate to Host Smart Groups > Overview & Configuration.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

Smart Group
Name

Description

Business Impact Critical -

Contains that match all v of the following criteria:

Operating System - (Oselected..) ‘

) Select All O Select Gustom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place acheck markin front of the appropriate Operating System Builds to include in the Host Smart Group and click
Save.
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Search Search

Available Operating Systems Selected Operating Systems
[J | Operating System % | Operating System
7 Red Hat Enterprise Linux Server 6 7 Red Hat Enterprise Linux Server 6
¥ Linux Kernel 2.6.x ¥ Linux Kernel 2.6.x
[J  Red Hat Enterprise Linux Server 7 ¥ Microsoft Windows 8.1
O  Linux Kernel 3.10.x 4 Microsoft Windows 10
[J  Red Hat Enterprise Linux 8
0  Microsoft Windows Server 2016

Microsoft Windows 8.1

Microsoft Windows 10

Microsoft Windows 7
Microsoft Windows Server 2012

O u!&l

Page |1 of 2 > > Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

(]

Product Smart Groups

This section describes how to:

® Create a new Product Smart Group (See Create a New Product Smart Group)

® View existing configured Product Smart Groups (see Overview and Configuration)
® Configure new Product Smart Groups (see Configured Product Smart Groups)

®  Filter Product Smart Groups on Operating System Build Version

Create a New Product Smart Group

This page describes how to create a new Product Smart Group.

To create a new Product Smart Group:

1. Navigate to Product Smart Groups > Create & Edit.

B Resulis

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P
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2. Alist of created Product Smart Groups appears. To create a new Smart Group, click Create New Smart Group button.
The Configure New Smart Group dialog box opens.

3. Enterthevalid name in the Smart Group Name field.

4. Enterthe description of the smart group (optional) in the Description field.

5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-3 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria Description

Product Status Filter by product status.
Criticality Filter by criticality.

Threat Score Filter by threat scores.

SAID Creation Date Filter by SAILD creation date.

Last Scan Date Filter by last scan date of the host.
Silent Installation Filter by silent installation.

Site Filter by site name.

Host Filter by host name.
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Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria Description

Product

Filter by product name.

System Platform

Filter by system platform.

Software Type Filter by software type.
CVSS2 Score Filter by CVSS2 score.
CVSS3 Score Filter by CVSS3 score.

Product Name

Filter product name using begins with, starts with and contains condition. Then
enter the Product name in the text field

Host Name Filter host name using begins with, starts with and contains condition. Then
enter the Host name in the text field.
Site Name Filter site name using begins with, starts with and contains condition. Then

enter the Site name in the text field.

Vendor Name

Filter vendor name using begins with, starts with and contains condition. Then
enter the Vendor name in the text field.

Operating System

Filter by operating system from selected list.

Operating System Build

Filter by specific version of the Operating System.

Fore more information, see Filter Product Smart Groups on Operating System
Build Version.

7. After updating the above fields, click Save button to create a new Product Smart Group.

Overview and Configuration

Use this page to view the existing configured Product Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group. To filter Product Smart Groups by the Last Scan Date, see
Last Scan Date for Product Smart Groups.

All Products is the default Smart Group and cannot be edited or deleted.

The other default Smart Groups for End-Of-Life Products, Insecure Products, and Patched Products have been pre-created
for you by Flexera. You can right-click to view, edit, compile or delete these Smart Groups.

Software Vulnerability Manager (On-Premises Edition) User Guide
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Dashboard Dashboard Product: Create & Edit X
Scanring s Now St Groop F—_
Results Name T Description Business Impact Compilation Data Last Compiled Unique Products Installations Hosts Modified Date
All Products Smart Group conta. R Complete 26th Nov, 2021 17:46 72 332 4 29th Sep, 2021 14
End-Of-Life Products é View/Edit Smart Group Configuration Complete 26th Nov, 2021 1746 15 19 4 20th Sep, 2021 14
:
Insecure Products $ View Smart Group Contents Complete 26th Nov, 2021 17:46 14 24 4 20th Sep, 2021 14
Patched Products Complete 26th Nov, 2021 17:46 53 289 4 29th Sep, 2021 14

3
Queue Smart Group For Compilation

Delete Smart Group

Patched Products (53)

Smart Groups ... »

Last Scan Date for Product Smart Groups

Product Smart Groups can be filtered by Last Scan Date. This filter option lists products that were detected within a
specified time interval using one of the following Last Scan Date options: exactly, prior to, after, older than, and within last.

For example: if machinel was scanned on 12 October 2017 and a product was detected, then the product will be a result
when searched using a Last Scan Date greater than 11 October 2017.

Configure New Smart Group

Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact Critical ~
Contains that match all v of the following criteria:
Criteria
lastScanDate = is priorto v 20211126 ) -

Customize Columns

(® Select All O Select Custom

Configured Product Smart Groups

Use this page to view the information for each Product Smart Group you created. Right-click an item in the grid and select
View Installations to display the installation details.
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@ Dashboard Dashboard  Product: All Products
@, Scanning Show All Packages  ~ Search  Last Compiled: 26th Nov, 2021 17:46 Export »
8 Resuls Product Nam PatchVe... = SAID Advisory. Crificality | Threat cvss Vendor Insecure  End.O. Secure Total  Affect Download  Product
7-zip«1l " 0 1 0 1 1 Download Program
7-2ip 19% - 0 0 3 3 2 Downloa. Program
AdobeA.. 202100 SAL04171  AdobeA. 8 Adobe 1 0 1 2 2 Downlgad  Program
AdobeB.. 1141 . Adobe 0 0 2 2 2 Download  Program
AdobeFl..  Product - Adobe 0 3 0 3 1 Download  Program
Amazon 1101381 - Amazon 0 0 1 1 1 Downloa  Program
Amazon . 8312071 SA104602  Amazon 2 V368 Amazon 3 0 3 6 2 Download  Program
Apple iT 12.12 SA104253  AppleiT — 6 Apple 1 0 0 1 1 Download  Program
Blender 2.x 5 Blender 0 0 3 3 2 Downloa. Program
CPU-Z1x - - - CPUID 0 0 1 1 7 Program
Advisory Smart G eMuleOx 047266 eMule 0 0 1 1 1 Download  Program
Filezilla 3480 - - 0 0 2 2 2 Download  Program
FileZilla 0959 SA73342 FileZilla 7 2 0 0 2 1 Download  Program
Reporting Firebird 2x 257 Firebird 0 0 2 2 2 Downloa. Program
Google 94x - - Google 0 1 0 1 1 Downloa. Program
Patching Google 96.0.466 Google 0 0 1 1 1 Downloa . Program
Armhbaon Google 733 Google 0 0 1 1 1 Download  Program
Google Product = = Google 0 2 0 2 1 Downloa . Program
Configuration KeePass.. 11.80 0 0 1 1 1 Downloa. Program
LibreOfi... 644 SA95673  LibreOffi 4 v3i83  TheDoc 1 0 0 1 1 Download  Program
Page 1 of3 [ > » | & Displaying Smart Group's Products 1 - 30 of 72

Adialog box opens with the following tabs:
® Overview
® |[nstallations

® All Advisories

Overview

Provides the details of State of Detected Installations with a pie chart representation.

View from the context of Smart Group: | All Products -

Overview Installations Al Advisories

State of Detected Installations

Insecure: 5

End-Of-Life. 0

Secure 6
Total 1
Other Info

Research Created 11th Feb, 2018

@ Secure (6) © End-of-Life (0) @ Insecure (5) |

Installations

Provides the list of Host machines where product is installed.

Enter keywords in the Search box to search the matching host in the grid.

Copy selected host paths to the clipboard by right click on the row and choose Copy path to clipboard.

To add desired host to the Block list, right click on the row and choose Add to Block List.
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‘Amazon Corretto 11.x
View from the context of Smart Group: ~ All Products v
Overview Installations  All Advisories
& Secure & End-Oflife & Insecure Search Host E= Export v
Host 1 S Criticality Threat S. S Path
- S.. CiProgram Files (x86)Amazon Correttoljdk11.0.16_9\bin\java.exe
s 6 I..  C\Program Files\Amazon Correttojdk11.0.7_10\binjava exe
" Copy path to clipboard "
Add to Block List
Page 1 of 1 e Displaying hosts 1 - 2 of 2
All Advisori

Provides the list of Secunia Advisory ID and its criticality details.

Note « For RedHat Linux 7, and Microsoft products updating via KB will have blank Patched version in Product Smartgroups.

Note « End-of-Life (EOL) products will not a include Secunia Advisory IDs (SAID), as Flexera does not assign vulnerabilities to
EOL products.

Filter Product Smart Groups on Operating System Build
Version

One option for filtering Product Smart Group information is by Operating System Build. This filtering can be used for new or
existing Product Smart Groups.

To create a new Product Smart Group for Operating System Build:
1. Navigate to Product Smart Groups > Overview & Configuration.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.
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‘Configure New Smart Group

Smart Group
Name:

Description: Enter an (optional) descriptien for this Smart Group...

Business Impact Critical A d

Contains that match: all w of the following criteria:

— Criteria

(0 selected...) -

Operating System  + js in v

— Customize Columns

(© Select All O Select Custom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place a check mark in front of the appropriate Operating System Builds to include in the Product Smart Group and

click Save.
X
Search... Search
Available Operating Systems Selected Operating Systems
(] Operating System [« | Operating System

O  Microsoft Windows 8 1
(J  Microsoft Windows 10

J  Microsoft Windows Server 2012

Q

Displaying Available Operating Systems 1 - 10 of 14

€ < Page 1 of 2 > »

Save Cancel

Advisory Smart Groups

This section describes how to:
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® View existing configured Advisory Smart Groups (see Overview and Configuration)

® Configure new Advisory Smart Groups (see Configured Advisory Smart Groups)

Overview and Configuration

Use this page to view the existing configured Advisory Smart Groups and to configure new Smart Groups.

All Advisories is the default Smart Group and cannot be edited or deleted. For further details, see View/Edit Smart Group

Configuration.

Zero-Day Advisories reference a vulnerability that is actively exploited prior to its disclosure. These advisories can be

filtered by Advisories that Affected You and All Advisories.

@ Dashboard

@ Scanning

B Results

Host Smart Groups (1)

Smart Groups (4)

Zeso-Day Advi

Reporting

Patching

Administration

Configuration

Dashboard

Scope of Data.

Zero-Day SAID
SA104568
SA104567
SA104124
SA104120
SA103660
SA103133
SA103132
SA102675

Zero-Day Advisories

® Advisories that Affected You O Al Advisoires

Advisory Description
Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabiliies
Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities

Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities

Criticality

Microsoft Windows Server 2019 / 2016 / Windows 10 Muitiple
Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilties

Google Chrome Multiple Vulnerabilities.

SA102302 Microsoft Windows Server 2012 / Windows RT 8.1 /8.1 Multiple Vulnerabiliies
SA102390 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
SA102083 Adobe Acrobat Reader / Acrobat Multiple Vulnerabilties
SA101469 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities
SA101465 Microsoft Edge (Chromium-Based) Arbitrary Code Execution Vulnerability
SA100914 Microsoft Internet Explorer Multiple Arbitrary Code Execution Vulnerabilities
SA100521 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vuinerabilities
SA100008 Microsoft Multiple Products Privilege Escalation Vulnerabiliy
SA98970 Microsoft Windows Server 2012 / Windows RT 8.1 /8.1 Multiple Vulnerabilities
SAQ8715 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilties
SAG7080 Microsoft Windows Server 2012 / Windows RT 8.1 /8.1 Multiple Vulnerabiliies
SAQ7079 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilies

Page 1 o2 | > » | &

View/Edit Smart Group Configuration

For each Smart Group, you can create or edit the advisory criteria using the Zero-Day Status and Advisory Published
criteria. Both criteria include dates, which are created using the Coordinated Universal Time (UTC). Therefore, the local
zone date of the user could be different from the zone the advisory data was saved in, which may lead to a difference in

182

advisory lists.

Advisory Published Threat Score Vulnerabilities Affected Installa.

12th Oct, 2021 99 28 1
12th Oct, 2021 99 44 3
14th Sep, 2021 % 2 1
14th Sep, 2021 99 34 3
10th Aug, 2021 99 27 3
13th Jul, 2021 99 49 1
13th Jul, 2021 99 82 3
13th Sep, 2021 % 1 1
8th Jun, 2021 99 19 1
8th Jun, 2021 99 26 3
11th May, 2021 83 14 4
13th Apr, 2021 99 79 3
19th Apr, 2021 84 1 7
9th Mar, 2021 92 2 8
9th Feb, 2021 99 28 3
12th Jan, 2021 30 1 21
10th Nov, 2020 91 33 1
1st Nov, 2020 99 53 3
11th Aug, 2020 99 58 1
11th Aua. 2020 99 88 3

Displaying Zero-Day Advisories 1 - 30 of 50

In the View/Edit Smart Group menu, you can filter results by date for the following criteria: Advisory Published, Last Scan
Date, and Secunia Advisory ID (SAID) Creation Date. This filtering by date creates a list of all Advisories published on that

date.

SVMOPE-DECEMBER2023-UG00
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Save/Edit Smart Group

Smart Group

n
Smart impactType
Description Enter an (optional) description for this Smart Group
Business Impact Low -
Contains that match all ~  of the following criteria
Criteria
Advisory Published + | is | prior to ~ | 2019.0327 &
Customize Columns
@ Select Al O Select Custom

Configured Advisory Smart Groups

Use this page to view the information for each Advisory Smart Group you created. Click a Secunia Advisory ID (SAID) in the
grid to display the details. For further details, see View All Advisories.

Note  you can search Advisory either by CVE, SAID, or Description.

@ Dashboard Dashboard  Advisory: All Advisories X
@ Scanning Search Type:  CVE - Search Last Compiled: 26th Nov, 2021 19:46 Export w
8 Resuls SAID Advisory Description T Critcality Threa ZeroDay | Advisor.. | Vulne. Solutio cvs Attack impact  Instal Prod. Hosts
SA104.  AdobeAcrobat Reader /A, — S— 8 No 14th Se 18 Vendor BEE] fromR.  SystemAcc 1 1 1
SA104..  Amazon Corretto Mutiple 2 No 20th Oc 11 Vendor N#68 FomR. Exposureof 3 1 i)
SA104 Apple iTunes Multiple Arbi,_ ~ Cm— 6 No 21st Se. 4 Vendor FromR System Acc 1 1 1
SAT3342  FileZilla Server OpenSSL 7 No 28th Oc 7 Vendor FromR..  Exposure of 2 1 1
Srrart Gros SAQS673  LibreOffice Multiple Secur 4 No 9th Jun 2 Vendor V3133 FomR..  Securiy By 1 1 1
Ceita SA105 Microsoft Edge (Chromiu. — 8 No 22nd N 20 Vendor FromR...  undefined, < 2 1 1
SA103 Microsoft Multiple Product. 2 No 10th Au 1 Vendor From L Privilege Es 2 1 1
SA104 Mozilla Firefox ESR Multi — 23 No 2nd No 10 Vendor From R Security Byy 1 1 1
SA104 Morzilla SeaMonkey Muli. B 17 No 28th Se. 3 Vendor FromR. Security By 1 4 1
SA103 Mozilia Thunderbird Mult — 17 No 8th Sep 3 Vendor BEE] fomR.  Security By 1 1 1
enering SAQ1115  Notepads+ Scintila Mem.. ~ S 2 No 18th Se. 1 Vendor FromR..  SystemAcc 2 1 2
SA103 OpenVPN Security Bypas 2 No 6th Jul 1 Vendor V383 rFomL.  Security By 2 i i
Patching SA102..  VLCMedia Player Multipl - No 10th Ma 4 Vendor W88 rFomR.  undefined, < 2 1 2
SA103..  WinSCP URL Handiing Ar 3 No 10th Au 1 Vendor FromR..  SystemAcc 3 1 2

Administration

Configuration

View All Advisories

Under the Configured Advisory Group view is a listing of All Advisories. For each advisory, you can click the corresponding
number listed in the Installations, Products, and Hosts columns. After clicking the number in the Installations column,
you will see a list of affected installations per host.
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SA103765 Affected Installations

Product Version Host T
Adobe Acrobat Reader DC 21.x 21520056.47888...  DESKTOP-V0SO.
Adobe Acrobat Reader DC 21.x 21520048.43252..  SVM-TESTA

Page | 1 of 1 Displaying Installations Affected By Advisory 1-2 of 2

The All Advisories list affecting a product shows all current and past advisories that affect a product. Note that the Secunia
Advisory ID number (SAID) listed under the SAID column could be related to different platforms.

Adobe Acrobat Reader DC 21.x

View from the context of Smart Group: | All Products A4
Overview Installations All Advisories
Export w
SAID L Advisory Criticality | Threat S Advisory SolutionS.. | Aftack Ve | ZeroDay CVSS Ba Vulnera
SA104171 Adobe Acr — 8 2021-09-14 Vendor Pa__ Fromremote  No 20
SA103765 Adobe Acr — 80 2021-10-12 Vendor Pa__ Fromremote  No 4
SA102993  AdobeAcr., s 61 20210713 VendorPa.. Fromremote Mo 16
SA102334  AdobeAcr 8 20210608  VendorPa. Fromremoie Mo 5
SA102083 Adobe Acr — 83 2021-05-11 Vendor Pa__ Fromremote  Yes 14
Page 1 of 1 5 Displaying advisories 1-5 of §
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Reporting

This chapter describes the following Software Vulnerability Manager reporting features:

® Report Configuration

® Smart Group Notifications

® Activity Log Notifications

® Database Access

® Scheduled Exports

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation. You can configure a new

report by clicking Generate New Report or right-click an existing report to view, edit or delete it (For more information, see

Generate a New Report). The Software Vulnerability Manager reporting capabilities allow the user to schedule and fully

customize the intended report.

In the Search by Report Title field, you can enter keywords in the Search by Report Title search box to find the matching
entries in the grid.

In the Report Format drop down field, you can search for reports either by Show all Reports or Recurring or One Time or

PDF or CSV.

= [ASoftware Vulnerability Manager

Software Vulnerability Manager (On-Premises Edition) User Guide

Dashboard  Report Configuration ¢

‘Generate New Report

Report Title

Search by Report Title Report Format | Show all Reports -
v Generale Next Schedule Repo... | Recurence Schedule | Last Generation
ct 30, 2023 Every Month 30th Sep, 20230
= None (One-Time Report)  16th May, 2023 11
©ct 26, 2023 Every Morth 26th Sep, 20230,
- None (One-Time Report)  6th Feb, 2023 17:30
Nov 20,2023 Every Month 20th Oct, 202305
Oct 28, 2023 Every Month 26th Sep, 20230,
Oct 28, 2028 Every Month 28th Sep, 20230,
Oct 28, 2023 Every Month 26th Sep, 20230
None (One-Time Report)  25th Oct, 2023 15,
Nov 25, 2023 Every Morth 25th Oct, 202315

Date Created/Modified
30th Mar, 2023 1258
16th May, 2023 1127
26th Mar, 2023 1858
6th Feb, 2023 17:29
25th Jul, 2023 13:04
26th Mar, 2023 1859
26th Mar, 2023 1855
20th Feb, 2023 17:53
25th Oct, 2023 15:28
25th Oct, 2023 1529

SVMOPE-DECEMBER2023-UG00

Last Execution Time

Oh Om2s
Oh Om 6s.
OnOm 1s
0OhOm21s
0h Om 6s.
Oh Om 4s.
0OhOm 55

Report Format
csv
csv
PDF

PDF

File Size

119 M8

20418

0.02MB
0.01M8

Status
Alve
Processed
Alve
Processed
Alve
Alve
Alve

Aive
Processed

Alve

Download

Download

Download

Dovnload

Download
wni

winl
Download

winl
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Generate a New Report

Use this page to view and generate a new report. Perform the following steps to generate a new report

Task To configure a report:

1. Choose between PDF and CSV as the format for the report.

Report Format

Specify the format for the report.

Select Reporting Format. .. -
PDF
csv

Note « When using the CSV option for the report format, unused options are disabled. For more information, see Select
the CSV Option for the Report Format.

2. Choose between a One-time only report or a recurring one (daily, weekly, monthly) and click Configure to select the
report distribution date or frequency schedule.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time.

(®) Recurring Report - Generate based on the a configured recurrence schedule.

Configure

Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter

3. Choose toinclude the Executive Summary Report which provides an overall summary with the general state of
vulnerability and patch management.

Executive Summary Report

Here you can choose to include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch
management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution

[ Include Executive Summary Report

4. Choose the dashboard profile to be included in the report.
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Dashboard Profiles

Specify the dashboard profile to be included in the report.

Search... Search
Available Dashboard Profiles Selected Dashboard Profiles
&  Profile &  Profile

Displaying Available Dashboard Profiles 1 -1 of 1

(]

Page 1 of 1

5. Choose which sites should be included together with which statistics to include.

Site Level Statistics

— Select Sites

Specify the sites whose data will be used for the report.
(=) All sites for all selected users.
(O Use a custom selected group of sites.
(O Use a custom selected group of host-smart groups.
Select Sites Select Host Smart Group

Using data from all sites for users selected above (default).

— Site Level Statistics to Include

Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report.
() Overall Summary Statistics
O Overall Criticality Statistics
[0 Overall Impact Statistics
[ Overall Attack Vector Statistics
() By-Site Statistics on Secure Products
[*) By-Site Statistics on Insecure Products
[) By-Site Statistics on End-of-Life Products

[7) Include Detailed Site Specific Data for Each Site

6. Choose a Host Smart Group to be included together with which statistics to include.
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Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup

All Hosts v

Specify the statistics that will be included for each selected host in the report.
D Overall Summary Statistics

[ Add Host Details

Additional filter: Only include insecure installations with a rating of: or Above.

7. Choose a Product Smart Group to be included together with which statistics to include.

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup.

All Products -

Specify the statistics that will be included for each selected product in the report
D Overall Summary Statistics

[J Add Product Details

Additional filter: Only include insecure installations with a rating of: or Above.

8. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Select Email Recipients

If you wish to receive the reporis via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select
any recipient.

[J Use default recipients defined in Settings page

Search.. Search
Available Email Recipients Selected Email Recipients
[ Name Email O | Name Email
0O - ¢ “era.com
O | W @flexera.com
Page 1 of 1 S Displaying Available Email Recipients 1 - 2 of 2

9. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in a PDF format and will be emailed to the
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defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.

General Configuration Options

Report File Name
Here you can specify a custom output file name for the generated report.

() Set the file name for the PDF report file generated

Report Title
Here you can specify a custom title for the front page of the report.

& Set the report title
Report Title:  Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be included in the report for reference

(7] Show Report Options and Generation Parameters

[

Important « The emails containing the PDF reports will be sent by your configured mail server. The mail server must be

configured before users receive the PDF reports.

[

Important « The emails containing the PDF reports will be sent from the Flexera Data Cloud - no-reply@flexerasoftware.com.
Be aware that the email server from the recipient may block/filter the email if, for example, the size of the attachment exceeds
a certain pre-defined threshold. If no email is being received, please check the email Spam filter and/or the Junk folder in the
email client.

Select the CSV Option for the Report Format
When you select the CSV option for the report format, the following sections and options are disabled:

® Executive Summary Report, Site Level Statistics, and Overall Summary Statistics check box for both Host Level
Statistics and Product Level Statistics are disabled.
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Configure New Report

Report Format

Specify the format for the report.

csv -

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file
Please note that some of the configuration options below will have no effect on the resulting data in the CSV files

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time.

(®) Recurring Report - Generate based on the a configured recurrence schedule.
Configure
Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.
Executive Summary Report

Here you can choose to include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch
management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution

Dashboard Profiles

Specify the dashboard profile to be included in the report.

® Insecure Installation Details for both Host Level Statistics and Product Level Statistics are enabled only when you
select Add Product Details and Add Host Details respectively.
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Configure New Report

Host Level Statistics
Specify the hosts whose data will be used for the report by selecting a smartgroup.
All Hosts v

Specify the statistics that will be included for each selected host in the report.

¥ Add Host Details

[J Insecure Installation Details
Additional filter: Qnly include insecure installations with a rating of: = Show Al ¥ | orAbove.
[J End-of-Life Installation Details

[0 Secure Installation Details

Product Level Statistics
Specify the products whose data will be used for the report by selecting a smartgroup.
All Products v

Specify the statistics that will be included for each selected product in the report.

¥ Add Product Details

[ Insecure Installation Details

Additional filter: Only include insecure installations with a rating of: | Show All ~ | or Above.

[ End-of-Life Installation Details

® PDF Filename tab and Publish Report Parameters sections are disabled.

General Configuration Options

Here you can specify a custom output file name for the generated report.

Report Title
Here you can specify a custom title for the front page of the report

[+ Set the report title.

Report Title: | Flexera Custom Report

Here you can choose whether the report parameters (configured here) should be included in the report for reference

Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or
changes to a group.

Click Configure New Notification, enter the required information and then click Save.
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Configure New Notification
Netification Details
Name & Applicability
YYou must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the notification will apply
Name: Enter a name (or short description) for this notification

Smart Group: | Select a Smart Group

Choose the conditions under which you will receive an Alert

Recipients Selection

Select Email Recipients

[ Use default recipients defined in Settings page

Search Search
Available Email Recipients Selected Email Recipients
O | Name Email O | Name Email

If you wish to receive the reports via emalil, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

Activity Log Notifications

Use this page to schedule multiple notification digests for the respective events through emails.

Creating Notifications for the Activity Log

To create notifications for the Activity Log, perform the following steps.

Task To create notifications for the Activity Log:

1. Click Create Notification.

Dashboard Dashboard  Activity Log Noifications

Scanning Create Notiication

Name | Activity Log Monitored

Resuits

No Notifications configured

Scheduled Exports

The Configure New Log Notifications dialog box opens.

2. Describe notification name, select the required events, and then select notification schedules.

Next Scheduled Check Aways Notify Frequency

Date Created/Modified

3. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select the Daily,

Weekly, or Monthly option, then choose the time duration for the selected day.

4. Choose the recipients and then click Save.
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Configure New Log Notification

Notification Details

Name & Applicability
‘You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Enter a name (or short description) for this notification

Event Selection

Select events

Available Events Selected Events

(m]

Name O Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

lJooobooooo

Cenntn Cran Penim

Alert Conditions.
How often should this notification rule run? Scheduled is based on when the rule is saved/modified

Choose Frequency - Choose time -

(O NQTIFY me when the conditions are NOT met_ | &, leave unchecked for a 'no news is good news' policy.

Recipients Selection

Database Access

® To access Flexera’s SQL database, see Database Console.

® To delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain criteria,
see Database Cleanup.

Database Console

Use this page to access Flexera’s SQL database. You can access the content of each table by selecting the table name in the
Tables pane. Expand the table name to view the objects and data types within that table.

To create an SQL query, right-click a table and select Show Data to automatically create a SELECT * FROM table query
from the specific table. You can also right-click a table and select Schedule Query to create Scheduled Exports for the table
and save the output to a CSV file.

The Details and Results panes display the status of the query.
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Dashboard Dashboard  Database Console %

Scanning

Tables Details
£3 W vv/_csi_devices

Results y  Time 1 Status Table Query

Show Data 3 Success SELECT * from vw_csi_devices_cve

host_eol
Schedule Query

B vw_host_insecure
B vw_host_unpatched_os

Refresh Clear

Results
Export ¥

nsi_device_id 1 host site cve

1 B sceum CVE-2021-38492,C

D WORKGROUP CVE-2021-38503.C

Patching 3 BN WORKGROUP GVE-2021-39836,C
4 W scem CVE-2021-3331

Administration

£ Configuration

Summary of the SQL Data in the Database Console Tables

The following table lists the SQL Data in the Database Console Tables:

SQL Data Description

vw_csi_devices List of hosts with mac address & ip address

vw_csi_devices List of hosts affected by CVE
_cve

vw_host_eol List hosts with End of Life software

vw_host_unpat List hosts with insecure operating system and operating system version
ched_os

vw_host_insec List hosts with insecure software and software version
ure

Database Cleanup

Use this page to delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain
criteria.

You can use this page, for example, to delete all the hosts that have not been scanned for more than 15 days.

Click Add Rule, enter the required information and click Save.
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New Rule

Action Delete Host

Name 15 Days Rule

Criterion Last Scanned Time v Morethan 15

The rules can be based on Last Scan Time, Last Check-in Time or for Host that have been Never Scanned. Once a rule has

been configured you can see which Affected Hosts meet the criteria defined in the rule and will be deleted from your
Software Vulnerability Manager account.

Once you have checked the hosts to be deleted you can choose to run the rule. Right-click the rule name and select
Execute Rule.

Dashboard Database Cleanup X

Rules
Add Rule

Name T

15 Days Rule
\—ys Execute Rule

Delete Rule

For scheduled database cleanup please see Host Deletion Settings.

Scheduled Exports

Use this page to view, edit or delete automated data extraction schedules.

[

Important « To schedule exports you must first download and install the Software Vulnerability Manager Daemon from
https://www.flexera.com/svm-download.

Right-click a table in the Database Console and select Schedule Query. You can configure the file by hiding columns in the
grids prior to export.

In the Export Schedule Setup screen, enter:
® The Name of the scheduled export.

® The Filename that you want to save the CSV file as.
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® The Next Run date and time.

® The Frequency (Hourly, Daily, Weekly or Monthly) that the export will be performed or select the One-Time Export
check box.

Export Schedule Setup

Action

Name: Enter a name (or short description) for this scheduled export.
Table: scheduled_exports

Output

Filename: Enter a filename ending with .csv extension

Schedule

These settings define the schedule at which the export will be performed

Next run: 2021-11-27 B4 2030 -
Frequency: - + or [J One-Time Export

e

Right-click a Scheduled Export in the grid to edit or delete the export.
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Patching

After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.

The following topics describe how to configure and deploy Software Vulnerability Manager’s patching function.

Flexera Package System (SPS)

Creating a Patch with the Flexera Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

Patch Deployment Status

Download Patch Publisher

Patch Publisher Connections

Agent Deployment

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS
Deploying the Update Package Using System Center
Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing
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Flexera Package System (SPS)

This section provides further information regarding:
®  Flexera SPS Page Features

® SPS Concepts and Terminology

Flexera SPS Page Features

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can
automatically create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Dashboard Dashboard  Flexera Package System (SPS)

Scanning Search Type: | Product v | searchtext [EEE View rom the context of Smart Group: | All Products Ml coioue view | Export v

= Product T Vendor T | PatchedVers Architect.. = SAID Criticality  Threat Detected  Adviso. insecure  End-O. Secure Total Hosts  Uninst
2ip 19 Windows. 0 0 2 2 2 No
Reporting FileZila 3480 Windows, 0 0 1 1 1 Yes
Notepad 77 Windows...  SAQ1115 = 18th Sep 1 0 1 2 2 No
Bahing PUTTY 0x 074 Windows 0 0 2 2 2 No
Windows, 0 0 1 1 1 No
Windows. 0 0 2 2 2 No
WinDirst. Windows 0 0 2 2 2 No
WinSCP. 5.17.10 Windows, 2 0 3 5 5 No
R Adobe A Adobe 210072 Windows 0 0 1 1 1 No
Administraion Amazon ... Amazon 11.0.1381 Windows... - 0 0 1 1 1 No
Amazon .. Amazon.. 8312071 Windows. ~SA104602 > 20th Oct 3 0 0 3 1 No
Gonfiguration CPU-Z1x CPUID Windows 0 0 1 1 1 No
eMule0x  eMule 047266  Windows. 0 0 1 1 1 Yes
Google Google 960466 Windows 0 0 1 1 1 No
Google 733 Windows, 0 ] 1 1 1 No
Google Product Windows. 0 2 0 2 1 No
Microsoft 96.0.105. Windows SA105276  ‘— 22nd No 2 0 3 5 3 No
Microsoft Windows. 0 0 3 3 3 No
Microsoft 1.1.1870. Windows. 0 0 4 4 2 No
Microsoft Windows... - - 1day 0 0 3 3 3 No
Page 1 of2 [ > » | & Displaying Products 1 - 30 of 47

The Flexera Package System (SPS) features include:

®  Product display criteria for SPS

® Language selection for SPS

®  Patch update searches by Common Vulnerabilities and Exposures (CVE)
®  Advisory Published date

Note « Flexera SPS page now available in non-IE browser also. In order to use complete feature of patching, need to install

Software Vulnerability Manager Plugin.

Product display criteria for SPS

Click Configure View to select the criteria that will be used to display the products in this view.
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Configure View
You can customize the view of the products displayed using the following configurable options:

(™ Group products where patched version and architecture are identical

(¥ Display only End-of-Life or Insecure products

(& Display only products for which silent update packages can be created automatically
() Hide Microsoft products

(] Highlight products for which update packages have been created

Note: The Software Vulnerability Manager should not be used for creating patches for Microsoft
products. The updates should come from Microsoft

o

When the Group products where patched version and architecture are identical check box is selected, the SPS page rows
will be grouped by the product, architecture, and the patch required to update them to a secure version.

If a row represents two or more product versions that require the same update, then the Product column will not show the
product version. For example, if Firefox 32.x and Firefox 37.x both require updating to patched version 40.x, then the
Product column will display “Firefox” only.

This means that if, for example, four products previously required the same update, rather than listing them four times
they will be listed once. This allows you to create fewer packages to target the same number of installations.

x

Dashboard Dashboard  Flexera Package System (SPS)

Scanning Search Type: Product v Search text View from the context of Smart Group: | All Products Ml Corigure view | Export v

- Product T Vendor T | PatchedVere Architect_. = SAID Criticality ~ Threat Detected  Adviso. insecure  End-O. Secure Total Hosts  Uninst
2ip 19.x Windows, 0 0 2 2 2 No
Reporting FileZilla 3480 Windows, 0 0 1 1 1 Yes
Notepad T Windows... SAQ1115 == 18th Sep. 1 0 1 2 2 No
Eaihing PUTTY 0x 074 Windows... - 0 0 2 2 2 No
ey Windows. 0 0 1 1 1 No
sy Windows. 0 0 2 2 2 No
Win Windows, 0 0 2 2 2 No
(Aeador EaLh MedU WinSCP 517.10 Windows 2 0 3 5 5 No
AL AdobeA..  Adabe 21,0072 Windows 0 0 1 1 1 No
Administration Amazon .. Amazon 1104381 Windows... - 0 0 1 1 1 No
Amazon .. Amazon.. 8312071 Windows.. SA104602 20th Oct, 3 0 0 3 1 No
Configuration CPU-Z1x CPUID Windows, 0 0 1 1 i No
eMule0x  eMule 047266  Windows. 0 0 1 1 1 Yes
Google Google 960466 Windows. 0 0 1 1 1 No
Google 733 Windows, 0 0 1 1 1 No
Google Product Windows... - 0 2 [ 2 1 No
Microsoft 96.0.105. Windows. SA105276  — 22nd No. 2 0 3 5 3 No
Microsoft Windows. 0 0 3 3 3 No
Microsoft ~ 1.1.1870...  Windows. 0 0 4 4 2 No
Microsoft Windows 0 0 3 £) 3 No
Page 1 o2 [ > » I & Displaying Products 1 - 30 of 47

Note - An SPS package created when the Group products where patched version and architecture are identical check box is
selected (grouped mode) can cover multiple product rows that are displayed when the check box is not selected (ungrouped
mode). Consequently this can lead to a discrepancy when determining whether an update for the product already exists if you
are switching between the grouped and ungrouped modes. For example, if you create an update for a product in grouped
mode, the update may not be accurately detected when using the ungrouped mode. For this reason it is recommended to only
use the grouped mode when creating updates.
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Language selection for SPS

You can target specific languages and approve packages before they are published. The package configuration, based on the
product family, is retained for future use.

Patch update searches by Common Vulnerabilities and Exposures (CVE)

In the Flexera Package System (SPS) Search Type field, you can search patch updates by CVE, which are referenced in
Secunia Advisories. The CVE results help identify affected hosts, advisories, and patches across entire organizations.

Dashboard Flexera Package System (SPS)

x

Search Type: CVE
Product T Vendor T

7-zip 19.x

¥ | | Search text.

Patched Version Architecture

Windows32-bit

Advisory Published date

The Advisory Published date is listed in the Flexera Package System (SPS) grouped and ungrouped views. This date
provides a quick reference for the latest patching information.

SAID

View from the context of Smart Group: | All Products - Export

Criticality =~ Threat

Detected

1day, 9h

Advis__

Insec. End-. Secure Total Hosts Unin

0 0 1 1 1 No

Note « In the Flexera Package System (SPS) ungrouped view which lists each product version separately, there will be no
Secunia Advisory IDs (SAID) listed for End-of-Life (EOL) products. Therefore, the Advisory Published date will be blank for EOL

products.

Dashboard  Flexera Package System (SPS) ™

SearchType: | Product
Product 1 Vendor 1

B Product 7-zip 16.x (1 tem)
72ip 16

v | [ search text

Patched Version | Architecture

18x

& Product Adobe Acrobat Reader DC 21.x (2 ltems)

Adobe Acrob..  Adobe
Adobe Acrob...  Adobe

21.007.2009.
2021.007.20.

& Product Amazon Corretto 8. (3 ftems)

Amazon Corr... Amazon.com
Amazon Corr...  Amazon.com
Amazon Corr...  Amazon.com

B Product Apple iTunes 12 (1 ltem)
Apple ITunes_ Apple:

831207.1
8312071
8302081

1212

& Product FileZilla FTP Client 3.x (1 ltem)

FileZila FTP

3480

8 Product: Google Chrome 87.x (1 Item)

Google Chro. Google

96x

B Product Google Chrome 91 (2 Items)

Google Chro. Google
Google Chro_. Google

96.x
91.0.4472.114

B Product: Google Chrome 95.x (1 Item)

Google Chro.~ Google

B Product IrfanView 4.x (1 ltem)
ifanView 4x  IfanView

B Product Mozilla Firsfox 53.x (1 tem)
Mozilla Firefo..  Mozilla Foun

& Product: Mozilla Firefox 66.x (1 Item)

%6x

437

94x/91x ESR

Windows32-bit

Windows32-bit
Windows32-bit

Windows64-bit

Windows32-bit

Windows64-bit

Windows64-bit

Windows32-bit

Windows64-bit

Windows64-bit
Windows32-bit

Windows32-bit

Windows32-bit

Windows32-bit

[EEE] view from the context of Smart Group: | All Products

SAD

SA103765

SA104602
SA104602
SA103200

SA104253

SA102473

Citcality | Threat Score Detected
5 days ago
— 80 5 days ago
— 8 1monthago
2 2 days ago
23 2 days ago
6 1monthago

— 6
2 months ago
5 days ago
- 5 days ago
— 87 2months ago
2 days ago
— 2 months ago

- ez

Advisory P.

12th Oct, 2021
14th Sep, 2021

20th Oct, 2021
20th Oct, 2021
21st Jul, 2021

21st Sep, 2021

29th Apr, 2020

17th Jun, 2021

17th Dec, 2013

Figure 9-1: Flexera Package System (SPS) ungrouped view
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Insecure

Eport v

End-Of Life Secure Total Hosts | Uninstallable
1 0 1 1 No
0 0 2 2 No
0 0 1 1 No
[] 0 5 2 No
0 0 5 2 No
0 0 3 1 No
[ 0 1 1 No
0 0 1 1 Yes
1 0 1 1 No
1 0 1 1 No
0 0 1 1 No
1 0 1 1 No
0 0 1 1 Yes
1 0 1 1 Yes
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Dashboard Dashboard

Scanning Search Type:

e Product T

7.2ip
Reporting 7-zip 9.x
FileZilla FTP
Batching FileZilla FTP
Notepad++
Notepad++ 7.
TortoiseSVN
Vendor Patch Module WinSCP 5.x

ployment Status

£ Configuration

Apple iTunes
Apple iTunes

x

1x

Adobe Acroba.
Adobe Acroba.
Adobe Bracke.
Amazon Corr

Amazon Corr

Google Chrome
Google Chrome
Mozilla Firefox
Mozilla Firefox
Mozilla Thund

Page

Flexera Package System (SPS)

Product

Vendor

Adobe
Adobe
Adobe
Amazo.
Amazo
Apple
Apple
Google
Google
Mozilla
Mozilla
Mozilla

Paiched Ve

Archite
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.
Windo.

SAID
SA82839
SA82839
SA94916
SA94916
SA91115
SA01115
SAY0536
SA103

[E=EN view from the context of Smart Group: | Al Products

Criticality

Thre

Figure 9-2: Flexera Package System (SPS) grouped view
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Export w

Total Hosts  Unins.

4 4 No

1 1 No

1 1 Yes

2 2 Yes

3 3 No

6 6 No

4 2 No
23 22 No
1 1 No
21 21 No
2 2 No
22 8 No
7 3 No

3 3 No

1 1 No

8 8 No
56 54 No
171 38 Yes
7 63 Yes
22 21 No

Displaying Products 1 - 30 of 33

Software Vulnerability Manager users should become familiar with the concepts and terminology described in this section.

What does a SPS package consist of?

Applicability Rules

SPS Package

Execution Flow Script

Files

What does a SPS package consist of?

The package consists of two parts; applicability rules and SPS package. The applicability rules are used by WSUS to only

execute the package on computers that are applicable for the selected package.

The SPS package consists of the payload that is then executed on the computer.
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Applicability Rules

SPS Package
(Index 0) Executive Flow
(Index 1) File 1

(Index 2) File 2

(Index n) File n

The following sections explain in greater detail all the components that make a SPS package.

Applicability Rules

The applicability rules are rules used to decide whether or not a package should be offered to a client. These rules are as
follows:

IsInstallableApplicabilityRule - Obtains the rules for determining whether or not this item is installable on a given
computer. It generally consists of paths and version information of relevant files.

IsinstalledApplicabilityRule - Obtains the rules for determining whether or not this item is already installed on a given
computer. It generally consists of keys and value information of relevant registry keys.

IsSupersededApplicabilityRule - Obtains or sets the rules for determining whether or not this item is superseded by
another update on a given computer. It generally consists of paths and version information of relevant files.

SPS Package

202

The SPS package must always consist of at least one file that is placed at index “07 this is the execution flow script, and any
additional files will be numbered accordingly in ascending order. The execution flow script is either JScript (JavaScript),
VBScript or Powershell script; by default a JavaScript example is provided in the SPS Package Creation Wizard.

The script will be automatically extracted from the SPS package and executed. Based on the execution flow more files can
then be extracted and executed from the SPS package, referenced by their index order.

[

Important « When using Powershell Scripting as the execution controlling script of the package, you must ensure that
Microsoft Visual C++ 2012 Redistributable (x86) is installed on the target hosts you are deploying the update package to.
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Execution Flow Script
This execution flow script is always executed. This is the file with index 0, and as such it will always be the first to run.

In the execution flow script you can define any other files to be extracted and executed. The default execution flow
template that is provided in the SPS Package Creation Wizard will extract the first file supplied in the package with the
specified silent parameters (usually this is the patch file provided by the vendor). Any other files added to the package will
NOT be extracted or executed when using the example script.

If you create your own execution flow, no user interaction is available. To make your execution flow totally unattended, use
log files accordingly for easy troubleshooting.

Files

The SPS package supports additional files besides the execution flow script. The added files will have array indices from 1
to n where the first file will have index 1, and the additional files are numbered in ascending order.

Creating a Patch with the Flexera Package System
(SPS)

The Flexera Package System (SPS) page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown, as well as highlight products for which
packages have or have not been created.

If highlighted, products for which SPS packages exist will be shown in green.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide silent installation parameters. If
you choose to patch one these products, you must provide (import) the .MSI/.MSP/.EXE file together with the parameters
for the unattended installation. Software Vulnerability Manager will then repackage and publish the update through the
standard workflow. Packages cannot be automatically created by Software Vulnerability Manager for these products.

If you wish to create a new custom package that does not necessarily patch an existing product, for example to deploy new
software, you can click New Custom Package. In this case you should provide the files/installer that will be executed on
the target client together with the execution flow script.

With Software Vulnerability Manager, you are able to create three different kinds of packages. Right-click a product and
select one of the available options:

® Create an Update Package
® Create an Uninstall Package
® (Create a Custom Package

For the Update and Uninstall packages a default execution flow script is provided in the SPS Package Creation Wizard (Step
2 of 4: Package Contents), which will fulfill most of the common needs.
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The execution flow script for an Update package can also be customized for additional functionality. You can also configure
your patching package SPS Installer Parameters using dynamic check box options (where applicable) based on product
functionality, including:

® Remove End User License Agreement

® Disable Automatic Updates

® SilentInstall

® Update to lowest secure version

® Noreboot necessary

® Cumulative updates in one package

®  Set Security Level

®  Remove system tray icon

® Restrict Java Applications

® Uninstall Prior to Installing

® Prevent Installation of Certain Components
® Prevent Collection of Anonymous Usage Statistics

® Remove Desktop Shortcut

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a three-step process. Right-click or double-click one of these
Products and select Create Update Package to start the SPS Package Creation Wizard.

Software Vulnerability Manager retains Product Family Settings that you previously used. Click Yes to prefill the SPS
Package Creation Wizard with the available settings.

Product Family Settings x |

? , Itis possible to prefill the wizard with some of the settings you previously used with Mozilla |
\.() Firefox. Do you want to proceed?

| Yes | No

Create an Uninstall Package

Any Products that are listed as Yes in the Uninstallable column are available to have an uninstall package created in a
four-step process exactly as the update packages in blue.
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x

@ Dashboard Dashboard  Flexera Package System (SPS)
@ Scanning Search Type: | Product v | searchtext IE=E0 view from the context of Smart Group: | Al Products Ml coioue view | Export v
¢t e Product T Vendor T = Paiched Versior Architec. = SAID Criticaiiy  Threat Detec Advisory insecure | End Secure Total | Hosts | Uninstallable
2ip 19.x Window 2days 0 0 1 1 1 No
14 Reporting FileZila 3480 Window... - - 3days 0 0 1 1 1 [ves]
Notepad 77 Window...  SAQ1N5 e 2 2days 18th Sep, 2 1 0 1 2 2 No
# Patching PUTTY 0.x 074 Window. . 2days 0 0 2 2 2 No
RealT Window 0 0 1 1 1 No
Ultmate Window. 0 0 2 7 2 No
WinDi Window 0 0 1 1 1 No
WinSCP. 5.17.10 Window... - 2days 1 0 3 4 4 No
AdobeA . Adobe 21007200..  Window... - . 3days 0 0 1 1 1 No
PV — AdobeB...  Adobe 1441 Window... - - 2days 0 0 1 1 1 No
Amazon.. Amazon.. 1101381  Window 0 0 1 1 1 No
& Configuration Amazon.. Amazon.. 8312071 Window...  SA104602 23 20tn Oct, 2 3 0 0 3 1 No
Blende Blender 0 0 1 1 1 No
CPUID 0 0 1 i 1 No
eMule 047.2.66 0 0 1 1 1 [es]
Fiebrd 257 Window. 0 0 1 1 1 No
Google 96.0.4664.45  Window 0 0 1 1 1 No
Google 733 Window 0 0 1 1 1 No
Google Product Dis..  Window 0 2 0 2 1 No
Microsol...  Microsoft Window 0 0 6 6 2 No

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by starting the SPS Package Creation Wizard and selecting the Edit Package
Content check box in Step 1.

If you have an SPS XML template you can import it by clicking Import Package in the first step of the wizard. Once this is
completed, all the fields in the wizard will be automatically populated, including the execution flow script.

Special attention should be given to the files mentioned in the execution flow script. These files can be files originally
provided by the SPS template creator or they can be dynamically downloaded.

[

Important - You should only import SPS packages if you trust the author of the package and the source from where you
downloaded/obtained the package.

Create a Custom Package

Software Vulnerability Manager allows creating custom packages that can be deployed through WSUS/System Center. By
creating a custom package you can do a wide range of actions; everything from updating and uninstalling third-party
applications to handling complex execution flows with multiple files.

The creation of a custom package can be done in two different ways. Either:

® Right-click a product and choose Create Custom Package. By doing this the product applicability rules will be
included in the package; this will mean that the Custom Package will only be applicable for computers with the
selected product installed.

OR

® Click New Custom Package to start the SPS Package Creation Wizard. In this case no applicability rules will limit the
installation base.

Independently of the chosen approach, in both cases the SPS Package Creation Wizard will be initiated.

The SPS Package Creation Wizard

Creating an SPS Package involves a four-step process:

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00 205



Chapter9 Patching
The SPS Package Creation Wizard

Step 1

206

® Step 1 of 4: Package Configuration
®  Step 2 of 4: Package Contents
®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

of 4: Package Configuration

In Step 1 no action is required if the selected product was in blue. You should only check Edit Package Content (Optional)
if the product was in gray or there is a need to customize the update patch by selecting a different file(s) and/or defining a
different execution flow script.

Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents
‘and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Import XML {Optional)

You can start by importing an existing SPS Package File, This will populate all of the wizard data fields with the package data, which you can then view
and/or edit.

WOTE: You should only import packages if you trust the author of the package and the source from where you downloaded [ retrieved the 5P5 package.

| Impart XML |

Package Name

The package will be created with the following name. Choose a new name if desired.

Name: pdate Google Chrome, version 66.x, Moderately Critical

Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.

Description:

Reference Td (Optional)
Here you can assign an Id to this package if desired.

Reference Id:

5PS Installer Parameters (Optional)

Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product, Some parameters have warning
message associated that should be read and understood before moving forward

Configure Package () Default (7}
Behavior: __
() Disable checking for running Chrome processes ()

(7 kill any running Chrome processes (2)
Select Installer: (@) Install Enterprise version
) Install Stable version

Edit Package Content (Optional)

If you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be
directed immediately to Step 3.

|| Edit Package Content
Vendor & Product Naming

| Mext | Publish | Cancel
The Import Package feature allows you to import a SPS template in XML format that will automatically populate all the

fields of the SPS Package Creation Wizard. This feature will be especially relevant when creating custom updates or when
creating update packages for the products in gray.
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e il This vell populate all of the vizard data fickds with the package data, which you can then view

Impart packages if you trust the author of the package and the source from where you downlaaded / retrieved the SPS package.

choose Fite 1o Upioad =

L« Ducuments » My SPS Templates vl | | Semrch My SPS Temptate »

File norme: | package_content_chrome ~| |anEies en -

i uniue to this product. Same pacameters have warning Open | Cancel

In Step 4 of the wizard you will also have the option to export the XML template for the package being created.

After clicking Next, and if Edit Package Content (Optional) was not selected, you will go directly to Step 3 of 4:
Applicability Criteria - Paths.

Step 2 of 4: Package Contents

Step 2 becomes available when Edit Package Content is selected in Step 1. The first section of Step 2 is the Execution
Script where you select JScript (Javascript), VBScript or Powershell Script and then review or create a customized

execution flow.

You are also able to change the files that are included in the SPS package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

To test a newly created execution flow together with the added files click Create SPS File. A SPS.exe file is created that can
be executed locally prior to being published into the WSUS server.

This SPS.exe file will include the execution flow script and the files to be included, but not the applicability rules.
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Step 2 of 4: Package Contents

Here you configure the package contents, including the execution script induded, and the files induded.

Execution Script
View/Edit the execution flow and script type for this SPS package.

Seript Type: | JScript (Javascript) X

Execution Flow: |var Title = "Update Google Chrome, version 66.x, Moderately Crivical";

var GUID = "1535edfd-b052-45ab-8665-9544aleeTed"; ~
var silentFarams = "/5";
var optionalParams = " /business";
// The following four variablea have been embedded by the CSI at the
// start of this script
/{ wvar GUID = "";
// var Title = "";
// var silentParams = "";
/4 var optionalParams = "";
var ret = 1;
function main() |
1f ( 1GUID ) ¢
server.logMessage | "Mo GUID supplied for package " + Title ); W
return 1;

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be incuded, and if they will be downloaded
dynamically {i.e,, in the case of URLs) or if they are local files, You can add additional files via the 'Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button, To remave a files, right-click and select 'Remove’,

File(s) to include in the package Status
http:/[dl.secunia.com/SPS/GoogleChrome_66.0.3359.139_64-hit_SPS,exe To Be Dynamically Downloaded
| Add Local File | | Add Download Link | | Add Localisation (Language) File |
Create SPS File
You also have the option of creating an SPS File from this package, should you wish to.
| Create SPS File |
Previous | Next | Fublishi | Cancel

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

208

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal

value.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path" dialog and to
show advanced options in the grid.

[] Shew Advanced Options

| Addpath |

Always Install Option

The purpase of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable” W5US rule which will ignore all system paths when deciding if this package can be applied, Mote - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as "Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Mormally one updates a product to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must alse be supported by the installer itself - you cannot enter
arbitrary values here,

Minimum Version:  55,0,0.0

["]' path « Information
[¥] €:\Program Files (x86)\Google\Chrome\Application\chrome. exe 1

Previous | Next | FPublish | Cancel

For packages that should not have any paths for applicability, select the Mark Package as “Always Installable” check box
toignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version. Note: the version you enter must
also be supported by the installer itself - you cannot enter arbitrary values here.

Importing Bulk File Paths in the SPS Package Creation Wizard

To help with situations where you wish to include specific file paths for scanning software, you can now import multiple file
paths by providing a CSV file during Step 3 of the patch/template creation process.

On the Step 3 of 4: Applicability Criteria - Paths panel, click Add Path to open the Import Path Applicability Rules for
Package dialog box, and select a local CSV file which contains file paths.
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e

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path® button. Check the "Advanced Options® box te enable additional options in the "Add Path® dialog and
to show advanced options in the grid.

/! Show Advanced Options

Add Path | | Impod Path

Adwrays Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable™ WSUS rule which will ignore all system paths when decding i this package can be applied. Note - this will not bypass the rules for checking if
samething is already installed, or is superteded by a more recent version.

[ Mark Package as “Always Installable™

Import Path Applicability Rules for Package x|
Minimum Versia
The purpose of th Import New Path's Bjor version. You
mﬁm‘*‘; Click ‘Browse' to choose a local cav file which contains file paths. fou cannat enter
Minimum Version: sV file: | C:\Users\Administrator\Desktop\Patches\export.csv x
Browse |
Tl Path Options
¥ \Google\Chromel A mFiless
T C\Windows.old\Ps
C:\Users\P7111074
C:\Program Files | Import Cancel
C:\Program Files (x85}\Google'Chrome\Temp\scoped_dir7076_1072\old_chrome. exe o n/a
. C:\Program Files (xB56)\Google'\Chrome\Temp\scoped_dird 108_1690650753\o0ld_chrome.exe o nia
| C:\Program Files (x85)\Google\Chrome'\Temp\scopad_dir26444_18370\0ld_chrome.exe (] nfa
| C:\Program Files (x85)\Google\Chrome! Temp\scoped_dir12364_25571\ald_chrome, exe o nja
| €\Program Files (x85)\Google'\Chrome\Temp\scoped_dir10304_2754\old_chrome.exe o n/a
| C:\Pragram Files (x36)\Google'(Chrome\Application|new_chrome.exe 1 n/a
7| Ci\program Files (x86}\Goagle!Chrome}, ichrome. exe 10 n/a
T C\SWINDOWS.~BT\NewOS\Program Files (x86)\Google\Chrome\Application\new_chrome.exe o nfa
] C:\SWINDOWS.~BT\NewOS\Program Files \Google\Chrome'\Applcation|chrome. exe o n/a
Previous | Nex Cancel

Figure 9-3: Import Path Applicability Rules for Package Dialog Box

This enables you to target specific file paths or to include file paths discovered in other partitions in order to create a single
patch for deployment that covers all desired file paths.

CSV File Format
When creating a CSV file for import, file paths entered in the following formats are acceptable:

C:\Users\Administrator\AppData\Local\Temp\Acme\acinstall\tools\acmeinstall\tools\7z.exe
C:\Program Files\Acme\tools\7z.exe
%ProgramFiles%\Acme\tools\7z.exe

Note « The CSV file does not need to have comma-separated values, but just a list. You don’t have to use quotes when there
are spaces in a file path. The CSV file can essentially be a text list with just one column. As a single column list of values, simply
provide one file path per line (no header row or additional columns should be included).
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Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will repackage
and publish the update package into the WSUS/Intune System Center.

The WSUS option will be unavailable if the WSUS/Intune Connection is not established.

To export the package select File System (Export) and click Publish.

[=]1k.3

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

LI rmunu s suagun
~
Language Settings
Configure package applicability rules based on language:
[] only make package applicable to computers with ane of the selected languages.
Select Languages:  |anguage
Arabic
~
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech W
Manich
Export Patch Script
Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can cheose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.
["] Do not include Step 3 Applicability Paths in XML File.
|| Do not include package file(s) as binary in XML File.
Patch Template (Optional)
Save as template
Template Name: | Enter Template Name...
Publish Options
Select option for publishing Flexera package
Publish package using: () WSUS (via ActiveX)
(®) Schedule package to Intune/WSUS
() Altiris
() Export Patch Script
() Cabinet File (Export)
() save Template
LV
Previous. Publish | Cancel

To publish a package through the Patch Publisher, select the Publish Options > Schedule package to Patch Publisher,
and then select the required connection from the Patch Publisher Connections (Required) drop down.

Note - Patch Publisher Connections are available only when you install the Patch Publisher.
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Here yau configure the applicabiity rues for the package.
Lamguage serungs
Configure package apglicability rules based on language: ~
[ orily make packags applicatie e compulers with ane of the sslected languages,
Select Languages: | anguage

Arabic

"~
Chinese (Hang Kang SAR)
Chingse - (Simpified)
Chinese - {Traditional}
Crech W

Export Patch Script

Befioee pubilishing MML palh scriplh o wour [& syslam, you hawe the cabian Lo conligure XML file. Male: A you might wish 12 share Lhis padkags, far
Exampile via L community farum, you can chodse Lo nol incuge Lhe package fils &2 binary ard the sppicability paths from Step 3, as your palhs may
conlain privale user data,

[ Do rat inchude Step 3 Applicabilily Paths in XML File.

] D nat include package file(s) as hinary in XML File.
Patch Template (Optional)

Sawe as lempilate: | Enter Template Name...

Publish Options
Select aption for publishing Flexera package
Publish package using:
() Schedule package to Patch Publisher
) futiris
() Expart Patch Seriph
() Save Template

Patch Publisher Connections (Required)

Select cannection: | Intune_win1@ ( Intune ) a

A4
Inkbune_winld { Irture )
- W5One_Winld { Waorkspace One )
BigFix_Win10 { BigFix } Previous i Publish Cance|

|

If a reboot is required after the package has been installed this can also be configured in the second part of this step as well
as checking if Java is running,.

To configure your package to only be applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

In this step you are also able to export the package that you have already configured to be used for future reference. You
have the option to include or exclude Step 3 applicability paths and the installer as binary.

The two options (Do not include Step 3 Applicability Paths in XML File and Do not include the package file(s) as binary
in XML File) are taken into consideration only when exporting the package to the File System (Export), otherwise the
selection will be disregarded.

Vendor Patch Module

212

Vendor Patch Module represents the largest set of patch data on the market today. It is designed to integrate several
hundred out of the box patches for prioritization and publishing within SVM. Additionally, it exposes details which helps
you to be aware what patches exist, and to provide as much detail as possible to make bringing your own patch to SVM
easier. These additional entries are typically missing something like the actual setup file (because the vendor does not
make it publicly available) or because we don’t have default applicability criteria (but can leverage assessment results for
your environment).

%

Tip « To know more about the Vendor Patch Module, click here.
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This section provides further information regarding:
® Vendor Patch Module Page Features

® Creating a Patch with the Vendor Patch Module

® Package Creation Wizard in Vendor Patch Module

® Automating Patch Deployment

[

Important - Vendor Patch Module is an optional feature and must be purchased separately:

® for pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

® [fthe feature is not purchased, you can view the list of available patches but cannot use them.

Vendor Patch Module Page Features

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype:  Product ~ | | search text IEZE0  view from the context of Smart Group: | Not Selected ~ Export v
s Product Vendor  Patch.. | Deplo.. SAD | Cric.. | Thr Advis..  Archi. | Ins En se Tolal | Hosts  Upda.. Down..  File Subs.. | Subs
NET . Micro.. 228.. Yes = 2 Wing 1t Down. 2338 No
Reporting NET.. Micro.. 228.. Yes . g Wind 1t Down. 2104. No
NET . Mo 312 Yes E . Wind 23d..  Down. 2492 No
Bsiching NET . Mo 312 Yes : s - Wind 23d Down. 2232.. No
NET . Mico.. 314. Yes Wind 23d.. Down. 1269.. No
NET . Mo 314. Yes - s Wind 2310 Down. 1176.. No
NET.. Mico.. 311. Yes Wind fstM.. Down. 5177.. No
[Veadon Fakh Modoe NET . Mo 311. Yes o Wind 1StM..  Down. 4634. No
[Pkch Deployment Skt NET Micro. 501 Yes - - - - 23rd Down 2328 No
T NET.. Mo 501. Yes Wind 23d..  Down. 2512 No
NET.. Mo 501. Yes Wing 231 Down. 2258.. No
Configuration NET.. Micro.. 543.. Yes - 2 23d.. Dewn.. 1305. No
NET Micro. 543 Yes - - Wind. 23rd w0, 146.1 No
NET.. Mico.. 543.  Yes : - = Wind 231 Down. 1358. Mo
tPas..  Agle.. T798. Yes SA10 1510 Wind 23d .. Down. 1133. Yes 29t
30F 3Dfo.. 4530 Yes - c = Wind 15th Down. 1859. No
3DF Dflo.. 4530 Yes - Wind 16th Down. 1850. No
30F 3Dflo.. 4530 Yes 5 = Wind 19th Down. 1859. No
4KV Open.. 418 Yes . i Wind 23rd.. Down. 8872.. No
TZp.. lgorP.. 21600 Yes Sagy  ~ emmm 2 stM.. Wing 26th Down. 177 Yes 20t

The Vendor Patch Module features include:

®  Product display criteria for Vendor Patch Module

® Patch update searches by Common Vulnerabilities and Exposures
® Advisory Published date in Vendor Patch Module

® Threat Score in Vendor Patch Module

Product display criteria for Vendor Patch Module

Click Configure View to define a criteria from either or both the Show drop down and the Add more filters check boxes.
This criteria will be used to display the filtered products in this view.
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Configure View

Show: All available Vendor patches hd

All available Vendor patches
Add more Only those Detected in my environment
0 Only those Not detected in my environment
¥ Deployment ready patches
(7] Only Mac patches

[J Hide Microsoft products

Search. .. Search

Available Languages Selected Languages

Name J  Name
African

Brazilian

Chinese (Simplified)

Chinese (Traditional

Croatian

000000 o

Czech

Page 1 of 4 > » | & Displaying Available Languages 1 - 9 of 31

The following display criteria are available.

Table 9-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Show Select one of the following options:

® Allavailable Vendor patches—Displays all the list of out of the box patches available in
the module. (Default)

®  Only those Detected in my environment—Displays a list of out of the box patches
available for applications which are already installed in the user environment.

® Only those Not detected in my environment—Displays a list of out of the box patches
available for other applications which are not deployed in the user environment.
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Table 9-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Add more filters Select one or more following check boxes to add more criteria defined in the Show drop
down:

® Download available—Displays a list of out of the box patches available to download

e Deployment ready patches—Displays a list of deployable out of the box patches which
have no missing details. These patches are highlighted in Blue color in the products list
and have a high rate of success in mass deployment.

® Only Mac patches—Displays a list of out of the box patches for MAC OS, You can easily
download them for deployment in your Mac management solution of choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided by the
vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

Note « MSP packages are currently Not deployment ready, but deployment is possible depending on the environment that
these packages are ready to be deployed as is.

Select Package Language

You can target specific languages and approve packages before they are published. The Configure View settings in the
Vendor Patch Module can be retained for future use.

By default, the following package language is selected:
® English
® English (UK)

® English (US)

® EnglishGB
® EnglishUS
® Multi

You are also able to change the default selected language and select new package languages.

Patch update searches by Common Vulnerabilities and Exposures

In the Vendor Patch Module Search Type field, you can search a patch updates by CVE, which are referenced in Secunia
Advisories. The CVE results help identify affected hosts, advisories, and patches across the entire organizations when
appropriate Smartgroup filters are chosen.
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Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype: | CVE v | searchiext = veew from the context of Smart Group: | Not Selected ~ Export
_— Product | Vendor | Patch.. | Deplo.. SAD | Cric.. | Thr Advis.. | Archit.. | Ins En se Total | Hosts  Upda.. Down.. = File Subs.. | Subs
4KVi.. Open. 418 Yes Wind 0 0 10 10 10 234 Down. 8872.. No
Reporting 7Zip.. IgorP.. 21600 Yes - = Wind 0 4 29 33 32 26 Down. 177 No -
7Zip.. lgorP.. 2106.. Yes Wind 0 1 32 4] 30 26th Down. 137 Yes 16th
Patching NET.. Mico.. 543 Yes - - - 23d Down. 1305.. No

Advisory Published date in Vendor Patch Module

The Advisory Published date is listed in the Vendor Patch Module provides a quick reference for the latest patching

information.
Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype:  Product v | | Search tex om the context of Smart Group: ~ Not Selected - -
i Product Ven.. Pat. = Dep. SAID Gl Threat Score | Advisory Published AC.. In 3 s T H Upd... | Do fi Sub.. | Sub
Fire.. Moz. 94 Yes  SA. 23 2ndNov, 20210530 | win 1 0 0 1 12 Do 50 No
Reporting Fire.. Moz. 94 Yes - ol = Win [} 1 1 2 2 23 Do 51 No
Fire.. Moz. 94 Yes  SA. - 2nd Nov, 2021 0530 | Win 1 0 0 1 1 2. Do 50MB  No
REE Fire.. Moz.. 52.. Yes Win 0 1 1 2 2 30t. Do. 45 No
o Fire.. Moz. 52 Yes  SA 23 2nd Nov, 20210530 | win 1 0 0 1 130t. Do 43 No
N Fire.. Moz. 52 Yes Win 0 1 1 2 2 30 Do 45 No
Fire.. Moz. 52 Yes  SA - 23 2nd Nov, 2021 05:30 | Win 1 0 0 1 130t Do 43 No
Verior Puch Modkie Fire.. Moz. 60 Yes -] - Win 0 1 1 2 2 a0t Do 37 No
atch Deployment Status Fire Moz 60. Yes SA - 23| 2nd Nov, 2021 05:30 Win. 1 0 0 1 130t Do 34, No
e Fire.. Moz. 60 Yes Win 0 1 1 2 2 3. Do a7 No
Fire.. Moz 60 Yes  SA 23 2ndNov, 20210530 | win 1 0 0 X 130 Do 34 No
Configuration Fire.. Moz. 68 Yes - 5 E Win 0 1 1 2 2 0. Do 5 No
Fire. Moz 68. Yes SA - 23| 2nd Nov, 2021 05:30 Win. 1 0 0 1 1 30t Do 45, No
Fire... Moz.. 68 Yes Win, [ 1 1 2 2 3. Do 4 No
Fire.. Moz. 68 Yes  SA = 23 2nd Nov, 2021 0530 | win 1 0 0 1 1 30t. Do 45 No
Fire.. Moz. T8 Yes == Win 0 1 1 2 2 6 Do 52 No
Fire.. Moz 78 Yes ~ sA == 23 2nd Nov. 2021 05:30 | Win 1 0 0 1 1 6th. Do 51 No
Fire.. Moz. 78 Yes = = Win [ 1 1 2 2 6. Do 51 No
Fire.. Moz. 78 Yes  SA. == 23 2nd Nov, 20210530 | Win 1 0 0 4 1 6th Do 50 No
Fire.. Moz.. 01 Yes - Win [} 1 1 2 2 2. Do 53 No

Threat Score in Vendor Patch Module

The Threat Score provides the Threat Score information for the out of the box patches listed in the Vendor Patch Module.

Note » Threat Score is available only for users with Threat Intelligence Module

Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype:  Product v | | Search rom the context of Smart Group: ~ Not Selected - Export =
Rosits Product Ven.. | Pat. | Dep.. SAD | Gili Advisory Published Ac. £ s T H Upd.. Do.. | Fi Sub..  Sub
Fire.. Moz. 94 Yes. §A. emm 23 | 20dNov, 20210530 Win 1 0 0 ! 1 2. Do. 50 No
Reporting Fire.. Moz 04 Yes - == Win o 1 1 2 2 2. Do 51 No
Fire.. Moz. 94 Yes  SA 23 | 2nd Nov, 20210530 Win 1 0 0 1 1 2. Do S0MB  No
Patching Fire Moz. 52 Yes - == Win, 0 1 1 2 2 30t Do 45, No
e Fire.. Moz. 52 Yes sA. e 23 | 20dNov, 20210530 Win 1 0 0 1 130t Do 13 No
atch Tempiate Fire.. Moz 52 Yes Win 0 1 1 2 2 3. Do 45 No
Fire.. Moz. 52 Yes  SA 23 | 20d Nov, 2021 05:30  Win 1 0 0 ! 1o30. Do. 43 No
\Veaor Eakch Modue. Fire.. Moz. 60 Yes 5 Win [ 1 1 2 2 3t Do 37 No
Patch Deployment Status Fire.. Moz.. 60 Yes  SA 23 | 2nd Nov, 20210530 Win 1 0 0 1 1 30. Do 34 No
b Fire.. Moz 60 Yes [ Win 0 1 1 2 2 3. Do 3 No
Fire.. Moz.. 60 Yes sA. - 23 | 2ndNov, 20210530 Win 1 0 0 i 130 Do 34 No
Configuration Fire. Moz. 68 Yes - ZlIE Win 0 1 1 2 2 3L. Do 46 No
Fire.. Moz. 66 Yes  SA — 23 | 2nd Nov, 20210530 Win 1 0 0 1 130t. Do. 45 No
Fite.. Moz.. 68 Yes - 5| Win 0 1 1 2 2 M. Do 46 No
Fire.. Moz. 68 Yes  SA 23 | 20dNov, 20210530 Win 1 0 0 1 130 Do. 45 No
Fire.. Moz. 78 Yes s Win 0 1 1 2 2 6. Do 52 No
Fire.. Moz. 78 Yes sA. wmm 23 | 2nd Nov, 20210530 Win 1 0 0 1 1o6h. Do 51 No
Fire.. Moz. 78 Yes i 2 Win 0 1 1 2 2 6h. Do 51 No
Fire.. Moz. 78 Yes  SA. == 23 | 2nd Nov, 2021 0530 Win 1 0 0 1 1 6h.. Do. 50 No
Fire.. Moz. 01 Yes Win 0 1 1 2 2 2. Do. 83 No
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Creating a Patch with the Vendor Patch Module

The Vendor Patch Module page displays a list of products that you can create updates for.
Click Configure View to customize the list and limit the types of products shown in the list as per your requirements.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide setup files to deploy, Packages
cannot be automatically created by Software Vulnerability Manager for these products.

With Vendor Patch Module you can update a package. Right-click a product you can see the following options:
® Create an Update Package

® View Installations

® Patch Information

To Update packages a default execution flow script is provided in the (Step 2 of 4: Package Contents), which will fulfill most
of the common needs.

[

Important « The color code for the Vendor Patch Module products list is as follows:

®  Blue color patches - Out of the box patches are ready to deploy with no missing details, so no extra details needed to
deploy these patches.

® Black color patches - Patches that are missing some information, but are available to download. To create a patch, any
missing details must be provided.

®  Gray color patches - Patches that are missing some information including the vendor setup files. To create a patch, the
vendor setup must be provided along with any missing details.

®  Green color patches - Patches for which packages have already been created.

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click one of these Products and
select Create Update Package to start the Package Creation Wizard.

To Create Update Package using 3 step process, see Package Creation Wizard in Vendor Patch Module

Note « You can not Create Update Package for MAC OS patches.

View Installations

To display the installation details of a product in the Vendor Patch Module, Right-click one of a product and select View
Installations to open the wizard,

The View Installations wizard provides the following details:

Overview - Provides the details of State of Detected Installations with a pie chart representation.
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Installations - Provides the list of Host machines where product is installed.

All Advisories - Provides the list of Secunia Advisory ID and its criticality details.

View from the context of Smart Group:  All Products -
overview
State of Detected Installations
Insecure: 5
End-Of-Life 0
Secure 6
Total 1
Other Info
Research Created 11th Feb, 2018

Installations Al Advisories

@ Secure (6) © End-of-Life (0) @ Insecure (5) |

Close

Patch Information

218

To know the details about any patch in the Vendor Patch Module, Right-click and select Patch Information.

Patch Information provides the following details of a selected patch:

Product Name

Vendor

Patched Version

Architecture

Uninstall Parameters (If required)
File Size in MB

Date Modified

Deployment ready status

Download link
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Amazon WorkSpaces

Product Mame :
Vendor :

Patched version :
Architecture :
Silent parameters :

Uninstall parameters :

File size :

Date modified :
Deployment ready :
Download :

Package Creation Wizard in Vendor Patch Module

Amazon WorkSpaces

Amazon Web Services, Inc

2.5.8

Neutral

REBOOT=ReallySuppress ARPNOMODIFY=1

MsiExec.exe (X {306B58ED-1B70-498F-B5FC-
DDAAD221DFCB}

40.94 MB
2019-06-21 00:01:12
Yes

Download

The following steps explain how to create update Package:

® Step 1 of 4: Package Configuration

®  Step 2 of 4: Package Contents

®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

Chapter9 Patching
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In Step 1, if the selected product was in Black and Gray you will get a Warning message. click Yes to initiate the Package

Configuration wizard.

Warning: Review /[ Update Reguired

() This patch is not ready to deploy as provided and requires review/update prior to publishing. Do
S you want to create the update amyway?
| Yes | | Mo

In the Package Configuration wizard, click Next.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00
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Step 1 of 4: Package Configuration

Use this form to set the name and description of the VPM package, or edit the properties of an existing one. In the following steps you will configure the package
contents and parameters before creating and publishing the package.

Package Name

The package will be created with the following name. Choose a new name if desired.

Name: | Update Amazon WorkSpaces, version 2.5.8.0

Description (Optional)

Here you can give 2 description of the package. For example, what it does, the contents, usage, atc.

Description:

Reference Id (Optional)
Here you can assign an Id to this package if desired.

Reference Id:

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package to
Flaxera and strip the product version from the product name.

|:| Use Flexera Custom Naming

Cancel

Step 2 of 4: Package Contents
Step 2 provides the following package details:
®  Silent Parameter
® FilestoInclude
® Add Local File

® Add Download Link
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| [ 24

il Step 2 of 4: Package Contents

| Here you configure the package contents, including the silent parameters, and the files induded.
Silent Parameters
Here you can provide silent parameters for the package

Silent Parameters: | REBOOT=ReallySuppress ARPNOMODIFY=1

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the "Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status
Amazon+WorkSpaces.msi To Be Dynamically Downloaded

| Add Local File | | Add Download Link |

Previous Mext Cancel

You are also able to change the files that are included in the update package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

Click Next to open the Applicability Criteria - Paths wizard.
Note - Note the Following:

® [fthe selected product was Blue and Black in color, you can see the file(s) to include in the package.

® [fthe selected product was Gray in color, you need to add the file(s) or download link manually.

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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Step 2 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path" button. Check the "aAdvanced Options" box to enable additional options in the "Add Path” dialog and
to show advanced options in the grid.

|| Show Advanced Options

| Add Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
"isInstallable” WSS rule which will ignore all system paths when dediding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version.

[] Mark Package as "Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version. You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 2.0.0.0

[] path Information Advanced Options
z Amazon Web Services, Inc\Amazon WorkSpaces\workspaces.exe Default Instzll Path 9%:ProgramFiles(x86)%
Previous | Next Cancel

For packages (except.msi and .msp) that do not have any paths for applicability, select the Mark Package as “Always
Installable” check box to ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for
patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version.

Click Next to open the Applicability Criteria - Rules wizard.

Note « The minimum version you enter must also be supported by the installer itself - you cannot enter arbitrary values here.

Step 4 of 4: Applicability Criteria - Rules

222

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will publish
the update package into the WSUS/System Center.

The WSUS option will be unavailable if the WSUS Connection is not established.

To export the package select Cabinet File (Export) and click Publish.
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=] b

|
Step 4 of 4: Applicability Criteria - Rules |
|

Here you configure the applicability rules for the package.

LOoNTgure e SySTem Typeis) e Package Wil De appiea to.

Apply Package To: t)
(®) 64-bit Systems Only
Language Settings
Configure package applicability rules based on language:
["] Only make package applicable to computers with one of the selected languages.
Select Languages: | anguage
Lninese - (SImpineny
Chinese - (Traditional) ~
Czech
Danish
Dutch
W
English
Publish Options
Select option for publishing Flexera package
Publish package using: () W5US
() Altiris
(®) Cabinet File {Export)
v
Previous Cancel

To publish a package through the Patch Publisher, select the Publish Options > Schedule package to Patch Publisher,
and then select the required connection from the Patch Publisher Connections (Required) drop down.

Note « Patch Publisher Connections are available only when you install the Patch Publisher for the account.
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Here yau cenfigure the appicabilty rules far the package.

System Applicability
Canfigure the system bypels) the package wil be applied to.
Agply Package Ta:
(W) G-hil Systems Only

Language Settings
Carfigure package apalicability rules based an language:
[[] Onily make package appicable Lo computers with ane of Uhe seiected languages,
Select LANGUAGES: | anpuage
Arabic
Chinese (Hang Kang SAR)
Chinese - (Simpified)
Chinese - (Traditional}
Czech v

Poaniah

Publish Options
Select aption for publishing Flexers package
Fubiish package using:
(@) Schegule package Lo PALCh Pubisher
) Mtiris

Patch Publisher Connections (Required)

Seleck cannection: \Inuune_w‘mlo { Intune ) -~
Intune_windd | Intune
WSOne_Winid | Warkspace One |
BaFix_Winl0 { BigFix }

Previous | 1 Publish | Cancel

To configure your package to only applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

After deployment, you can see the patches for which packages have been successfully created are highlighted in Green
colorin the Vendor Patch Module products list. See Product display criteria for Vendor Patch Module.

Automating Patch Deployment

224

In Vendor Patch Module, new option Subscribe to Package has been added to right click menu which helps user to
automate deployment of patches.

Subscribed packages will be deployed automatically to configured WSUS using a new tool called Software Vulnerability
Manager Client ToolKit, see Download and Install the Software Vulnerability Manager Client ToolKit.

To use this option, navigate to Patching >> Vendor Patch Module. List of patches appears.

You can know a patch whether it is already subscribed and its status in the Subscribed and Subscription Status column.
Right click on a patch which you want to subscribe, select the below option:

®  Subscribe to Package

®  Edit Subscription

Note - Install Software Vulnerability Manager Client ToolKit to utilize the Vendor Patch Module - Automation.
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Scanning

Results

Reporting

Patching

ployment Status

Administration

Configuration

Product Ven

Ado... | Ado...

|

1 Patch Information

Ado. Ado.

Agent  Forté
AM.. At

Subscribe to Package

Subscribe to package option provides interface to define the threshold for automation. It helps you to set the below

Searchtype:  Product
Pat

.
| Create Update Package

1 Subscribe to Patch

! Publish with QuickPatch

15.

Dashboard ~ Vendor Patch Module

SAID

LrpprrErrRRE
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Search lext View from the context of Smart Group: | Not Selected - Export v
crt ThreatScore | Aduisory Published  Arc..  In £ s T H Upd. Do Fi Sw..  Sub

23 20020210530  Win.. 8. Do 32 No
23 200 0ct, 20210530 Win sh. Do. 28 No
23 20h0ct 20210530 Win M. Do 3 No
23 200 Oct, 20210530 Win M. Do 28 No
23 20hOct 20210530  Win 7. Do. 38 No
23 2000ct 20210530 Win M. Do. M No
23 200ct 20210530 Win h.. Do. 37 No
23 2000ct 20210530 Win sh.. Do 33 No
23 200 Oct 20210530 Win 2. Do 3 No
23 20h0ct 20210530  Win 2. Do 27 No
Win 2. Do. 151 No

Win 2n. Do. MO No

Win 2. Do 13 No

Win. 23r Do 14 No

Win 2. Do 13 No

Win 2. Do 10 No

- Win 2r. Do 97. No
23 20 0ct 20210530 Win 0 0 1 i1 1 2. Do 161 No
Win t4t. Do. 168. No

Win . Do 171 No

preferences, based on your requirements.

Either one of the below preferences can be defined:

® Always publish a new patch when a new version is available - Publishes when new version of the patch is available.

® Only publish a new patch when any of the following are true: Publishes when any one of the defined preferences

are met. To know more about the below preferences, see Appendix B - About Secunia Advisories.

® SAID CVSS3 score is greater than

® Criticality is greater than

® Threat score is greater than

Extremely Critical

Highly Critical
Moderately Critical

Less Critical

Not Critical

® Patched version greater than - By default current version of a patch will be displayed

Either one of these option must be selected to define the deployment schedule based on the above preferences:

® Trigger subscription rule above now for the current version - Publishes the package right away

® Trigger subscription rule above next time a new version is available - Start publishes the package when newer

version is available

® Silent Parameters - Saves custom silent parameters for VPM subscription.
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To automate a patch deployment do the below following:

1. Rightclick a product or multiple products and select Subscribe to Patch option. The Configure Subscription wizard

appears.

Configure Subscription - AdoptOpenJDK JRE with Hotspot 12 (x64)

Patch Publisher Connections (Required)
Select connection

Intune Connection 1 (It +

(O Always publish a new patch when a new version is available

(=) Only publish a new patch when any of the following are true

SAID CWS53 score is greater than: 0
Criticality is greater than: Not Critical
Threat score is greater than: 0

Patched version greater than: 120210

() Trigger subscription rule above now for the current version

(=) Trigger subscription rule above next time a new version is available

Package configuration
[J Use Flexera custom naming

[ Silent Parameters

Save Cancel

2. Choose your preferences and select your deployment schedule. Click Save.

Note « To unsubscribe the subscription, see Edit Subscription.

Edit Subscription

If the package is already subscribed as explained in Subscribe to Package, you can right click and select Edit Subscription
to edit the configured preferences. To unsubscribe the subscription, click Unsubscribe button.
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Configure Subscription - 7-Zip (x64)

Subscription started on 9th Dec, 2019 16:50

() Always publish a new patch when a new version is available

(@ Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than 0 ~7
Criticality is greater than Not Critical N7
Threat score is greater than 0 "
Patched version greater than 18.00.00.0
(@) Trigger subscription rule above now for the current version
rigger subscription rule above next time a new version is available
Package configuration
[] Use Flexera custom naming
Silent Parameters  REBOOT=ReallySuppress
| Unsubscribe ||| Save Cancel

Patch Deployment Status

Use this page to view the status and details of SPS and VPM patches published.

Chapter9 Patching

Patch Deployment Status

Upon mouse hovering on the Message column, you will see the entire message appear as a tooltip. Alternatively, you can

click on the Message to see the entire message appear in a popup message box.

Dashboard Dashboard  Patch Deployment Status >
Scanning Search Type: Package v Search text | Searcn |
Package Name Vendor Type Version

Results

Update AdoptOpenJDK JRE with Hotspot 12 (.. | AdoptOpen... VPM Quick...  12.0.2.40

W Reporting Update 7-Zip (x64), version 21.6.0.0 Igor Paviov 'VPM Subs. 216.00
Update 1Password 7, version 7.9.828 AgileBits 'VPM Subs. 79828
Eaiching Update Enterprise Mode Site List Manager, ve...  Microsoft VPM Quick..  12.0.0.0

Flexera Package System
Update COM Port Manager (x64), version 1.1 Uwe Sieber  VPM Quick...  1.120

Patch Template

Update 1Password, version 7.9.822 AgileBits VPM Subs. 7.9.822
Vendor Patch Module

Patch Deployment Status Update 7-Zip (x64), version 19.00.00.0 Igor Paviov VPM Subs 19.00.00.0

Rt Update 1Password, version 7.7.818 AgileBits VPM Subs. 77818

Download Patch Publisher

Update Google Chrome 93.x, version 95.x, Hi Google SPS Wizard  93.999.999.

Update Mozilla Thunderbird, version 91.x, Hig Mozilla Fou... ~ SPSWizard  68.9999.99.

Published to

win-37s558.

Win-37s558

Deployed to

All Comput

Al Comput.

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success

Success

Triggered On
29th Nov, 2
26th Nov, 2
24th Nov, 2
23rd Nov, 2
29th Oct, 2
23rd Nov, 2
29th Oct, 2
29th Oct, 2
29th Sep, 2
29th Sep, 2

Last status upd Message
20th Nov, 2
26th Nov, 2.
24th Noy, 2
23rd Nov, 2
23rd Nov, 2.
23rd Nov, 2.
29th Oct, 2
20th Oct, 2.
20th Sep, 2
29th Sep, 2.

Export v
Published f.
WIN-37S5
WIN-37S5
WIN-37S5
WIN-37S5.
WIN-37S5
WIN-37S5
DESKTOP-
DESKTOP-.
DESKTOP-.
DESKTOP-

Use this page to download the latest version of Patch Publisher. Click on Download button to download the latest version

of Patch Publisher from the Software Vulnerability Manager console.
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= [ sofiware Vulnerabilty Manager 2

b
K

Dashboard Dashboard Download Patch Publisher X

Scanning

The Patch Daemon
SVM Patch Publisha
Microsoft WSUS, I

form as SVM Patch Pub hanced capabiliies and user ex
establish connection v ipported endpoint management
:ce ONE UEM, HCL BigFix etc, o publish patches.

Click hare to leam about al the capabilfies of the SVM Patch Publisher

Publisher Version SVM Version SHAZS6 Created Download

76843 76123 FFADAG25771D93658D25A822 1CB0DBASSB23F 1t Dec, 2022 Download

74197 76123 faaT46b4c30965285CDIe20c16MT60SBIT5961 . 16t Dec, 2022 Download
Page [1 |aft 2

Displaying 1-2 0f2

Agministration

Configuration

Patch Publisher Connections

Use this page to view / delete Patch Publisher and its connections.
® View Patch Publisher Connections

® Delete Patch Publisher and its Connections

® Delete Independent Patch Publisher Connections

Note - This feature is available only at SVM New User Interface.

View Patch Publisher Connections

To view Patch Publisher connections, perform the following steps.

Task To view Patch Publisher connections:
1.  On Patching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.

2. Select the desired patch publisher and click on Get Connections to get the connection details.

= [ Software Vulnerability Manager ? s (23
@ Dasnboara Dashboard  Pateh Publisher Connections <
@ Sscanning
Last Connection Date: 9th Dec, 2021 10:59 Last Connection Date: Bth Nov, 2022 17-24 Last Connection Date: 15t Dec, 2022 09:43 Last Connection Date: Last Connection Date: 14th Dec, 2022 16:35
Results
Version 500 Version 7300 Version 7500 Version 7500 Version 7500

Reporting

Connections: 0 Connections 1 Connections 3 Connections: 6 Connections:

.
- = = = ==} [t covecios | oece |

Package System

Copecionome F—— Last omnecton Dot Conodne Wostes e

[5] Meosot wsus wsus shoee 222012 140D 202 1555
Moosatinune o0 vee 20222015 140 Do 2022 1235
e Wospacs ONE Viorapace ONE onoee 2222015 TanDec 2022 125
oL i s 1o Doc 2022 13 1enDoc 20221933 12nDoc 2221933
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Delete Patch Publisher and its Connections

To delete Patch Publisher connections, perform the following steps.

Task To delete Patch Publisher connections:

1.  On Patching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.
2. Select the desired patch publisher and click on Delete button.

= [ Software Vulnerability Manager ? s ®

Dashboard Patch Publisher Connections o

Created Date
8th Dec, 202220.12
9th Dec, 202220.13
9th Dec, 20222015

12th Dec, 2022 1933 12th Dec. 2022 1933

3. Select Yes or No to confirm whether or not to delete the Patch Publisher connection.

Delete Independent Patch Publisher Connections

To delete Independent Patch Publisher connections, perform the following steps.

Task To delete independent Patch Publisher connections:
1. On Patching menu, click Patch Publisher Connections in the left pane.
The Patch Publisher Connections page appears with connection details.
2. Select the desired patch publisher and click on Get Connections to get the connection details.
3. Click on the check box button and select the independent connections that you want to delete.
Note « You can select multiple connections (if required).

4. Click on Delete Connections button.
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= [ASoftware Vulnerability Manager ? 2 3
Dashboard Patch Publisher Connections <
Last Connection Date: ~ Sth Dec, 2021 10:59 Last Connaction Date: 8th Nov. 2022 17:2¢ Last Connection Date: 1t Dec, 202209-43 Last Connection Date Last Comnection Dae:  141h Dac, 2022 16.35

Version 500 Version 7300 Version 7500 Version 7500 Version: 7600

Connections: 0 Connections 1 Connetions: 3 Connections: 6 Connections: 4

EEEE B3 B BT BT B BT EEEE B
Connection Name Distrbution System Last Connecton Date Created Date Modied Date
& Miciosot WSUS wsus. Thih Dee- 2021637 9ih Doc, 20222012 4ih Doc, 2022 1656
Microsoft ntune Intune 41 Dac, 2022 11-33 9th Dec, 2022 20:13 13th Dee, 2022 12.35
2 Vhdwars Workspace ONE Workspace ONE 13 Dec 20222039 9t Dec, 2022 2015 14th Dec, 20221249
T HCL BigFix BigFix 14t Dec, 2022 11.35 12h Dec, 2022 19.33 121h Dec, 20221933

% Configuration

5. Select Yes or No to confirm whether or not to delete the Patch Publisher connection.

Agent Deployment

If you choose to scan the target host by using the Software Vulnerability Manager Agent in Single Host mode
(recommended), you can easily distribute and install the Agent by deploying it through WSUS/System Center.

Click Create CSI Agent Package under Agent Deployment to start the Software Vulnerability Manager Agent Package
wizard.

Agent Summary

Below is a summary of the Software Vulnerablity Manager Agents currently installed in the network.
NOTE: The statistics are based on scan results thus may be out of synchronisation with your W5US/System Center server if a scan has not been recently performed.

Overall Agent Statistics

Total Number of Hosts: 65
Number of Hosts with an Agent Installed: 36
Mumber of Hosts without an Agent Installed: 25

Version Statistics for Installed Agents

Hosts with the Newest Agent Installed (= 7.6.0.2) : 2
Hosts with an Older Agent Installed (= 7.0.0.0 and < 7.6.0.2) : 34
Hosts with an Qutdated Agent Installed (< 7.0.0.0) : 0

Deploy the Software Vulnerablity Manager Agent through your Microsoft WSUS/System Center Server
Click "Create Software Vulnerablity Manager Agent Package" to start the Software Vulnerablity Manager Agent Package wizard.

| Create Software Vulnerablity Manager Agent Package |

The Software Vulnerability Manager Agent Package can be created and managed just like any other SPS package. You can
also Add Proxy Settings.

SVM Agent Deployment Package Configurations

The Agent Deployment package allows the configuration of a variety of agent installation options that can be used to
customize the agent prior to deploying the package.

The command-line options of the agent can be set in the script that is provided at step 2 of the SPS Agent Deployment
package configuration wizard.
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Execution Script
View/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) v

Execution Flow: |7/ V&t silentParams = "';

// The following variables can be optionally modified and will be
// used accordingly
var proxyUsername = "";
var proxyPassword = "";

var proxyHeost = "";

var proxyPort = "";

var runAsUsername = ""; // If a domain i3 used please use: userfidomain
var runAsPassword = "";

var siteName = "";

Configure runAsUsername when you intend to install and run the agent under service account different than
LocalSystem. You are required to configure the runAsPassword together with that.

Configure runAsUsername and runAsPassword when the network proxy will block LocalSystem to perform online
connections. Then you will be required to use a service account to run the agent as an authenticated user to have it easily
bypass network blocking.

Configure ProxyUsername and ProxyPassword variables when the username and password for the network proxy are not
shared with active directory and are verified only against the proxy server.

Configure proxy host and proxyPort variables when you want to specify which proxy should be used by the local agent to
successfully connect to its target online servers at Flexera.

Configure the SiteName variable when you want to define a custom site grouping in the management interface. This
method should never be combined with the use of Active Directory feature in Software Vulnerability Manager. You must
decide which you will use and stick to it.

SiteName is also used when extra options like debugging parameters or scan interval randomization commands must be
included in the installation command of the agent.

The next command will install the agent with custom site Hi, scan interval 30 minutes, and will create a log file of the
installation of the agent that will run until you uninstall the agent.

siteName = “Hi -si 30 -d c:\agent-log.txt -v”;

Preliminary Package Testing

After your settings are configured in the script SPS gives you the option to export the file on the local file system and
execute it. The exported file is always called sps.exe. This executable is ready to install, and it includes the settings you
have set in the execution flow script.

For each script change, you can export different package and test until you get a working package. This is your final goal, an
agent deployment package that installs an agent that successfully communicates with its server without errors.

Create SPS File

You also have the option of creating an SPS File from this package, should you wish to.

| Ovenwrite SPS File |
$PS File Status; Created C:\Users\sqladm\AppData\Local\Temp\Corporate Software Inspector Plugin\fob68cBe-ad81-417¢c-95fe-2db02c7c6b47\
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Agent Package Applicability

The agent deployment package enables you to publish the installer as a software update to WSUS. Its applicability rules
are set to always install. It will execute on any endpoint where it has not been installed, or where a previous agent version
exists without having to pass SCCM package applicability evaluation which is traditional for every other 'update' type of
package published through SVM.

Add Proxy Settings

You can add proxy settings to the installation script in the SPS wizard when creating the agent deployment package. In
Step 2 of 4: Package Contents, modify the variables in the Execution Flow field.

Step > of 4: Package Contents
Here you configure the package contents, including the cxecution script included, and the files incuded.

Execution Script
View/Edit the execution flow and script type for this SPS package.
Script Type: | IScript {Javascri Pt} =%
Execution Flowe: [

iFf ( IGUID » ¢ S
Server.logMessage( "No GUID supplied for package " + Title ) >

Files To Include

in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
case of URLS) or if they are local files. You can add additional files via the "Add File’ button, as well as choose from additional language

‘Shows Localised Files' button. To remowe a files, right-click and select 'Remowe’.

Configure the files
..... alky Cie.
packages availal

File(s) to include in the package Status
httg: ffdl.secunia.com/fSPS/GoogleChrome_66.0.3359.139_64-bit_SPS.axe Te Be Dynamically Downloaded
| Asa Losa File | | Add Downlead Link | | Add Localisation (Language) File |

Create SPS File
wou also have the option of creating an SPS File from this package, should you wish to.

| Create SPS File. |

SVM Agent Deployment Logic to Avoid Proxy Blocking

When there is a proxy on the network, in many cases you might be best suited to install agents under managed domain
service account which can authenticate through the proxy successfully, especially when the LocalSystem account is
disallowed to connect online by Proxy or local domain policies.

When there is no proxy or the existing proxy does not require client/user authentication to allow online access, installing
the Single Host Agent under LocalSystem account and setting up the netsh winhttp forwarding to the correct proxy server
is sufficient to have the Agent bypass the network successfully.

You should use this logic flow to match the correct way to set up your Agent based on the networking requirements of your
estate. -L symbolizes installation under "LocalSystem" while -R symbolizes "RunAs" installation under a managed domain
service account.

This type of planning can save you from having to revert to a different configuration because of network proxy blocking
and permission problems that prevent SVM Agents to report back scan results.
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Installation of SVM Gota No Install Agent with
Agent on Windows > 2 2 command: csia.exe —i —L
Workstation/Server 2,
Yesl
Create AD User Account Yes Proxy No Install Agent with
(Service Account for the AUTH? > command: csia.exe —i =L

-x ProxyName:Port

Agent) and login once to it

Install SVM Agent with command

(running CMD as —R account):
AUTH Yes

b SE— csia.exe —i —I_% ¥
user@domain.com:password —x <2
ProxyName:Port Agent reports
No check-ins and scans ~ —
to the Cloud/UI?

Install Agent with:
csia.exe —i —L -x
ProxyName:Port

- Repeat the last command
Install with command: you ran, but append to it
csia.exe i —R

logging parameters *-d
user@domain.com:password log.txt —v'. Escalate to 2™ Agent is
—x ProxyName:Port -U tier including all relevant installed!
ProxyUser:Password case data and the ‘log.txt’.

Create new Private Proxy
User and configure the

same name/passwmd as
you've set for the AD User

You can use automated deployment and configure the correct parameters in the Agent configuration. For more
information see, SVM Agent Deployment Package Configurations.

WSUS/System Center

The following sections describe the WSUS/System Center:
® Available

® Deployment

Available

Right-click a package for more options such as Approve, Decline or Delete or double-click a package to display additional
status details.
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[ —

Approved Aoproved Groups  state nstal peads Foled | MotM.  Uskn.  Creston Date
23 26th Apr, 2018 02:40

0 22nd mar, 2018 2228
23 20d May, 2018 05106
23 230 Apr, 2018 22:30

o 25th Mar, 2018 2315
0 210t vaar, 2018 09228
0 215t mar, 2018 02:35
23 27t mar, 2018 01510
© 215t 1aar, 2018 00:08
23 26th Apr, 2018 0239

Hoderately Crtcal
Update Filezila 3.x, version 3.21.0, Moderately Crtica
Update epule Phas 1.x, version 1.2.5.0, Less Crtical

Update etule Plas 1.x, version 1.2.5.0, Less Creical

H
§
H
i
i
L

25 2780 e, 2018 04:30

Orsplaying packages 05 - 126 of 164

Important - Once the updates have been published into the WSUS, the same rules previously configured for the Microsoft
updates will apply to the updates created by Software Vulnerability Manager. If the updates automatically appear with the
Approved status, this means that this setting is being inherited from the WSUS.

Deployment

Use this page to view a host's information collected from the WSUS Server. Use the Installation State drop-down list to
filter the hosts being displayed.

Right-click a host and select Information to view additional details such as: Scan Result, Patch Information, Patches
Available and Overview.

You can also right-click a host listed in this view and select Verify and Install Certificate to install the required certificate
created or imported in Step 2 - Certificate Status.

Usually the certificate is installed through a GPO as described in Step 3 - Group Policy Status.

In order for Software Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer
must be run As Administrator in most cases (right-click and select Run as administrator). Also note that the Remote
Registry must be enabled on hosts for which you intend to install the certificate using the Software Vulnerability Manager
GUI. The remote registry is not needed if distributing the certificate through GPO.

The WSUS Self-Signed Certificate can also be installed through a manually created Group Policy.

Creating the WSUS-CSI GPO Manually

Task

234

To create the WSUS-CSI GPO manually:
1. Export the WSUS Self-Signed Certificate.

2. Onthe Domain Controller, click Start > Administrative Tools > Group Policy Management. Right-click your Domain
name and select Create a GPO in this domain, and Link it here. Alternatively you can edit an existing GPO.
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. Remoke Desktop Services 3
@ Active Directory Administrative Center
% Active Directory Domains and Trusts
3 Active Directory Module For Windaows Pawer Shell
Et Active Directory Sites and Services
: Active Directory Users and Computers
7 AD3IEdi
.. Component Services
&= Computer Management
5 Data Sources (ODBC)
£ DNS
Y Q Event Viewer
‘l.h!‘ Group Palicy Management f = 3 g
- 1 o
7 ) ) J 5 il & lows management of Group Policy across sites, domains, and
~ Active Directory Users and 3 organizational units within one or more Forests,
Computers
cs5c (R3) Performance Monikor
DNS Security Configuration Wizard
Documents Server Manager
i Command Prompt . Services
p Campuker * Share and Storage Management
e Intermet Explorer 3 Storage Explorer
E Netwark.
- System Caonfiguration
l Motepad 3
- | C ankrl Panel Task Scheduler
= | Active Directory Domains and Windows Firewall with Advanced Security
W Trusts Devices and Printers ‘Windows Memory Diagnostic
= X Windows PowerShell Modules
“'| Event Yigwer
=] ‘Windows Server Backup
Eil System Configuration Help and Suppart
==
37‘9 ADSI Edit Run...
s
llg Active Directory Sites and Services Wiindows Security
3 All Programs
I Search programs and files !:] Liog of f Dl

Right-click the GPO that you created/edited in the previous steps and select Edit.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
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4 & Computer Configuration

I || Software Settings
I || Name Resolution Policy
(= Seripts (Startup/Shutdown)
I == Deployed Printers
I 55 Account Policies
j Local Policies
L:E Event Log
| Restricted Groups
& System Services
4 Registry
3 File System
snf Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Secur
| Metwork List Manager Policies
reless Network (JEEE 202.11) Policies

(4
I
I
D
(4
I
4
D

I || Software Restriction Policies
b | Network Access Protection
p [ | Application Control Policies
b lg IP Security Policies on Active Directory
I | Advanced Audit Policy Configuration
I glly Policy-based QoS
b [ Administrative Templates: Policy definitions (4
b | Preferences
4 i®, User Configuration
b | Policies
b ] Preferences

<

| Encrypting File System

.| Data Protection

"I BitLocker Drive Encryption

| BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings

rusted Root Certification Authorities

m [ »

|| Enterprise Trust

| Intermediate Certificetion Authorities

| Untrusted Certificates

I Trusted People

|5 Certificate Services Client - Certificate Enrellment Policy
@ Certificate Path Validation Settings

@Certificate Services Client - Auto-Enroliment

Trusted Publishers store contains 1 certificate.

1

2 % Computer Configuration
4 [] Policies
p [ Software Settings
4[] Windows Settings
|| Name Resolution Policy

| Scripts (Startup/Shutdown)
= Deployed Printers
é Security Settings
= Account Policies
Local Policies

[

Event Log
Restricted Groups
Systemn Services
Registry
File System
[ Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Secur
Network List Manager Policies
Wireless Network (IEEE 2802.11) Policies
| Public Key Policies
| Software Restriction Policies
Network Access Protection
| Application Control Policies
I g IP Security Policies on Active Directory
[ | Advanced Audit Policy Configuration
b gl)l Policy-based Qo5
b || Administrative Templates: Policy definitions (4

v T v T v

I+ || Preferences

4 4% User Configuration
I | Policies
I [ Preferences

6.
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Right-click Trusted Root Certification Authority and select Import. Import the certificate that you exported in Step

| Encrypting File System

_| Data Protection

| BitLocker Drive Encryption

| BitLocker Drive Encryption Network Unlock Certificate
|| Automatic Certificate Request Settings

Trusted Root Certification Authorities

__| Enterprise Trust Import...

| Intermediate Certification Authorities All Tasks »
= : |

- Trusted Publlsl'.@rs Rtk

__| Untrusted Certificates

| Trusted People Help

!’@ Certificate Services Client - Certificate Enrollment Policy
Certificate Path Validation Settings
I—R Certificate Services Client - Auto-Enrollment

Repeat Step 4 and import the certificate for Trusted Publishers.
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4 % Computer Configuration [ Encrypting File System
4

Policies || Data Protection
| Software Settings
| Windows Settings

[ [ Mame Resolution Policy
[ Seripts (Startup/Shutdown)
= Deployed Printers

4 ._ﬁ Security Settings
2 Account Policies
i Local Policies
j Event Log

5 Restricted Groups

_4 System Services

|4 Registry
4 File System
[ Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Secur
| Metwork List Manager Policies
i‘ﬂ Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies

| Software Restriction Policies
| Metwork Access Protection
I || Application Control Policies
I ,g IP Security Policies on Active Directory
I» || Advanced Audit Policy Configuration

| BitLocker Drive Encryption

__ BitLocker Drive Encryption Network Unlock Certificate
(] Automatic Certificate Request Settings

| Trusted Root Certification Authorities
| Enterprise Trust

I
4

-

Intermediate Certification Authorities

[ Untrusted Certificates
| Trusted People

All Tasks 3
Certificate Services Client
Certificate Path Validation
Ir;:;;] Certificate Services Client

Refresh licy

Help

- A

v v w7

I gl)j Policy-based QoS

> | Preferences

4 4% User Configuration
b [ Policies
- [7] Preferences

_| Administrative Templates: Policy definitions (£

7. Navigate to Computer Configuration > Administrative templates > Windows Component > Windows Update.

4 & Computer Configuration

I | Software Settings

-~ Windows Update

» £ Windows Settings Select an item to view its description. ?attmg i ‘ — State Comment

—~ iz] Do not display 'Install Updates and Shut Down' option in Sh...  Not configured No
‘ 4 || Administrative Templates: Policy daﬂnmnrq D . :

b ] Control Panel 1 o nc.»t adjust default option to 'Install Updates and Shut Do... Mot configured No
b 5 Metwork Enabling Windows Update Power Management to automati.. Not configured No
Drintors Always automatically restart at the scheduled time Mot configured No
b System Configure Automatic Updates Mot configured No
Specify intranet Microsoft update service location Enabled No
ctive Directory Federation Services Automatic Updates detection frequency Not configured No
ctiveX Installer Service | Allow non-administrators to receive update notifications Not configured No
] Add features to Windows 8 Tum on Software Notifications Not configured Mo
| App Package Deployment Allow Automatic Updates immediate installation Mot configured Mo
| App runtime Turmn on recommended updates via Automatic Updates Not configured Mo
Application Compatibility Mo auto-restart with logged on users for scheduled automat... Mot configured No
utoPlay Policies Re-prompt for restart with scheduled installations Not configured No
b [ Backup Delay Restart for scheduled installations Not configured No
1 Biometrics Reschedule Automatic Updates scheduled installations Not configured No
14 BitLocker Drive Encryption Enable client-side targeting Not configured No
fedentiallserinteriace \iz| Allow signed updates from an intranet Microsoft update ser... Enabled No

_| Desktop Gadgets
Desktop Window Manager
_| Device and Driver Compatibility

| Event Forwarding
Event Log Service
vent Viewer
Family Safety

File Explorer

7| File History

Internet Explarer

Internet Information Services
Windows Update

8. Ontheright side menu, double-click Allow signed updates from an intranet Microsoft update service location.

Select Enabled and click OK.
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9.

[iZ] Allow signed updates from an intranet Microsoft update ser... Enabled Mo

Allow signed updates from an intranet Microsoft update service location

O Not Configured Comment:
®) Enabled

O Disabled
Supported on:

Cpticns:

Previous Setting | | N

5P1, excluding Windows RT

Server 2003 operating systems or Wind XPP

Help:

This pelicy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
service location,

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer,

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft.

Mote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Mote: This policy is not supperted on Windows RT. Setting this
policy will not have any effect on Windows RT PCs,

On the right side menu, double-click Specify intranet Microsoft update service location. Enable this setting and
modify the existing empty fields with the intranet address of your WSUS Server. This step is only valid for WSUS
integration and is not required for System Center Configuration Manager integration.
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|i| Specify intranet Microsoft update service location Enabled Mo
L) Specify intranet Microsoft update service location el I -
E‘I Specify intranet Microsoft update service location | il | | Next Setting |
O Mot Configured Comment: ~
® Enabled
O Disabled ¥
Supported on: [ At jeast Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3 [~
excluding Windows RT
-
Options: Help:
Set the intranet update service for detecting Specifies an intranet server tg host update%\ from Mlcrnsn.f't -
updates: Update. You can then use this update service to automatically

update computers on your network.

|http:x'fm)r-wsu 580 ‘

This setting lets you specify a server on your network to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on

‘ your network.

|http:_a'.fm)r-wsu s:80

[example: hitp://Intranetlpd01) To use this setting, you must set two servername values: the

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics, You can set both values to be the
SaMme server,

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying |+

| oK || Cancel H Apply ‘

10. Link the created GPO to an Active Directory container appropriate for your environment.

Administrator: Command Prompt

Srgpupdate sforce
pdating policy...

omputer Policy update has completed successfully.
zer Policy update has completed successfully.

The clients affected by the created GPO will install the certificate being distributed (either the WSUS Self-Signed Certificate
or your own CA certificate) and acknowledge the Windows Update settings that you have specified in the GPO.

By default, Group Policy refreshes in the background every 90 minutes, with a random offset of 0 to 30 minutes. If you want
to refresh Group Policy sooner, you can go to a command prompt on the client computer and type:

gpupdate /force

Refer to http://technet.microsoft.com/en-us/library/cc720539 for further information on how to configure Automatic
Updates by Using Group Policy.

Deploying the Update Package Using WSUS

To deploy the update package using WSUS, the update package must be approved. After publishing the package into the
WSUS, and assuming that the update is visible under Available, right-click the package name and select Approve.

You will be prompted to select the computer target groups for which you would like to approve the update. These target
groups are configured in the WSUS.

The same approach should be used if you wish to decline a previously approved update.
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Deploying the Update Package Using System
Center

The actions Approve and Decline are only applicable if the package is to be deployed through WSUS. If you are using the
Microsoft System Center, the package created with Software Vulnerability Manager will be available in your System Center.

Integrate SVM with WSUS/SCCM and Deploy a
Patch

Users often require additional help for the logical process workflow when it comes to integrating the Software Vulnerability
Manager software to their internal WSUS or SCCM servers for patching.

In most, users need additional elaboration on what is the right sequence of steps to integrate SVM and what actions will be
needed to troubleshoot expected errors that come in their way as part of the deployment process.

Flexera has made a logic flow map that provides essential knowledge of the steps involved to integrate the SVM to your
internal server infrastructure and the steps to troubleshoot basic errors or exceptions that might come in your way while
you're performing this process. We also provided an extensive amount of additional information that can help you
investigate package errors in the different phases of the deployment process of a package made with SVYM and handled for
deployment in WSUS/SCCM/CCM.

Customers are highly encouraged to follow this diagram at their best effort, before reporting support cases to Flexera
Support, as they would also receive a greater knowledge in learning each step of the integration while following the
diagram.
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Figure 9-4: Logic Flow Map

You can download the attached PDF document under this KB for a better resolution of the logic map.

Customers are highly advised to include the relevant log files that enable visibility when they send their cases to the Flexera
Support team. Depending on where the problem occurred (in which phase), the following log files can be relevant:

Patch Creation phase

If there was a technical problem not covered by the logic flow map, the first course of action should always be to search the
error you see inside this Flexera Community site, as Flexera Support issues KBs for each new error that is detected with
customers. The chance of finding a solution here is very high.

If that did not help you solve the issue or move further in the mapping process, find the %userprofile%\My
Documents\csi_pluginlog.txt file on the system where you tried creating a patch and submit that to our Support team
adding as much as information about your case as possible.

Patch Deployment phase

The patch was published successfully, but there is an issue with your WSUS server not sending the update to the recipients
you approved it for. This may be expected if the recipients did not have the same software already installed (hence, the
patch is not applicable, that's why it is not showing up). This is where you have to check the patch applicability rule
configured in the SPS wizard -> steps 3 and 4 and verify all enabled requirements of the patch against the clients not
receiving it.
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If the patch was published to SCCM, you should first and foremost ensure that your SCCM/WSUS (SUP) configuration is
intact. If it is and you're successfully publishing Microsoft patches that way, then you can troubleshoot the wsynclog.log
file for errors that might shed more light on what is causing a problem with the synchronization of the patch between the
WSUS DB and the SCCM's own database.

Patch Download/Installation phase

If the patch has shown up and you've deployed it to hosts, but the hosts failed to install it, you can look into the respective
client logs for the CCM Client service, Windows Update, or the Secunia Logs as well:

®  Check C:\Windows\SecuniaPackage.log for any traces of installation - did package ran to install?
If it ran - patch applicability rules are fine - there's an execution error, however.

If it did not run at all and there are no traces of that - there are most likely patch applicability issues or management
point download issues. Such problems can be diagnosed in the log files (to name a few):

C:\Windows\CCM\Logs\UpdatesDeployment.log
C:\Windows\CCM\Logs\UpdatesHandler.log

@ |fthe patch ran and there's an obvious error in the SecuniaPackage.log file - check the
"C:\Windows\WindowsUpdate.log" file next. You can also find more information on the CCM->WUA patch passing
in the C:\Windows\CCM\Logs\WUAHandler.log file.

Windows Update is the last service to touch the patch upon execution and the first one to handle the incoming errors -
disregarding if you use SCCM or WSUS - that's the case for both scenarios. This log file will contain many lines of error
description that you can check against MS Technet first.

e |fyou deploy patch via SCCM and your WUA service, CCM service, and SecuniaPackage.log all indicate that the
package was installed correctly (hence, exit code = 0), but your SCCM is showing wrong compliance of the patch,
then you are likely to be looking at a known bug in the CCM "state message" handling of the CCM service that
transmits the wrong execution status to its server (for which you can only talk to Microsoft about as Flexera
cannot be helpful to solve known CCM-related bugs).

This issue can be identified using some of the following logs:
C:\Windows\CCM\Logs\StateMessage.log
C:\Windows\CCM\Logs\SCNotify_<domain>@>WindowsUsername>

C:\Windows\CCM\Logs\SCClient_<domain>@>WindowsUsername>

as well as the following local WMI classes where CCM stores the incorrectly handled package execution status, and the
incorrect state messages being sent to the SCCM server database (to name a few):

root\ccm\SoftwareUpdates\UpdatesStore -Class CCM_UpdateStatus

root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_TargetedUpdateEx1l
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_AssignmentCompliance
root\ccm\ClientSDK -Class CCM_SoftwareUpdate

root\ccm\SoftwareUpdates\WUAHandler.
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Patch Configuration

The following patch configurations are available in Software Vulnerability Manager:
®  External Package Signing

® WSUS/System Center

®  Setting Up Clients to Access WSUS

®  Third-Party Integration

® Create and Publish the Package

External Package Signing

Software Vulnerability Manager allows you to export packages as Cabinet files (.cab) which can be used to publish signed
cab files using the Software Vulnerability Manager Daemon. To enable this feature, you must run daemon.exe -S --
publish-dir <PATH> after the Daemon has been installed. This will initiate a monitoring feature in the Daemon which will
look for Cabinet files in the directory <PATH>/Flexera Software IO/.

Note » <PATH> must be an existing directory that is accessible by the user the Daemon is running as and the subdirectory
Flexera Software I0isadded by the Daemon for security reasons.

External Package Signing Configuration
External Package Signing Settings

Configure whether to use external signing when publishing packanes to WSUS server.
Enable External Package Signing

I |

| Save External Package Signing Settings |

Select Enable External Package Signing on the configuration page and provide a path to where the packages will be
exported. Similar to the Software Vulnerability Manager Daemon, a subdirectory (Flexera Software IO)will be added for
security reasons.

Specify the recipients who will receive an email notification when a package is published or if it failed to do so.
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External Package Signing Recipient Settings

These settings define the external package signing email recipient D!ts used for notifications about published or failed
packages. Select email addresses and dick "Save" to update your recipients.

Search... Search
Available Email Redpients Selected Email Recipients
Name Email Namea Email
O
O
[
144 | Page 1of3| b bl | &2 Displaying Available Recipients 1- 4 of 11

| Save Recipient Seftings: |

If the External Package Signing option is enabled the SPS Package Wizard will by default select the Cabinet File (Export)
option in Step 4.

Publish Options
Select option for publishing Flexera Software package
Publish package using: () wsus
() Altiris
() File System {Export)
(@) Cabinet File {Export)

An export will create a Cabinet file which includes the files required to patch applicable components.

To publish these packages you must sign them and place them in the Daemon monitoring directory. The WSUS server must
be set up correctly with the certificate used to sign the packages. Once a Cabinet file has been exported it can be signed
using your favorite signing method. Then, after placing it in the directory monitored by the Daemon, it will be picked up
and published to the WSUS server. You must ensure that the WSUS server can verify the certificate used for signing.

A notification email will be sent to the account email of the user running the Daemon to inform the user know about
success or failure for published packages.

Note « The export and monitoring directories should not be the same since it will try to publish unsigned Cabinet files which
will not be allowed.

WSUS/System Center

Use this option to configure the integration of Software Vulnerability Manager with your WSUS server(s). If you have a
single WSUS server, which is connected to the Microsoft Updates site, running the Configure Upstream Server wizard will
be sufficient for setting up Software Vulnerability Manager with WSUS.

After clicking Configure Upstream Server, a configuration wizard will be initiated.
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WSUS Configuration
Configure WSUS Upstream Server

1. Click "Configure Upstream Server” to configure the integration of the Software Vulnerablity Manager with your WSUS server.

2. The wizard guides you through three configuration steps: "Connection”, "Certificate”, and "Group Policy” all necessary to use the Software
Vulnerablity Manager with WSUS.

3, In the "Connection” window, please specify the server, port, and if you wish to use 55L to connect to your WSUS server,

4. The "Configure Signing Certificate” window enables you to install, export, and import a signing certificate to your WSUS server.

5. The "Group Policy” window allows you to configure the group paolicy options to be used with your W5US server,

| Configure Upstream Server |

Confi wsus Servers

1. Click "Configure Downstream Servers” to configure your W5US Downstream servers.

2. The wizard guides you through two configuration steps: “Connection” and "Certificate”.

3. In the "Connection” window, please specify the server, port; and if you wish to use 55L to connect to your W5US Downstream server.
4, The "Configure Signing Certificate” window enables you to import an existing signing certificate to your W5US Downstream server,

Follow the wizard steps to successfully integrate Software Vulnerability Manager with your Microsoft WSUS.
® Step 1-Connection Status
®  Step 2 - Certificate Status

® Step 3- Group Policy Status

Step 1 - Connection Status

In Step 1 you should provide the relevant information (NetBIOS name and port number) for the main Upstream WSUS
server. After inserting the required information, click Connect.

To check the status of the connection, expand Step 1. Connection Status.

Step 1. Soft Vulnerablity 1M, W5US Configuration Wizard »

Connect to WSUS Server

WSUS Server Name: |wsus.tiomain A X

WSS Server Pork: 8530

[ "] Use S5L Connection

Connecl

Step 1. Connection Status

Below you can see the connection status between the Software Vulnerablity Manager and your WSUS server,
Connection successfully established to pscom.scom.test L%

Step 2. Certificate Status

Step 3. Group Policy Status

| Drevious HNext Close

If you are unsure of which port number to use, check your WSUS configuration as shown.
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Step 2 -

246

_ﬁ‘ Update Services
35 File Action View Window Help

e A A

_ﬁ Update Services
a ,ﬁ CSC-WSUS-NOSCCM B
> @’ Updates %_‘[ Use this snap-in to quickly and reliably deploy the latest updates to your computers,
a ¢ Computers
[ W All Computers

3% Downstream Servers To Do

f# Synchronizations . o
Reports v 11 computers have not reported status for more than 30 days. Learn about troubleshooting computer connection issues,

Options . 70 security updates are waiting to be approved,

1 critical updates are waiting to be approved.

® 3 new products and 0 new classifications have been added in the past 30 days. View products and classifications

Owverview
Computer Status Synchronization Status
‘ W Computers with errors: 0 Status: Idle
| Computers needing updates: 18 Synchronize Mow
¥ Computers installed/not applicable: 4 Last synchronization: 2011-05-31 21:46
Last synchronization result Succeeded
Update Status Download Status
I Updates with errors: 0 Updates needing files: 0
~ 7] Updates needed by computers: 123
I Updates installed/not applicable: 252
Server Statistics Connection
Unapproved updates: 91 Type: Mon-55L
Approved updates: 343 Port: 80
Declined updates: 79 User role: Administrator
Computers: 27 Server version: 3.2.7600.226

Computer groups: 10

[

Important « If you have a WSUS server hierarchy with one or more Downstream Replica WSUS server(s) connected to an
Upstream WSUS server, please run the Configure Downstream Servers after running the Configure Upstream Server wizard.

[

Important - The port number used to connect to your WSUS depends on your settings. Ports 80 or 8530 are commonly used
when SSL is not configured. Only select the Use SSL Connection check box if your WSUS is configured to accept SSL
connections.

[®

Important « Refer to http://technet.microsoft.com/en-us/library/bb633246.aspx for further information on how to configure
WSUS to use SSL.

Certificate Status

A code-signing certificate is needed to publish third-party updates to WSUS/System Center so they can be deployed as
patches. In this Step Software Vulnerability Manager can request the WSUS to create and install the WSUS Self-Signed
Certificate.

To create and install a WSUS Self-Signed Certificate in all appropriate certificate stores, click Automatically create and
install certificate.

The WSUS Self-Signing Certificate must be installed/provisioned in the following systems:
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® \WSUS Server

The system running Software Vulnerability Manager (note that the certificate must also be installed on the system
running the Software Vulnerability Manager console)

® Clients receiving the Update

The created certificate is required and it will be used for all future publishing. Without it, only packages from Microsoft
Update will be installed.

If you would like to use your own CA certificate instead of the Microsoft WSUS Self-Signing Certificate, click Import Signing
Certificate.

At Step 3 - Group Policy Status, the certificate created/imported in this step will be provisioned to all clients through a
GPO.

Step 2. Softy 1! vl | WSS C ation B

[ igning C

Here you can create and install a WSUS Self-Signed Cestificate in all appropriate certificate stores, & WSUS signing
certificate is required to create and install local packages. Without it, only packages from Microsoft Update will be
installed.

Click "Automatically create and install certificate’ to install the certificate in the appropriate certificate stores. The
certificate will be installed on this system and on your W5US server in the following stores:

1) "Trusted Root Certification Authorities"
2) "Trusted Publishers"

| Automatically create and install certificate |

=« | Certificate Options
The WS5US Self-Signed Certificate can be imported and exported. Please use the options below.

If the WSUS Self-Signed Certificate exists you can export the certificate to a file. Click '"Export Certificate” to export the
certificate to a file.

Here you can import the WSUS Self-Signed Certificate. Click "Import Certificate’ to import the certificate, Please be aware
that this feature requires that you are connected to your WSUS server through an S5L connection.

| Import Signing Certificate |

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Previous Mext Close

[®

Important « Be careful not to re-provision a signing certificate on a WSUS server that already has a signing certificate
assigned. Doing so can cause issues with certificate validation at the WSUS server and target computers unless BOTH
certificates (new and old) are left in the appropriate certificates stores (Trusted Publishers and Trusted Root Authorities). It can
also cause issues with troubleshooting.

Once a certificate is either inserted or created it does not need to be re-created until it expires or needs to be replaced.

Click Automatically create and install certificate. The certificate will be installed on the WSUS server in the following
stores:

® Trusted Root Certification Authorities
® Trusted Publishers
® WSUS - The certificate in this location must also contain the private key

Expand the Certificate Options to access the import and export certificate features.
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[

Important - To import your own certificate through Software Vulnerability Manager, the WSUS connection must be
configured to accept SSL connections.

Step 3 - Group Policy Status

248

A Group Policy is required to distribute certificates and locally created packages. Software Vulnerability Manager can easily
create this GPO so the WSUS Signing Certificate is distributed to all clients. Please choose to use WSUS or System Center.
Once this is completed expand the Group Policy Options.

If you are creating the Software Vulnerability Manager WSUS Group Policy for the first time, proceed by selecting all the
options and then click Create Group Policy.

Step 3. Sofy Vul blity WSUS Confi ion Wizard X
Group Policy
A Group Policy is required to distribute certificates and locally created packages. Please specify if wou use System Center
or W5US to distribute packages. To apply additional configuration options please goto "Group Policy Options™.

(®) Use WSUS to distribute packages.
() Use System Center to distribute packages.

| Create Group Policy |

| Group Policy Details

« | Group Policy Options

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Below you can see the status of the Software Vulnerablity Manager Group Policy.

Group Policy could not be created - please check Flexera FAQ @

Previous Close

[

Important - Besides distributing the certificate through the Software Vulnerability Manager WSUS GPO, it is also possible to
provision certificate to the target computers by going to Patching > WSUS/System Center > Deployment, selecting the target
hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection) and then right-click and select Verify
and Install Certificate.

Remote Registry service (disabled by default on Win7/Vista) should be enabled and started for the certificate to be
successfully installed.

If you prefer to create your own Group Policy to distribute the WSUS Signing Certificate, please refer to Creating the WSUS-
CSI GPO Manually. If you prefer not to create the Software Vulnerability Manager WSUS Group Policy, the existing Windows
Updates GPOs must be edited in accordance with Setting Up Clients to Access WSUS.

[

Important « Ifyou use Microsoft System Center Configuration Manager please make sure you do not select the first option
Use the WSUS Server specified in Software Vulnerability Manager.
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[

Important « If you already have the Windows Updates being configured through a Group Policy, we suggest you select the
first 3 options in the Create a new Software Vulnerability Manager WSUS Group Policy page.

[

Important « The Software Vulnerability Manager WSUS Group Policy will be created but not linked to your domain. This way
you can easily check the details of the newly created GPO and verify that the existing WSUS GPOs are correctly configured.

Setting Up Clients to Access WSUS

If you choose not to create a new Group Policy using the Software Vulnerability Manager WSUS Group Policy wizard,
please edit your existing WSUS Group Policy as follows:

1. Inthe Group Policy Management Console (GPMC), browse to the Group Policy Object (GPO) on which you want to
configure WSUS and click Edit.

2. Inthe GPMC, expand Computer Configuration, expand Administrative Templates, expand Windows Components,
and click Windows Update. Select:

® Enable: Configure Automatic Updates (choose your settings)
® Enable: Specify intranet Microsoft update service location (add the hostname/IP of your WSUS server)

® Enable: Allow signed updates from an intranet Microsoft update service location (Important - enables WSUS to
distribute patches through Software Vulnerability Manager)

3. If Windows update not working, then check whether:

®  WUServer contains WSUS server, WSUSStatusServer contains WSUS server:portnumber,
AcceptTrustedPublishedCerts:1 in location

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate]
"WUServer"="psccm.sccm.test"

"WUStatusServer"="psccm.sccm.test:8530"

"ElevateNonAdmins"=dword: 00000001

"AcceptTrustedPublisherCerts"=dword: 00000001

® Inregistry location, [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU],
check"UseWUServer"=1

[

Important - For installing the WSUS server in your environment we recommend reading the Step by Step Installation Guide
provided by Microsoft:

http://technet.microsoft.com/en-us/wsus/default.aspx
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Third-Party Integration

Software Vulnerability Manager provides you with the capability of publishing packages using third-party patch
deployment solutions, for example Altiris. To support this feature, Flexera has enhanced the package export feature. The
exported xml file contains additional information that can be helpful in creating packages in other tools, including:

® The version numbers
® The executable itself
® The vulnerability/criticality

Flexera has retained the simplicity of the xml file by giving you the options to exclude large binary files and applicability
paths from the file, in the form of check boxes in the package creation wizard. To perform a complete export, clear the Do
not include package files check box during Step 4 of the SPS Package Creation Wizard.

In order for Software Vulnerability Manager to integrate with other patch deployment solutions, you need to create a
configuration file, a script file and an applicability check script file:

® Configuration file—The configuration file is actually a representative of the tool and a visual integration between
Software Vulnerability Manager and that tool. The file is an xml file that should contain the tool name, script name and
the input/setting fields required to configure the settings for the tool (text fields, radio buttons and check boxes are
supported). When Software Vulnerability Manager is launched it checks for the presence of any configuration file and,
if there is a valid configuration file in the Extensions folder in the Software Vulnerability Manager path, it dynamically
loads a GUI under the — menu of Software Vulnerability Manager. The configuration file also acts as an input file for
the script.

®  Script file—This script file corresponds to the SDK that the user has created to create and dispatch the package in the
respective tool. The script file can be an executable, Java, VB, Python, or Perl script. Click Publish to execute the script
file.

® Applicability Check script file—This script file runs the sps.exe on the computer if the applicability checks are
cleared. This file is published together with the package to establish if the package is applicable to the system or not.

[

Important « Running the script is a very strong feature. Use caution and ensure the sanity of the script file before publishing.

Create and Publish the Package

Task

250

To create and publish the package:

1. Place the configuration and script files in the Extensions folder. The Extensions folder should be created in the same
folder as the csi.exe.

2. Launch Software Vulnerability Manager. If the configuration file format is valid, a configuration option will be visible
under the Patching menu (for example, Altiris Configuration).

3. Click the configuration option to open a page where input and settings can be provided and saved.

4. Go tothe SPS creation wizard. Complete all the package wizard fields or import a package. In Step 4 of 4: Applicability
Criteria - Rules, there will be radio buttons allowing you to select the tool that you want to publish the package with.
There will be as many selection options as there are valid configuration files.
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5. Clicking Publish for any tool other than WSUS will run the script placed in the Extensions folder and named in the xml
file.

6. Software Vulnerability Manager waits for the script to finish and, depending upon the execution of the script being
successful or not, displays a message.

7. After successful publishing, the package can be seen in the respective tool.

Patch Template

The Software Vulnerability Manager Patching tab includes a Patch Template feature so that users can save a template of
their patches for a product. With the Patch Template feature, the user can prepopulate Flexera’s Software Package System
(SPS) four-step deployment process and publish directly to WSUS using previously selected options.

Dashboard Dashboard  Patch Template
Scanning Searchtype: | Template Name Expot v
Results. Template Name T Product Name Vendor Patched Ver. Minimum Architecture Updated On Subscribed Subscription
S
7.2ip, version 18x 7.2p Uninown Ve, 18x 9000 Windows4.bit 15t Apr, 20 Yes 15th Apr, 20
Reporting VLG Media Player 2 VLCMedia...  VideoLAN 3.0.13 2000 Windows32-bit  26th Mar, 20...  No
firefox MozilaFiref.. MozilaFoun.. 02x/91XE.. 45000 Windows32:bit  1stDec,201..  No
Rakcig Tunest Apple iTune Apple 1294 12200 Windows32.bit 15t Dec, 201 No

Flexera Package

Patch Templat

Task To create a Patch Template:

1. From the Patching > Flexera Patching System (SPS) tab, select an insecure product from the grid. Right click and
choose an option from the context menu. For example, select Create Update Package.

2. InStep 1 of 4 of the SPS wizard (Package Configuration), select the appropriate SPS Installer Parameters and choose
whether you want to edit the package contents. Click Next when done.

Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing ene. In the following steps you will configure the package contents
and parametars before creating and publishing the package, or exporting it as an XML formatted file.

Reference 1d (Optional)
Here you can assign an Id to this package if desired.

Reference Td:

SPS Installer Parameters (Optional)

Here you can configure optional parameters you want to pass to the installer. This set of options is unigue to this product, Seme parameters have warning
message associated that should be read and understood before moving forward

Configure Package (@) Default (7)
Behavior: _
) Disable checking for running Chrome processes ()
() Kill any running Chrome pracesses (7}
Select Installer: (@) Install Enterprise version
) Install Stable version

Edit Package Content (Optional)

1f you choose to edit the package contents, in the next Step of the wizard you will have the aption to view/edit the package contents. If not, you will be
directed immediately to Step 3.

[ ] Edit Package Content
Vendor & Product Naming

Chuose this option to evercome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package
to Flevers and strip the product version from the product name.

[] Use Flexera Custom Naming

Haxt u Qancel

3. Step2of4 of the SPS wizard (Package Contents) lists the latest files to include in the package. Click Next.
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Step 2 of
Here you configure the package contents, including the execution script induded, and the files included.

ackage Contents

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
amically (i.e., in the case of URLs) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional
language packages available via the 'Show Localised Files' button. To remoave a files, right-click and select 'Remove'

File(s) to include in the package Status
http://dl.secunia.com/SPS/GaagleChrome_66.0.3359.139_64-bit_SPS.exe To Be Dynamically Downlaaded
| Add Local File | | Add Download Link | | Add Localisation (Language) File |

4. InStep 3 of 4 of the SPS wizard (Applicability Criteria - Paths), select the appropriate paths to save the package. Click
Next.

Note « The Patch Template will always shows paths based on the latest assessment.

Step 3 of 4

Here you can define the path-based applicability rules for this package. Gelow you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the “Add Path” buttan. Check the “Advanced Options” box to enable additional options in the "Add Path” dialog and to
show advanced options in the grid.

[C] Show Advanced Options

Add Path |

Always Install Option
The purpose of this option s to all

nstallations of new software. For custom packages which are not updates to existing installations, you can bypass the
ore all system paths when deciding if this package con be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as “Always Installable™

Minimum Version Option

The purpose of this optian is to allow for updating of older products. Normally one updates a product to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: | 55.0.0.0

[ Path « Information
(V] C:\Program Files (xB86)\Google\Chrome\Application\chrome.exe 1

Previous | Next | ’ Gancel

5. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select the appropriate System Applicability, Special
Rules, and Language Settings.

Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.
Apply Package To:

(@) 64-bit Systems Only

Special Rule

The following special rule is avallable to configure:

[] Reboat is required after package has been installed.
Language Settings
Configure package applicability rules based on language:

[ ] Only make package applicable to computers with one of the selected languages.
Select Languages:  Language

Arabic
~
Chinese (Hong Kong SAR)
Chinese - {Simplified)
Chinese - (Traditional)
Czech v

—

6. Inthe Patch Template (Optional) field, enter the Template Name and select Save Template. Click Publish to create
the new template, which is saved under the Patch Template tab.
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Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

|| L UL UGS PaLRagE IIELE) o Diialy i AL FiIE.

(el
Patch Template (Optional)
Save as template
Template Name: | Google Chrome - x64 bit - Template
Publish Options
Select option for publishing Flexera package
Publish package using: (7) WsUS
(1 Altiris
() Export Patch Script
() Cabinet File (Export)
(®) Save Template
¥
Previous I Publish Cancel

Note - Providing a template name while publishing a package to WSUS will publish and create a template at the same
time. If the template name is empty, it will only publish the package as a regular workflow.

A patch template only needs to be created once for the life of the product, provided that there are no changes to the
product’s architecture (32-bit versus 64-bit) or to the SPS Installer Parameters from Step 1 of 4: Package Configuration.
Over time, the product’s Patched Version listed under the Flexera Package System (SPS) menu will increase. Patch
Templates automatically update up to within three patched versions as listed under the Flexera Package System (SPS)
menu. After three patched versions, you can edit the Patch Template to deploy the latest patched version to your system.

@ Dashboard Dashboard Patch Template x

Scanning Searchtype: | Template Name - Export v

Results Template Name T Product Name Vendor Patched Ver. Minimum Architecture Updated On Subscribed Subscription
7-2ip, version 18.x 7-zip Unknown Ve. 18x 9000 Windows84-bit  15th Apr, 20. Yes 15th Apr, 20.

Reporting VLC Media Player 2x VLC Media VideoLAN 3.0.13 2000 Windows32-bit  26th Mar, 20. No
firefox Mozilla Firef. Mozilla Foun. 92x/91xE 45.000 Windows32-bit  1st Dec, 201 No

P Tunest Apple iTune Apple 1294 12200 Windows32.bit  1st Dec, 201 No

Task To edit a Patch Template or to publish from a Patch Template:

1. From the Patching > Patch Template tab, select a template and select Publish/Edit Template from the context

@ Dashboard Dashboard  Patch Template
Scanning Searchtype: | Template Name v | | Search text Ex Export v
i Template Name 1 ProductName | Vendor Patched Ver... | Minimum Archiectre  Updated On | Subscried Subscription
T et Teoidle 7.2ip UnknownVe.. 18 9000 Windows64-bit  15th Apr, 20 Yes 15th Apr, 20
Reporting Ve b Delete Template VLC Media VideoLAN 3.0.13 2000 Windows32-bit ~ 26th Mar, 20. No
firefo MozilaFiref..  MozilaFoun.. 02x/91XE.. 45000 Windows32:bit  1stDec,201..  No
Patching Edit Subscription
un AppleiTune...  Apple 1204 12200 Windows32:bit  1stDec,201..  No

e
Publish with QuickPatch
Fi Package Sys

Patch Template

2. Step 1 of4 of the Flexera SPS wizard will open with the SPS parameters prefilled. From the same SPS wizard, you can
either publish the package to various channels or you can save only the template.

3. Toupdate the Patch Template to the latest patched version:

®  Select Edit Package Content in the Edit Package Content field and click Next.
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Step 1 of 4: Package Configuration

Joe tis form o sek the name and descrpon of the SPS package, or edit e propertes of an exsting one In the followina stes you wi configure the package contents and
fore creating and publishing the package, o exporting it as an XML formatted file,

SPS Installer Parameters (Optional)

Here you can configure optional parameters you want to pass to the instalier. This set of options is uniqus to this product, Some parameters have warning message |
associated that should be read and understood before moving forwa

Configure Package () Default (7)
Behaviar: o
() Disable checking for running Chrome processes (?)
() Kill any running Chrome processes (7)
Select Installer: () Install Enterprise version

() Install Stable version

Edit Package Content (Optional)

1f you choose to ed\t the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be directed
immediately to Step

[ Edit Package Content

[

Important - If you need to publish the package from the template without updating the template, update the Package
Name in Step 1 of 4 of the SPS wizard to identify the package version that you deploy to your system. The package will be
published with the updated settings.

®  Confirm the updated patched version file appears under Files to Include in Step 2 of 4 of the Flexera SPS wizard and
click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include

Canfigurs the Mes ko include I this package. The ard below shows the fles that ve curtenty scheduled to be incudad, and If they will be dovnlaaded dynamica ity
of UALS) o f they Ara lacal flles, You can add sdditional Fles via the ‘Add Flle’ button, a8 well aa thooss fram addifional lenguage packeges svallable
Via the Show Locallsed Pl button, To remove & Ales, right-clck and select Remove's
File(s) ko include in the package Status
http://dl.secunia.com/SPS/GoogleChrome_66.0.3359.139_64-bit_SPS.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation {Language) File |

®  When Step 3 of 4 of the Flexera SPS wizard appears, click Next.
® When Step 4 of 4 of the Flexera SPS wizard appears, click Publish.

To delete a Patch Template, perform the following steps:

Task

Task

254

To delete a Patch Template:

1.

2.

From the Patching > Patch Template tab, select a template and select Delete Template from the context menu.

Select Yes or No to confirm whether or not to delete the Patch Template.

To publish a Patch Template to WSUS, perform the following steps:

To publish a Patch Template to WSUS:

1.

From the Patching > Patch Template tab, select the template to be published to WSUS. Right click and select
Publish/Edit Template from the context menu.

When Step 1 of 4 of the SPS wizard (Package Configuration) appears, update the Package Name to indicate this
package is for WSUS publishing and click Next.
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Step 1 of 4: Package Configuration

Jse this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents and
sarameters before creating and publishing the package, or exporting it as an XML formatted file.

Package Name

The package will be created with the following name. Choose a new name if desired. L)

Name: |Undale Google Chrome, version 66.x, Moderately Critical x

3. When Step 3 of 4 of the SPS wizard (Applicability Criteria - Paths) appears, click Next.

4. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select WSUS for the publishing option and click
Publish.

Step 4 of 4: Applicability Criteria - Rules
Here you configure the applicability rules for the package.

Publish Options
Select aption for publishing Flexera package
Publish package using: (@) WsUS
) Aliris
() Export Patch Script
() Cabinet File {(Expart)
) Save Template

5. The Attempting to Publish Package - Please Wait status appears. After the WSUS package is successfully created, a
Success pop-up window appears. Click Approve package.

Success *
Package Successfully Created.
To view the update, statistics, and to approve the update, click "Available” in the menu,

| Approve package | | Close |

6. When the Approve Updates pop-up window appears, select the appropriate computers to deploy the WSUS package
to, select the appropriate date and time to deploy the WSUS package, and click OK.

Approve Updates ]
= ]AN Computers
=[] unassigned Computers

El [ win?
E[Iwinz012

Package Deadline
Date: Fri,8th May 2020 3

Time: [o7:00 x |~|

| [=1.4 ] Cancel |

7. When the Success - Package successfully approved pop-up window appears, click OK.

| Package successfully approved.

o O |

8. You can confirm the WSUS package listing under Patching > WSUS / System Center > Available Packages.
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QuickPatch

This is a new and quick way for non-IE browsers to publish patches from SVM to an end-point management system with no
dependency on ActiveX. QuickPatch publishes patches to end-point management system via Patch Daemon using defaults
(no customizations).

To do so, right click on any SPS template or VPM patch and select Publish with QuickPatch from the context menu. The
Publish with QuickPatch dialog box appears.

x

Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype  Product v Searchtex IEZE0  view from the context of Smart Group: | Not Selected Rl oo view | Po—
Reslts Product Ven . Pat.  Dep. SAD  Cril Threat Score  Advisory Published Ac. i 3 s T H Upd_ | Do Fi Ssub.. | Sub
Ado.. Ado.. 12 Yes  SA 23 200 0ct 20210530 Win 8. Do 32 No
4 Reportin L — e z 23 20t Oct 20210530  Win... 8h.. Do. 28. No
porig B e ere | IR i
Al SA 23 20h Oct, 20210530 Win 7. Do 3 No
Esiching Adl SA 23 20hOct 20210530  Win 17t Do 2 No
P sl sa 23 20hOct 20210530 Win 7. Do. 3. No
Ad{ Subscribe to Paich SA 23 20th Oct, 20210530  Win 17t Do 34 No
Ad{LPublish with QuickPatch SA 23 20hOct, 20210530  Win 8th Do 3z No
Ado.. Ado.. 15 Yes  SA 23 2000 Oct, 20210530 Win .. Do 3, No
Ado.. Ado.. 16 Yes  SA 23 20hOct, 20210530 Win 2. Do 31 No

Figure 9-5: Select Publish with QuickPatch from the Context Menu
Click Select Connection drop down and select required connections from the list.
Note - You can select multiple connections to publish. This is available only in SYM new web interface.

Select Use Flexera custom naming or Silent Parameters (if required), and then click Publish.

Publish with QuickPatch - Greenshot

Select connections to publish® Intune-Win10 ( Intune ) , BigFix-Win10 ( BigF «

Note: To select multiple connections hold Shift key.

Package configuration
[/ Use Flexera custom naming

[J Silent Parameters

Figure 9-6: Click Publish
Click Ok and agree the confirmation dialog which appears.
Success X
i Package is created and successfully scheduled for publish by the SYM Patch Daemon during
\‘) its next check-in time
Figure 9-7: Click Ok

The selected patch will be published to Patch Daemon.
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Once the patch published, status in the Patch Deployment status will appear as Success.

If the same version of patch is published, then an error popup will be shown that Already sent to Patch Daemon.

Note - Patches are published based on the versions.

Warning

o Already Sent to Patch Daemon

o<

Figure 9-8: Error popup appears

Patch Automation

Chapter9 Patching

Patch Automation

With Software Vulnerability Manager, you can automate publishing of patches. To do so, right click on any SPS template or

VPM patch and select Subscribe to Patch from the context menu.

B Dashboard Dashboard  Vendor Patch Module

Scanning Searchtype:  Product v | Searchiext

Product Ven..  Pat. | Dep.. SAID  Cri Threat Score | Aduisory Published
Results

Ado.. Ado.. 12 Yes  SA 23 20th Oct, 2021 05:30
Reporting I e Usiiaia Peciogo. SA. 23 20t Oct. 20210530

A SA 23 20th Oct, 2021 05:30
Patching A SA 23 20th Oct, 2021 05:30

Patch Information ——
Flexera Pack 1 = SA. 23 20th Oct, 20210530
N § SUbscribs io Patch SA 23 20th Oct, 2021 05:30
atch Template:

» Publish with QuickPatch ) ———
oo Do Ado.. Ado.. 15 Yes  SA 23 20th Oct, 20210530
Patch Deployment Status Ado.. Ado.. 16 Yes  SA 23 20th Oct, 2021 05:30

Figure 9-9: Selecting Subscribe to Patch from the Context Menu

Arc

in

E

View from the context of Smart Group: | Not Selected

s

o
B

BREBR

eEBle ¢

No
No.
No
No
No
No

No
No

On the Configure Subscription dialog box, you can choose to always publish a new patch when a new version becomes

available, or you can choose to only automate publishing a new patch when certain criteria are met (recommended).
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Select connections to publish* BigFix-Win10 ( BigFix ) , Intune-Win v
Note: To select multiple connections hold Shift key.
© Always publish a new paich when a new version is available
® Only publish a new patch when any of the following are true
SAID CVSS3 score is greater than 0
Criticality is greater than Not Critical
Threat score is greater than 0

Patched version greater than 226.01930

O Trigger subscription rule above now for the current version

(2) Trigger subscription rule above next time a new version is available

Package configuration
Use Flexera custom naming

Silent Parameters

Figure 9-10: Configure Subscription Dialog Box

Note « You can select multiple connections to publish. This is available only in SYM new web interface.
Patch automation is delivered via a new version of the SVM Patch Publisher. To download this tool kit click here.

Note « The SVM Patch Configuration will be deprecated in the future; therefore, you are encouraged to migrate to the new
SVM Patch Publisher tool.

Patch automation is delivered via a new version of the Flexera SVM Patch Configuration (Version 2.x) tool, which is part of
the Software Vulnerability Manager Client Toolkit. For more information on the toolkit, visit the SYM Toolkit blog in the
Flexera Community.

The SVM Toolkit installer contains updates to the Flexera SVM Patch Configuration tool as well as some optional tools
documented in our online community. The SVM Toolkit installer can be downloaded at:

https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi
Note « Ifyou are already have the SVM Toolkit installed, the installer will upgrade you to the latest version.

You can see the status and details of patches published automatically on a new page named Patch Deployment Status,
which is opened by selecting Patch Deployment Status on the Patching menu.
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Dashboard Dashboard

Scanning Search Type:

Package Name

Results

Patch Deployment Status

Package  ~

X

Search text

Vendor

Reporting Update 7-Zip (x64), version 21.6.0.0

Flexera Package System
Patch Template
Vendor Patch Module

Patch Deployment Status

Administration

Update 1Password 7, version 7.9.828
Patching Update Enterprise Mode Site List Manager, ve.

Update 1Password, version 7.9.822

Update 1Password, version 7.7.818

Update AdoptOpenJDK JRE with Hotspot 12 (

Update Google Chrome 93.x, version 95.x, Hi
Update COM Port Manager (x64), version 1.1

Update Mozilla Thunderbird, version 91.x, Hig
Update 7-Zip (x64), version 19.00.00.0

AdoptOpen
Igor Paviov
AgileBits
Microsoft
Google
Uwe Sieber
AgileBits
Mozilla Fou
Igor Paviov

AgileBits

Figure 9-11: Patch Deployment Status Page

All the patch level activities are also recorded in the Activity Log, which is opened by selecting Activity Log on the

Configuration menu.

Dashboard Dashboard  Activity Log
Scanning Showalllogs | From: | 2021-08-20
Activity Name Activity Status
Results
Package Creation Successful
Report VPM QuickPatch Successful
User Login Successful
Patching User Login Successful
User Login Successful
Administration
User Login Successful
Configuration User Login Successful
Delete Host Successtul
Seti User Login Successful
ges User Login Successful
Actiity Log User Login Successful
Package Creation Successful
User Logout Successful
Change Password
User Account Crea...  Successful
Password Recovery User Login Successful
User Login Successful
User Login Successful
User Login Successful
User Login Successful
User Login Suecessful

Figure 9-12: Activity Log Page

Unsubscribe Automatic publishing of the Patches

To unsubscribe automatic publishing of the patches, right click on any subscribed VPM Patch, and then select Edit
Subscription from the context menu.

Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype:  Product -
Product Ven. Pat Dej SAID
Results P
‘ Aci | an - Ves .
lish/ It
Reporting Publish/Edit Template
Delete Template
Ad 0
Patching g, [Edit Subscription |
Flexera Package System Ad_. Publish with QuickPatch
Ad 1
Patch Template Mt 0 Yoo
Ad Micr. 10. Yes
Vendor Patch Module Ad Micr 20 e
Patch Deployment Status Ad Micr 3.0 Yes
Administration A M ey
Ad Micr. 10. Yes
Configuration Ado HA 33 Yes SA
Ado Adobe 21 Yes
Ado Adobe 45, Yes
Ado Ado. 12 Yes SA
Ado Ado. 12 Yes SA
Ado Ado. 13 Yes SA
Ado Ado 13, Yes SA
Ado. Ado. 14 Yes SA.
Ado. Ado. 14 Yes SA

Figure 9-13: Select Edit Subscription
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Type Version Published to

VPM Quick 12.0.2.10

VPM Subs. 216.0.0
VPM Subs. 7.9.828
VPM Quick. 12.0.00 Win-37s558

SPS Wizard  93.999.999

VPM Quick 1120 Win-375558.

VPM Subs. 7.9.822
SPS Wizard  68.9999.99.
VPM Subs. 19.00.00.0
VPM Subs. 7.7.818

Search type

Time | Activity Information

Deployed to

Al Comput.

Al Comput.

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success

Success

Triggered On
29th Nov, 2
26th Nov, 2
24th Nov, 2
23rd Nov, 2
29th Oct, 2
23rd Nov, 2
29th Oct, 2
29th Oct, 2
29th Sep, 2
29th Sep, 2

16:48 29th Nov, 20. Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10

16:4129th Nov, 20..  QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0

16:04 29th Nov, 20 Authentication by cached Ul
132329t Nov, 20...  Login (Software Vulnerability Manager)

13:2320ih Nov, 20...  Authentication by cached UID

17:24 28th Nov, 20 Login (Software Vulnerability Manager)

17:2428ih Nov, 20 Authentication by cached UID

20:04 27th Nov, 2

0. 2 Hosts Deleted

19:38 27th Nov, 20...  Authentication by cached UID

17:55 27ih Nov, 20 Login (Software Vulnerability Manager)

17:5527th Nov, 20._.  Authentication by cached UID

22:46 26th Nov, 20 Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon)

17:48 26th Nov, 20 Logout (Software Vulnerability Manager)

17:4626th Nov, 20...  Created user gauri_p2

17:4426th Nov, 20...  Authentication by cached UID

17:4426th Nov, 20...  Login (Software Vuinerability Manager)

17:44 26th Nov, 20 Login (Software Vulnerability Manager)

17:44 26th Nov, 20...  Authentication by cached UID

17:26 26th Nov, 20 Login (Software Vulnerability Manager)

17:26 26th Nov, 20..  Authentication by cached UID

Threat Score Advisory Published

70 10th May, 2016 05:30

23 20th Oct, 2021 05:30
23 20th Oct, 2021 05:30
23 20th Oct, 2021 05:30
23 20th Oct, 2021 05:30
23 20th Oct, 2021 05:30
23 20th Oct, 2021 05:30

om the context of Smart Group

Arc

Win.
Win
Win
win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win
Win.

Win

in
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Last status upd Message

20th Nov, 2.
26th Nov, 2
24th Nov, 2.
23rd Nov, 2
23rd Nov, 2
23rd Nov, 2
20th Oct, 2
29th Oct, 2
20th Sep, 2
20th Sep, 2

Host

223.3169.70
223.316969
223.3169.69
223.3169.69
223316069
223316969

223.3169.69

223316069
223.3169.69
223316970
14.143.29.100
14.143.29.100
14.143.29.100
14.143.29.100
14.143.20.100
14.143.29.100
157.4520.90
157.45.20.90

Do,
23r. Do
4th Do
4th Do
4th Do
4th Do
4th Do
4th Do
4th Do
4th Do
4t
4t
23 Do
23r Do
25t Qo
8th Do
8ih Do
7t Do
7t Do
17 Do
17t Do

104
85

176
159
178
160
175,
157

Show Prioriti

Prirority
Medium
Medium
High
Medium
High
Medium
High
Low
High
Medium
High
Medium
Low
High
High
Medium
Medium
High
Medium

High

Expor
Published f.
WIN-37S5
WIN-37S5
WIN-37S5
WIN-37S5.
WIN-37S5
WIN-37S5.
DESKTOP-
DESKTOP-
DESKTOP.
DESKTOP-
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On Configure Subscription dialog box, select Unsubscribe.

Note « You can select multiple connections (if required). This is available only in SYM new web interface.

Configure Subscription - A+ Suite

Subscription started on 8th Sep, 2021 17:45

Select connections to publish* Intune_windows10 ( Intune ) -

Note: To select multiple connections hold Shift key.

(=) Always publish a new patch when a new version is available

() Only publish a new patch when any of the following are true

(=) Trigger subscription rule above now for the current version

(O Trigger subscription rule above next time a new version is available

Package configuration
[ Use Flexera custom naming

[ Silent Parameters

Figure 9-14: Select Unsubscribe

Click Ok and agree the confirmation dialog which appears.

External Package Signing for Software Vulnerability Manager
Client Toolkit

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.

Prerequisites
The below prerequisites are required:

® pfx certificate needs to be installed in WSUS m/c in Trusted publisher and Trusted CA.
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® pfxcertificate needs to be installed in Trusted publisher and Trusted CA in the m/c where patch daemon is installed.

Task To External Package Signing, perform the following steps:

1. InPatch daemon, select Sign package manually option.

" Flexera SVM Patch Configuration - o IEN|
| WSUS Connection SVM Connection i General Output Window: Clear Output
Server:
Port: ¢
[7] Use SSL
Groups to auto deploy:
Computers

Cleanup package files on WSUS when removing old patch
Sign packages manually

Flexera SVM Patch will connect to the WSUS server under the running
Windows user context.

2. Restart the patch daemon.
3. Subscribe VPM packages and wait for patch daemon to fetch the tasks.
4. Patch daemon creates unsigned .cab files and places in the unsigned folder location.
5. The Unsigned folder location is available in the subscription status page as an unsigned path.
6. Sign the cab file using the format below and place the signed .cab file in the signed folder.
For example:
C:\ProgramData\Flexera Software\SVM Patch\SVMPatch 10\Signed\package_id\

Note - Private Keys are typically stored in .pvk files, and public keys are stored in .cer or .pfx files.

7. During the next check-in, the daemon picks and publishes the signed cab files.

Intune Publishing

Software Vulnerability Manager (On-Premises Edition) can now publish SPS/ VPM patches to Microsoft Intune.
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To publish patches to Intune, it will be necessary to configure with valid Intune credentials and token. For more details, see
Set up a Distribution Connection for Microsoft Intune.

For Intune publishing, you can now choose a group or multiple groups and make assignments for end point deployments.
For more details. see Assignment Groups.

Once this is setup, you can use either Patch Automation or ActiveX or Patch Publisher to publish SPS/ VPM patches to
Intune.

Note « The intune patch will be converted to intunewin format before publishing.
Note » The Patch Daemon may be installed on any workstation or server. The prerequisites are:

®  for Windows 10 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=45520

®  For Windows 8.1 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=39296&displaylang=en

®  Minimum version of .Net 4.7.2 must be installed.

Set up a Distribution Connection for Microsoft Intune

To obtain the required credentials to set up a distribution connection for Microsoft Intune, perform the following process.
®  App Registration

® Create Client Secret

® APl Permissions

For more details on Test Connections, see SVM Patch Publisherand Flexera SVM Patch Configuration

App Registration

To register an application perform the following steps.

To register an application:

1. Obtain login credentials for Intune services on Microsoft Azure.

2. Loginto Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/account/

3. Once logged in, from the list of available Azure services, choose Azure Active Directory.
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Azure Active Directory admin center
«

B2l Dashboard

My Dashboard

Private dashbeard

= All services

* FAVORITES

& Users

i Enterprise applications

Azure AD Premium P2

Users and groups

Flexera Development Account
secuniacmg.co.uk

-+ Newdashboard v /" Fullscreen | ¢7 Edit ¥ Download [ Clone [il Delete

Welcome to the Azure AD admin center

& ! 0 . > Azure AD helps you protect your
/ business and empower your users
Learn mere about Azure AD
Recommended
Sync with Windows Server AD
Sync users and groups from your on-

premises directory to your Azure AD

Users Sign-ins
sign-ins for *All Users' between 11/16/2020 and 12/16/2020.

MNov 22 Nov 29 Dec6 Dec 13
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& Q

Quick tasks

Add a user

Add a guest user

Add a group

Find a user

Find a group

Find an enterprise app

Azure portal

portal.azure.com 4;

4. After selecting, it navigates to overview page of the Dashboard, select App registrations in the left panel.

b Azure Active Directory

a Users

iR Enterprise applications

Software Vulnerability Manager (On-Premises Edition) User Guide

© overview
'7’ Getting started
Preview hub

# Diagnose and solve problems

Manage

ﬂ Users

&8 Groups

B3 External Identities

at» Roles and administrators

Administrative units

=
al

Enterprise applications

Devices

App registrations

(&) Identity Governance
B! Application proxy
w4 Licenses

Azure AD Connect
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5.

6.

7.

Click on New registration and enter values to complete the registration.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Flexera, Inc. »

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directery only (Flexera, Inc. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizaticnal directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies

Click Register. The new registered application will be listed.

Click on the registered account to get Intune connection details like Application (client) ID and the Directory

(tenant) ID, which will be used later for authentication purposes.

]‘H_‘ﬁ Delete @ Endpoints B Preview features

o Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

#~ Essentials
Display name
Application (client) ID

Directory (tenant) 1D :

Redirect URls

Application ID URI

Supported account types My organization only

: 0 web, 0 spa, 2 public client

: Add an Application ID URI

Object ID : Managed applicationin .. :

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security up
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more i

Call APIs

Documentation

Microsoft identity platform

e m

Authe
Authentication libraries

tication scenarios

Code samples
Microsoft Graph

F «
| 3
. )
a t‘ ﬁ Glossary

Help and Support

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.
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To obtain client secrets for the registered account, perform the following steps.

Task To obtain client secrets:

1. Onthe application account details page, select Certificates & secrets from the left panel.

2. Togetnew client secret, click New client secret.

3. Provide a description to describe your client secret, choose the expiration date you wish to set, and then click Add.
The Client secret will then be listed in the Client Secrets section.

[ 2 search (ctri+)) | «
B overview
& Quickstart

# Integration assistant

Manage

B Branding

D Authentication
Certificates & secrets

1! Token configuration

9 API permissions

@ Expose an API

&8 App roles | Preview

B owners

& Roles and administrators | Preview

Manifest

< Got feedback?

Add a client secret
Description

[0
Expires

(® 1n 1 year
O n2years
O Never

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value D

4. The Client secret will then be listed in the Client Secrets section, copy the client secret Value, as it will only be visible
and available to the user now.

B overview
& Quickstart

# Integration assistant

Manage
B2 Branding
D Authentication
Certificates & secrets
1! Token configuration
9 APl permissions
& Expose an AP
& App roles | Preview
. Owners
& Roles and administrators | Preview

Manifest

Support + Troubleshooting
&2 Troubleshooting

& New support request

API Permissions

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
T Upload certificate
Thumbprint Start date Expires ID

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

—+ New client secret
Description Expires Value D

Apikey2 1/21/2021

To obtain API permissions for the registered application, perform the following steps:
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To obtain API permissions:
1. Select the registered account.
2. Select API permissions from left navigation panel.

3. Click Add a permission. The Request APl permissions panel appears, select Microsoft Graph.

Request APl permissions

Select an API

Commonly used Microsoft APls

Microsoft Graph

"
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.

4. Inthe Microsoft Graph, select Application Permissions.

a. Device Management Permission—Under DeviceManagementApps, select DeviceManagementApps.Read.All
and DeviceManagementApps.ReadWrite.All, and then click Add permissions.

Request API permissions

< All APIs

@ Microsoft Graph

https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application runs as a background service or daemon without a

Your application needs to access the APl as the signed-in user.
signed-in user.

Select permissions expand all

| pel device‘

Permission

Admin consent required
> Device

' DeviceManagementApps (2)

DeviceManagementApps.Read.All (D o
es

Read Microsoft Intune apps

DeviceManagementApps.ReadWrite All (D

Read and write Microsoft Intune apps

> DeviceManagementConfiguration

Figure 9-15: Request APl permissions page

b. Group Permission—Under Group, select Group.Read.All, and then click Add permissions.
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Request APl permissions X

<Al APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without &
signed-in user.

Select permissions expand all

‘}3 gro %

Permission Admin consent required

> Calls

N Group (1)
0 Group.Create (@ y
es
Create groups
Group.Read.All @) -
Read all groups
D Group.ReadWrite.All (0] v
es

Read and write all groups

Add permissions

Figure 9-16: Add Group Permissions

5. Click on Grant admin consent for Flexera Development Account and consent to the permissions. The status will
turn to Granted. Make sure the permissions are of type Delegated.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

~+ Adda permission  ~* Grant admin consent for-
API / Permissions name Type Description Admin consent requ... Status

.

~ Microsoft Graph (3)

DeviceManagementApps.Read.? Application Read Microsaft Intune apps Yes @ Granted for vee
DeviceManagementipps.Read Application Read and write Microsoft Intune apps Yes @ Granted for e
User.Read Delegated  Sign in and read user profile No @ Granted for v

Other permissions granted for Flexera Development Account
These permissians have been granted for Flexera Development Account but aren't in the configured permissions list. If your application requires these permissions, you should

consider adding them to the configured permissions list. Learn mare

API / Permissions name Type Description Admin consent requ... Status

v Microsaft Graph (1)

Group.Read All Application  Read all groups Yes @ Granted for e

Figure 9-17: Configured permissions page
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Assignment Groups

To make assignments for end point deployments in the SVM Patch Configuration for Intune publishing, perform the
following steps.

Task To make assignments for end point deployments:

1. InAssignment Groups (optional) field, click context menu icon. The Intune Assignment Groups window appears.
Select the desired groups from the list and then click Ok.

2. Restart the SVM Patch Configuration so that the selected groups will be assigned for the end point deployments.

3. If Group.Read.All permissions are not added for registered account, then the following error popup will be displayed
while assigning group in Patch Configuration.

Workspace ONE Publishing

Software Vulnerability Manager can now publish SPS and VPM patches to VMware Workspace ONE.

To publish patches to Workspace ONE, it will be necessary to configure with valid Workspace ONE connection details. For
more details, see Set up a Distribution Connection for Workspace ONE.

Once the connection to Workspace ONE is configured, you can use either Patch Automation or Create Update Package
wizard (ActiveX) or SVM Patch Publisher to publish SPS and VPM patches to Workspace ONE.

Note « Workspace ONE permits publishing a single application only once to an Organization Group. Therefore, if you attempt

to publish an application to an Workspace ONE Organization Group that already contains that application, the publication
will fail.

Set up a Distribution Connection for Workspace ONE

To set up a distribution connection for Workspace ONE, perform the following process.
® Basic or Certificate Authentication Type
® (Create Tenant ID / APl Key

For more details on Test Connections, see Flexera SVM Patch Configuration and SVM Patch Publisher.

Basic or Certificate Authentication Type
In SVM Patch Configuration for Workspace ONE, you can select Authentication Type as either Basic or Certificate.
If you selected authentication type as a Basic, then enter your Workspace ONE User Name and Password.

If you selected authentication type as a Certificate, then provide certificate details as mentioned in the below steps:
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Task To provide Certificate authentication:
1. LogintoWorkspace ONE using the valid credentials.
2. Oncelogged in, choose Accounts in the left panel.
3. Under Administrators, choose List View.

The Admin users will then be listed in the List View page.

7 Workspace ONE UEM

52

Users > Accounts > Administrators
User Groups . . )
* ? List View A *
FREESPUE Administrators v
MONTOR
Admin Groups Jsername First Name Last Name Emal Role Nai Admin Type Terms of Use Organization Gr
o Roles
DEVICES P
System Activity >
Administrators Settings > >3
= -

ACCOUNTS

Figure 9-18: List View Page
4. Click the Username. The Add/Edit Admin panel appears. Choose API tab.

5. Inthe APl tab, generate a certificate export password by entering the valid values in the Certificate Password test
box, and then click the Export Client Certificate button.

Certificate has been exported to the local folder.

Note « This password will be used later for importing the certificate.

Note - By default Certificates authentication will be selected.
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Add/Edit Admin

Basic Details Roles APl Notes

Authentication * USER CREDENTIALS CERTIFICATES @
Issued by - -

Valid From 10/19/2020 1:01 PM

Valid To 10/14/2040 1:01 PM

Thumbprint 0F8601CBF4689C98BA1208BAECFCA59AACBC3F97

i CLEAR CLIENT CERTIFICATE I

Certificate Password Shiciii

i EXPORT CLIENT CERTIFICATE ]
SAVE CANCEL

Figure 9-19: Generate Certificate Password

6. Double click the exported certificate, the Certificate Import Wizard dialog box appears.
Select the store location to Local Machine, were you can import the certificate. Click Next.

X

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confrmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User
(®) Local Machine

To continue, dick Next.

| YNt | | Cancel

Figure 9-20: Select Local Machine

7. Inthe File to Import page, optionally, specify the file you want to import. Click Next.
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8. Inthe Private key protection page, enter the certificate password, and then click Next.

€ E* Centificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

[ Display Password
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[[] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

[JProtect private key using virtualized-based security(Non-exportable)
] Indude all extended properties.

e
|

Figure 9-21: Enter Certificate Password

Cancel

x
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9. Inthe Certificate Store page, select Place all Certificate in the following store radio button, and then browse to the

Personal folder were you can install the certificate. Click Next.

10. Click Finish to import the certificate.

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
g by User Pﬂ'soﬂd
PFX

C:\Users \mis SpmschilDownloads \CN=122264

Figure 9-22: Click Finish
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11. Click Ok and agree the confirmation dialog which appears.

12. Inthe Flexera SVM Patch Configuration, click Thumbprint, browse and select the Certificate.

A Flexera SVM Patch Configuration - O X
WSUS Intune  Workspace ONE VM General Output Window: Clear Output
Server: |m135.awmdm.com |
Authentication Type: |CerLiﬁcate "|
Thumbprint :
|9CBERIC243132853606F 36 1CAADET6861B73E572 -1
=)

Tenant ID / API Key:
=na Ker | [ Certificates - Local Computer — [m| X

Organization Group |D: |

Select a client certfficate that you want to authenticate into the Workspace ONE AP server

Thumbprint Subject |
9CBEBSC24313; F361CAADE76861B73. I BN

Test Workspace ONE Connection

oK ||Can&:el|

Figure 9-23: Browse and select Certificate

13. Inthe SVM Patch Publisher, click Thumbprint, browse, and select the Certificate.

Home

G XL FHNE O

Restart Force Save  Agent Custom  Hep Feedback AboutSYM Patch
Publsher

Service | Checkan Deployment Fackage
Settings Distribution Systems
+ (23 Connections © AddNew  © Delete
SVM Connection G Intune_Win10 A
: [ Viare Workspace ONE Smart Group - o X
€ WS1WidowsServer Distrbution System Type: |V e | B
Distribution Systems O BoF_WindowsServer Connection Name™: WS 1_WindowsServer
| @] | Smart Group Name Smart Group GUID
Manage Patches - FLEXERA SOFTWARE LLC - oq b o =
I
| FLEXERA SOFTWARE LLC
Flexera Package System (SPS) =t
Authentication Type: Basic AdminStudio QA c
Patch Template | AdminStudio QA Group
Uername 1 dmnStudo SOFTWARE L. 7d 054
Agent Deployment FLEYERA SOFTWARE LLC - 0Q...  73e9550f6£76- 1
Password™: All Co SOFT.
Vendor Patch Module T T P PP S S WP PP PP
Tenant ID/API Key*:
Bring Your Own Patch (BYOF) ok Cancel
Organization Group ID™: 699

Assignment Groups: Svm_QA

Create Tenant ID / API Key

To obtain Tenant ID / API Key for the registered account, perform the following steps.
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Task To obtain Tenant ID / API Key:
1. Inthe application page, select GROUPS & SETTINGS from the left panel.

The Groups & Settings page appears.

e ONE UEM

Groups > Groups & Settings
= 3‘2 . All Settings i
HESE Groups & Settings
Configurations

Manage advanced console-wide settings
MONITOR

g

DEVICES Groups

Create and manage custom named groups for specific needs

All Settings
Setup, installation, Console settings, and other advanced configuration options

AccounTs Configurations
Establish the foundational settings, customizations and integrations to provide employees with the resources they need to drive your
0O business forward

Figure 9-24: Groups & Settings page

2. Onthe Group & Settings > All Settings > Systems > Advanced > APl > REST API.

Note « Make sure that the Enable API Access field should be ENABLED.
3. Inthe REST API page, The Tenant ID / API Key details will be listed in the APl Key column.

4. Togetnew TenantID / API Key, click Add.

5. Provide a service name, description to describe your API, choose the account type you wish to set, and then click
Save. The Tenant ID / APl Key will then be listed in the APl Key column.

Settings [ «

~ System System > Advanced > API
Getting Started

Branding REST API

> Enterprise Integration

> Securlty General Authentication Usage
Help

> Localization Current Setting O Inherit - @ Override
Terms of Use

SIMIME REST API URL — o e

v Advanced = "
v APl

Event Notifications

REST API
SOAP API
Device Root Certificate ZQroxWKhVGERWoUa+2A/NBNy2EUNT/Ss
AirWatchAP| Admin v | |DkxBMNyCKkg=
Site URLs B

Figure 9-25: Click Add
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Administration

This chapter discusses the following Software Vulnerability Manager administrative features:

® Roles

® User Management

® Active Directory

® [P Access Management (Requires the Software Vulnerability Manager Plug-in)

® Password Policy Configuration

Roles

Software Vulnerability Manager uses role-based account management. Each Software Vulnerability Manager user is
created and assigned a set of roles and limitations as appropriate. These roles determine which parts of Software
Vulnerability Manager the user has access to and limits what the user can view and scan.

Every user of Software Vulnerability Manager can receive notifications such as reports, email and SMS.
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Roles

276

User

Dashboard,

Reporting,

User Receive Notifications
Dashboard, =
Patching, s
Vulnerahbi
User Receive Notifications Manager
Dashboard, e
Results, Wulnerability

Manager

Receive Notifications

User
Software
Dashb(?ard, Vulnerabiliy
Scanning, Manager

Receive Notifications

Software
Wulnerability
Manager

Software
Vulnerability
Manager

Administrator
Dashboard,
Scanning, Results,
Reporting, Patching,
Receive Notifications,
User Management,
Configuration

The roles are as follows:
® Scanning—Allows the user to scan hosts and view the Scanning menu of Software Vulnerability Manager.

®  Filter Scan Results—Allows the user to access and configure Allow list and Block list filtering and Custom Scan
Results.

® Patching—Allows the user to access the Patching module.
® Results—Allows the user to view scan results via, for example, Smart Groups.

® Reporting—Allows the user to access various reporting options and the Database Console and Database Cleanup
menus.

® Database Access—Allows the user to access the Database Console and schedule exports. There are no options to
restrict the user’s network access if this option is selected.

® Read Only—Prohibits the user from making any changes that write data to the Flexera Cloud. Read Only users do not
have Scanning or Patching capabilities.

® Restricted—Users are read only users with limited functionality. A Restricted user is unable to view the default set of
Smart Groups and are restricted to:

® Viewing only the Custom Smart Groups that have been created for them,
® Viewing the Reports that have been created for them.
® Changing their password.

Only the Root Administrator can access the Active Directory and Password Policy Configuration. Administrative users have
additional capabilities that allow:
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®  Configuring Software Vulnerability Manager

® Creating users and assigning their roles and restrictions

® Assigning License limits

None of the access limitations apply to an administrative user and they can view all Hosts and Results.

User Management

Use this page to administer your Software Vulnerability Manager users.

® Create a New Administrator

® (Create a New User

= [A Software Vulnerability Manager

b Dashboard Dashboard  User Management %

Scanning

Host Licenses
Licenses Granted: 100
B Results Licenses Used 5
Licenses Available: 95

e e

Username Name

Reporting

Patching
Administration bmd4
nagat1

User Management
= nagal

Active Directory bmd5

% Configuration

User Licenses
5

4
1

Recipient Email Host License Limit
No Limit
No Limit
] No Limit
| No Limit

Create a New Administrator

Click Create New Administrator and fill in the form, providing all the necessary details about the administrative user and

include the limits to assign to the user.

Used Host Licenses

4
1
0
0

User Type
Root Admin
User

User

User

Authentication Type
Standard Login
Standard Login
Standard Login
Standard Login

Chapter 10 Administration
User Management

Created By

Last Logged In |

20th Jun, 2023 18:27
16th May, 2023 12:02
24th Mar, 2023 14:23
15th Feb, 2023 16:50

An email will be sent to the user containing a welcome message and their Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the account.

Create a New User

Click Create New User and fill in the form, providing all the necessary details about the user. Select the Roles & Sub-Roles
check boxes to assign the roles to the user.
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inistration

Create New User X

+| Account Details A

Name: lPIease enter a name for this account

Username: | Please enter 3 username for this account
Email: | Please enter an account email address

[] Use LDAP for authentication
Host License Limit: No Limit (99951 Host Licenses Available)

4| Recipient Details

Enter an email address to be used for emails, notifications and alerts the Flexera Software Vulnerablity Manager can be
configured to send.

Email: | Please enter a recipient email address | Use Above Email |

+| User Roles & Permissions

Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limited to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (8) Reead [ Write () Read Only () Restricted

[] scanning [] reporting

[] patching
[ results
+ | Restrict User's Network Access

You can limit this user's access and view of the network by restricting their scope using the following filters:

~ | Restrict To This Account
~ | Restrict To Individual Hosts

~ | Restrict On IP Range

| Close |

[

Important « To create a user using LDAP authentication, the Software Vulnerability Manager Username must be the same as
the LDAP Username.

A confirmation email with activation instructions will be sent to the email address provided.

Select the check boxes under Restrict User’s Network Access to specify which network endpoints you would like to allow
the user to have access to. You can use existing configured Hostname or IP Based Restrictions. Please note that Hostnames
must be entered with the langroup(domain) in the format hostname.langroup. Using only the Hostname will not work as
you could have the same Hostname in different domains which will allow users to see hosts they might not be permitted to
see.

Note « Restrict User’s Network Access options are not available when a Database Access Role is granted.

Create a New User for Single Sign-On (SSO)

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select Use SSO for authentication and then select the User Roles & Permissions to assign the roles to the user.
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| Create New User x
« | Account Details

| Name: test123
Username:  test123@example.com
Email: | test123@example.com

Use S50 for authentication
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: [ No Limit (402 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) a mobile number to be usad for emails, notifications and alerts the Flexera Software
| Vulnerability Manager can be configured to send.

Email: | test123@example.com Use Above Email

Mobile Number: ( 91 v | ) 1234567890|

+ User Roles & Permissions
Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limited to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write () Read Only () Restricted

Scanning Reporting

Filter Scan [] Database Access
Results

Patching

Results

+ | Restrict User's Network Access
You can limit this user's access and view of the network by restricting their scope using the following filters:

~ | Restrict On AD -

| Save Close

Active Directory

As a Root Administrator, you can select Enable Active Directory integration to allow your group policies to be
automatically updated in Software Vulnerability Manager when changes are made to the Active Directory.

[

Important « Switching to Active Directory will hide your current Sites structure and the Results > Sites menu. For these to be
displayed you must disable the Active Directory integration, logout, and then login to Software Vulnerability Manager. It is
NOT recommended to toggle Active Directory on and off unnecessarily.

Note « In the SVM new User Interface, you can now configure Active Directory scan and use the schedule options to set Active
Directory scans at selected intervals using daemon. Manual scan can not be done.
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Requirements to integrate Software Vulnerability Manager with the Active Directory Domain:

® Active Directory Domain environment

® Domain User privileges

®  Port 3268 (msft-gc protocol) open between Domain Controller and Software Vulnerability Manager Host

Enabling Active Directory imports all discovered computer objects in the Active Directory Schema. Disabling Active
Directory does not delete the computer objects in Software Vulnerability Manager. Deleting sensitive computer
information in Software Vulnerability Manager must be done manually by the user.

Use the options below to control which Active Directory paths will be scanned. The Active Directory scanner will attempt to
fetch the widest structure possible starting from the provided root location. The scanner only analyses Domain Controllers
and Organizational Units.

® Allaccessible branches—By looking at the Active Directory Partitions, the scanner determines the accessible Domain
Controllers that can be scanned.

® Specific Domain Controller—You can specify a certain Domain Controller to be scanned. It must be accessible from
the host running Software Vulnerability Manager. Select Set nETBIOSName manually to enter the nETBIOSName of
the Domain Controller.

The view options help you control how the elements of the Active Directory are displayed. You can select the Show
Distinguished Names for sites instead of single Organizational Units check box to display multiple Organizational Units
with the same name. Note that this does not affect the Site name for server-side exports or generated reports.

You can use the schedule options to set Active Directory scans at regular intervals or perform a manual scan.

Note « Manual Active directory scan requires Internet Explorer running in Admin mode with ActiveX functionality and will be
available only with previous interface (https://csi7.secunia.com).

IP Access Management (Requires the Software
Vulnerability Manager Plug-in)

280

As a Root Administrator, you can use this page to configure the IP addresses the Software Vulnerability Manager console
can be accessed from.

[

Important - The first IP Access Rule you set up must always be a Allow list rule and must include the external (public) IP
address of the console you are creating the rule from. If, for example, you check ipconfig you will find the internal IP address,
which will not work. You can find your external IP address by using an Internet search engine and typing “find my ip address”.
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Task To create a new rule:

1. Click New IP Rule. Enter a name for the rule, the IP address or IP range, select to add the rule to a allow list or block
list, and the users to apply the rule to. The rule can contain a Single IP or an IP range, but you need to start with a allow
list rule. If you allow list one IP address (the one you are using), then all other IP addresses are block-listed by default.

New IP Rule
Name:
Type: (*) Single IP () IP Range
IP:
Added to: (*) Allow List (?)
Users: @ Al (O Custom
=

2. Onceyou have created a allow list rule with an IP range, you can then block list a Single IP or an IP range within the

allow list IP range.

3. AllIPsthat have been added to a allow list are able to use Software Vulnerability Manager and IPs added to a block list

are not able to connect.

4. Totestif an IP has access to Software Vulnerability Manager based on the current rules, click Check IP.

Password Policy Configuration

Use this page to configure the password policy for users. This policy should be set on a “global” level, that is, the password
policy cannot be configured differently for different users. The Administrator defines the policy based on the options

displayed in the Policy Rules dialog.

Policy Rules

Configure the Software Vulnerability Manager password policy for your users
8 < characters long

d

5 4 changes

i

1 2 digits
(v Password must contain at least one lower case, one upper case and at least one special character
18C 2 days

i

Save
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Configuration

This chapter describes the following features that can be configured in Software Vulnerability Manager:

Settings

Log Messages
Activity Log

Suggest Software
Software Suggestions

Security

Settings

Use this page to configure various settings within Software Vulnerability Manager.

Scan Threads

Live Updates

Collect Network Information

Zombie File Settings

Host Deletion Settings

Check for Missing Microsoft Security Update Settings
Flexera Software Package System (SPS) Timestamp
Mask paths that show user names

Configure Agent’s Status Polling

Java Assessment Settings

Default Recipient Settings
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Settings

® Windows Update Settings
® Single Sign-On (SSO) Settings
®  Configure Single Sign-On (SSO)

® Configure Single Sign-On (SSO) with Azure

Scan Threads

Define the number of simultaneous scans to be executed. You can set the Scan threads value from 1 to 99 (the default is 5).

Please note that the number of simultaneous scan threads will not affect the scans being performed by the CSIA (Agent),
since these scans are made locally by the agents.

Scan Settings

This setting defines the number of simultaneous scans to be executed. The recommended value is between 5 and 10,
depending on the power of the computer and the network capacity available. The value can be set from 1 to 99. (7]

Scan threads: | 5 v

Live Updates

Select the Activate Live Update check box to update your scan results as new Vulnerability Intelligence pertaining to your
existing scan results emerges. By doing this you agree that you understand and accept that this is not a replacement for
regular scheduled scanning, and could lead to your shown scan results not being the most accurate representation of the
current state of your network. Live Update changes will only modify scan data received after enabling this feature. Older
scan results will not be affected by this feature. Please note that Live Update does not update Red Hat Agent scan results.

| want my scan results to be updated in real time as new Vulnerability Intelligence pertaining to my existing scan results emerges. | understand and accept that this is not a replacement for regular scheduled scanning, and
could lead to my shown scan results not being the most accurate representation of the current state of my network. (2)

O Activate Live Update

Collect Network Information

284

Select the Allow Collection of Network Information check box to allow collection and storage of network hardware
information, such as assigned IP and Mac addresses, when scanning devices to be able to restrict users based on IP
addresses or IP Networks.

Note « The collected information is not visible to users except from the Database Console. This option is only available to the
Root Administrator.

Collect Netwark Information

| want to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when | scan devices. (2)

(& Allow Collection of Network Information
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Zombie File Settings

Zombie files are files that were left behind after removing or applying a product/patch. Software Vulnerability Manager will
pick up these files since these are listed in Software Vulnerability Manager file signature as being related to an Insecure or
End-Of-Life product. Select the Hide Zombie Files check box to ensure that zombie files will not be included in any of the
scan results. With the Hide Zombie Files setting enabled, only the highest version of the discovered product will be
displayed in the scan results. To activate the Hide Zombie Files setting, a new scan is needed to change the scan results.

Zombie File Settings

This setting determines the behaviour of the scan engine for handling zombie files. If you choose to hide the zombie files, they will not be included in any of the scan resuls. If you choose to display zombie files, they will be displayed under the Zombie
File Resuls tab. (2)

(] Hide Zombie Files & Display Zombie Files

The Display Zombie Files check box option enables only when the Hide Zombie Files option is unchecked. With the
Display Zombie Files check box enable, the discovered zombie files will be displayed in the Scanning > Completed Scans >
View Scan Result > Zombie File Results tab. For more information, see Zombie File Results.

The Hide Zombie Files setting is a global setting for a partition that applies to all users of that partition. This option is
visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Software Vulnerability
Manager Partition Management for more information.

Host Deletion Settings

Anew setting to delete hosts and their scan data for which the last scanned/check-in time is greater than the specified
number of days.

Host Deletion

I want the host and its scan data to be deleted automatically if the host is either not scanned or checked-in for more than the number of days configured in this setting

|@De\elehosisaﬁer 90 & days

Check for Missing Microsoft Security Update Settings

The Check for Missing Microsoft Security Update Settings determines whether or not agents perform the Windows
Update check to collect and report missing Microsoft Security Updates:

® Enable check for missing Microsoft Security Updates - All agents will check for missing Microsoft updates, using the
Windows Update Settings.

® Disable check for missing Microsoft Security Updates - No agents will check for missing Microsoft updates.

® Useindividual configuration - Agents will use their site settings or their individual settings for determining whether to
check for missing Microsoft updates. If their individual or site setting says that the agent should check for missing
Microsoft updates, then that agent will do the check, using the Windows Update Settings.

Check For Microsoft Security Update Setting

When enabled, agent scans will collect and report Microsoft Security Updates. (2)

(® Enable check for Microsoft Security Updates
(O Disable check for Microsoft Security Updates.
(O Use Individual Configuration

This option is visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Software
Vulnerability Manager Partition Management for more information.
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Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when Creating a Patch
with the Flexera Package System (SPS).

Flexera SPS Timestamp

This setting determines your preferred Timestamp provider. If you don't need any timestamp provider then select No timestamp required. (2)

‘ No timestamp required -
No timestamp required

- DigiCert sha256

Under the Flexera SPS Timestamp drop-down menu, you can select the default “No timestamp required” option or the
appropriate timestamp provider.

URL Allowlist for new Timestamp server

New DigiCert timestamping service IP address:

If necessary, allow this service so that you can access it on your network. It recommended to allow by domain name
(timestamp.digicert.com), but if you are required to allow by IP, the new IP address will be: 216.168.244.9

Mask paths that show user names

To comply with the European Union’s General Data Protection Regulation (GDPR), folder names that contain user
information (Example: C: \Documents and Settings\Username) can be concealed using environment variables instead of
hard-coded paths (Example: %HOMEPATH%).

Select Enable Masking to turn on the GDPR functionality of concealing user name information.
Note « This setting is only available beginning with the Software Vulnerability Manager May 2018 release.

Mask Paths That Show User Names

This setting (not applicable for SCCM imports) is used to ensure windows environment variable names are used instead of user name for the paths that contain profile names. (2)

¥ Enable Masking

Configure Agent’s Status Polling

To address a server’s high CPU usage during high volume of scan data:

® Agent polling has been switched off by default as agent polling is intended for debugging purposes only and is not
needed for core functionality. You have the ability to turn agent polling ON or OFF.

Configure Agents
Configure Agents Status Polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the server traffic by stopping agent from polling. (2)

& Stop agent polling

® Agent codeincludes a logic to determine if the scan data being uploaded to the server is the same as the prior scan. If
itis, then the agent does not upload the data to the server, thereby decreasing traffic on the server. On the server side,
this logic is turned off by default and is only recommended to be turned on for situations where clients are doing daily
scans, Live Update is enabled, and the host machines are relatively stable in terms of software installed on them.
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Server logic can be further tuned with the parameter SKIP_ON_SAME_SCAN_HASH in config.ini, which controls the
number of scans after which the agent is required to send a full scan data to the server. By default, the value of this
parameter is zero. Setting it to a number greater than zero will enable this feature.

Java Assessment Settings

The Java Assessment Settings allows to you specify if you want to detect Java instances in the standard installation
directories alone or in all the directories.

Java Assessment Settings

I want to detect all instances of Java, including those included with other applications which cannot be remediated by a Java patch. By default, only standard installation directories are considered as only they can be
directly patched. To patch vulnerable versions of Java in other such need to be patched versus trying to update Java directly. If enabling detection anywhere Java is found, look to the
detected paths to determine which can or cannot be patched directly.(2)

(@ Detect Java only in standard installation directories where it can be patched

O Detect Java in any directories where it is found, including those that cannot be directly patched

Note  SVM does not detect the Java versions that are embedded in a third-party application to avoid conflicts with publicly

available Java versions. It is recommended to update the embedded Java versions through the updates provided by the third-
party application vendor.

Scan Exclusion Paths

In the Scan Exclusion Paths, by default, all paths will be selected and products with these paths are not included in the
scan results. To include the excluded product and their paths to the scan result, uncheck the desired row and run the scan.

= [Bsoftware Vulnerability Manager PHe & © Logout

Dashboard  Settings X Log Messages

x

gn-On  Email/SMS Recipients

 Stop Site update

Java Assessment Satings

Iwant to detect al i 10 i a Java pateh. By default only i directories. as only they patched. To p f Java embedded in
ppi e P i Java directy If enabling Javaiis found, ook fo i directly (2)
@ Detect Java only i installtion diectori it hed
O Detect Java in itis found,including patched
Below are the list of il paths orfolders mateh added by default 10 excluge fom sean resull Desired approach s to select all tems in the fist below. (2)
O | File path mateh 1 Regex

O] Installer Instaler

The excluded paths can be viewed in the Configuration > Activity Log grid by selecting Search type as Exclusion Path
List.
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= [ software Vulnerability Manager ? & 3
Dashboard Dashboard  ActivityLog
Scanning Show a From  2023-05-11 & To | 2023.08-11 i  |Search type: Exclusion Path List v | searchtext m Show Priorities ¥ m
Activity Name Activty Status U | Time Actity Information Host Pricority
Results
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Temp, Recycle Bin 150,117 162 221 Low
Reporting Exclusion Path List Successful pT.. 1. Listof Excluded Paths winsks x86, ie7updates, hi_mig, Syslem Volume Information 159,117 152 221 Low
Exclusion Path List Successful pT.. 0. Listof Excluded Paths: winsks x86, ie7updates, hi_mig, System Volume Information 159,117 152221 Low
Paching Exclusion Path List Successful pT.. 1. Listof Excluded Paths: winsks x86, ie7updates, h_mig, System Volume Information 159,117 152 221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Installer 159,417 152.221 Low
Administration ;
Exclusion Path List Successful p7.. 1. Listof Excluded Paths: Temp, Recycle Bin 150,117 152,221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Temp, Recycle Bin 159 117 152,221 Low
Configuration
Exclusion Path List Successful 7. 1. Listof Excluded Paths: Temp, Recycle Bin 150.117.152.221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Temp, Recycle Bin 159.117.152.221 Low
Exclusion Path List Successful p7.. 1. Listof Excluded Paths: Temp, Recycle Bin 158.117.152.221 Low
Exclusion Path List Successful p7. 1 List of Excluded Paths: Temp, Installer 159.117.152.221 Low
Exclusion Path List Successful pT. 1 List of Excluded Paths: Temp, Installer 159.117.152.221 Low
Exclusion Path List Successful PT.. 1. Listof Excluded Paths: Temp, Installer 150,117 152,221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths ie7updates, hi_mig, Uninstall Path, Temp, RegisteredPacka. . 159.117.152 221 Low
Exclusion Path List Successful pT.. 1. Listof Excluded Paths: Installer 150.117.152.221 Low
Exclusion Path List Successful p7.. 1. Listof Excluded Paths: hi_mig, Temp, Recycle Bin 159117 152221 Low
Exclusion Path List Successfol p7.. 1. Listof Excluded Paths: Recycle Bin, Temp 150.447.152.221 Low

In the old SVM user interface, excluded paths will be displayed in the Configuration > Settings > Scan Exclusion Paths.

System Score Settings

In the System Score Settings, you can configure weightage for each criterion to calculate the system score for hosts. The
sum of all weights cannot exceed 100. The percentage assigned to each attribute will dictate its influence on the overall
calculation of the system score.

The System Score for a host is calculated based on the following attributes. The percentage assigned to each attribute will ictate s influence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (2)
Secure Products | 6o o | %
Zero Day 0 s %
ThiestScore 10 & 9%

cvssscore (10 s %

10 3%

Upon defining the criteria and running the scan, the system score details will be displayed in the Scanning > Completed
Scans > View Scan Result > Overview tab. Also displayed in the Host Smart Groups grid.
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Overview Scan Results Blocked Results Zombie File Results
——
Host Details
Host
Domain
Site .
Directory
Scan Details
Last Scan 26th Sep, 2023 12:23
Last Scan Type 3
Scans Conducted 12
Scan & Vulnerabilities
Flexera System Score: 57%
Vulnerabilities 36
State of Product
Insecure 29
End-of-Life 0
Secure 84
Total 113
@ Secure (84) O End-of-Life (0) @ Insecure (29) ]
= [ Software Vulnerability Manager PHp & 23
ity g
Dashboard Dashboard Host: All Hosts x
Scanning Showing All Sites ¥ | Showing All Platforms v Search Last Compiled: 27th Sep, 2023 13:00 Export ¥
B Results Host T System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
62%  24th Sep, 2023 12 26 23 131 Active Directory 76024 Windows
100%  17th Aug. 2023 0 0 2 2 FLEXERA 76024 Windows
99%  25th Sep, 2023 9 0 79 88  Active Directory 76024 Windows
25th Sep, 2023 -3 0 206 211 Active Directory RHEL76024 Red Hat Linux

Product Smart Grot

In the old SVM user interface, configured criteria details will be displayed in the Configuration > Settings > System Score
Settings. These attributes cannot be edited.

System Score Settings
The System Score for a host is calculated based on the following attributes, The percentage assigned to each attribute will
dictate its influence on the overall calculation of the system score. The sum of all weights cannot exceed 100. (7]
Secure Products: 60%
Zero day: 10%
Threat Score: 10%

CVSS Score: 10%
Criticality: 10%
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Default Recipient Settings

Specify the default email and SMS recipient lists used throughout the Software Vulnerability Manager User Interface in
various ways, including generating reports and configuring Smart Group notifications.

Default Recipient Settings
These settings define the default email/SMS recipient lists used throughout the Software Vulnerability Manager User Interface in various ways, including generating reports and configuring Smart Group nofifications. Select

email addresses/SMS numbers and click "Save" to update your default setting

Note: When configuring a report or a notification, if desired, a user can provide a select recipient list to use other than the default ones defined here.

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient

Search Search

Available Email Recipients Selected Email Recipients

O | Name Email O  Name Email

O bmd12 com

Windows Update Settings

The Windows Update Settings control the behavior of the Windows Update Agent (WUA) used by Software Vulnerability
Manager and the Software Vulnerability Manager Agent (csia.exe) to retrieve update information on Windows and other
Microsoft products. Each update setting is further explained below.

Windows Update Settings
Configure the behaviour of the Windows Update Agent (WUA). (?),

(O Use a managed Windows Update server
(®) Use the official Windows Update server
(O Use the official Microsoft Update server
(O Use offline method: path to .CAB file

() Enable WMI Check

Save Windows Updates Setfings

Use a managed Windows Update server

The csia.exe agent will request a check for updates through an enterprise managed WSUS instance. On machines not
configured through WSUS, this check for updates will result in the error: 0x80244011 "WUServer policy value is missing in

the registry".

Use the official Windows Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will only return

updates related to Windows.

Use the office Microsoft Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will return a
superset of the "Windows Update server" results that include Windows updates and updates for Microsoft products such as
Office (non App-V, non App-X installs only) and MSVC redistributables.
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Use offline method: path to .CAB file

You should implement the . cab file scanning of windows update for clients that are not connected to the Internet and
cannot access WSUS or MU/WU. In such situations Microsoft provides a . cab file that can be used to scan the system. There
are limitations to this feature:

®  You are responsible for placing the file in a location accessible by Windows Update Services. The file must be on the
local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical updates,
update rollups) and some service packs. It does not include optional updates (such as updates, feature packs, and
tools) and some service packs. If a machine uses this source for scanning, then it is likely that fewer patches will be
detected.

® Software Vulnerability Manager should be run as administrator.

For the Windows Update Proxy Settings, select “Do not use a proxy server for the Windows Update Agent”.

Windows Update Proxy Settings
Configure whether the Windows Update Agent uses a proxy server

(®) Do not use a proxy server for the Windows Update Agent
(O Use the same proxy server for the Windows Update Agent as the Software Vulnerability Manager Agent uses

(O Use a custom proxy server for the Windows Update Agent

Save Windows Update Agent Proxy Settings

Enable WMI Check

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Single Sign-On (SSO) Settings

On the Configuration > Settings tab, you can specify SSO Settings.

IdP Configuration Instructions

Under SSO Settings on the Configuration > Settings tab, you can specify the following IdP Configuration Instructions
settings.

Table 11-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL
into the settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named
accountKey.
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Table 11-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Generate and Show Key Click to generate and display the Account Key.

Note « This key is not stored on the Software Vulnerability Manager server. Make

sure that you keep it in a safe place. If you lose it, you may regenerate the key, but
doing so will invalidate the old key.

Service Provider Metadata URL Lists the Service Provider Metadata URL.

Service Provider Configuration

Under SSO Settings on the Configuration > Settings tab, you can specify the following Service Provider Configuration
settings.

Table 11-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[

Important - Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.

Upload IdP Metadata XML file Select this option if you want to upload the IdP metadata XML file.

Provide IdP Metadata URL Select this option if you want to enter the identity provider metadata URL into the
IdP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configure Single Sign-On (SSO).

Configure Single Sign-On (SSO)

292

The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.
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Perform the following steps to configure Single Sign-On (SSO).

1.
2.

To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Manager:

Sign in to Okta.

Create an admin account.

Click Create App Integration to create a new Okta SSO app.
Choose SAML 2.0 and then click Next.

Enter the name of application in the App name field (Example: SVM). In the App logo (optional) field, click upload
icon and select the application logo. Then click Next

Note « Username needs to be in email format.

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Okta
SAML Settings > fields:

® Single Sign On URL (Same with Destination URL and Recipient URL) to Single sign on URL.
® Service Provider Metadata URL to Audience URI (SP Entity ID).
® Account Key to accountKey Value.

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the
field’s drop-down list:

® firstName
® |astName
® email

® username
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GENERAL

Single sign on URL @

Use this for Reciplent URL and Destination URL

D Allow this app to reguest other SSO URLs

Audience URI (SP Entity ID) @

Default RelayState @)

IT no value Is se1, a blank RelayState Is sent

Name ID format € EmallAddress

Application username § Okta usemame

Update application username on Create and update

Show Advanced Settings

ATTRIBUTE STATEMENTS (OPTIONAL) LEARN MORE

Name Name format (optional) Value
accountkey . Basic v Nxwit7dEEgLP v
firstName . Basic v userfirstiName _v X
lastName . Basic v userlastName v X
emall Basic v useremail v "
username Basic v userlogin v X
Add Another

— IDP Config

Single Sign-On URL (Same with Destination URL and Recipient URL) (2)

| https://svm flexera com/sso/saml/75b3bead-cfd0-4f2d-babe-97a4405fc613

Account key set the below value in your Identety Provider(IDP) a SAML attribute named "accountKey"

Generate Key

Note: This key is not stored on the Software Vulnerability Manager server, please make sure that you keep it in a safe place. If lost, you may regenerate the key but doing so will invalidate the old key.

Service Provider Metadata URII https://svm flexera.com/sso/metadata/7 5b3bead-cfd0-4f2d-babe-97a4405fc613

Click (if not already selected) I’m an Okta customer adding an internal app for the Create SAML Integration - Step 3

Feedback screen.
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General Settings Configure SAML

e Help Okta Support understand how you configured this application

Are you a customer or partner? I'm an Okta customer adding an Internal app

I'm a software vendor. I'd like to Integrate my app with Okta

n The optional guestions below assist Okta Support In understanding your app Integration.

App type 0 This Is an Internal app that we hawve created

8. Atthe Okta Sign On Settings screen, click the Identity Provider metadata link.

Sene! Sign Cn port Assignments

Settings Ednt

SIGN ON METHODS

Default Relay State

SAML 2.0 is not configured until you complete the setup Instructions

View Setup Instructions

identity Provider ﬂ‘E‘tﬁdma Is avallable If this application supports dynamic EO“If-gLIl'EEICﬂ

9. Copy the Identity Provider metadata URL from Okta, login into the partition admin, browse Configuration >Settings
> Service Provider Configuration, and then check SSO Enabled. Select Provide IdP Metadata URL and paste the
copied IdP metadata URL into the text box.

Note « Single Sign-On settings can be updated only by the partition admin.
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Note « For Binaries like Daemon, sc2012 plugin, Client toolkit will be logged in only by the standard login credentials. If
disable standard login is selected, then the binaries will be logged in only by the partition administrator.

Note « For a secure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.

-C'l i-Sea,-re_ hltps-':'.-'! a | - e e | q H

This XML file does not appear to have any style information wated with it. The d tree is shown below.

v omd: EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metodata” entityID="http:/ wew.okts.com/exkE22qwT3eTezvhC3557
v <md: IDPSSODescriptor WantAuthnRequestsSigned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:Z.@:protocol™»
v«md:KeyDeseriptor use="signing">
wods:KeyInfo xmlns:ds="http:/ www w3 . org/2000/99/xmldsige™>
¥ <ds:X5090atax
v<ds: X500Certificates
MIIDnJCCAnagAwI BARTGANQTY IT2MABGCSqGST b 3DQEBCWUIAM TGPNQ swCQYDVOQGEWTVUZETHBEG
AJUECAWKQIF 5 aWZvemSpY T EWHBOGAIUEBrnNU2FuTEZy YIS JaXN bz ENMASGAILECgwET 28 YT ED
MBIGAIUECLUINPUM v dn 1kZXIxEDAOBENVEAMMB2Z s Zith L emExHDABEkghk 1 GAwOBCQEWDW LY
ImOAb2 Y55 Jb2ewHheNMT guhi ] ESMTYOM= T 1he M guil JEAMTYONDI LI CB] 2 ELMAKGATUEBRMC
VVHXE 2 ARBGNVEAGHMCkNhbG 1mb 3 TualfE xF JAUBENVBACHDVIhD {BGcmFuY2 1Y 2ExDTALEGNVEACH
BESrdGExFDASBENVBASHCINTT 1By b3 ZpIGVyRANDE YDVQQDDAImbGYA ZX JhHRwnGEY IKoZ Thvchl
AQKBF glpbmZvQGIrdGEUY29tHI IBT JANBEkghk1GOWOBAQE FAAOCAQBANT I6C g CAQE Ahbk /BHMHm
33%n3hKeqseqiedotvic 2iWP/ aCTHY s 2vicQPIUseoATRe SEEQS y Tay Thadg1Mb jn xg teFkN1S
BYSIWccyrxfGREAZ2IMES gdx0T fud+IxYS 5fMdsCtQahIpPliThle/ ICSEI2CHY/ hE22/ abBkou
chQTh+10WRP J JnkUnaPz qICqhOgx@NOWT SMSwbucakimkVar cJ2a65Vins PVTATK+8n1pIiI07X]
521aJBPIXIQSROVKUZ4XSCEDFVT zuzy4WIL JAy FTpsHEd tHOa gqux I 4huyYOpPAKSVINGS 0a 1Fmky
UGY§28QNATAr kyDBQEUEVEEbABHA W IDAQABMABGL SqES Ib3DQEBCwUAAL IBAQBShANUISpvth T
WHhEUeZiRHggely 3+MEL 6 9K 140 VEXrChat 1dBE+SHIXNTbq iHGy 03X/ PROIS Zay4g04TLI0/D
¥/ L7ZhNEZDIh1AGVE TEGI IxhzgqWXOrongHBCV YV x@ANVXL gS /mwQFCY 44 TLP/F4wvs TgshLoYS1
M0 E f sk NF 2dnBS LTIy g hmx,/ eq jQroDQL/ FkUSIOJLE4x29%0CbIV
840F TucZhBRXNDOGORES fE 26 jI+4EDEaNr3 jPseBejtUunETcSaoteZtmiqunT 3n8GWjoalcd]Eu syE41EclduRlecho/ jolubG
< fds:X509Certificater
</ds:X5060atas
</ds:KeyInfor
«</md: KeyDescriptor>
¥ <md:MameIDForsats
urn:oasis:names:te:SAML:1. 1 nameid-format unspecifisd
« fmd: NameIDFormat >
¥ <md:Name IDFormat>
urn:oasis:names:tciSAML:1.1:naneid-format:emailaddress
«/md:NameIDFormats
<md:SingleSignOnService Binding="urnioasis:nemes:tc:5AML:2. @:bindings:HTTP-POST"
Location="https://flexera.okta.com/app/flexera_svmstaging 1/exk&22qw?3eTezvhC355/ss50/saml” />
«<md:SinglesignOnService Binding="urn:oasis:names:te:SAML:2.0: bindings:HTTP-Redirect™
Locstion="https://flexers. okts,com/app/flexera_svmstaging 1/exk622qnw73eTezvhC355/ 550/ saml” />
</md: IDP5500escriptors
</md:EntityDescriptor:

Service Provider Configuration
[ SSO Enabled (?)

[ Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(®) Provide |dP Metadata URL
(O Upload IdP Metadata XML file

https:// okta.com/. Isso/saml/metadata

[ Automatically create new user

Copy permission from selected user

(User) hd

Save Service Configuration

Copy the Identity Provider metadata context from Okta and save in XML format. When you select Upload IdP
Metadata XML file, click Import XML, browse and select the XML file.

10. Select Automatically create new user check box and selected the template user from the drop down box.
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11. If you want to disable standard login options for all of your users (except root), select the Disable standard login
(Ensure SSO is working first, to prevent lockout) option.

[

Important « Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.
12. Click Save Service Configuration on the Configuration > Settings page.
13. Add Software Vulnerability Manager users to the Okta SSO account.

14. To assign Software Vulnerability Manager users to the Okta SSO app, click settings drop down, and choose Assign to
Users. You can also assign user by clicking Assign Users to App tab.

15. Users can login to Okta by entering the valid credentials and then click on Software Vulnerability Manager app to
access the application.

16. Users are then logged into the Software Vulnerability Manager Login page.

[

Important - For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2
hours of inactivity.

Configure Single Sign-On (SSO) with Azure
To configure SSO in Azure, perform the following steps:
®  Create an Enterprise Application
®  Assign Users to the Enterprise Application

®  Setup Single Sign-On (SSO) in Azure

Create an Enterprise Application

Perform the following steps to add Software Vulnerability Manager as an Enterprise Application Azure Active Directory.

Task To create an Enterprise Application:
1. Loginto Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/account/

2. From the list of available Azure services, choose Azure Active Directory.
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Welcome to Azure!
Don't have a subscription? Check out the following options.
\
s ; '
I -4 - 4
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, ~ Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.
sorc [P Baiirac? [ eiore [T
Azure services
y — = = - »
+ | ¢ B & = 0 y 2 -
Createa Azure Active Virtual App Services Storage SQldatabases  Azure Database ~ Azure Cosmos  Kubernetes  More services
resource Directory machines accounts for PostgreSQ.. DB services
3. Click on Enterprise applications in the left pane.
@ Overview
L Getting started
Preview features
# Diagnose and solve problems
Manage
ﬂ Users
& Groups
B2 External Identit
&6, Roles and administrators
Administrative units
Enterprise applications
Devices
App registrations
(&) Identity Governance
El  Application proxy
|‘. Licenses
® Azure AD Connect
4. Click + New application.
Enterprise applications | All applications -
mE= Flexera, Inc. - Azure Active Directory
« —+ New application Columns Preview features Q Got feedback?
Overview =
. o Try out the new Enterprise Apps search preview! Click to enable the preview. —>
0 Qverview
K Diagnose and solve problems Application type Applications status Application visibility
‘ Enterprise Applications ' | ‘ Any ' | ‘ Any '
5. Click + Create your own application.
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Browse Azure AD Gallery

| -+ Create your own application | O Request new gallery app O Got feedback?

o You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

|/o bearch application Single Sign-on : All User Account Management : All Categories : All

6. Enteraname for the application.

Create your own application X

What's the name of your app?

| Test,App‘

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible.

0 Utest

SAP SuccessFactors

ZX¥ SAP Cloud Platform

\ \ SAP Fieldglass

S0P Fagnen

ZX¥ SAP Fiori

7. Click Create. The new enterprise application will be created.

122 Enterprise applications | All applications - X
R fexera Development Account - Azure Active Directory
.4 + New application == Columns | & Preview features < Got feedback?
Overview
. @ Try out the new Enterprise Apps search preview! Click to enable the preview. —>
0 Overview
K Diagnose and solve problems Application type Applications status Application visibility
[ Enterprise Applications v Any v [any v Apply
Manage
i All applications (2 <]
B Application proxy Name Homepage URL Object ID Application ID
£ User settings n Software Vulnerability Manager C67652b7-ec8b-469f-94ee-c3110c1f80db  25a40eca-dSef-40c2-a8cS-afbed2ese2al
B Collections

Assign Users to the Enterprise Application

To assign users or groups to the enterprise application, perform the following steps.
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To assign User:

1.

On the application account details page, select Users and groups from the left panel.

g2 Software Vulnerability Manager | Overview

&

nterprise Application

B overview

Deployment Plan
Manage
1l] Properties

& Owners

&, Roles and administrators (Pre...

2 Users and groups

D Ssingle sign-on
@ Provisioning
B} Application proxy

€ seif-service

«

Properties

Name
Software Vulnerability Man... I |

Application ID @
25a40eca-dsef-40c2-a8c5-.. [ |
ObjectiD @

| c6765267-ecob-2691-94¢e.. 1]

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

_3 2. Set up singlle sign on @3 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Enable users to sign into their application
using their Azure AD credentials

Assign users and groups Get started Get started

Security

® Conditional Access

2. Click + Add user/group.

== Columns  Got feedback?

« + Add user/group f Edit ﬂl Remove 5:':‘ Update Credentials
£ overview =

o The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. —>
Deployment Plan

Manage | first 100 shown, to search all users & groups, enter a display name.

Il Properties Display Name Object Type
&8 Owners

4. Roles and administrators (Pre...

& Users and groups

o] Single sign-on

3. Under Add Assignment > Users and groups click None Selected link. Search and select desired users and groups,
and then click Select.

Home > Prashant_onprem >

Add Assignment

Azure Active Directory

Users and groups X

[0 search
Users and groups

None Selected
Select a role

Selected items

No items selected

4. After selecting, click Assign.

The Users and groups then assigned to the Enterprise Application.
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Set up Single Sign-On (SSO) in Azure
For setting up single sign-on in Azure, perform the following steps.
To set up single sign-on:
1. Onthe application account details page, select Single sign-on from the left panel. You can also select from the
Overview page by clicking Get started link.
Y Software Vulnerability Manager | Overview - X
Enterprise Application

B overview ~ Properties

(@ Deployment Plan Name ©

Kidaage n [ Software Vulnerability Man... 1 |

| Application ID @
Il Properties
| 25a40eca-dsef-40c2-a8c5-... I |
MuouDE ObjectiD @
&, Roles and administrators (Pre. [ co765207-ecob-4691-94ee.. 1|

& Users and groups

9 single sign-on

@ Provisioning

Getting Started

B Application proxy .I 1 Assign users and groups 5)  2.Setup single signon @) 3. Provision User Accounts

G Self-service Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application

Security Assign users and groups et started Get started

® conditional Access

5 Permissions

© Token encryption WL 4. Conditional Access ©C 5. Self service

Enable users to request access to the
application using their Azure AD
credentials

Secure access to this application with a
customizable access policy.

2. Click SAML.

3. The Set up Single Sign-On with SAML page appears. Under SAML Signing Certificate field copy Metadata Url, login
to Software Vulnerability Manager, browse Configuration > Settings > Service Provider Configuration, and then
check SSO Enabled. Paste the copied URL into the text box.
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302

4.

o Basic SAML Configuration
Identifier {Entity ID)
Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State
Logout Url

e User Attributes & Claims

firsthame

lastName

accountkey

email

username

Unigue User Identifier

9 SAML Signing Certificate

Status

Thumbprint

Expiration

Motification Email

App Federation Metadata Url

Certificate (Basedd)
Certificate (Raw)
Federation Metadata XML

Service Provider Configuration
& S50 Enabled (7)

& Edit

https://csi7.secunia.com/sso/metadata/263198ec-dc32-4c
79-9440-610987b823¢c

https://csi7.secunia.com/sso/saml/263198ec-dc32-4¢79-9
440-610987b823c1

Optional
Optional
Optional

& Edit

user.givennzme
user.surname
"t5PyTIW2vRkm”
user.userprincipalname
user.userprincipalname
user.userprincipalname

& Edit

Active

3061478B1254A2BABD152FB01B61BOFT72B2COTE

5/31/2024, 12:55:44 PM

A - - - -
https:{ﬂog\n.microsoﬂonline.comﬁd954282—b832...

Download

Download

Download

[_] Disable Standard Login (Ensure SSO is working first, to prevent lockout)

(%) Provide |dP Metadata URL
(O Upload IdP Metadata XML file

https:/flogin.microseftonline.com/7d954282-b832-4891-a1e8-a894a07 cd5f0/federatic

] Automatically create new user

Save Service Configuration

Generate an account key from the Software Vulnerability Manager Configuration > Settings > IdP Configuration
Instructions and then click Save Service Configuration button. Click Ok and agree the confirmation dialog which

appears.

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Azure

Single sign on > Set up Single Sign-On with SAML > Basic SAML Configuration:

®  Single Sign On URL (Same with Recipient URL and Destination URL) to Reply URL (Assertion Consumer Service

URL).

® Single sign on URL and Audience URL (SP Entity ID) to Identifier (Entity ID).

After selecting the details click Save.
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Note  Metadata URL can not be used for the multiple applications.
6. Edit the User Attributes & Claims
® C(Click Edit.
User Attributes & Claims
& Edit
firstName user.givenname
lastName user.surname
accountkey “t5PyT1W2vRkm"
email user.userprincipalname
username user.userprincipalname
Unique User Identifier user.userprincipalname
® The User Attributes & Claims page appears.
® Delete all old attributes and claims by clicking the context menu icon.
User Attributes & Claims
T Add new claim -+ Add 2 group claim Columns
Required claim
Claim name Value
Unigue User Identifier (Name 1D} user.userprincipalname [nameid-for.. ***
Additional claims
Claim name Value
accountkey “t5PYT IWavRkm" [i] Delete
email user.userprincipalname
firsthName user.givenname
lastName user.surname
username user.userprinc\palname
® Click + Add New claim to add new attributes and claims.
® The Manage claim page appears.
® Enter namein the text field.
®  Select the source attributes from the drop down list.
®  Afterselecting, click Save.
Follow the above steps and add attributes and claims for the following:
e firstName
® lastName
® email
[ username
® accountKey
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Log Messages

Note « While selecting accountKey attributes paste the generated Account key which is copied from the Software
Vulnerability Manager Configuration > Settings > IdP Configuration Instructions.

7. After configuring, click Test, and then click Sign in as current user link.

Software Vulnerability Manager | SAML-based Sign-on

Enterprise Application

ol T Upload metadata file 9 Change single sign-on mode 7= Test t Q@ Got feedback?

N Expiration V2025, 22

xpiration  2:2 . : : o .

- X

Detiameniin e G vamrec  1ES single sign-on with Software Vulnerability Manager _azure_ci

App Federation Metadata Url https/login.r
Manage Certificate (Base64) Download
1 Properties Certitcats (Ra) Download @ Microsoft recommends instaliing the My Apps Secure Sign-in Extension for automatic error capture and resolution guidance. Make sure you

Federation Metadata XML Download allow third-party coakies if you have installed it but this message stll shows up.
& Owners
2
4. Roles and administrators (Pre. Y il .

[ - I —— Please make sure you have configureds _ci before testing.

&2 Users and groups

You'll need to configure the application to link with Azure AD. ” Signin as cument user ‘
D single sign-on

Login URL | httpsy/iogins |

@ Provi
rovisioning Azure AD Identifier [ i

Sign in as someone else ](-equwes browser extension)

B Application proxy Logout URL [ httpsy/toginr
) """ Resolving errors
G Self-service View step-by-step instructions
1f you encounter an error in the sign-in page, please paste it below. If you still see the same issue, please wait for couple of minutes and
- retry.
ecurity
(5] What does the error look like? of

& Conditional Access Test single sign-on with Software Vulnerability Manager

% Permissions Test to see if single sign-on is working. Users will need to be ad Request Id: 4f8ec053-fb71-
Correlation Id: 5aa879fS-68f

mp: 2018-03-06723:
Message: Error AADSTSXXXX

278623261900
-a405-f{393d8fach0

@ Token encryption

jution guidance

8. After successful action it navigates to the Software Vulnerability Manager application.

Note « You can also access through the Service Provider (SP) login for the created application by using the assigned user.

Log Messages

Use this page to view sequential data regarding the actions being performed by Software Vulnerability Manager. It can also
be used to detect and fix any issues that you might experience with the Software Vulnerability Manager console. The Log
Details page becomes populated when you select the Configuration > Settings > Debug Logging > Enable Logging check
box.

Right-click or double-click a message to copy the row data to the clipboard. Click Clear to remove all log entries. In the
event of a support request you may be requested to provide relevant information from this page.

Activity Log

304

Use this page to view information about user activity within Software Vulnerability Manager, for example “write” actions,
logins, and so on, with the exception of scans (due to the volume of data generated). You can access a full activity and login
log for compliance monitoring and auditing purposes.

Click the calendar icon next to the From and To fields to set a specific Activity Log date range to view. You can also use the
Search field to filter the Activity Log results to specific actions, for example changes to IP access rules.

Select Show Priorities to filter the results by High, Medium or Low Priority.
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Dashboard Activity Log

Showalllogs | | From: | 2021-08-20 & To | 2021-1129 & | searchiype v | | search text Show Priorities
Activity Name Activity Status User Time § Activity Information Host Prirority
User Login Successful 18:33 29th Nov, 20 Authentication by cached UID 223.31.69.69 High
Package Creation Successful 16:46 29th Nov, 20 Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10. 223.31.69.70 Medium
VPM QuickPatch Successful 16:41 29th Nov, 20... QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0 223.31.69.69 Medium
User Login Successful 16:04 29th Nov, 20 Authentication by cached UID 223.31.69.69 High
User Login Successful 13:23 29th Nov, 20 Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 13:23 29th Nov, 20... Authentication by cached UID 223.31.69.69 High
User Login Successful 17:24 28th Nov, 20... Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 17:24 28th Nov, 20... Authentication by cached UID 223.31.69.69 High
Delete Host Successful 20:04 27th Nov, 20... 2 Hosts: Deleted 223.31.69.69 Low
User Login Successful 19:38 27th Nov, 20 Authentication by cached UID 223.31.69.69 High
User Login Successful 17:55 27th Nov, 20 Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 17:55 27th Nov, 20 Authentication by cached UID 223.31.69.69 High
Package Creation Successful 22:46 26th Nov, 20... Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.31.69.70 Medium
User Logout Successful 17:48 26th Nov, 20...  Logout (Software Vulnerability Manager) 14.143.29.100 Low
User Account Crea. Successful 17:46 26th Nov, 20 Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20... Authentication by cached UID 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20 Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20 Login (Software Vulnerability Manager) 14.143.29. 100 Medium
User Login Successful 17:44 26th Nov, 20.. Authentication by cached UID 14.143.29.100 High
User Login Successful 17:26 26th Nov, 20 Login (Software Vulnerability Manager) 157.45.20.90 Medium

Create Notifications for the Activity Log

With this configuration, you can schedule multiple notification digest for the respective events through emails.

Task To create Notifications:

1. Click Create.

Dashboard Dashboard  ActivityLog >
Scanning Showalllogs | From: | 20210829 & To 20211120 & | Searchtype: - B stovrroriies »
e Activity Name Activity Status User Time 4 Activity Information Host Prirority
User Login Successful 18:33 291 Nov, 20...  Authentication by cached UID 223.3169.69 High
Reporting Package Creation Successiul 16:46 20th Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10... 223316070 Medium
VPM QuickPatch Successiul 16:4129th Nov, 20...  QuickPaich: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0... 223316969 Medium
B User Login Successful 16:04 20th Nov, 20...  Authentication by cached UID 223.31.60.60 High
s an User Login Successful 132320t Nov, 20 Login (Software Vuinerabilty Manager) 223316069 Medium
User Login Successful 1323291 Nov, 20...  Authentication by cached UID 223.3169.69 High
Configuration User Login Successful 17:24281h Nov, 20...  Login (Software Vulnerability Manager) 223316969 Medium
User Login Successful 17:24281h Nov, 20...  Authentication by cached UID 223.3169.69 High
Delete Host Successiul 20:0427th Nov, 20... 2 Hosts: Delefed 223316969 Low
User Login ccessful 19:38 27th Nov, 20 Authentication by cached UID 223316069 High
User Login Successful 17:55271h Nov, 20...  Login (Software Vulnerability Manager) 223.3169.69 Medium
User Login Successful 17:5527th Nov, 20...  Authentication by cached UID 223316969 High
Package Creation Successful 224626t Nov, 20 Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.3169.70 Medium
>3 User Logout Successiul 17:4826th Nov, 20...  Logout (Software Vulnerability Manager) 14.143.20.100 Low
S AT User Account Crea Successful 17:46 26th Nov, 20 Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 260 Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful 17:4426th Nov, 20...  Login (Software Vulnerability Manager) 14.143.20,100 Medium
User Login Successful 17:4426th Nov, 20...  Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successiul 17:44261h Nov, 20...  Authentication by cached UID 14.143.20.100 High
User Login Successful 17:2626th Nov, 20 Login (Software Vuinerabilty Manager) 157.452090 Medium

2. Configure New Log Notifications dialog box opens.
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Configure New Log Notification

Notification Details

Name & Applicability
‘You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Enter a name (or short description) for this nofification

Event Selection

Select events

Available Events Selected Events

Name O  Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

J0oooo0oo0oo0O0O0O0O|o

Penntn Crnn Penin

Alert Conditions
How often should this notification rule run? Scheduled is based on when the rule is saved/modified

Choose Frequency - Choose time v

() NOTIFY me when the conditions are NOT met. | ., leave unchecked for a 'no news is good news' policy.

Recipients Selection

3. Describe notification name, select the required events, and then select notification schedules.

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Suggest Software

Use this page to send details about software that you would like to be added to our File Signature database.

Itis important to enter as much information as possible to facilitate the processing and acceptance of your request.

Suggest Software
Your Contact Details
Your recipient profile information will be automatically submitted with this suggestion.

Username: bmd12
Email: smallikarjunappa@flexerasoftware.com

Product Details

Product Path: Main .exe or .dll (You must use "browse" for this.) Browse...
Product Name: Please specify the name of the product

Product URL: Please specify the url of the product

Description: Please provide a description of the product

Clear | | Suggest Software
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Software Suggestions

Use this page to view details of the suggested software.

You can see the average time to resolution in days.

Dashboard Dashboard  Software Suggestions
Scanning Average time to resolution over last 30 days : 2 days. Export v
Results Name Version URL Email Comment Status Created |
NppShell64 dil 01 http:/iwww.flexera.com Request Sent 20th Jun, 2023 15:09
Reporting Firefox 110.0 http://www flexera com Request Sent 19th Jun, 2023 13:02
7-Zip 2201 http://www flexera com Request Sent 19th Jun, 2023 12:44
Pakcting Internet Explorer 11.00.19041.1 (WinBuild ... http://www flexera.com Request Sent 19th Jun, 2023 12:08
Microsoft® Windows® Op. 4.18.1909.6 (WinBuild 16 hitp.//www flexera. com Request Sent 19th Jun, 2023 12.07
Administration
Microsoft® Windows® Op 10.0.18041.1 (WinBuild.1 https-//www heidisgl com/ Request Sent 16th Jun, 2023 14-00
%% Contgaaton Notepad-++ 853 http /A flexera com Request Sent 16t Jun, 2023 12.05
VLC Web Plugin 303 http://www.flexera.com Request Sent 3rd Mar, 2023 13.03

Settings

Softw

Security

Under Status column you can view the status as given below:

Table 11-3 « Suggest Software Status Column Details

Status Description

Request Sent

Indicates the suggested software request as been sent to SVM.

Needs Clarification

Indicates that the suggested software request needs clarification.

In Progress

Indicates the suggested software request is In progress.

Not Applicable

Indicates the suggested software request is not applicable.

Pending Review

Indicates that the suggested software review in pending.

Completed

Indicates that the suggested software is added to SVM.

Rejected

Indicates that the suggested software request is rejected.

Note « You can delete only your Software Suggestion records.

Security

Software Vulnerability Manager provides the following security features for user passwords:

® Change Password
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® Password Recovery Settings

Change Password

Use this page to change the Software Vulnerability Manager account password for the user that is currently logged in. The
new password must contain a minimum of eight characters, or comply with the criteria defined in the Password Policy
Configuration rules.

Change Password X

Change Stored Password Data

Password must confirm to the following policy

- Be at least 8 characters long.

- Contain at least 1 digit(s).

- Contain at least one lower case, one upper case and at least one special character.
- One cannot reuse a password for at least 5 change(s).

- Passwords must be changed every 180 days.

Existing Password:
Enter New Password

Confirm New Password:

Change Password

Password Recovery Settings

Use this page to verify your email address and mobile number that will be used for password recovery. If your password is
lost you can reset it at login using your verified email address and mobile number.

In the Contact Details fields you must provide your email address and a mobile phone number and click Send Verification
Codes. The verification code will be received in two separate messages - one SMS on your mobile phone and the second via
an email message. When entering your mobile phone number, you should select your country code from the drop-down
list.
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Password Recovery Settings

Contact Registration

Contact information is not verified

Verification codes were sent to:
Email address

Mobile number:

Contact Details

Please enter your email address and mobile phone number (including country code) and click "Send Verification
Codes". You will get two verification codes: one sent to your email address and another sent to your mobile.

Email Address:

Mobile Phone: ( - )

eqg. +1 12345678

Contact Verification

Please enter the verification codes sent to your email address and mobile as well as your current password, and
click "Verify" to complete the verification process.

Enter code sent via Email:
Enter code sent via SMS

Enter current password

Note « Ifyou have not configured your password recovery settings and you need to reset your password at login, you can
restore access to your user account. After clicking Forgot your password? Flexera will send an email to the email address
used at the time of your account creation. The email subject line will state: “Flexera Software Vulnerability Manager Password

Recovery Failed” The email will state: “Dear customer, You have not configured the password recovery settings. Please
contact your admin/Support’.
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Appendix A - Software Vulnerability
Manager Partition Management

This appendix explains how to create and administer your Software Vulnerability Manager Partitions:
® Introduction

®  Partition Management

Introduction

Use Administration > Partition Management to create and administer:
® Additional Software Vulnerability Manager Partitions by assigning a specific number of host and user licenses
®  User roles with specific modules and read/write permissions with host licenses

Your overall corporate group of machines is your network. Software Vulnerability Manager gives you the ability to logically
partition your network. If you only use one network partition then your network and your network partition are the same
thing. If your company is divided across logical and physical partitions, you can mimic that in Software Vulnerability
Manager by creating multiple network partitions.

Refer to Administration for more information regarding User Management.

Note - Using a single WSUS server with multiple partitions is not supported.

Partition Management

Use this page to create and administer your Software Vulnerability Manager Partitions.
® Overview
®  Permissions

® Hostand User Licenses
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® (Create a New Partition Administrator

® Grant User Access to all Completed Scans and Single Host Agent Entries

Overview

When Flexera creates the Software Vulnerability Manager base user, this user is the Partition Administrator of “Partition 0”.
The Partition 0 Administrator is the unique global administrator for the company, irrespective of how many partitions are
created.

The Partition 0 Administrator can create further network partitions by creating new Partition Administrators. Only the
Partition 0 Administrator can create new partitions.

Every partition has identical functionality - the only difference is that an entire partition (N>0) can be deleted by the
Partition 0 Administrator.

Partition 0 Partition 1 Partition 2 Partition N
= -
No No
Access - Access -
= 5 € i 2 o == = it
SVM Partition 0 Administrator SVM Partition 1 Administrator SVM Partition 2 Administrator
(Created by Secunia) Dashiboard, Scanning, Resuits, Reporting, Dashboard, Scanning, Results, Reporting,
Dashboard, Scanning, Results, Reporting, Patching, Receive Natifications, Patching, Receive Notifications,
Patching, Receive Notifications, User Management, Configuration User Management, Configuration
Partition Management, User Management,
Configuration _
o
SVM Administrator: SWM Administrator:
SUM Administrator: Dashboard, Scanning, Results, Reporting, Dashbeard, Scanning, Results, Reporting,
Drshlicar Eennmne Realle Regorfine: Patching, Receive Netifications, Patching, Receive Notifications,
e R Rt s User Maniagement, Configuration User Management, Configuration

User Management, Configuration

o = s @

SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

-

Dashbeard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results, Dashhoard, Scanning, Dashboard, Results,
Receive Notifications Receive Notifications Receive Notifications Receive Motifications Receive Notifications Receive Notifications
SVIM User: SVM User: SVM User: SVM User: SVM User: SVM User:
Dashboard, Patching, Dashboard, Resporting, Dashbaard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting,
Receive Notifications Receive Notifications Receive Notifications Receive Natifications Receive Notifications Receive Notifications

Note - Just as creating a partition is done by creating a new Partition Administrator, deleting an entire partition is done by
deleting the Partition Administrator.

Within a partition, there is only one Partition Administrator. All additional accounts are regular users, however, these users
all have specific roles. One of the roles a user can have is Administrator.

The main difference between users who have the Administrator role and those who don’t is that Administrators can create
and delete other users within their partition. They can delete any non-administration users, but not other Administrator
users.

The Partition 0 Administrator can access the Partition Management and User Management menus.

All other Partition Administrators can only access the User Management menu.
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Permissions

The MySQL user that is being used to connect to the database requires full privileges on the MySQL server (including the
grant option) as in the following SQL statement:

GRANT ALL PRIVILEGES ON *.* TO ‘secunia_user’@'localhost' WITH GRANT OPTION;

The WITH GRANT OPTION is only required when creating Partitions. If you don’t want to permanently give the GRANT
privilege to Software Inspector’s MySQL user, you can give the permission temporarily when creating Partitions and then
revoke the permission afterwards.

Host and User Licenses

The Partition 0 Administrator is assigned user licenses from Flexera. When the Administrator creates a new partition,
licenses are allocated to the Partition Administrator of that partition. Those licenses are effectively no longer relevant to
Partition 0 - and no one in Partition 0 can use them. The Partition 0 Administrator can reclaim unused licenses from
another Partition by right-clicking an existing account and editing it.

The Host and User licenses in a given partition belong to a shared pool. Any user who scans hosts will use host licenses
from this pool. When a user is created, an Administrator can limit how many active licenses they can claim - note, this is
only an upper bound of the licenses they can use, and should not be confused with them being “assigned” licenses.

User licenses are used per account. For example, when the Partition 0 Administrator is assigned 100 licenses from Flexera,
they use one for their account, so there are 99 left in the pool. The Partition 0 Administrator only assigns them when
creating a new Partition. For example, the Partition 0 Administrator creates a user for Partition 1 (that takes 1 license), and
gives the Partition 1 Administrator 50 user licenses. The Partition 0 Administrator now has 48 left, and the Partition 1
Administrator has 50, meaning, at most 50 additional users could be created in Partition 1.

When an Administrator in a given partition creates a user, they use 1 user license from the pool in that partition. When that
user is deleted, their user license is re-added to the pool.

Create a New Partition Administrator

Click Create New Partition Administrator and fill in the form, providing all the necessary details about the Partition
Administrator and include the number of host and user licenses to assign.
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Create New Partition Administrator *

« | Account Details

Name: IPIease enter a name for this account

Username: | Please enter a username for this account

Email: | Please enter an account email address

Assign Host Licenses: | [ {11 Host Licenses Available)

Assign User Licenses: | | {26 User Licenses Available)

4 | Recipient Details

Enter an email address and {optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Please enter a recipient email address | Use Above Email |

Mobile Mumber: { ... )

Save | Close |

An email will be sent to the User containing a welcome message and the Software Vulnerability Manager login credentials.
Right-click an existing account to view, edit or delete the partition.

Partition Administrators can choose Smart Groups to copy to another account using the Create/Edit User form.

| Restrict On IP Range
~ | Restrict On IP Network:

Existing Hostname or IP Based Restrictions

Type Scan Target

No Restrictions Configured

~| Share Smart Groups

Choose which Smart Groups you would like to copy to this User

Smart Groups to Copy to this User

Name ~ Description Status (@]
=
Insecure installa. g A
high_and_above B
from remote ]
Extremly Critical.. 0
7-Day Critical Vu... This will show all insecure products rated "Highly™ or "Extremely Critical”,.. B w
v
Save || Close |

Note « Sub-Accounts are not allowed to modify their copy of a Smart Group.

The Partition Administrator can also unshare a copy of a Smart Group.

If the Sub-Account already has a Smart Group of the same name and type, the Partition Administrator cannot share their copy
with them.

If the Partition Administrator modifies the Smart Group, all shared copies are also modified.

If the Partition Administrator deletes the Smart Group, all shared copies are also deleted.
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Partition Management

Grant User Access to all Completed Scans and Single Host
Agent Entries

Partition Administrators can permit a user or administrator to view all Completed Scans and Single Host Agents by
selecting a check box in the User Account Details form.

When enabled, the user will be able to see the Completed Scans and Single Host Agents from all other users in their

partition.
View [ Edit User b4
4 | Account Details A
Name:  hdobre_userl
Username: | hdobre_userl
Emiail:
["] Generate a new one-time password and email it to the address specified above
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: Mo Limit {11 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Use Above Email |

Mobile Number: { v ()

Note « This functionality is not available when editing a Partition Administrator or when creating a new user or

administrator, only when editing an existing one.
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Partition Management
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Appendix B - About Secunia Advisories

This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities.

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVE References

CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote
From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.

Criticality (Severity Rating)

318

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical

® Thisvalue is generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.
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Impact (Consequence)

®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical
This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web applicationin a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.
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Impact (Consequence)

Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote

attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.
Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root

account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.
Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.

System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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References

When you export data from the Software Vulnerability Manager user interface to a CSV file, some values may differ. Each
data setin this appendix includes a cross-reference table to explain the different values between the user interface and CSV
file.

Note « Dates and times in the Software Vulnerability Manager database are created using the Coordinated Universal Time

(UTC). In the Ul, dates and times in UTC are converted to reflect your local time zone. This UTC date and time conversion is not
possible for CSV reports, resulting in a date and time mismatch between the Ul and CSV report.

Note - When you set the agent to scan “As soon as possible’, the date and time in the Ul will be listed “As soon as possible”

with a date in the past as the next scan date. In the CSV report, the scan date is the actual date from the Software Vulnerability
Manager database without transformation.

This section provides a cross-reference for the following CSV file values:
® Host Smart Group

® Advisory Smart Group

®  Product Smart Group

®  Scan Result

® Completed Scan

® Scheduled Exports

® Single Host Agent

® Smart Group Notifications

® User Management
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Host Smart Group

Host Smart Group

For further information regarding the Business Impact terminology, see Criticality (Severity Rating).
[ ]
Advisory Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Zero Day No 0
Zero Day Yes 1
Solution Status Unpatched 1
Solution Status Vendor Patched 2
Solution Status Vendor Workaround 3
Solution Status Partial Fix 4
Attack Vector From remote 1
Attack Vector From local network 2
Attack Vector Local system 3
Impact System Access 1
Impact Denial of Service 2
Impact Privilege Escalation 3
Impact Exposure of Sensitive Information 4
Impact Exposure of System Information 5
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Product Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File (cont.)

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Impact Brute Force 6
Impact Manipulation of Data 7
Impact Spoofing 8
Impact Cross Site Mapping 9

See Appendix B - About Secunia Advisories for further information regarding the following terminology:
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Product Smart Group

For further information regarding the Criticality terminology, see Criticality (Severity Rating).

Table C-2 « Scan Result Values from the User Interface Versus the Exported CSV File

Scan Result Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Issued Number of days ago Month, Day, Year
Soft Type - 0S 1 1
Soft Type - Program 2 2
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Completed Scan

For further information regarding the Criticality terminology, see Criticality (Severity Rating).
Completed Scan

Table C-3 « Completed Scan Values from the User Interface Versus the Exported CSV File

Completed Scan Values Software Vulnerability Manager Exported CSV File

User Interface

Time Date, Month, Year, Time (24-hour Month, Day, Year, Time (12-hour
clock) clock)

Results Exist Yes 1

Results Exist No 0

Zombie Files included (Blank)

Zombie Files notincluded 0

Scheduled Exports

Table C-4 - Scheduled Exports Values from the User Interface Versus the Exported CSV File

Scheduled Exports Values Software Vulnerability Manager Exported CSV File

User Interface

Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
Last Execution Status Failed 0
Last Execution Status Success (Blank)
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Single Host Agent

Single Host Agent

Table C-5 « Single Host Agent Values from the User Interface Versus the Exported CSV File

Single Host Agent Values Software Vulnerability Manager Exported CSV File

User Interface

Platform Mac OS X 11
Platform Windows 21or31
Platform Red Hat Linux 41

Smart Group Notifications

Table C-6 « Smart Group Notifications Values from the User Interface Versus the Exported CSV File

Smart Group Notifications Values Software Vulnerability Manager Exported CSV File

User Interface

Smart Group Type Host 1
Smart Group Type Product 2
Smart Group Type Advisory 3
Always Notify No 0
Always Notify Yes 1
Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
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User Management

User Management

Table C-7 « User Management Values from the User Interface Versus the Exported CSV File

User Management Values Software Vulnerability Manager Exported CSV File

User Interface

Host License Limit No Limit -1
User Type User 0
User Type Root Admin or Admin 1
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Software Vulnerability Manager Threat Intelligence helps you prioritize the patching efforts.

In a world where there are more than 18,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Manager’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Manager Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  (riteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security
® Threat Score Locations

Note - Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).
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Evidence of Exploitation

For pricing and availability, please contact your sales representative or contact us online at:
https.//www.flexera.com/about-us/contact-us.html

For more details about the SVM or SVR Threat Intel Modules, please see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 6 primary rules that can impact the assigned Threat score and they are:

It has been linked to remote access Trojan

It has been linked to ransomware

It has been linked to penetration testing tools

It has been linked to malware

It has been linked to an exploit kit

It has been linked to a cyber exploit

It has been linked to POC verified

It has been linked to vulnerability developed tools

It has been linked to verified intelligence

In Software Vulnerability Manager we provide the resulting score for any given Secunia Advisory to add value to the
prioritization process. In Software Vulnerability Research, where a security persona requires more insight, we provide
these Threat Scores for the Secunia Advisory, and for each vulnerability in the advisory. Further, we will show which of the
rules above were triggered to arrive at the threat score presented.

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.

328

Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
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Criteria for the Threat Score Calculation

Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Malware Medium +2
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table D-2 . Criticality - Ranges

Criticality From To
Very Critical 71 99
Critical 45 70
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Table D-2 . Criticality - Ranges

Criticality From To
High 24 a4
Medium 13 23
Low 1 12
None 0 0

Note - when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1triggers
® Historically Linked to Remote Access Trojan
® Recent remote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45

Recent remote code execution POC verified +4
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Item Value

Linked to Recent Cyber Exploit

+1

Historically Linked to Remote Access Trojan

+1

Threat Score (Sum of above values)

51

Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1,CVE2, CVE3, CVE4, CVES5, CVE6 and CVET7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum

range as between 13 and 23.

Item Value

Base Score

+13

Recently Linked to Malware

+2*7CVE=+14

Threat Score (Sum of above values)

27

Note -« At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1ltriggers
® Historically exploited in the wild

The Threat Score would be 27.
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Threat Intelligence Data for Operations and Security

Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum
range as between 24 and 44.

Item Value

Base Score +24

Historically exploited in the wild +3

Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Manager and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Manager (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table D-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offers a Threat Score at the Advisory level ® Offers a Threat Score at the Advisory level

® Offers a Threat Score at the vulnerability level, within
the advisory

e  Offersa list of which rules were triggered to arrive at
the Threat Score displayed

Threat Score Locations

In Software Vulnerability Manager, subscribed users can find the Threat Score in the following places:

® Dashboard Threat Score
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The following image is an example of the Dashboard Threat Score.
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Most Critical Advisories Affecting Your Security
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Once the scan is completed, the user can see the Threat Score in the Scan Result.

Package
Update Notepad++ 7.x~7.6.3

Update Google Chrome 72.x - 72.0.3626.121
Update Mozilla Firefox 46.x - 65.x / 60.x (ESR)
Update Adobe Shockwave Player 12.x - 12.3.1.201
Update Notepad++ 7x~7.6.3

Update Notepad++ 7.~ 7.63
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Overview || Scan Result

[l secure | End-Of-Life [ Insecure Export ~
Name \ersion State SATD Criticality CWS5 Base Score  Threat Score. Issued Wulnerabilities
Microsoft Windows 8.1 Windows 8.1 En... Insecure SA61803 e 70 1619 days ago 2
Microsoft .NET Framework 4.x 4.0.30319.33440  Insecure SATEI04 — 62 563 days ago 1 ~
Microsoft .NET Framework 4.x 4.0.30319.33440  Insecure SATEI04 e 62 563 days ago 1
Microsoft JNET Framework 4.x 4.0.30319.33440  Insecure SA78904 S— 62 563 days ago 1
Microsoft Word 2016 / 0365 16.0.9126.2282 Insecure SABG262 == 9 136 days ago 11
Microsoft Skype for Business 2016 16.0.9126.2282 Insecure SAB5499 S— 5 171 days ago 5
Microsoft Visio 2016 16.0.9126.2282  Insecure SAB5499 == 5 171 days ago 5
Microsoft Access 2016 [ 0365 16.0.9126.2282 Insecure SABS499 —J 5 171 days ago 5
Microsoft Publisher 2016 / 0365 16.0.9126.2282 Insecure SAB5499 = 5 171 days ago 5
Microsoft OneMote 2016 [ 0365 16.0.9126.2282 Insecure SABS499 — 5 171 days ago 5
Microsoft Excel 2016 / 0365 16.0.9126.2282 Insecure SABG648 = 4 108 days ago 6
Microsoft Excel 2016 / 0365 16.0.9126.2282 Insecure SABE648 S— 4 108 days ago [
Microsoft Outlook 2016 [ 0365 16.0.9126.2282 Insecure SABGG4E == 4 108 days ago 6
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2282 Insecure SABGG648 S— 4 108 days ago 6
Microsoft Internet Explorer 11.x 11.0.9600.19036  Insecure SAB7867 = 3 17 days ago 12
Microsoft Internet Explorer 11.x 11.0.9600.19036  Insecure SABTEGT —J 3 17 days ago 12,
Pale Moan 27.x 27.2.0.6284 Insecure SAB3B14 E— 3284 days ago 1
4 4 | Page 107 b bl !%‘ Displaying products 1- 27 of 179

| Close |

All Advisory Popup Threat Score

When the user double clicks any of the products in the above screen, all the advisories related to that product appear along
with their Threat Score.
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QA_WINS X
Overview || Scan Result

|§| Secure E‘ End-Of-Life @ Insecure gl e
Name « Version State SAID Criticality CVSS Base Score  Threat Score Issued Vulnerabilities
7-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat Reader DC 19.x  19.10.20098.54...  Secure = = - - -
Adobe Flash Player 27.x 27 Mi ft .NET F rk 4.0 X
o ek Py er 07 2 |view from the confext of Smart Group:| Al Products v
Apple Bonjour for Windows 3.x 3.1
Apple Bonjour for Windows 3x 3. Overview || Installations | All Advisories
Apple Safari 5.x 5. Eipdil @
Apple Software Update 2.x 2. sAID + Advis...  Criticality Threat Score Advisory Publish... Solution Status Attack Vector Zero Day CVSS Base Sco
Fiddler 5.x 3| sag7523 Micros... =T 3 2019-02-13 Vendor Patched  From remote No v3: 7.8
Goagle Chrome 72.x 72| spaRe939 Micros... =T 2019-01-08 Vendor Patched  From remote No v3: 5.3 ~
Google Toalbar 7.x 74| sAB6E43 Micros... == 3 2018-12-11 Vendor Patched  From remote Mo
Microsoft .NET Framework 4.x 4. spgspsg Micros... SR 5 2018-09-11 Vendor Patched  From remote No v3: 7.8
Microsoft .NET Framework 4. 4.0 gpgassy Micros.., =T 2018-08-14 Vendor Patched  From remote No v3: 5.8
Microsoft .NET Framework 4x 4.1 5p54045 Micros.. == 5 2018-07-11 Vendor Patched  From remote No 3: 9.5]
Microsoft Access 2016 [ 0365 16 spgspqs Micros.., =T 2018-05-08 Vendor Patched  From remote No
Microsoft Excel 2016 / 0365 16| saso91s Micros... =R 3 2018-01-10 Vendor Patched  From remote No v2: 7.8
Microsoft Excel 2016 / 0365 16 5a7sopq Micros., =TT g 2017-09-12 Vendor Patched  From remote Yes v2: 10]
Microsoft Intemet Explarer 11.x 11 5577765 Micros.. =ECE= 3 2017-07-11 Vendor Patched  From remote No
Microsoft Internet Explarer 11 11 sp76746 Micros... =T 3 2017-05-09 Vendor Patched  From remote No v2: 7.8
Microsoft Malware Protection... 1. sazg680 Micros.. =2 5 2017-05-09 Vendor Patched  From remote No v2: 6.4
Microsoft Malware Protection... 1.0 saz6708 Micros.. === 3 2017-04-11 Vendor Patched  From remote No v
Microsoft Malware Protection... 1.1 s5a74557 Micros... === 2 2016-12-13 vendor Patched  From remote Ne v2: 5
Microsoft OneNate 2016 / 0365 16 >
Microsoft Outlook 2016 / 0365 16 | | | Page 1lof4| b M | & Displaying advisories 1 - 15 of 33
Microsoft PowerPoint 2016 /... 16 | Close |
Microsoft Publisher 2016 / 0365 16
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
[4 4 | Page 1ofs| b b | & Displaying products 1 - 27 of 191

| Close |

All Installation Popup Threat Score

When the user double clicks the product and selects the Installations tab, all the installations of that product get appear
along with their Threat Score.
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| QA_WINS %
Overview || Scan Result

@ Secure E‘ End-Of-Life |3_f_| Insecure Export ~
Name « Version State SAID Criticality CWSS Base Score  Threat Score Iszued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat R{Micrnsnﬁ: -NET Framework 4.x 3 1 -
Adabe Flash Plays e\ from the context of Smart Group: All Products - -
Adobe Flash Playi = - -~ -

Overview | Installations || All Advisories
Apple Bonjour for -
Apple Bonjour for [Vl secure V| End-ofLite [V Insecure Export = ~
Apple Safari 5.x Host «  SAID Criticality Threat Score State Version Last Scan Path -
Apple Software U BANG... - - - Secure 4.7.3062.0 10 days age  c:\windows\microsoft.net\framework\v4.0.30319\sm ~
Fiddler 5.x BANG... - - - Secure 4.7.3062.0 10 days ago c:\winduws‘l,microsuﬂ.net\as&emhly\gac_msil\smsvdA ~
Google Chrome 7 BANG... - - - Secure 4.7.3062.0 10 days ago  c:\windows\microsoft.net\framework64'\v4.0.30319); -
Google Toolbar 7 ©5I7-.  SAB6643 == 3 Insecure KB4471327, KB44809... 10 days agoe  c:\windows\microsoft.net\framework64\v4.0.30319)¢ .
Microsoft .NET Fr | C5I7-.. SABG643 = 3 Insecure KB4471327, KB44809... 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 2
Microsoft .NET Fr | CSI7-.. SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:'\windows\microsoft.net\assembly\gac_msil\smsvct 2
Microsoft .NET Fr | CSI7-.. SAB7523 == 2 Insecure KB4487017 10 days ago  c:\windows\microsoft.net\framework64\v4.0.30319; 2
Microsoft Access | | CSI7-... SAB7523 == 2 Insecure KB4487017 10 days age  c:\windows\microsoft.net\framework\v4.0.30319sm -
Microsoft Excel 2{ | CSI7-.. SAB7523 == 2 Insecure KB4487017 10 days ago  c:\windows\microsoft.net\assembly\gac_msil\smsvct 6
Microsoft Excel 2 C5I7-. - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\assembhy\gac_msil\smsvck 6
Microsoft Interne | C517— - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 1
Microsoft Internel | ©517— - - - Secure 4.0.30319.33440 10 days age  c:\windows\microsoft.net\framework64'\v4.0.30319); 12
Microsoft Malwar  MAHO.. SABG643 == 3 Insecure KB4340006, KB43456.. 10 days age  c:'\windows\microsoft.net\assembly\gac_msil\smsvct -
Microsoft Mahwar | MAHO... SAB6643 == 3 Insecure KB4340006, KB43456_. 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm -
Microsoft Malwan < pd ~
Microsoft Onehot | | | Page tofa| b M| & Displaying hosts 1- 14 of 43 | _
Microsoft Outloof . = | J 6
Microsoft Powe o 6
—
Microsoft Publisher 2016 / 0365 16.0.9126.2295 Secure - - = - -
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
i1 | Page 1ofs| b M | & Displaying products 1 - 27 of 191
Close

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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QA_WINS *
Overview | Scan Result
[ secure  []End-OfLife ] Insecure Export ~
Name ~ Version State SAID Criticality CV55 Base Score Threat Score Issued Wulnerabilitie
Microsoft .NET Framewark 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SAG6386 ) 4 1298 days ago
Microsoft .MET Framework 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft Excel 2016 [ 0365 16.0.9126.2295 Insecure SAB6648 ) 4 108 days ago
Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SAB6648 = 4 108 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SABET19 . 52 99 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SAB6719 e 52 99 days ago
Microsoft Outlook 2016 / 0365 16.0.9126.2295 Insecure SABGG4E (E— 4 108 days ago
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2295 Insecure SABGG648 = 4 108 days ago
Microsoft Windows 8.1 Windows 8.1 Enterpri Insecure SABGGT1 (E— 59 108 days ago
Microsoft Word 2016 [ 0365 16.0.9126.2295 Insecure SAB6262 = 9 136 days ago
Mozilla SeaMonkey 2. 2.32 Insecure SAB4457 (E— 7 245 days ago
Microsoft PowerPoint 2016 [ 0365 *
View from the context of Smart Group: All Products w
Overview || Installations All Advisories
Export =
SAID + Advisory Description Criticality Threat Score  Advisory Publish...  Solution Status Attack Vector Zero Day CVS5 Base Score Vulnerabiliies
SABGGAR Microsoft Multiple Products Multiple Vu.. = 4 2018-12-11 Vendor Patched  From remote Mo
SAB5499 Microsoft Multiple Products Multiple vu.. == 5 2018-10-09 Vendor Patched From remote No iy
SAB5074 Microsoft Multiple Products Multiple vu.. = 19 2018-09-11 Wendor Patched From remote No
SAB4672 Microsoft Multiple Products Multiple vu.. == 7 2018-08-15 Vendor Patched From remote No
. o : . - ) . -
i ft Multiple | Multiple Vulnerabilities (=] 62

e

Secunia Advisory ID:  gagge4s ]
Creation Date: 2018-12-11
Criticality: e - Highly critical
Threat Score: 4
Impact: Exposure of sensitive information
System access
Where: From remaote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 8.8, Overall: 8.2 CVS5:3.0/AV: N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:F/RL:0/RC:C v
CVE Reference(s): CVE-2018-8587
Close
Capture screens
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Showing All Sites ¥ Showing All Platforms ¥ Search
Host = System Score Last Scan Insecure End-Of-Life Secure
BANGHV_QA_WINSA 14th Mar, 2019 19:36 4 5 103
CSI7-W10-145 73% 14th Mar, 2019 19:35 1 12 61
CSI7-WIN10-55 14th Mar, QA WINS
CSI7-WINB-181 2% MthMar, [ o e Result
lacalhost.localdomain 14th Mar,
MAHOKWINS 67% 14th Mar, [Isecurs  []End-ofLie [+ Insecure
PSCCM 61% 21stMar, Name Version State SAID
QA_WINS 20th Mar, Microsoft .NET Framework 4.x  4.0.30319.33440  Insecure SAGE3B6
QA_WINBIE 14th Mar, Microsoft .MET Framework 4.x  4.0.30319.33440  Insecure SA66386
QA_WINB_TEST 77% 14th Mar, Microsoft .NET Framework 4x  4.0.30319.33440  Insecure SA66386
SBABAWINLD 65% 21st Mar, Microsoft Excel 2016 / 0365 16.0.9126.2295 TInsecure SAB6648
SBABA_DEV 14th Mar, Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure SAB6648
SUSHMACSIWINT 14th Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure SABTBG6T
SUSHMA_TESTWING 67% 21st Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure SAB7867
sushma_win81A 14th Mar, Microsoft Outlook 2016 { 0365  16.0.9126.2295 Insecure SAB6648
SUSHMA_WINB1B 68% 21st Mar, Microsoft PowerPoint 2016 /. 16.0.9126.2295 TInsecure SAB6648
WIN-ANQ3VBP4RSB 0% - Microsoft Windows 8.1 Windows 8.1 En... Insecure SAB6671
WINB-205-5CCM 77% 14th Mar, Microsoft Word 2016 / 0365 16.0.9126.2295  Insecure SAB6262
Mozilla SeaMonkey 2.x 232 Insecure SAB4457

Page

1lof1| b B | &

Total Site Name Scan Engine Saftware Platform

112 abc System Center System Center

B4 abc System Center System Center
Criticality CVSS Base Score  Threat Score Issued
= 4 1294 days ago
S— 4 1294 days ago
= 4 1294 days ago
 — 4 104 days ago
= 4 104 days ago
S— 3 12 days ago
= 3 12 days ago
 — 4 104 days ago
= 4 104 days ago
S— 59 104 days ago
= 9 132 days ago
 — 7 241 days ago

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

)

Export +

Vulnerabilities

v

Displaying products 1 - 15 of 15

| Close

|

[ software Vulnerability Manager

‘ Dashboard ~

@R s

Results

Sites (4)
> Host Smart Groups
4 Product Smart Groups
Querview & Configuration
4 Configured Product Groups (28)
Al Products (411)
7-Day Critical Vulnerability Compliance (FROM TEMPL
AAG (0)
assdas (0)
bmd (0}
End-Of-Life Products (32)

Smart Group Criteria Threat Score

Showing All Platiorms |

Product Name

Microsoft Windows 8.1
Microsoft Windows 10
Microsoft .NET Framework 3.x
Microsoft .NET Framework 4.
Microsoft Intemet Explorer 11.x
Mozilla Thunderbird 60.x
Dnsmasg 2.x

Libxmi2

Apple ITunes 12.x

Microsoft Word 2016 / 0365
Mozilla SeaMonkey 2.x
Microsoft .NET Framework 2.x

JasPer Lx

Search
Patch Version SAID Advisory Descrip.
KB2976697, KB3... 5483063 Microsoft Windo
KB4485449, KB4 5AB7697 Microsoft Windo
KB4041092, KB4... 5A78904 Microsoft .NET .
KB3074228, KB4... SA78904 Microsoft .NET F.
KB4480963, KB4... SAB6719 Microsoft Intemn...
60.5.1 SABB057 Mozilla Thunder.
SA79195 Red Hat update
SA71295 Red Hat update...
1293 SAB7245 Apple iTunes Mu...
16.0.0126.2315  5A86262 Microsoft Multipl
2.49.4 SAB4457 Mazilla SeaMonk
KB4055271, KB4... 5484046 Microsoft .NET F..
SA76863 Red Hat update

Criticality
===
e
o

e

Threat Score - CVSS Base Score

(CVS52 Base Score

10

CVS53 Base Score

Vendor

Microsoft
8.8 Microsoft
0 Microsoft

Microsoft
8.8 Microsoft
8.8 Mozilla Foundati.

8.8 Apple

8.8 Microsoft

88 Mozilla Foundati.
9.8 Microsoft

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Threat Score Locations

Create New Smart Group
MName Description Business Impact Compilation
7-Day Critical Vi o 2. u - . A P L - te . 12 o L ¥ ST T L te
Configure New Smart Group *
AAG ite
CUFTiEs Smart Group Mame: | Threat Score ks
assdas fte
Description: Threat Score Test
bmd fte
End-Of-Life Pro| . te
Business Impact: Critical v
Insecure install; fte
TR R Contains products that match | all |~ | of the following criteria: ke
Insecure Produ: Criteria te
Insecure_QAW! te
patched Produd Threat Score ¥ | is |atleast v | |70 &S ke
PCI Compliance te
qa2-bd-w7x86 Customize Columns ke
QA2-BD-WB1xG A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the te
i grid view. Mouseover a checkbox for the column description.
said create befq fte
SAID on March (@) Select All () Select Custom te
st eEl /| Patch Version |« Criticality « Threat Score /| CV55 Base Score &/ Insecure | End-Of-life & Secure o Total & Affected Hosts '« Download & Product Type ke
test at least hig te
Threat Score is fte
ThreatScore<7 fte
| Templates | || Close |
winl0 te
All Advisory Threat Score
The Threat Score is made available in the All Advisories page.
I3 Software Vulnerability Manager ? Help ] Logout

Last Compiled: 2019-03-

Dashboard
. saID Aduisory Descrption « Criicalty Threat Score  Zero-Day _ Advisory Published  Vulnerabilt Solution Status VS Base Score  CVSS2 Base Score
> Q Scanning S5AB2839 7-zip Memory Corruption Vulnerability —— 2 N 15t May, 2018 1 Vendor Patched 10
Sas7505 Adobe Flash Player Information Disclo. — Mo 12th Feb, 2019 1 Vendor patched o
s Results SAB7E06 Adobe Reader | Acrobat Information. e 3 No  2stFeb, 2019 1 Vendor Patched o
stes (9 Sag0028 Adbe Shockwave Player Memory Carr — 3 N0 14thhov, 2007 1 Vendor patched 10
. Host Smart Groups. sas245 Apple Tunes Multple Vunerabiities — 2 N0 25than, 2019 53 Vendor Patched 0
» Product Smart Groups sas7950 FieZilla FTP Client PUTTy Vlnerabilty — No  19thMar, 2019 1 Vendor patched o
4 Advisory Smart Groups sassa09 GIT Asbtrary Command Executon Vul.. e 3 Mo sthoa 2018 1 Vendor patched o
Overview & Configuration Sag7046 bssh Multiple Vulnerabilties — No  18th Mar, 2019 4 Vendor Patched o
 Configured Advisory Groups (15) SATE904 Wicrosoft NET Framework Code Exec. == 62 Yes  12thSep, 2017 1 Vendor Patched 10
N Ee e 07 ] SAB6643 Microsoft NET Framework Multiple Vu.. — 3 No  11thDec 208 2 Vendor Patched o
Zero-Day Advisories (7)
Advisony Threat ScorehtiesstT0 (5) saszs23 Microsoft NET Framework Multple Vu.. e 2 o 13threb 2018 2 Vendor Patched o
s base core less 5 (76) Sasa0es Microsoft NET Framawork Multiple Vu.. —— 5 o 11thlu, 2018 4 Vendor Patched 0
Exremly Ctical affecting network in the last 14 days (8) | 5286939 Wicrosoft NET Framework Securty By. == Mo sthian, 2018 1 Vendor patched 0
from remate (57) sag932 Micrasoft NET Framework Signed XP... — 2 o sthmar 2016 L Vendor patched s
high_and_above (55) Sa6386 Microsoft NET Framework Two Vulner. e 4 Mo 8thSep,2015 2 Vendor Patched 75
:::::‘;’r‘;::;: ‘(';)(557 sage719 Microsoft Internet Explorer Memary C... = S Ve 20thDec2018 L Vendor Patched 0
o 78) SaB7867 Wicrosoft Internet Explorer Multiple Vu.. = 3 N0 12thmar 208 2 Vendor Patched 0
test (76) sagsa99 Micrasoft Mulile Products Multple V... — 5 o sthod, 2018 5 Vendor Patched 0
test>0 (57) sase262 Microsoft Muliple Products Multple V... e S No  13thhov, 2018 1L Vendor Patched o
ThreatScore<70 (69) SA6648 Microsoft Muliple Products Multiple V... — 4 No  11thDec 208 6 Vendor Patched 0
Threatscorelessthan70 (69) SA87519 Wicrosoft Windows Adobe Flash Player = No  12th Feb, 2015 1 Vendor Patched 0
hmrn‘:;‘ﬁ:’:;i‘z;”w" © SAB0673 Microsoft Windors Kemel nformation.. f— 4 N 12thAug, 2014 3 Vendor Patched 65

All Advisory Smart Group Criteria Threat Score

VsS3 Base Score

0
43
43

0
58
56
75
88

0
a8
78
28
53

0

0
88
58
78
58
88
58

0

Attack Vector
From Remote
From Remate
From Remate
From Remote
From Remote
From Remate
From Remate
From Remate
From Remote
From Remate
From Remate
From Remate
From Remote
From Remate
From Remate
From Remate
From Remote
From Remate
From Remate
From Remate
From Remote
From Local System

Export -
Impact Installatio
System Access
Exposure of Sensitive Informati
Exposure of Sensitive Tnformati
System Access
Cross Site Scripting, Security By
undefined

~

System Access
System Access

System Access

Denial of Service, System Acces
Security Bypass, System Access
Security Bypass, Priviege Escal
Security Bypass

Security Bypass

Security Bypass, Denial of Servi
System Access

Security Bypass, Exposure of Se
Exposure of Sensitive Informat
Security Bypass, System Access
Exposure of Sensitive Informati
System Access

Exposure of Sensitive Informati

When creating the Advisory Smart Group, the Threat Score option is available for the Criteria specification. The result is

displayed based on the selection. By default, the Threat Score Criteria is set to 70.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-DECEMBER2023-UG00

339



Appendix D Appendix D - Threat Intelligence
Threat Score Locations

Create New Smart Group

Name Description Business Impact  Compilation Data Last Compiled Modified Date Advisories

Advisory_Threat_Scoreitle... — Complete 25th Mar, 2019 02:35  14th Mar, 2019 19:18 3
All Advisories Smart Group containing all Advisories (default Secunia Smart { == Complete 25th Mar, 2019 02:35  9th Apr, 2015 16:44 75
Extremly Configure New Smart Group * 7
from rema 58
high_and_ Smart Group Name: | Threat Score 34
local netw Description: Threat Score 0
mmm 75
ThreatSco Business Impact: Critical v o
Zero-Day | Contains advisories that match  all | | of the following criteria: 4

Criteria
Threat Score v | is |at least v | |70 |+

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory 1D and Descrition for each entry. Use this form to control which additional columns are shown in
the grid view. Mouseover a checkbox for the column description.

Select Al (_) Select Custom
L'd | Threat o Zero- /) Advisory v'd /| Solution o CVS5 Base |+ Attack v L4 v L4
Criticality  gcqre Day Published Vulnerabilities  gtapys Score Vector Impact Installations Products Hosts

| Save I Close |

Zero Day Advisory Threat Score

The Threat Score appears in the Zero Day Advisories page. Selecting the All Advisories option displays the list of all the zero

day advisories while selecting the Advisories that Affected You option displays only the list of all the current and historic

zero day advisories that have affected you. The list of advisories seen here may vary from the list in the Smart Groups under

the Results section.

Dashboard Dashboard  Zero-Day Advisories ¢

Scanning Scope of Data: (3) Advisories that Affected You O All Agvisoires Export v

Results Zero-Day SAID  Advisory Description Criticality | Advisory Published Vulnerabilities Affected Installations
SA115452 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilities -——— 11th Apr, 2023 60 1
e Srous (15) SAI4793  Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties e 4th Mar, 2023 52 1
Product Smart Grou SA114136 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties @mm— {41h Feb, 2023 34 1
Advisory Smart Groups (4) SA113190 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties s {0th Jan, 2023 65 1
A1 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilities S— 13th Dec, 2022 27 1
SA112178 Microsoft Windows Server 2016 / Microsoft Windows 10 Muttiple Vulnerabilities E— 8th Nov, 2022 38 1
Reporting SA111474 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties @ {1th Oct, 2022 63 1
SA110007 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties N 13th Sep, 2022 4 1
Poxtig SA109686 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabiltties @ 12th Jul, 2022 a7 1
aserason SA10861 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties S— {0th May, 2022 58 1
SA107877 Microsoft Windows Server 2016 / Microsoft Windows 10 Multiple Vulnerabilties Sm— 12h Apr, 2022 80 1
Configuration SA104567 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities @m— 12th Oct, 2021 44 1
A1041 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities SEEENENED  14th Sep, 2021 34 1
SA103660 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilties @m— 10th Aug, 2021 27 1
SA103132 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities S 13th Jul, 2021 82 1
SA102390 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabiliies — Gih Jun, 2021 26 1
SA101469 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities -—— 13th Apr, 2021 79 1
100014 Microsoft Internet Explorer Multiple Arbitrary Code Execution Vulnerabilities — 9th Mar, 2021 2 2
SA100521 Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilties @ 9th Feb, 2021 28 1
SA100008 Microsoft Multiple Products Privilege Escalation Vulnerability 12th Jan, 2021 1 3

Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.
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Software Vulnerability Manager

Flexera Package System (SPS)

. Jrerre Search Type: Product | v | Search fext Search | View from the context of Smart Group: | All Products ~ || Configure View | New Custom Package
Product Vendor Patched Version Architecture SAID Criticality Threat Score Detacted
s @ Seanning = Product: Mozilla Thunderbird 60.x (1 Ttem)
Mozilla Thunderbird 60.x Mozilla Foundation  60.5.1 Windows32-bit ~ sagsosy T 17 0 days, 0 hours..
> Results
= Produck: Apple iTunes 12.x (1 Item)
_bif [E=m==)
. Il‘l Reporting Apple iTunes 12.x Apple 12.9.3 Windows32-bit SAB7245 12 0 days, 0 hours.
= Product: Mozilla SeaMonkey 2.x (1 Item)
- n Patching Mozilla SeaMonkey 2.x Mozilla Foundation  2.49.4 Windows32-bit  sAga4s7 T 7 0 days, 0 hours..
Flexera Package System (SP5) @ Product: Adobe Shockwave Player 12.x (1 Item)
Patch Template Adobe Shockwave Player 12.x Adobe Systems 12.3.1.201 Windows32-bit  SAgogzg  SETDE 3 0 days, 0 hours..
Agent Deployment
4 WSUS [ System Center = Product: 7-zip 18.x (1 Item)
Available 7-zip 18:x 18.05 Windows64-bit ~ sag2gzs T 2 0 days, 0 hours..
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Appendix E - Optimization Features

This appendix explains Optimization Features of the Software Vulnerability Manager:
® Web
® Agent

® Good to know options

Web

This section includes the following topics:
® Noscanoption
® Increase Smart Group worker threads for on-Prem customers

® Changingscan result as completed (status 4) for old incomplete scans

No scan option

To prevent the SVM Agent from flooding the server by uploading the data file very time to the server. We have added a
feature where agents checks the hash value of the last data file and the current data file. If both the hash are send then
agent will not upload the data file to the server instead it will call another API (no_change). So server will get to know that
last data file and current data file both are same and hence copy the previous result and reprocess it.

Specifies the frequency to skip submitting scan (.gz file) to server if previous submitted scans match with new scan
Applicable to single host agent scan
Specify 0 to opt out of this feature

Default value 3, If scan frequency is daily, value of '3" will skip processing scan on server for 3 days if no new inventory is
detected on client machine.
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Add entry to
/usr/local/Secunia/csi/config/config.ini or /usr/local/Secunia/ config.ini

SKIP_ON_SAME_SCAN_HASH = @

Increase Smart Group worker threads for on-Prem customers

Smart Groups compilation can often take more time than what customers assume, or effortlessly define as acceptable by
themselves, and you may need to know the exact way compilation of Smart Groups is performed.

Find out more by running the following commands in the Linux terminal that will output useful definition of the
compilation processing:

cd /usr/local/Secunia/csi/cronjobs/sgdaemon
more configuration.ini

Thereis an easy to understand logic that allows measurement and predictability of the process workings, and workers. The
compilation process basically has the following simple logic:

File config.common.ini (path: Secuina/csi/api/config) having defined constant SMARTGROUP_GENERATION_FAST_LIMIT
which decides smart group compile time duration to consider as 'fast track' or slow track.

Support can check the column 'time elapsed' column in table ca.csi_smartgroup_generation for existing partitions and can
intelligently guess the required time to consider any partition as 'fast_track"

If a Smart Group has last compiled for less than 5000ms (as example) - put it for next compilation in the "fast track"
If the Smart Group has last compiled for more than 5000ms (as example) - it will be forwarded through the "slow track"

Count of FastWorker and SlowWorker can be modified in file configuration.ini (Path: cronjobs/sgdaemon) based on
existing CRON server load.

After making changes in configuration.ini, please restart the sgdaemon (systemctl restart sgdaemon).

The last compilation time depends on the value of each Smart Group as provided under the 'time elapsed' column that is
present in the ca.csi_smartgroup_generation database table of the SVM server.

The server directory /usr/local/Secunia/csi/cronjobs/sgdaemon stores the smart group compilation and configuration
settings at the configuration.ini file. Kindly restart.

In it, you could enable Smart Group generation logging as follows:

file_logging=1 sets logging for the SGDaemon service and writes the data at the /tmp/
secunia_smartgroup_daemon_log.txt file

Changing scan result as completed (status 4) for old
incomplete scans

Changing scan result as completed (status 4) for old incomplete scans, default value 7 days and input zero or negative
integer value(i.e. -1) if pending scan queue cleanup is not required.

"SCAN_OLD_DAYS_CHANGE_STATUS'
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Agent

Agent

This section includes the following topics:

® Agent scan randomization during agent deployment
®  Stop status API polling

® Add timeout for Windows Update Agent (WUA) calls
® Agent now supports recovery settings

® Support Type 1 scanning for SCCM imports

® Detect missing security updates from Microsoft System Center

Agent scan randomization during agent deployment

SVM now has a command line option to set up a random scan schedule to stagger the scanning of multiple machines within
a system. This command line applies to all platforms.

csia.exe -c -si <scan interval upper limit>

"si" represents scan interval, and the scan interval's upper limit can be set up by the number of minutes. For example,
csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random minutes, which could be
from 1 to 120 minutes.

Stop status API polling

To prevent the SVM Agent from flooding the server with requests for scan status every second, new polling logic has been
implemented. This new polling logic helps increase the scalability of the web server to support more agents.

Add timeout for Windows Update Agent (WUA) calls

The SVM agent has a new time-out mechanism that enables one to configure a time-out period for WUA searches. This
option prevents the SVM agent from being stuck waiting for the WUA service to return with data. The default timeout is 30
minutes and is configurable via the -- wua-timeout option. A value of zero means the SVM agent will wait indefinitely for the
WUA call to respond back.

Example: csia.exe -l -L - wua-timeout 5

Agent now supports recovery settings

When installing the Software Vulnerability Manager Agent for Windows, Administrators can configure the agent recovery
settings on a per deployment basis. The agent recovery settings are co-located in the agent package with the Run-As-User,
Proxy and Site variables. For the online help reference, see Agent Configuration Options.
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Support Type 1 scanning for SCCM imports

SCCM Imports now support Type 1 scans via ActiveX or the Daemon.
To enable this advanced feature, edit the following registry keys:

® Forthe Daemon, you can specify the inspection type using the -t command line parameter or the Daemon registry key:
[HKEY_CURRENT_USER\Software\Secunia\Daemon]"InspectionType" = dword:00000001

®  ForActiveX, you can specify the inspection type using the CSI Plugin registry key:
[HKEY_CURRENT_USER\Software\Secunia\CSI Plugin]"InspectionType" = dword:00000001

Detect missing security updates from Microsoft System
Center

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Good to know options

This section includes the following topics:

®  Restarting the Smart Group Daemon Resets the In-Progress State
®  Flexera Software Package System (SPS) Timestamp

® Include --delete-all-settings for Mac agents

® Support Type 1 Scanning for SCCM Imports

® Thread Priority for Agent

® |ive Update for Microsoft Products

®  To skip submitting scan frequency

Restarting the Smart Group Daemon Resets the In-Progress

State

348

If the Smart Group Daemon is shut down unclean, such as when there is an unscheduled database server shutdown, then
the daemon can leave generations in an in-progress state. Previously, the Daemon would reset stuck states after a certain
period of time (hours or days). Now when the Smart Group Daemon restarts, it will check for generations that are in the in-
progress state within intervals as set by the configuration setting.
SMARTGROUP_GENERATION_ABANDON_INTERVAL_PER_SMARTGROUP. If the daemon finds such a generation it will reset
them, so that they could be processed again.
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Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when creating a patch
with the Flexera SPS.

Include --delete-all-settings for Mac agents

The new Mac agent includes the --delete-all-settings parameter that will wipe out all information, including GUID, from the
system to ensure it is clean to accommodate a new installation.

Support Type 1 Scanning for SCCM Imports

SCCM Imports now support Type 1 scans via ActiveX or the Daemon.
To enable this advanced feature, edit the following registry keys:

® Forthe Daemon, you can specify the inspection type using the -t command line parameter or the Daemon registry key:
[HKEY_CURRENT_USER\Software\Secunia\Daemon]"InspectionType" = dword:00000001

®  ForActiveX, you can specify the inspection type using the CSI Plugin registry key:
[HKEY_CURRENT_USER\Software\Secunia\CSI Plugin]"InspectionType" = dword:00000001

Thread Priority for Agent

By default, the agent sets the lowest thread priority (THREAD_PRIORITY_IDLE), and begins background processing mode
so that it can perform background work without significantly affecting activity in the foreground. The thread priority can be
changed via command line (--scan-thread-priority) or registry (ScanThreadPriority) by specifying one of the following
values:

0: THREAD_PRIORITY_NORMAL

1: THREAD_PRIORITY_BELOW_NORMAL
2: THREAD_PRIORITY_LOWEST

3: THREAD_PRIORITY_IDLE

ScanThreadPriority is a DWORD registry value. The agent reads the setting from
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Secunia\CSI Agent when running under the Local System account,
and from HKEY_CURRENT_USER\SOFTWARE\Secunia\CSI Agent when running under other user.

Live Update for Microsoft Products

To include Microsoft products for Live Update:
Include the following configuration option in /usr/local/Secunia/csi/api/config/config.ini file:

INCLUDE_MS_PRODUCTS_FOR_LIVE_UPDATE =1
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To skip submitting scan frequency

Include the following configuration option in fusr/local/Secunia/csi/api/config/config.ini file:

Specifies the frequency of skip submitting scan (.gz file) to server if previously submitted scans match with new scan. It
skips 3 times for value 3.

SKIP_ON_SAME_SCAN_HASH=3
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Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Daemon

This section includes the following topics:

Pre-requisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Pre-requisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.
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®  Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.

® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll a device/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

® Foreach endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e Ifinstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

Publishing

Once the pre-requisites are completed, you can begin publishing from the SVM console.
To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.
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Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

L Pt 1 e s U s s s,

A
Language Settings
Configure package applicability rules based on language:
[_] only make package applicable to computers with one of the selected languages.
Select Languages: Language
Arabic
~
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v
N—
Export Patch Script
Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.
["] De not include Step 3 Applicability Paths in XML File.
[ Do not include package file(s) as binary in XML File.
Patch Template (Optional)
Save as template
Template Name: | Enter Template Name...
Publish Options
Select option for publishing Flexera package
Publish package usin WSUS (via Activex)
Schedule package to Intune/WSUS
Altiris
Export Patch Script
Cabinet File (Export)
Save Template
v
Previous. Publish | Cancel

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — [m| X

WSUS  Intune  Workspace ONE  SUM  General Output Window: Clear Output

S [5:34:52 AM] Executing the command:
Distribution System Pol TasksMow

Distribution To: | Microsoft Intune =

Logaing

Log File: C:\ProgramData"\Flexera Software’.SVM Patchsvmpatch_multiple

Log Level: LogAlways ~
Check-In Settings

Check-in Frequency: |0 |5 Days |0 |5 Hours 5[5 Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.
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Intune
=
Task To configure:
1. Inthe General Tab set the Distribution To: Microsoft Intune.
2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.
3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:
[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}
4. You can then check for your app in Intune.
t:::m” ﬁ Ap;s | All apps. ES
i
£ Terun adminiztration
5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

366

Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
Installation status of SPS package logged at C:\windows\SecuniaPackage.log

If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.
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® Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

® Check whether the service Microsoft Intune Management Extension is running in endpoint.

® Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

® Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table F-1 « FAQs

Question Answer

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints?
g P ® On x64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache
® On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch @ It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

tion rights? ® |tdoes not require PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.
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Patch Daemon

This section includes the following topics:
®  Pre-requisites

® Publishing a Package from Patch Daemon without Local Administrator Rights

Pre-requisites
Patch Daemon requires the following pre-requisites:

® Software Vulnerability Management Patch Daemon needs RSAT (Remote Server Administration Tools) for Windows
10, version 1809 and below, download from https://www.microsoft.com/en-us/download/details.aspx?id=45520. For
latest Windows 10, Settings > Optional Features > Add Feature > RSAT: Windows Server Update Services Tools.

® Download SVM Patch Daemon at https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Publishing a Package from Patch Daemon without Local
Administrator Rights

Perform the following steps to publish a package from Patch Daemon without local Admin rights.

To publish a package from Patch Daemon without Local Admin Rights:
1. Install the patch daemon, configure it using local Administrator account and perform the following steps:

a. Add your Flexera Software Vulnerability Manager Patch Daemon service account user (for example: test_user)
to local Administrators and WSUS Administrators groups on your DC.

Note « Some of the security policies in environments do not allow adding users to the local Administrators group
but only to WSUS Administrators.

b. To resolve permission issues when you cannot add a user to the local Administrators group, you would need to
configure the below settings in the machine where the patch daemon is installed to allow your user to publish a
package successfully.

Give your service user account Full control over all the below items and perform all actions using an
administrative account.

c. Ensure that test machine contains WSUS certificate. If not, please export the certificate from WSUS machine from
path Trusted publishers and install in the test machines in Trusted root certification authority and Trusted
publishers.

2. Registry

a. Add permission to the below registries to your service account (test_user) in the test machine where patch
daemon is installed.

HKEY_LOCAL_MACHINE\Software\Flexera
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HKLM\SOFTWARE\Microsoft\EnterpriseCertificates\Disallowed
HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\Update Services\Server\Setup

b. Add permission to the below registries to your service account (test_user) in the WSUS machine.
HKLM\SOFTWARE\Classes\AppID
{8F5D3447-9CCE-455C-BAEF-55D42420143B}

You might have to take ownership of this key. A logged-in user, which is used to configure all permissions, needs
full control of this key. This is required when configuring DCOM permissions. Settings for currently logged-in
users can be changed back when all is completed.

c.  Windows Explorer in test machine.

C:\ProgramData\Microsoft\Crypto

C:\ProgramData\Flexera Software\SVM Patch
d. Sharesand groups

® The service user account needs to be added to WSUS administrators.

® \WSUS administrators need to have full access to WSUS content location. Share and NTFS.
e. DCOM - Distributed Component Object Model in WSUS machine.

Open Dcomenfg and go to Component Services > Computers > My Computer > DCOM Config, and modify
WSUSCertServer security settings:

® Launch and Activation permissions - give Local Launch and Local Activation rights to WSUS administrators
group/your service user

®  Access permissions - give Local Access rights to WSUS administrators group/your service user.
® Reboot the machine, after changing DCOM settings.
3. Service Login and publishing.
a. Change logon user to the test_user and restart the service.
b. Once service restarted you can login to the test machine though your test user and publish patches.

Note « test_user does not have a privilege to restart patch daemon service.
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