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Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.
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Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager via Microsoft® Intune, VMware® Workspace One, or BigFix.

New Features and Enhancements

Software Vulnerability Manager (On-Premises Edition) includes the following new features and enhancements:
®  Patch Publisher Enhancements

® Removed RSAT as a Dependency for Installing SVM Patch Publisher

® Support for RHEL 9 Scanning

® Search Published Patch by Bulletin ID

® Binary Versions

Note « To see the following new features and enhancements in your Software Vulnerability Manager (On-
Premises Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Patch Publisher Enhancements

The following improvements have been added to the SVM Patch Publisher.
® Support for Publishing Mac Packages to Microsoft Intune

® Support for Multiple Email Address in Software Suggestions

®  Flexera Package System (SPS) View Enhancements

® Vendor Patch Module (VPM) View Enhancements

® “Download” Column in Bring Your Own Patch (BYOP) View

® Package Contents Panel Enhancements

® Add Multiple File Paths using a CSV File

Support for Publishing Mac Packages to Microsoft Intune

In the Vendor Patch Module view of the SVM Patch Publisher, you can now publish the Mac packages (.PKG
type) to the Microsoft Intune. To do so, right click on any Mac package (.PKG type), and then select Create
Update Package from the context menu. Also, the Mac packages (.PKG type) that have the Deployment Ready
status set to Yes, can be subscribed for automation.
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Support for Multiple Email Address in Software Suggestions

With this release, you can now add multiple email addresses while suggesting a software. The specified email
addresses must be separated by either acomma (,) or a semi-colon ;).

ﬂ SVM Software Suggestion Toal & O X
This tool allows you to browsel for an application you wish to submit to Flexera's SVM to consider adding to our database of security
products we detect. Please browse for the primary EXE of the application, then dlick Send to Flexera. You will need to login to SVM
Patch Publisher before you can submit the data.

File Details
Program File EC:\Progmm Files\Calbre2\calibre.exe | Browse
Program Name fThe main calibre program ]
Program URL thttp:ﬂwww.ﬂexera.cem |
Email ! 4 era.com; l |
Additional Information

‘ View My Software Suggestions ‘ Send to Flexera

Flexera Package System (SPS) View Enhancements
Following enhancements are added to Flexera Package System (SPS) view:

® Search Type Field— In the Flexera Package System (SPS) view, you can now search for SPS patches either
by Product or CVE. You can also enter keywords in the Find box to find the matching entries in the grid.
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severity of a Secunia Advisory (SAID).
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® Secunia Advisory Details Popup— By clicking on any Secunia Advisory (SAID), a popup appears with the
CVE, CVSS scores, affected software's, and other advisory details.

[ Amazon Corretto Multiple Vulnerabilities X

‘Secunia Advisory Summary

Secunia Advisory ID: SALLZ414
Creation Date: 18-Jan-2023 =
Criticality: == - Moderately critical
Threat Score: 21
Impact: Manipulation of data
Dos
Where: From remote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 5.3, Overall: 4.6 CVSS:3.1/AV:N/AC:L/PR:N/UL N/S:U/CiN/N/AL/E:W/RLIO/RC:C
CVE Reference(s): CVE-2023-21830

CVE-2023-21835
CVE-2023-21843

Affected Software
Software:

Amazon Corretto 11.x
Amazon Corretto 8.x

Secunia Advisory Details

Description:
Muttiple vulnerabilities have been reported in Amazon Carretto, which can be exploited by malicious people to manipulate certain data and cause a DoS (Denial of Service).

For more information
SAL13442 (#1 through #3)

The vulnerabilities are reported in versions prior to 11.0.18.10.1 and prior to 8.362.08.1.
Solution:

Update to version 11.0.18.10.1 or version 8,362.08.1.

Original Advisory:
bt

tto/cor ‘develop/CHANGELOG.md
https://raw. githubusercontent.com/corretto/corretto-11/develop/CHANGELOG.md

Other References:
SAL13442
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® Enhanced Detected Column— The Detected column now displays the number of minutes/hours/days/
months of how long ago the vulnerabilities were detected in a scan.

GBI o HEAN O

Fore Se Mgt Cmton Swpet b Feedbad MboutSnsPath
= bt

e s Detomert Faage Soare
Settings Flexera Package System (SPS)
sesrh e ot - S| sowcs [pocs | [artare e
SvM Comection =
Distibuton Systems
et pachadVerson Ve [y e Tressare o [y — oot [seane ol o [rorey
Sarvice Connections Adobe AcrobatRe... 22.x (Contincus)  Adsbe Windows 329¢ = =7 menths age = [} it [ 1 1 Mo -}
emaFm Gt 380 Vo 2t 9 e | e, 2 : o o f : e
Manage Patches Notepad++6.x 7x Windows 526t £ 7 months ago. o 1 0 1 1 No
Flexera Package System (SPS) WiRSCP 5. s17.10 Windows 3250 2|7 monthe age 10t August, 2021 2 o o 2 2 o
soache Qpentfic. 111 ComrOffceora | Wedows 25t Sfrrentacco | |20 eptenter, f o o f f o
e orac ma x 1. st Crsdeomorasn vintows 2 Thronvans | w22 B o o ' ! o
Adbe arsbat O () e Vindows 320 5 fpanw | - o 2 o 2 . Yo
Agent Deployment B 1 1141 xae Wi o 0201 aforervasce | smosanse, 2 1 B o f ' ®
Nowdesrx 77 Wedows 320 saa1113 . 2ore oo | |19 septrr, B o o ' . o
Vandor Paich Wodule eomaex 544 TheDonmentFe. Wi bt 505670 e ' B o : s w
xeokeax  7x e Coamentro.. | weows St oo 00 o . o ' ' o
By Yol Qi Rt (F1067) W Meda Player. 30,43 VideolAN. Windows 325t {3 mantns ago. 50t May, 2021 1 ° ° i i Yo
O e e 30,18 shanxe | m0rorme,2 ' o o B : v
= Vot Turdese. | 102x o s o s o ' ' [
Vendor Patch Module (VPM) View Enh t
Home
v p =
GERBRL FOHNE O
Restot  Force Save  Agent  Custom Sugoest | Help | Feedbock About SVM Patch
Sence  Checkn Deployment Pactage Sofvare Pubiher
5 Vendor Patch Module
Settings
Smart Groups: [Fone 5
SVM Connection
Enter o1 0 search. Fnd
Distribution Systems
Fradut Verdor | Patched... |Depioym... | SAD | Crtcolty | ThveatS.. | Advoory... [Archtedt. Wsecure |En-OFL. Secwre Tosl |Hosts |Updeted.. [Donalond  |FleSize | Subscrbed Subscription...
Service Connections MNET Framewark 4.5 Microsoft  4.5.0.0 MNo. = =1z Windows.... 0 L 9 9 3 22nd Se... 0.96 M8 No = o
T Framevork 3.5 Senvic Moost 3510 o - - windows, o o 0 o 0 11 . a0 23150 v o
Manage Patches rom Merosot 4000t - -- Windows... ] o o s 3 11t un,. 41.01 M8 Ho.
T From Moot 4000 o B = Windous. o o s o 3 11, aw11ma o -
Flexera Package System (SPS) 22p008) o Piov| 20,000 ves | SA038 | g | 01t May... Windows. o o 0 o o 170 e Le2Me Yes 21 var, 2023
e e 72p (86) Igor Paviov 22.01.00.0 Yes. SAREI  Mghly cr 4 015t May... Windows... 0 ) 0 0 0/17th Dec. Dourioad| 1.42M8 Wo -
S ke Adabe AR HARMAN.,. 502.1.1 Yes SAZ0M00 | Extremel.. 70 10th May... Windows... 0 Ll 0 0 0 23rd Feb. Download | 5.85 M8 No
Audacty (86 Aocry 3250 | ves - Windows... ondma..| Do 54m8 Yes  Ond var, 202
Agent Deployment ille i) o o 0 o o ounisad | 12.54 M8
Autodesk Design Revewe 2018 (En.. Autodesk... 140077 o SALZZRO | iy el 2 16 Dec... Windows. o o o o 0 250 Jon, ad| 42117 w8 o -
Vendor Patch Module Bumawors Fres Bunowace 16300 |ves  SaNaM  Hghycn - 2400 Sep.. Windows. o o o o o 270 Feb._ 273 e -
ontac Manager for M. cosoR  4.00.120...No - - Windous. o o o o 0 29% o, | 368.58 v o
Bring Your Own Patch (BYOR) ontac Manager for Mic.. Mcrosoft | 400.120... Mo - -- Windou.. 0 [} 0 0 o 290 1, 36671 M8 1o
coener Prform... 610.0.1.. Yes B windows. 0 o o o o 160 b o| 5178 8 o
Patch Deployment Status (Chvome for Business 32-bit Google 111055 Yes SALISSE il 21 08th Mar... Windows. 0 [ 0 0 0/ 08th M. og | 88.40 a Ho.
CoolFOF (x86) CoolfOF... 3.0.0.0  Yes 5A51602 hy 31 18th Jon, ... Windows. o o 0 o 0 02nd Fe. Downlozd|  6.58 M8 No.
uteroe wirer Adosol.. 4012 ves z [ wious. o o o o o hmg.|  oosons| 3178 e
oetraggler Prom... 2229950 ves - -- Wincoue. 0 o 0 0 o/odve.. | pownxs| 7208 Mo =
Record 10l Ma5 + m ot = 2 X

® Highlighting Deployed Patches— The patches that are published to a configured endpoint management
system will be displayed in green color.
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® Enhanced Patch Information— The Patch Information dialog box now displays the entire Silent and
Uninstall parameters.
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Product Name:

Silent parameters:
Uninstall parameters:

File Size:

Date modified:

B NET Framework 3.5 Service Pack 1 (Full Package) X

.NET Framework 3.5 Service Pack 1 (Full Package)

Vendor: Microsoft
Patched version: 3.5.1
Architecture: Neutral

/passive [norestart

"{SystemRoot}\System32\msiexec.exe" /X {CE2CDD62-0124-36CA-84D3-9F4DCF
5C5BD9}

231.50 MB

11th Jun, 2022

Deployment ready: No
Type: Legacy
Download: Download

Close

“Download” Column in Bring Your Own Patch (BYOP) View

A new Download column has been added to the BYOP grid. Clicking on the Download link will download the

patch.
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Package Contents Panel Enhancements

Following enhancements are added to Package Contents panel of the Create Update Package Wizard:

® Language Aware Installation Option—The Language Aware Installation option is now enabled for
selection. This option is applicable only for the patches that support multiple languages. When Language
Aware Installation is checked for a patch, the same language patch will be installed on an endpoint as
that of the currently installed version of the product on that endpoint.
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[ creste Update Package Wizard = [m] X

@ Create Patch Wizard

Package Contents

Saript Type: €} Javascript - | Language Aware Installation
—————————
"

To be dynamically downloaded

Add Download File Add Localisation (Language) Fiie

cnce

® PowerShell and VBScript—You can now see and edit the installation script of a patch as the newly added
PowerShell Script or VBScript along with the existing JavaScript in the Script Type.

[ create Update Package Wizard - m} X

@ Create Patch Wizard

Package Contents

Script Type: ) Javascript - Language Aware Instalation
Javascript

( "No GUID supplied for pa

5 /Firefox_110.0-102.8.0esr_en-US_32-bit_SPS.exe To be dynamically downloaded

Add Download File Add Lacalisation (Language) File

® Download SPS File Option—A new Download SPS File button is introduced to download the SPS file for
the patch that is being published. By clicking on the button, the SPS file for the patch will be downloaded.
Upon downloading the SPS file, the file path link will be displayed in the SPS File Location field.
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[ create update Package wizard = a X

@ Create Patch Wizard

Package Contents

Script Type: €9 Javascript - Language Aware Installation

"87226232-ccdd-4244-b454
"Update Adobe Acrobat 2 7 n 20.x (Classic)";
silentParams 3

optionalParams

ret = 1;
main() {

( 16UID ) {
( "No GUID supplied for package " + Title );

Files To Include: )

File(s) to include in package Status

http://ardow .adobe.com/pub/; facr fwin/Acrobat2020/2000530436/Acrobat2020Upd2000530436.msp To be dynamically downloaded

Add Local File Add Download File Add Localisation (Language) File
You alsa have the option of downloading SPS File from this package, should you wish to.

Download SPS File

Add Multiple File Paths using a CSV File

A new Import Paths button is introduced in the Applicability Criteria - Paths panel of the Create Update
Package Wizard, to add multiple file paths at once using a CSV file. The file paths imported in this panel will
serve as applicability criteria for a patch during deployment.

Software Vulnerability Manager (On-Premises Edition) (April 2023)



FilePaths: €}

v
v
v
v
v

Secure Version:

ﬂ Create Update Package Wizard

@ Create Patch Wizard

Applicability Criteria - Paths

Always Install Option: o
Minimum Version: €9 72.0.0.0

109.999.999.999

Path

Mozilla Firefox\firefox.exe

C:\Jsers\Administrator \AppData'RoamingMozilla\Firefox\firefox.exe
C:\Jsers\Administrator\AppData'Local\WMozilla\Fire fox\firefox.exe
C:\Program Files (x86)Mozilla Firefox\firefox.exe

Information
Default Install Path
1

1

5

Mark Package as “Always Installable”™

| Show Advanced Options

Advanced Option
%%PROGRAMFILES(X86) %
nfa

nfa

nfa

Removed RSAT as a Dependency for Installing SVM
Patch Publisher

With this update, you can now install Patch Publisher without the dependency that RSAT should already be
installed/enabled on that machine. RSAT will be required to be installed only when you configure a connection

to the Windows Server Update Services (WSUS) in the Patch Publisher.

Support for RHEL 9 Scanning

The SVM Single Host Agent v7.6.1.24 (scan agent) now supports scanning of Red Hat Enterprise Linux (RHEL) 9

Operating System.

Search Published Patch by Bulletin ID

In the SVM Patch Publisher, when you set a value for Reference ID in the Package Configuration panel of
the Create Update Package Wizard and publish a patch to a configured WSUS, the value set for the Reference

ID will appear as Bulletin ID in the ConfigMgr. This Bulletin ID can be used to search the patch in the

ConfigMgr.
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Binary Versions

The following version of the binaries provided are:
®  SVMActiveX Plug-in v7.6.1.24 (no change)
® Single Host Agent v7.6.1.24

Refer “New Features and Enhancements” for changelog.

® SVM Daemon v7.6.1.24 (no change)
®  SVM System Center Plugin v7.6.1.24 (no change)
® SVM Patch Publisher v7.10.912 (to download, click here)
Refer “New Features and Enhancements” and “Resolved Issues” for changelog.
®  SVM On-Prem Client Toolkit v5.0.547 (to download, click here) (no change)

Known Issues

The following table lists the known issues in Software Vulnerability Manager (On-Premises Edition):

Issue Description

10K-1026212 In the Package Content panel, If you add multiple files in “Files to Include” section, only
the first file is considering for “Download SPS File”.

10K-1026206 In the BYOP grid, when you click on the Download link, few links fail with a 404 error.

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (On-
Premises Edition):

Issue Description

10K-1020732 The version is coming blank if you edit/remove the URL in the Package Contents panel
and perform Force Check-In.

10K-1022403 “Enable WMI” setting is not retaining using web Ul.

10K-753601 Reference ID added in the Package Configuration Panel is not published as Bulletin ID.

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.
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Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion

Legal Information

Copyright Notice
Copyright © 2023 Flexera.

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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