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Software Vulnerability Manager
(On-Premises Edition) Help Library

Flexera’s Software Vulnerability Manager is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited and your security compromised. With
Software Vulnerability Manager, IT Operations and Security Teams are empowered to prevent vulnerability threats from
both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, Mac OS, and Red Hat
Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft WSUS and System Center Configuration Manager.

Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Manager:
® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management
Life Cycle

®  System Requirements
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Getting Started with Provides details of how to perform the following tasks:

Software Vulnerability Manager

i . ® Install Your Software Vulnerability Manager On-Premises Edition
On-Premises Edition .
Environment
® |ogging on to Software Vulnerability Manager On-Premises Edition
® Openinga Support Case
® Download and Install the Software Vulnerability Manager Plug-in
® Download and Install the Software Vulnerability Manager Daemon
® Configuring SCCM to Report Windows Update Information
® Download and Install the Software Vulnerability Manager System
Center Plug-in
® Download and Install the Software Vulnerability Manager Patch
Publisher
® Download and Install the Software Vulnerability Manager Client ToolKit
®  Join Flexera’s Customer Community
The Dashboard Provides an overview of your hosts with the help of various “portlets”.

Portlets are a collection of components that graphically display key data and
allow you to create profiles which can display a unique combination of

portlets.
Agent Administrative Provides details on the following:
Privi D .
rivileges and Data Collection ®  Agent Administrative Privileges
® Agent Data Collection
® Agent Caching of Scan Rules
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Scanning Provides details on the following:
® Agent-Based Scan - Requirements for Windows
® Agent-Based Scan - Requirements for Mac OS X
® Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)
® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® System Center Inventory Import
® Remote Scanning Via Agents
® Software Vulnerability Manager Agent Command Line Options
® Network Appliance Agents
® Scanning Via Local Agents
®  Run Scan from System Center Configuration Manager (SCCM)
® Scanning Mac OS X
®  Scanning Red Hat Enterprise Linux (RHEL)
®  Filter Scan Results

® Completed Scans

Results Provides details on the following:
® Sites
® Smart Groups
® Host Smart Groups
®  Product Smart Groups

® Advisory Smart Groups

Reporting Provides details on the following:
® Report Configuration
®  Smart Group Notifications
®  Activity Log Notifications
® Database Access

® Scheduled Exports
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Patching Provides details on the following:
®  Flexera Package System (SPS)
® (Creating a Patch with the Flexera Package System (SPS)
® The SPS Package Creation Wizard
® Vendor Patch Module
® Agent Deployment
® WSUS/System Center
®  (Creating the WSUS-CSI GPO Manually
® Deploying the Update Package Using WSUS
® Deploying the Update Package Using System Center
® Integrate SVM with WSUS/SCCM and Deploy a Patch
®  Patch Configuration
®  Patch Template
® QuickPatch
® Patch Automation

® Intune Publishing

®  Workspace ONE Publishing
Administration Provides details on the following:
® Roles

® User Management
® Active Directory (Requires the Software Vulnerability Manager Plug-in)

® |P Access Management (Requires the Software Vulnerability Manager
Plug-in)

® Password Policy Configuration

Configuration Provides details on the following:
®  Settings
® |Log Messages
® Activity Log
® Suggest Software

®  Security
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Table 1-1 « Software Vulnerability Manager On-Premises Edition Help Library (cont.)

Topic Content

Appendix A - Software Vulnerability Provides an Introduction and details of Partition Management.
Manager Partition Management

Appendix B - About Secunia Advisories  Explains Secunia Advisory terminology for:
® CVSS (Common Vulnerability Scoring System)
®  CVE References
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Appendix C - CSV Export File Cross- When you export data from the Software Vulnerability Manager user

References interface to a CSV file, some values may differ. Each data set in this appendix
includes a cross-reference table to explain the different values between the
user interface and CSV file.

Appendix D - Threat Intelligence Threat Intelligence Module augments Software Vulnerability Manager’s
vulnerability intelligence with a Threat Score that provides the ultimate
prioritization tool for your busy desktop operations teams. This module
requires purchase by the user.

Appendix E - Optimization Features Explains Optimization Features for:
® Web
® Agent

® Good to know options

Appendix F - Troubleshooting This appendix explains the troubleshooting techniques of the Software
Techniques Vulnerability Manager.

Product Support Resources

The following resources are available to assist you with using this product:
®  Flexera Product Documentation

®  Flexera Community

®  Flexera Learning Center

®  Flexera Support

Flexera Product Documentation

You can find documentation for all Flexera products on the Flexera Product Documentation site:
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Contact Us

https://docs.flexera.com

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and publicinstructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Contact Us

16

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
®  Twitter

® Facebook

® LinkedIn

® YouTube

® [nstagram
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Introduction

This chapter introduces the following topics:

® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

® System Architecture Overview

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Manager knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

This in turn means that Software Vulnerability Manager rarely identifies false-positives and you can immediately use the
results from Software Vulnerability Manager without doing additional data mining.
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Software Vulnerability Manager Software Vulnerability Management Life Cycle

Software Vulnerability Manager is flexible and scalable when it comes to scanning a corporate network and you can choose
to use Agent, Agent-less, or a combination of both scanning methods in the same environment.

For further information about the different Software Vulnerability Manager scanning approaches, see Scanning.

The graphic below summarizes how the Software Vulnerability Manager Agent works and compares the three scan types.

HOW THE ASSESSMENT AGENT WORKS

1- checkin

2 — download of inspectionrules

Software Vulnerability Manager Software
Vulnerability Management Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Manager automates all steps of the software vulnerability management life cycle, allowing
organizations to strengthen the security of their networks.
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System Requirements

To use the Software Vulnerability Manager console, your system should meet the following requirements:

Table 2-1 « Software Vulnerability Manager (On-Premises Edition) System Requirements

Requirement Description

Monitor Resolution Minimum resolution of 1280 x 1024

Browser Internet Explorer 11 or higher

Note « Scan results can also be viewed from other browsers.

Internet Connection Internet connection capable of connecting to http(s)://csi_server_name/.

Sites to Whitelist You are required to allow-list the following sites:

® Thehttp(s)://csi_server_name/ should be allow-listed in the Firewall/
Proxy configuration.

® https://sync.secunia.com should be allow-listed for SSL inspection as the CSI
server doesn’t trust the packages that are not signed by our server.

Cookie Settings The following cookie settings are required:
®  First-party cookie settings at least to prompt (in Internet Explorer)

® Allow session cookies

PDF A PDF reader is required.
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Before starting Software Vulnerability Manager, the following should also be present:
®  Permissions
® Software Vulnerability Manager Console and WSUS Compatibility

® Software Vulnerability Manager with Scanning and Patching Capabilities

Permissions

The following permissions should be present:

® Connectand Select permissions to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager Daemon.

® \WSUS Administrator Group privileges (located locally on your WSUS Server)

® (Optional) Domain Administrator privileges for Group Policy Object creation - however the Group Policy Object can be
created manually. This is a one-time configuration so the rights are not required on a permanent basis.

Software Vulnerability Manager Console and WSUS
Compatibility

When the WSUS Server and Software Vulnerability Manager are installed on different machines, they must be on the same
patch level for the WSUS Administrator Console APl on the Software Vulnerability Manager console plug-in host to work. If
they are not on the same patch level, the Software Vulnerability Manager console plug-in host will not publish packages to
the WSUS server, and you will receive the following error message:

Error x

Failed to publish package.

Code: -2146233079
Publishing operation failed because the console and remote server versions do not match.

You should ensure that the same KB articles are installed on both the WSUS Sever and the Software Vulnerability Manager
console plug-in host. To find the WSUS updates that have been installed, navigate to Programs and Features (Add/
Remove Programs) in the bottom of the list of Installed Updates.
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@vl‘ﬁ' <« Programs » Programs and Features » Installed Updates - ‘ +y | ‘ Search Installed Updates o
Control Panel Home .
Uninstall an update
Uninstall a program To uninstall an update, select it from the list and then click Uninstall or Change.
& Tum Windows features on or
off Organize ~ = - e
Install a program from the
network Name Program Version &

|27 Security Update for Microsoft Windows (KB979309) Microsoft Windows
@ Security Update for Microsoft Windows (KB2621440) Microsoft Windows
[""T Hotfix for Microsoft Windows (KB974940) Microsoft Windows
[#] Update for Microsoft Windows (KB974039) Microsoft Windows
[#7 Windows Internet Explorer 8 Feature Pack (KB968771) Microsoft Windows
Windows Server Update Services 3.0 5P2 Console (1)
5] Hotfix for Windows Server Update Services 3.0 5P2 Co... Windows Server Up...  3.2.7600.251

4

< | 1 | »
F‘;‘ y  Currently installed updates
'."‘r 89 updates installed

To ensure compatibility between the WSUS server and Software Vulnerability Manager, perform the following steps.

Task To ensure compatibility between the WSUS Server and Software Vulnerability Manager:

1. Consider the Windows Server and WSUS version compatibility options:

2008 3.0
2012 4.0
2012 R2 6.3 (9600.16384).
2016 4.0

2. The Software Vulnerability Manager plug-in host must be installed on an operating system that is able to run the
appropriate version of the WSUS Administrative Console. The plug-in host uses WSUS API calls to publish patch
updates. The API calls will not work unless the Software Vulnerability Manager plug-in host is on the same or similar
version to the WSUS host. See the table below to ensure compatibility:

WSUS Version Windows OS Version

3.0 7
4.0 8
6.3 8.1
4.0 10

Note « To ensure no version mismatch or OS version issues, directly install the Software Vulnerability Manager Console
on the WSUS Server, which should already have the appropriate WSUS Administrative Console installed.
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3. Install the Microsoft System Center 2012 Configuration Manager (SC2012) plug-ins on the same machine as follows:

7 2008
8 2012
8.1 201212
10 2016

Software Vulnerability Manager with Scanning and Patching
Capabilities

To successfully scan and create updates, the following should be present when using Software Vulnerability Manager.

Task To scan and create updates:

1. Internet Explorer 11 or higher with Software Vulnerability Manager Plug-in installed (in order for Software
Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer must be run as
administrator in most cases - right-click and select Run as administrator).

2. InInternet Explorer Tools > Internet options > Advanced, ensure Use TLS 1.2 is selected.
3. WSUS Administration Console matching your WSUS server's version.

4. Visual C++ Redistributable for Visual Studio 2012.

5. Microsoft .NET Framework runtime 4 or later.

6. Ifthe WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.

7. Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection), right-click
and select Verify and Install Certificate.

Running Patching

To run patching on Windows 8.1 and Server 2012 R2, perform the following steps.

Task To successfully run patching on Windows 8.1 and Server 2012 R2:
1. Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.

2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).

3. Select the local server as the Destination Server for the installation.
4. Click Next to bypass the Server Roles menu and go to the Features menu.

5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).
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6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.
7. Expand the list and find Windows Server Update Services Tools.

8. Enable this feature and all additional sub-features listed underneath it (APl and PowerShell cmdlets and User
Interface Management Console).

9. Proceed to the end of the Add Roles & Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager from a web browser (for example Internet Explorer).

System Architecture Overview

The following screenshots provide a visual overview of the Software Vulnerability Manager system architecture.

SYSTEM ARCHITECTURE — ON-PREMISES

Patches SVM BACKEND

s https://dl.csi7.secunia.com

& Advisories
. HTTP(S) i
(o3 2 https://sync.secunia.com

A

@9) HTTP(S) Cert Revocation Check
DEPLOYMENT SSL crl.verisign.net

crl.thawte.com

SYSTEMS kl \5.symantec.com \,
/\

FLEXEra

Figure 2-1: Software Vulnerability Manager System Architecture - On-Premises
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SYSTEM ARCHITECTURE — OFFLINE - ASSESSMENT ONLY

SVM BACKEND

Advisories

https://sync.secunia.com

HTTP(S)

N
VN

Flexera

Figure 2-2: Software Vulnerability Manager System Architecture - Offline - Assessment Only
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Getting Started with
Software Vulnerability Manager
On-Premises Edition

This section walks you through the steps for getting started with Software Vulnerability Manager On-Premises Edition:
® Install Your Software Vulnerability Manager On-Premises Edition Environment

® |ogging on to Software Vulnerability Manager On-Premises Edition

® Opening a Support Case

® Download and Install the Software Vulnerability Manager Plug-in

® Download and Install the Software Vulnerability Manager Daemon

® Configuring SCCM to Report Windows Update Information

® Download and Install the Software Vulnerability Manager System Center Plug-in

® Download and Install the Software Vulnerability Manager Patch Publisher

® Download and Install the Software Vulnerability Manager Client ToolKit

® Join Flexera’s Customer Community

Install Your Software Vulnerability Manager
On-Premises Edition Environment

Task To install your Software Vulnerability Manager On-Premises environment:
1. Open asupport ticket with Flexera through our Customer Community at https://community.flexera.com.
2. Yoursupport contact will then grant you access to download the RPM at https://ca.secunia.com/download/.

3. Tologin the first time to the Software Vulnerability Manager via http(s)://csi_server_name/, use the following user
name and password:

® User name: default
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® Password: flexera

4. Change your user name and password. The new password must contain a minimum of eight characters, or comply
with the criteria defined in your custom Password Policy Configuration.

0

Tip + Once you have changed your password, please set up your Password Policy Configuration, so that you can recover the
Root Admin password without having to open a support case to have the password reset.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Logging on to Software Vulnerability Manager
On-Premises Edition

On the login page of Software Vulnerability Manager, you will be prompted for authentication with your user name/
password. Please use the credentials supplied by Flexera personnel. The initial password issued by Flexera is a one-time
only password that must be changed upon the first login. The new password must contain a minimum of eight characters,
or comply with the criteria defined in your custom Password Policy Configuration.

0

Tip - Once you have changed your password, please set up your Password Recovery Settings, so that you can recover the
Root Admin password without having to open a support case to have the password reset.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Logging on to Software Vulnerability Manager On-Premises
Edition Using Single Sign-On

26

Perform the following steps to login to Software Vulnerability Manager using single sign-on for Azure SSO or Okta users.
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Logging on to Software Vulnerability Manager On-Premises Edition

To login to Software Vulnerability Manager using single sign-on:

1. Onthe Login page, click Use Single Sign-On.

Forgot your password? Login

Use single sign-on

The Single sign-on login page prompts for authentication with your single sign-on email address

Single sign-on
Enter your email address

Email

| want to use password sign-in

2. Enteravalid email address and click Login.

Once logged in, the Identity Provider page prompts for authentication with your user name/password.
3. Enteryour valid user name and password, and then click Sign In.

Upon successful login, Software Vulnerability Manager is accessible.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.
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Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Manager On-Premises’ account, please open a
support case by logging in to our Customer Community at https://community.flexera.com, and then selecting
Get Support > Open New Case from the menu at the top of the screen.

Note « You are required to login to the Flexera Community before the Open New Case option will be displayed.

Download and Install the Software Vulnerability
Manager Plug-in

The first time you login to Software Vulnerability Manager, click the link on the bottom of the page and follow the on-screen
instructions to download and install the Software Vulnerability Manager Plug-in to enable scanning and patching. Please
note that the Plug-in is only compatible with Internet Explorer version 11 or higher.

Software Vulnerability Manager Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager console from. Once the Software Vulnerability Manager Plug-in has been installed the
download link is removed from the page.

If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:
1. Open Internet Explorer's Internet options.

2. Gotothe Security tab.

3. Select Trusted Sites.

4. Addyour server's IP or hostname to the Trusted Sites.

5. Go back to the Security tab and click Custom level.

6. Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from
Disable to Prompt or Enable.

Download and Install the Software Vulnerability
Manager Daemon

28

The Software Vulnerability Manager Daemon is a stand-alone executable that executes various schedules configured in the
Software Vulnerability Manager console. It runs as a background service with no user interaction. You can download the
Daemon from http(s)://csi_server_name/daemon.

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager:

SVMOPE-December2021-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide


https://community.flexera.com

Chapter 3 Getting Started with Software Vulnerability Manager On-Premises Edition
Download and Install the Software Vulnerability Manager Daemon

®  Active Directory
®  Microsoft System Center Configuration Manager (“System Center”) Imports
® Scheduled Exports

® \WSUS State Change

Important « As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager’s System Center Inventory Import page should be configured to include System Center SQL Host, SQL
Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

To be able to pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be installed
and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL Server
Management Studio software prior to the installation of the Daemon.

When scheduled imports require it, the Daemon connects directly to the System Center database. This may block upgrades of
System Center. Before upgrading System Center, make sure to stop the Daemon service, and start it again after the upgrade to
System Center is complete.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.
The user or service account that runs the Daemon must have:
® Run-as Service privileges

® \Write permission on the location where the exports should be placed and log file written for scheduled CSV file output
and log file creation

® Member of local WSUS group “WSUS Administrators”
® LDAP query privileges
® SQL DataReader privileges

® System Center Configuration Manager Read only Analyst privileges

Assigning Connect and Select Permissions to the User

To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service,
perform the following steps.

Task To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open SQL Server Management Studio software at the SQL Server Host.
2. Expand Databases and find the name of your System Center database.
3. Right-click the database name and select Properties.
4. Enterthe Permissions section from the left-hand side menu.

5. Find the account that will be used to install the Daemon and click on it.
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6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select

check boxes.

7. Save the configuration and exit the SQL Server Management Studio.
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Installing the Daemon

To install the Daemon, perform the following steps.

[

Important « To run the Daemon service successfully note the following:

® SVM Daemon does not require elevated permissions to run once the service has been setup, but it requires that the
installation of it is performed by an account that is at least Local Administrator on the machine where the service is to be
installed.

® The Daemon's service account must not be restricted by a GPO configuration the ability to logon to the server selected for
installation of the Daemon. Such domain policy will prevent the Daemon to run as a service and would therefore prevent
it to perform intended functionality.

Task To install the Daemon:
1. Double-click the Daemon installer icon and follow the wizard instructions.
2. Accept the End User License Agreement and click Next.
3. Enterthe Daemon Proxy Settings (host name, port, user name and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.
4. Enterthe User Name and Password of your Software Vulnerability Manager account and click Install.
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[

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager. Therefore, the
Software Vulnerability Manager user account used during the Daemon installation must be the same one that set up the
scheduled tasks in Software Vulnerability Manager. It can be a user account or an administrator account in Software
Vulnerability Manager.

5. Enterthe credentials for the user account (or service account) that was setup beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

6. Click Finish to close the Daemon setup.

For reference, the Daemon now outputs reports to a user-configured path. This path is set when the Daemon is installed
and there is a page in the installer to configure the path. Thefile created at that path gets the data and time appended to its
name, so for example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager, then the resulting file
will actually be named all_hosts_2016-03-10_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that, from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports won't work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings
haven't yet been specified when the Daemon has been run then it will check for them again in 10 minutes and every 10
minutes afterwards until it gets them.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as it is not in the process of processing scans and the results are displayed in the Software Vulnerability Manager
Completed Scans page.

Configuring SCCM to Report Windows Update
Information

If you are using System Center Configuration Manager (SCCM) to push Windows updates pulled from Windows Server
Update Services (WSUS), make sure you DO NOT configure the Specify Intranet MS Update Location (GPO).

You will know Windows updates are being pulled by looking here in SCCM:
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32
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You want to make sure that the Windows updates have the following results:

® “Yes”isdisplayed in the Download column.

® “Yes”isdisplayed in the Deployed column.

® The pie chart shows that some machines require the Windows update.

To verify the SCCM database has the Windows updates you need, run this query:

SELECT v_Update_ComplianceStatusAll.ResourceID, Client_Version®, Distinguished_Name®, Name@,
Netbios_Name@, BulletinID, ArticleID, Title

FROM v_r_system

inner join v_Update_ComplianceStatusAll ON
v_Update_ComplianceStatusAll.ResourceID=v_r_system.resourceid

inner join v_UpdateInfo ON v_UpdateInfo.CI_ID=v_Update_ComplianceStatusAll.CI_ID

AND v_Update_ComplianceStatusAll.Status IN (2, 3)

You should then get the following result:

oo - 4]
Figsults | |13 Messages I
ResourcelD | Clignt_Versiond | Distinguished_Namel | Namell | Metbios_Mamel | BulletinlD | Aticlel D | Title
|1 | 16777333 5.00.8433.1008  CN=SWM-SASAWINT.CN=Comp.. SWMASASWINT  SYMISASMWINT Update Foxit Reader 7.x, version 8.x, Highly Critical
| 2 | 1BF7TIE7 | 5.00.8438.1008 CH=5WM-15A5WIN10,CH=Com. SWM-SASWINIO - SWMISASAWINTO N25217  Update For Windows 10 for #64-based Systems [KB3126217]
3_“ 16777337 50084931008  CN=SYMISASAWINTOCN=Com.. SVMISASWINID  SVMISASWINTO 3173427 Update for Windaws 10 for xB4-based Systems (KB 31 73427]
|4 | 167733 5.00.8438.1008  CN=SWM-SASAWINT.CN=Comp.. SWMASASWINT  SWMISASMWINT Update 7-zip, vasgion 16.x, Highly Critical
|5 | 16777333 5.00.8433.1008  CN=SWM-SASAWINT.CN=Comp.. SWMASASWINT  SYMISASMWINT 2008R2_Update Oracle Java JOK 1.7.8 / 7.5, version .. Highly Critical
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Download and Install the Software Vulnerability
Manager System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from http(s)://csi_server name/sc2012/x64.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center Configuration Manager console. The Plug-in can be found under the Software Library > Flexera
Software folder.

Login with your Software Vulnerability Manager Account credentials (User name/Password).

Your machine should have access to http(s)://csi_server_name/.

Download and Install the Software Vulnerability
Manager Patch Publisher

To ease SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher ToolKit. To
download this tool kit click here.

Upon installing the new tool, the Flexera Patch Publisher shortcut will be created on the desktop to launch the tool.

o
[£/EXErapETeH
Aulellifaide

Prerequisites

The below prerequisites required to install Patch Publisher:
® OSWindows8or later

® Windows 2012 R2 or later

® .Netframework version 4.7.2 or later

® RSAT should be enable and needs to be installed

® Architecture - 64 bit operating systems

® You caninstallin Local admin/domian admin
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Download and Install the SVM Patch Publisher

To download and install the SVM Patch Publisher perform the following steps.

To Download and install:
1. Download the Software Vulnerability Manager Patch Publisher from the SVM Patch Publisher Tool Kit.

2. Double click the set up file, you will be prompted to enter credentials. Click Install.

15 SVM Patch Publisher - InstallShield Wizard
Ready to Install the Program r\
The wizard is ready to begin installation, nC)\
Click Install to begin the installation.

Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: ||

Password: |

InstallShield

< Back Install Cancel

0

Tip « On successful installation, one shortcut for Software Vulnerability Manager Patch Publisher will get created in your
desktop.

3. Onsuccessfulinstallation, click Finish. SVM Patch Publisher windows pane appears. For more information, see SVM
Patch Publisher.

Note - Ifyou are migrating Patch Daemon to SVM Patch Publisher, make sure that the SVM Test connections and Distribution
Connections are Test & Saved.

SVM Patch Publisher

34

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables you to
configure connections to the SVM server and to the supported end point management systems. The tool polls SVM on a
configured frequency to look for new patches resulting either from a manual publish or Patch Automation to publish
patches to the specified end point management system.
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The following section describes how to access the Patch Publisher.
® Working with SVM Patch Publisher Interface
® SVM Connection Settings

® Distribution Systems

Home

GxEEAw O

Restart  Force Save  Help Feedback AboutSVMPatch
Chedkin Publisher

SVM Connection
Properties

Settings

SVM Connection

Server Type : OnPrem
Distribution Systems

Site Url : 10.20.150.74 Use SSL

Manage Patches (Coming soon)
Credentals:

Patches Usemame :  [p4_va

Password :

Test & Save Connection

Check-In Settings
Chedk-In Frequency :
0 [ oays

10 & Hours 10 5] Minutes

/| Get all latest subscribed packages
ogging Settings

Ul LogFie : =

LogLevel : LogAlways

Service Log File : =

Working with SVM Patch Publisher Interface

The SVM Patch Publisher interface has various Ul elements. This section includes topics that explain how to perform basic
tasks and the use of these elements.

® Toolbarin the SVM Patch Publisher

® Qutput/Progress windows in the SVM Patch Publisher

Toolbar in the SVM Patch Publisher

The SVM Patch Publisher has the following ribbon buttons:

Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Restart Service Click to restart the daemon service for the changes to take effect. Upon clicking
this button, the state of the service is checked.

Fore Check-In Click and the pull the subscribed packages without waiting for the schedule time
from the server for the Daemon service to execute.

Save Click to save the changes to the settings file.

Help Click to open the SYM help library.
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Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Feedback Used to provide ideas and / or suggestions.
About SVM Patch Publisher Click to launch the SVM Patch Publisher window and view the information about
the tool.
Home
Cﬁ r:x & E - o
Restart Force Save Feedback About SVM Patch
Service = Chedk-in Publisher

Output/Progress windows in the SVM Patch Publisher

When you perform any tasks like save, force check-in, and restart service on subscribed packages, the Output Window
appears at the bottom of the interface.

®  Liststhe Errors, Warnings, and other log messages that are generated while perform a task on subscribed package.

® Displays logs while performing functional testing of the subscribed package.

SVM Connection Settings

You can configure connections to the SVM server to the supported end point management systems. Perform the following
steps to configure the SVM connections.

Task To configure SVM connection:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.

2. To configure the SVM connection, enter the following information:

Field Description

Server Type Select one of the following Server Type:
e C(Cloud

® On-Prem

Site URL Enter the URL for SVM Connection.
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Field Description

Use SSL Select the Use SSL Connection check box if your SYM Connection is configured to
accept SSL connections.

Credentials Enter valid User Name and Password for the specific site url.

Check-In Settings Set the frequencies to pull the relevant packages from the server.

Get all latest subscribed Select if you want to get latest subscribed packages.

packages
Log Level Set one of the Log levels:
® LogAlways
®  (ritical
® Error
® Warning
® Informational
® Verbose
Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log
Test & Save Connection Click to test to see if the settings that you entered can be used to successfully

connect to this SVM server.

3. Onsuccessful connection you will receive a Token in the Output window.

Home

GExERHEHE O

Restart  Force Save  Help Feedback AboutSVM Patch
Chedkin Publisher

SVM Connection
Properties

Settings

SVM Connection
Server Type On-prem

Distribution Systems
Site Url : Use SSL

Manage Patches (Coming soon)
Credentials:

Patches Username : g

Password:  [Feeeeees

Test & Save Connection

Check-In Settings
ChedkIn Frequency :

o [ oeys 10 1] Hours 10 3] Minutes

/] Get al atest subscribed packages

Output

[05:21:19] Testing SVM connection.

Output

4. Click Restart Service ribbon for the change to take effect.
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Distribution Systems

In Distribution Systems, you can configure multiple distribution connections.
This section includes the following topics:
® Adding a New Distribution Connection

® Deleting an Existing Distribution Connection

Adding a New Distribution Connection
You can add connections for the following Distribution Systems.
® Adding Windows Server Update Services (WSUS) Connection
® Adding Microsoft Intune Connection

® Adding VMWare Workspace ONE Connection

Adding Windows Server Update Services (WSUS) Connection

To add Windows Server Update Services (WSUS) connection, perform the following steps.

Task To add WSUS connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Use the following fields to add the Windows Server Update Services (WSUS) connection:

Distribution System Select distribution system type as Windows Server Update Services (WSUS).

Type

Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.

Use SSL Only select the Use SSL Connection check box if your WSUS is configured to accept
SSL connections.

Load Groups Click load group.
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Field/Button Description

Groups to auto deploy Displays a list of computer groups configured in WSUS Server. Select the computer

groups which you wanted to deploy the packages.

Note - Only displayed when Load Groups button is clicked.

Cleanup packages files If you enable, old package will be removed during the publish. By default this option
on WSUS when removing  will be unchecked.
old patch

Sign packages manually Select Sign package manually check box to external package signing.

Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output window.

Home

GExERHEHN O

Restart Force Save  Help Feedback AboutSVMPatch
Service  Checkin Publisher

Settings Distribution Systems
v ) Connections © AddNew © Delete
SVM Connection 88 WsUS Connection1
) IntuneConnection Distribution System Type: | Wind Server Update Se
Distribution Systems Connection Name™*: WSUS Connection1
Manage Patches (Coming soon) Joveres

Patches
Port™: 8531 /]use ssL

Groups to auto deploy: Computers Load Groups

Cleanup package fies on WSUS when removin g old patch
Sion packages manually
Flexera SVM Patch Automation wil connect to the WSUS server under the running Windows user context.

Output
(05:03:27
5:03:27] Prox

5:03:28)

Output

5. Onsuccessful connection, the WSUS Distribution System is added to the connections.

6. Restart the SVM Patch Publisher so that the selected groups will be assigned for the end point deployments.

Adding Microsoft Intune Connection

To add Microsoft connection, perform the following steps.

Task To add Microsoft Intune connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.
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3.

4.

Use the following fields to add the Microsoft Intune connection:

Field Description

Distribution System Select distribution system type as Microsoft Intune.

Type

Connection Name Enter name of the connection.

Application (client) ID Enter the registered application (client) id. For more information on generating

Application (client) Id, see App Registration.

Directory (tenant) ID Enter the registered directory (tenent) id. For more information on generating
Directory (tenant) Id, see App Registration.

Client Secret Enter client secret. For more information on generating Client Secret, see Create
Client Secret.

App Category Enter the application category.

Assignment Groups Choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to

this service. You will receive a successful message in the Output window.

Home

G HEw O

Restart | Force Save  Hep Feedback AboutSVMPatch
Service cin Publisher

Distribution Systems
v [ Connections © AddNew  © Delete
SVM Connection &) Intune Connection1

Settings

3 Workspace One Connection1 Distrbution System Type: |Mcrosoft Intune

Distribution Systems Connection Name*: Intune Connection1
Manage Patches (Coming soon) Application (dient) ID*:

Patches Drectory (tenant) ID*:

P ———————————————

‘App Category: Flexera Packages

Assignment Groups: SVM _Test

Output w

[07:21:46] Amempting t
[07:21:46] Creating aut
07:21:36) Ace
07:21:46) Cor

Intune server with Client ID, Tenant ID, Client Secret details

07:21:47] Test Connection S.
{07:21:47)

Output

On successful connection, the Microsoft Intune Distribution System is added to the connections.

Click Restart Service ribbon for the change to take effect.

Adding VMWare Workspace ONE Connection

40

To add VMWare Workspace ONE connection, perform the following steps.
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Task To add VMWare Workspace ONE connection:

1. On Settings menu, click Distribution Systems in the left pane.

The Distribution Systems pane appears.

2. Click Add New.

3. Use the following fields to add the VMWare Workspace ONE connection:

Field Description

Distribution System
Type

Select distribution system type as VMWare Workspace ONE.

Connection Name

Enter connection name.

Server

Enter the server details.

Authentication Type

Select one of the authentication type:

® Basic - If you select this authentication type, then enter the valid credentials of
the VMWare Workspace ONE.

® Certificate - If you select this option, you can select the registered certificate.

For more information, see Basic or Certificate Authentication Type.

Thumbprint

Choose required certification for the authentication.

Note « This field appears only when you select Authentication Type as Certificate.

Tenant ID/API Key

Enter the registered tenant id. For more information, see Create Tenant ID / API Key.

Organization Group ID

Choose the required organization group id.

Assignment Groups

Choose a group or multiple groups and make assignments for end point
deployments. For more details, see VMWare Workspace ONE Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.
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Home
=
GxEEAm O
Restart Force  Save Help Feedback About SVM Patch
Service | Checkin blaer
Settings Distribution Systems

v [ Connections

SVM Connection ) Intune Connection1

23 Workspace One Connection1
Distribution Systems
Manage Patches (Coming soon)
Patches
Output
7:25:10] Arempting to connect to WorkspaceOne server -

context.
7:25:10] Invoking Workspace API cal.

succeeded.

7:25:11] Test Connection Successful

ovout
5.

6. Click Restart Service ribbon for the ch

VMWare Workspace ONE Assignment Groups

© AddNew @ Delete

VMware Workspace ONE

Distrbution System Type:

Connection Name™: Workspace One Connection
Server™; |
Authentication Type: Basic

Username : |
Password®s  [seeeeeeeees

Tenant ID/APL Key™: ||
Organization Group ID*: | 64949

Assignment Groups:

ange to take effect.

fDCVECGV3Sgxd/Y=

FLEXERA SOFTWARE LLC - 0062J00000nuUBEOQAU / AdminStudio Test Group

On successful connection, the VMWare Workspace ONE Distribution System is added to the connections.

To make assignments for end point deployments in the SVM Patch Publisher for Workspace ONE publishing, perform the

following steps.

Task To make assignments for end point deployments in the SVM Patch Publisher:
1. InAssignment Groups (optional) field, click context menu icon. The Workspace ONE Smart Group window appears.
Select the desired groups from the list and then click Ok.
tome
GsEHHEHNE O
Restart Force  Save Help Feedback About SVM Patch
Service Ct in Publisher
Settings Distribution Systems
v [ Connections © AddNew © Delete
SVM Connection G Intune Connection1
€5 Workspace One Conecionl Distribution System Type: |VMware Workspace ONE
Distribution Systems Connection Name™: Workspace One Connection
Manage Patches (Coming soon) R
Sk . IR VMware Workspace ONE Smart Group - a] X

Fotches Authentication Type: Basic

e — e e .

FLEXERA SOFTWARE LLC /. s
s - AdminStudo Smart Group(FLEXERA SOFTWARE LLC -... 7d120677-4f95-4207-3659-e9c544fe0d0c
I [7] FLEXERA SOFTWARE LLC I.

Tenant ID/API Key™: | ] DKvévmt |

Organization Group ID*: 64949 o coneel

Assignment Groups: FLEXERA SOFTWARE LLC - 0062)00000nuBSOQAL / AdminStudio Test Group

[ r—
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Note « Make sure that the Assignment Groups are selected before restating the service.

2. Click Restart Service ribbon for the change to take effect.

3. Theselected groups will be assigned for the end point deployments.

Deleting an Existing Distribution Connection

To delete an existing Distribution Connection, perform the following steps.

Task To delete a connection:

1. On the Settings menu, click Distribution Systems. The list of connections appears under the Connections pane.

N

Select required connection form the list and click Delete.
3. Click Yes and confirm to proceed the changes.

4. Upon confirming, the selected connection will be removed from the Connections pane.

Download and Install the Software Vulnerability
Manager Client ToolKit

To ease patch automation and WSUS management you must download and install Software Vulnerability Manager
Client ToolKit. To download this tool kit, click here.

On successful installation of Software Vulnerability Manager Client ToolKit, below tools will get installed and their
respective shortcuts will be created in your desktop.

®  Flexera SVM Patch Configuration
®  Flexera WSUS Management Tool

® Flexera SVM Client Data Tool

[

Important « You must install Software Vulnerability Manager Patch Client ToolKit to utilize the Vendor Patch Module and
SPS Automation, see Automating Patch Deployment and Patch Automation.

Prerequisites
The below prerequisites are required:
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console (RSAT) needs to be installed. You need to install the
administrator tools version that corresponds to your WSUS server.

®  Access Privileges to run the Daemon as a service.
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Access Privileges to makes changes to the WSUS server.
® [nternet Connection - SSL/TCP to a SVM server.

® NetFramework 4.7.2 or above.

® OSRequirements:

e |Install Software Vulnerability Manager Client ToolKit in Windows Server 2012 or Windows 8, for Windows 2012
WSUS.

® Install Software Vulnerability Manager Client ToolKit in Windows Server 2016 or Windows 10, for Windows 2016
WSUS.

® |nstall both the Software Vulnerability Manager Client ToolKit and WSUS in the same domain.

=
Vi
Task To download and install the tool kit follow the below steps
1. Download the Software Vulnerability Manager Patch Configuration Tool from the SVM Tool Kit. Save it in your desired
folder path.
2. Doubleclick the set up file, welcome wizard appears. Click Next.
4 Software Vulnerability Manager Client Toolkit - InstaliShield Wiza..
Welcome to the InstallShield Wizard for
P Software Vulnerability Manager Client Toolkit
n The InstallShield(R) Wizard will install Software Vulnerability
Manager Client Toolkit on your computer. To continue, dick
Mext,
WARNING: This program is protected by copyright law and
international treaties.
< Back Cancel
3.  You will be prompted to enter your system credentials. Click Install.
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15 Software Vulnerability Manager Client Toolkit - InstallShield Wiza...

&

Ready to Install the Program
The wizard is ready to begin installation.

Download and Install the Software Vulnerability Manager Client ToolKit

Click Install to begin the installation.

Launch Daemon as User

Enter & user name and password to run the Patch Automation Daemon service. Leave

it blank to log on as Local System account.

User Mame: I- - ———

Password: || oy

InstallShield

< Back Install

0

Cancel

Tip - On successful installation, one shortcut for Flexera Software Vulnerability Manager Patch Configuration and
one shortcut for Flexera WSUS Management Tool will get created in your desktop.

4. Onsuccessfulinstallation, click Finish. Flexera SVM Patch Configuration windows pane appears, see Flexera SVM

Patch Configuration.

Flexera SVM Patch Configuration

Flexera Software Vulnerability Manager Patch Configuration integrates Software Vulnerability Manager application with
the configured WSUS server to achieve the automation for subscribed packages.

On successful installation of Software Vulnerability Manager Client ToolKit, a shortcut with a name Flexera SVM Patch

Configuration will get created.

To use Flexera Software Vulnerability Manager Patch Configuration follow the below steps:

1. Double click on the shortcut created on your desktop, Flexera SVM Patch Configuration windows pane appears.

2. It consists of five tabs:
® WSUSTab
® WorkspaceONE Tab

® IntuneTab
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® SVYMTab

® General Tab

In WSUS Connection tab, enter the WSUS server details and the port number, click Load Groups.
In Groups to auto deploy, you can see the list of computer groups configured in WSUS Server.

Select the computer groups which you wanted to deploy the packages. To know more about a package publishing,
see Automating Patch Deployment.

To external package signing, select Sign package manually option.

[ Flexera SVM Patch Configuration - O x
WSUS Intune Workspace ONE SVM  General Output Window: | QearOutput |
[6:49:45 AM] Attempting to connect to WSUS:
= [. # p® pd g psccm scem test:8530 Use SSL:False

[6:49:45 AM] Successfully connected

Part: to:pscem scem test 8530

[6:49:45 AM] Connection Successful

[] Use ssL [6:49:45 AM] ServerString: Defauit
[6:49:45 AM] Serverld: e76ae ¥4-1031-4a41-a747-
Groups to auto deploy: de17ef069db0
[6:49:45 AM] TargetingMode: Server
=[] All Computers A [6:49:45 AM] Proxy ServerPort: 80
‘[ ] Unassigned Computers [6:49:45 AM] Attempting to obtain the computer
{CJwin7 target groups from WSUS.
D wini0 [6:49:45 AM] Number of computer target groups: 5
[ Iwing8 v

[ Cleanup package files on WSS when removing old patch
[] Sian packages manually

Flexera SVM Patch Automation will connect to the WSUS server under the running
Windows user context.

| Load Groups

In Intune Connection tab, you will be prompted to enter your Intune credentials like Application (Client) ID, Directory
(tenant), Client Secret. To know more details on configure Intune credentials, see Set up a Distribution Connection in
Flexera SVM Patch Configuration for Microsoft Intune.

In Assignment Groups (optional) field, choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

Click Test Connection button, on successful connection you will receive a successful message in the Output Window.
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[ Flexera SVM Patch Configuration — O ped
WSUS Intune  Workspace ONE SVM  General Output Window: | Clear Output |
[5:41 50 AM] Attempting tolconned to htulua server
Application (client) 1D: Idga:'" SR S 094 1118d99 ‘ with Client Id, Tenant Id, Client Secret details.

| [5:41:51 AM] Successfully connected to Intune

[Server,

[5:41:51 AM] Connection Successful

Directory fenant) ID: | 7d95 % & 0 6w b 3894a07cd 50

Client Secret: ’ooooooooooonooooooonoo-.ooooooonoo |

App Category: ’Hexera Packages |

AD SyncAdmins
ADSyncBrowse
Assignment Groups: | ADSyncOperators
AR Support Group
Artur_Device_Group

Test Intune Connection

10. In Workspace ONE tab, you will be prompted to enter the valid Workspace ONE connection details like Server name,
Authentication Type, Tenant ID/API Key, and selecting Organization Group ID. To know more details on configuration,
see Set up a Distribution Connection in Flexera SVM Patch Configuration for Workspace ONE.

11. Click Test Workspace ONE Connection button, on successful connection you will receive a successful message in the
Output Window.

E Flexera SVM Patch Configuration

- O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Outout |
[1:44:21 AM] Attempting to connect to Workspace
Server. ["”'*"" - l ﬁﬁ:’zml%tjm%Wommace
e | Basic e | ﬁriﬁze'lw:;‘l] Connection Successful
Uner Names: [ ————— [S‘Ie:'t:ozej AM] ProductMName: AirWatch Platform
Password: ssssssseee [1:44:21 AM] ProductVersion: 21.7.0.0

Tenart ID / API Key: | KL69He EUSe Y Owbzus8HOKv6vmtwgCVECGY3Sgxd/ Y|
Organization Group ID: 64349 1[-]

Test Workspace ONE Connection

12. In SVM Connection tab, you will be prompted to enter your Software Vulnerability Manager On-Premises credentials.
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13. Click Test Connection button, on successful connection you will receive a Token in the Output Window.

E Flexera SVM Patch Configuration

- O s
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output
[7:04:27 AM] Aﬂari:dhlg to Connect to SVM Server:
Connect to On-Prem SVM Server ! i B
: [7:04:27 AM] Successfully connected
Site URL: (e o - | Lo hitps:// s s see 800 m/
r [7:04:27 AM] Connection Successful
Use SSL [7-04:27 AM] Token
Bx 7o AbgOduzirb F 1FDrduvLSnW.J 30idx TXYp Y2I80T
User Name: - hH1eAFcAgVRYXJYGFGOG T
Password: [esssesses .
Test SVM Connection
14. Inthe General tab, you can set any one of the below distribution system.
®  Windows Server Update Services (WSUS)
® Microsoft Intune
® VMWare Workspace ONE
E Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: Cear Qutput
Distribution System
Distribution To: | Microsoft Intune "’l
Windows Server Update Services (WSUS
Logging VMWare Workspace ONE
Log File: |C:\nga'nData\Flexera Software\SVM Patch‘\svmpatch log || |
loglevel: | LogAlways v
Check-In Settings

Checkeln Frequency: |0 [3{Days 5 |¢] Hours [0 |5| Minutes

[] Get all Latest Subscribed Packages

Force Check-In Now ‘

© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Product Version: 5.0.412
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15. You can edit the folder path to save the action logs of this Tool. By default, the folder path will be:
C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log.

16. You can set any one of the below preferences to save the log files:
® LogAlways
® (ritical
® Error
® Warning

® [Informational

® \Verbose
B Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: Qear Output |
Distribution System
Distribution To: | Microsoft Intune >
Logging
Log File: [C:\ProgramData \Flexera Software\SVM Patch\svmpatchlog || ..
Log Level:

4 Hours [0 13| Minutes

Verb
Get al Latest Sumscroen
Force Check-In Now ‘
@ 2020 - 2021 Flexera. All rights reserved. Data Privacy., Product Version: 5.0.412

17. In Check-In Settings, you can set the frequencies to pull the relevant packages from the server.
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[ Flexera SVM Patch Configuration - | X
WSUS  Intune Workspace ONE SVM  General Output Window:  Clear Output
Distribution System i.‘.".‘.'.'_. - gty
1‘ A d) - - - -
Distribution To: Microsoft Intune “ i
{- M) . .—-' v -
— s 3 e S5 e
250 M0 o -
Log File: |C;\Pruga'nDa‘la\Flexera Software.SVM Patch‘svmpatch log || e : : : :::"Q‘-::‘ .
e
Log Level: LogAlways ~ : : :--’.. _- :,‘
- A ey, - SR P e g
Check-In Settings !“.":' - —
Check-n Frequency: 0 |2 Days |5 |%Hou's|0 | Minutes i-:u-_‘ - » S—
. o - -
Get all Latest Subscrbed Packages bias =
L - Py v - -
I Force Check-In Now I i . }
P - @ - - - -
b ’
[‘ . o -
IS T —
LT —
© 2020 - 2021 Flexera. All ights reserved. Data Privacy. Product Version: 5.0412 |, = 5wt = »

Note - Force Check-In Now button can be used to pull relevant packages immediately.

18. Click check box button if you want to get all latest subscribed packages.

19. To run the services, click close button. You will be prompted to enable Start SVM Patch Daemon in the closing
window. Click Yes to restart the Patch Daemon for the change to take effect.

Flexera SVM Patch Configurati..  — O *

Do you want to save changes?

(] Start SVM Patch Daemon

Yes No Cancel

Note « If any changes added in the Workspace ONE tab or SVM tab, then make sure that Test Connection to be done and then
Restart the Patch Daemon for the changes to take effect.

Flexera WSUS Management Tool

50

Flexera WSUS Management Tool allows you to manage the packages and configuration settings of WSUS.

On successful installation of Software Vulnerability Manager Patch Configuration Tool, along with the Software
Vulnerability Manager Patch Configuration Tool shortcut, one shortcut for Flexera WSUS Management Tool will get
created in your desktop.
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It consists of two tabs:
®  Patching Information

® Configuration

Patching Information

Patching Information tab prompts you to connect to the WSUS server to view the packages, based on the selected filter
option, either 3rd party, Microsoft updates, or both. It also allows you to approve, delete, decline the selected patches and
select a computer groups where you want to deploy these approved patches, at the set deadline.

It consists of three sections:
®  Filter Update List
®  Group Approvals

® SetApproval Deadline
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=
Task To use WSUS Management Tool follow the below steps:
1. Double click on the shortcut Flexera WSUS Management Tool in your desktop, Windows Server Update Service
Management Tool home page opens.
= Windows Server Update Service Management Tool - O
WSUS Server |pscem scem test | Pot 8530 [] Use sSL
' | Configuration
Filter Update List Group Approvals
@) 3d Party Set Approval Deadline
(O Microsoft Updates 12/ 9/2019
oF.
R 32209 PM =
Texd Filter:
Connect to Server and Refresh Approve Groups
State Title Vendor Approval Installed Pending Mot Installed
2. IntheFilter Update List, you can either select 3rd Party Patches, Microsoft Updates, and All. You can enter the patch
name or vendor name in the Text Filter box to fetch a quick patch list.
3. Click Connect to Server and Refresh, list of patches based on the selected Filter Update List appears.
4. Rightclick on a patch, you can perform a below function:
® Decline Selected Updates
® Delete Selected Items
®  Export SDP file
® Properties
In Group Approval section, you can select a desired computer groups from the WSUS server.
52
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= Windows Server Update Service Management Tool - O
WSUS Server |pscem.scem test Port |8530 | Use ssL

Patching Information | Configuration |
Fiter Update List Group Approvals
(@ 3d Party = Computers [] Set Approval Deadline
) Microsoft Updates = 1Al Computers 12/ 9/2019 -
oF. | -[[] Unassigned Computers @
ot loes | ==
- ’ +[Jwin10

Connect to Server and Refresh ~[win8 | Approve Groups

Number of Updates Found: 30

State > Title Vendor Approval Installed Pendng Mot Installed "

Ready Deployment package for Scftware ... Secunia Unknown 0 0 19

Ready Deployment package for Software ... Flexera Software Unknown 0 0 18

Ready Deployment package for Software ... Flexera Software Unknown 0 0 18

Ready Deployment package for Software ... Flexera Software Unknown 0 0 18

Ready Deployment package for Software ... Flexera Software Unknown 0 0 18

Ready Deployment package for Software ... Flexera Software Unknown 0 0 17

Ready Deployment package for Software ... Secunia Unknaown 0 0 17

. o Jo |

Ready Update 4K Video Downloader, ver.. Decline Selected Updates 0 5

Ready Update 7-Zip (x64), version 15.00.... | Delete Selected ltems 0 0

Ready Update 7-Zip (x64), version 19.00.... Export SDP file 0 0

Ready Update 7-Zip {x64), vers?on 19.00.... Properties 0 0

Ready Update 7-Zip {x64), version 19.00.... | L 0 0

Ready Update 7-Zip (64), version 19.00.... Igor Paviov Unknaown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0

Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0 0 v

< >

6. Select the Set Approval Deadline, you can set the date and time to deploy the approved patches.

0

Tip - WSUS management tool allows you to Approve, Decline, and Delete multiple patches at the same time.
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£ Windows Server Update Service Management Tool - B
WSUS Server |pscem.scem test Port |8530 | Use ssL
Patching Information | Configuration |
Fiter Update List Group Approvals
(@ 3rd Party = Computers Set Approval Deadiine
(O Microsoft Updates =[] Al Computers 1/ 172020 .
O A ~[JUnassigned Computers 8
- i 12:00:00 AM 5
Tex Fiter: |Flexera w7 &
’ +[Jwin10 .
Connect to Server and Refresh ~[win8 | AopoveGowps |
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed A
Ready Deployment package for Software ... Secunia Unknown 0 0 13
Ready Deployment package for Software ... Flexera Software Unknown 0 1] 13
Ready Deployment package for Software ... Flexera Software Unknown 0 0

Deployment package for Scftware .. _Ii_
Ready Deployment package for Software .. Flenera So&wa'e thmown
Pead) Deployment package for Software _—

Deployment package for Software _Ii_

Haady Update NET Core Runtime 3.1 {x... Mcmscﬂ ﬁpproved I]'

dy Updde 4K Video Dombader Ver... OpenMedla Unknown
——_
Update 7Zp (x64). version 13.00... __—

Update 7-Zip {x64), version 19.00.... Igor Paviov Lhknown 0
Update 7-Zp &B4). version 19.00 __
Heady Update 7-Zip (x64), version 19.00‘,. Igar Paviov Unknaown 0 0
Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip {x64). version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip {x64), version 19.00.... Igor Paviov Unknown 15 1] 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0 v
<

7. To approve the selected patches, click Approve Groups. You can see the Approved status from the Approval Column.

Configuration

In Configuration tab, you can perform the below WSUS configuration actions:

Test WSUS

® Test GPO Settings

®  Generate New Signing Certificate

® |nstall Signing Certificate

®  Export Signing Certificate from WSUS

® Delete Signing Certificate in WSUS

® Create /Update SVM Group Policy Settings

® Dump All GPO Informations

54
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A Windows Server Update Service Management Tool = -
WSUS Server |pscom scom test Pot @530 |[] Use ssL
[ Patching Information | Corfiguration
Operations to run: Output Window: ' Qlear Output |
Test WSUS Test GPO Settings | | |
WSUS Certificate Functions
Generate New Signing Certificate

Set Extemal Signing Certificate
Path: Browse

Password: ‘

Set Signing Ceticate in WSUS

_ install Signing Certficate

| Export Sgning Certiicate from WSUS
Delete Signing Certficate in WSUS

Group Policy Functions
GPO Name: 'WSUS -CSI

GPO to Support SCCM Patch Deployment
[[] GPOto Install WSUS Cerificate

Create / Update SVM Group Policy Settings
Dump All GPO Information

Flexera SVM Client Data Tool

Flexera SVM Client Data Tool will allow you to pull and store your SVM data in a Microsoft SQL database to keep for as long
as you wish.

On successful installation of Software Vulnerability Manager Client ToolKit, a new shortcut SVM Client Data tool will get
created in your desktop.

To pull data, perform the following process:
® (Create Database Connection
® AddAccount

® SyncData

Client Data
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Alongside the SVM Client Data Tool, PowerBI templates have been included. With these Power Bl templates, you can
generate trend reports for the existing data. For more information on generating reports, see Generating Data Trend
Reports.

Create Database Connection

To create a Database connection in Client Data Tool, perform the following steps.

To create a Database connection:
1. Double click on the shortcut created on your desktop, Flexera SVM Client Data windows pane appears.

2. Click Database Connection button. The Database Connection window appears.

A sv Client Data — m| X
Add Account
| Database Connection |
Site URL: ||....‘.‘.n e |
| Sync Data |
User Name: | |
A | | Database Connection x
| Add Account to List | G || |
Authentication: | Server Authentication - |
Login ID: | |
Drag a column header here to group by that column
Password: | |
User Name Site Url Device LastRun Device History
Catalog: | |
Save & Connect automatically
| Connect | | Create | | Close
i 44 4 RecordOofD b M W+ — & o %

3. In Server field, enter SQL Server name.

4. InAuthentication field, you can select authentication type as either Server Authentication or Windows
Authentication.
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IR 5vM Client Data = m| X
Add Account -
| Database Connection |
SRt [hremrspms \
| Sync Data |
User Name: | ‘
Password: | L
B Database Connection X
| Add Account to List
1 Server: SVM2019-WIN10 |
Authentication: Server Authentication ‘ -
Drag a column header here to group by that column Server Authentication
Login ID:
User Name Site Url Device LastRun Windows Authentication
Password: p—
Catalog: SYM

Save & Connect automatically

| Connect | ‘ Create ‘ | Cloze
144 44 4 RecordQofQ » W W+ — & v X
© 2020 — 2021 Flexera. All rights reserved. Data Privacy. Version: 1.1

5. Ifyou select Server Authentication, then enter Login ID and Password.
6. In Catalog field, enter the catalog name.

7. After entering the details, click Create button.

A svM Client Data — m| X
Add Account -
| Database Connection |
Site URL: [Frrmprsemes
| Sync Data |
User Name: 1
B Database Connection X
Password:
Server:
T Authentication: |Server Authentication - |
Login ID: | - |
Drag a column header here to group by that} ,D
Password: | EerEEeEs |
User Name Site Url
Catalog: |5VM |
Save & Connect automatically
== e
44 44 4 RecordDofQ ¢+ w w4 = & o x
© 2020 — 2021 Flexera. All rights reserved, Data Privacy. Version: 1.1

8. Upon successful action, Database created in the Microsoft SQL Server.
9. Once Database created, you can Connect to the Database.

Note « To connect the database server, make sure to install the SSL certificate in Trusted publisher and trusted root
certificate authority where client data is installed.
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Add Account

To add account in Client Data Tool, perform the following steps.

Note « Make sure that the Database is connected. For more information, see Create Database Connection.

To add account:
1. InAdd Account, enter Site URL in the text field.
2. Enterthe User Name and Password, and click Add Account to List button.

Added account will then be listed in the below section.

[ svM Client Data — m] X
Add Account N
| Database Connection |
Site URL: ‘..n..ﬁ-.-a e |
| Sync Data |
User Name: ‘ . |
Password: ‘ Pe— | Cancel
|E Add Account to List Il | |
Logs
Drag a column header here to group by that column ,D
User Name Site Url Device LastRun Device History LastRun | Software History Las... | Status
[ el gl paifpul
144 44 4 Recordlofl » W W+ = & o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.1

Sync Data

To pull data to Microsoft SQL server, perform the following steps.

Note - Make sure that the Database is connected and SVM account is added. For more information, see Create Database
Connection and Add Account.

To pull data to Microsoft SQL server:

1. InClient Data Tool, click Database Connection and connect to the database server. for more information, see Create
Database Connection.

2. Ifrequired, you can add multiple SVM accounts. For more details on adding the account, see Add Account.
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3. Click the Sync Data button. It starts pulling data to the Database.

4. Upon successful action, sync details will display in the below section.

[ svM Client Data = O X
Add Account .
| Database Connection ‘
Site URL: ||... I |
| Sync Data ‘
User Mame: ||.|.. M |
Password: | ExErTEEs | Cancel
| Add Account to List | E
Logs i
Drag a column header here to group by that column ,O
User Name Site Url Device LastRun Device History LastRun | Software History Las... | Status
S s | R RS R | 7/7/2021 7:04 AM 7/7f2021 7:05 AM 7/7/2021 7:05 AM Success
» | S | B . B | 7/7/2021 7:04 AM 7/7/2021 7:05 AM 7/7/2021 7:05 AM Success
14 4 4 Record20f2 » »oni 4 = S S x
© 2020 — 2021 Flexera. Al rights reserved. Data Privacy. version: 1.1

5. Syncdata will be available in tables and views.

Connect~ ¥ " = 7 & &

= @ SYM2019-WIN10 (SOL Server 15.0.2000.5 - SVM201¢
= Databases
System Databases
Database Snapshots
= @ SvMm
Database Diagrams
= Tables
Systern Tables
FileTables
External Tables
Graph Tables
B dbo.Device
FR dbo.DeviceHistory
FH dbo.History
ER dbo.PropertyValue
B dbo.SoftwareHistory
FF dbo.Userfccount
FH dbo.XPObjectType
= Views
Systern Views
+ dboswwDeviceStatusBySystemScore
dbowwProductCriticalityByDate
dboswProductStatusByDate
dbowwSoftwareCriticalityForDevices
External Resources

FEREEEEBE

B BB

BB

B B

[E3]

] Svnonvms

6. You can manually sync data or you can schedule automation for the data sync. To schedule automation, see Schedule
Automation for Sync data.
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Schedule Automation for Sync data

To schedule automation for sync data, perform the following steps.

Task To schedule automation for Sync data:
1. Type Task Scheduler in the Windows Start menu and click on Task Scheduler to launch task scheduler.

2. OntheActions tab menu, select Create Task option. The Crete Task dialog box appears.

(@ Task Scheduler - X
File Action View Help
= Connect to Another Computer...
On ic Task... hary (Last refreshe /2021 6:30:05 PM)
Import Task..
— o Connect to Another Computer...
isplay All Running Tasks B . . i § o R .
ate P carry out you specify. To begin, click a command in the Action 9 i Task.
Disable All Tasks History B create Basic Task.
& Create Task...
AT Poount G . . . X . . . . . .
ored Library. perform 2n ops the y port Tk
menu.
Refresh

[ Display All Running Tasks

Help ) ] Disable All Tasks History

AT A nfiguration
Status of tasks that have started in the following time period: Last 24 hours - View »
Summary: 231 total - 1 running, 225 succeeded, 3 stopped, 2 failed G Refresh

Help

Task Name RunResult  Run Start Run End Triggered By -
) NET Framework NGEN v403031..
B NET Framework NGEN v403031..
AC Power Install (last run succee...
[ Adobe Acrobat Update Task (last...
B AdobeAAMUpdater-10-FLEXER...

@ 10

re=ns 2

et e

Summry: 122 total

Task Name Next Run Time Triggers Location A
MicrosoftEdgeUpdateTaskMachine.. 6/28/2021 63052 PM At1030AM every day - \
Office Serviceability Manager 6/28/2021 6:40:15 PM At 210 PM every day - Af.. \Microsoft\Office
GoogleUpdateTaskMachineUA 6/28/2021 70552 PM At1005PM every day -~ \ v
Last refreshed at 6/28/2021 6:3005 PM

3. It consists of five tabs:
® General
® Triggers
® Actions
® Conditions

®  Settings
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(5 Create Task x

General Triggers Actions Conditions Settings

Name: |

Location:  \

Author: FLEXERAY, s — —
Description:

Security options

When running the task, use the following user account:
FLEXERA) SESSES \S— Change User or Group...

®) Run only when user is logged on
(O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for:  Windows Vista™, Windows Server™ 2008 -

4. In Generaltab.

In Name field, enter the task name.

In Description field, enter description for the task.

In Security options section, you can configure which administrator account can run the task.

Select the Run whether user is logged on or not option.

Select the Run with highest privileges option, If the task requires the highest privileges.

Select the Hidden option, If you want to hide the task.

The Configure for settings are changed only when you are required to use a different compatibility option.

Click Ok button.
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5.

6.

(5 ClientData Properties (Local Computer)

General Triggers Actions Conditions Settings History

Name: ClientData
Location:  \
Author: SVM2019\Administrator

Description: | to store SVM data

Security options

When running the task, use the following user account:
Administrator

(O Run only when user is logged on

(® Run whether user is logged on or not

Change User or Group...

[[] Do not store password. The task will only have access to local computer resources,

] Run with highest privileges

SVMOPE-December2021-UG00

[4] Hidden Configure for  Windows Vista™, Windows Server™ 2008 -
I OK I Cancel
In Triggers tab.
® Click the New button. The New Trigger dialog box appears.
® Click the Begin the task drop-down and select one of the triggers from the list.
® Select Daily, Start date and time, and then enable the settings. Click Ok to schedule the task.
@ Create Task New Trigger X
General Triggers Actions Conditions| Beginthetask: Ona schedule -
Setti
When you create a task, you can specify ings ) .
O Onetime Start: | 6/30/2021 O+ | |12:54:00 AM = ||:| Synchronize across time zones
Trigger Details @® Daily
O Weekly Recur every: _1 days
O Monthly
Advanced settings
[] Delay task for up to (random delay): -
[ Repeat task every: [ or
stop all running tasks at end of repetition du
[[] Stop task if it runs longer than: 3 days]
[ Expire: /3072022 125425 AM |2 Synchronize across time zones
Edit... Deld
[4] Enabled
| 0K | ‘ Cancel
In the Action tab.
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®  Click the New button. The New Action dialog box appears.

® Click the Action drop-down and select one of the actions from the list.

® Under the Settings section, in the Program/script field, specify the path for the application (SVMClientData.exe).
® Inthe Add arguments (optional) field, you can specify Sync Data.

® Inthe Startin (option) field, specify the installation folder of the SVMClientData.exe

®  After selecting the above fields, click the Ok button.

.jE._‘. Create Task New Action X
General Triggers Actions Conditions Setting You must specify what action this task will perform.

When you create a task, you must specify the al  Action:  Starta program =

Settings

Action Details )
Program/script:

‘ogram Files\Flexera Software\Client Toolkit\Client Data.exe| Browse...

Add arguments (optional): SyncData |

Start in (optional): Ira Software\Client Toolkil|

Gar.  Delee

7. After completing the steps, authenticate with your account credentials, and then the task will run automatically on
schedule or event using the specified settings.

Generating Data Trend Reports

With the Power Bl templates you can generate a trend reports for the existing data. To generate a data trend reports,
perform the following steps.

Task To generate Data Trend Reports:
1. Download Power Bl Desktop (https://powerbi.microsoft.com/en-us/downloads/).
2. Open the Power Bl Desktop.

3. Click on the File menu, select Import, and select Power Bl Template.
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4.

5.

©

New Import

Open report

Power Bl template
Save " | P

Save as

B Power Bl visual from file
Get data

@ Power Bl visual from AppSource

Power Query, Power Pivot, Power View
Publish

Options and settings

Get started

Select the desired template from the Client Data Tool\Report Templates\Power BI folder.

Note - Alongside the SVM Client Data Tool, Power Bl templates have been included.

Once the template is selected, change the database source as mentioned in the below steps:
® Click on the File menu, select Options and settings, and select Data source settings.

The Data source settings dialog box appears.
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®

New Options and settings
Open report

Opti
S {C:)} ptions

Save as

D?} Data source settings

Get data

Import
Export

Publish

Options and settings

Get started

® Inthe Data source settings, select Data sources in current file by clicking on the radio button, and click the
Change Sources button. The SQL Server database dialog box appears.

Data source settings

Manage settings for data sources that you have connected to using Power Bl Desktop.

¢ Data sources in current file O Glaobal permissions
Search data source settings ﬁ‘l
Change Source... | ‘ Export PBIDS ‘ ‘ Edit Permissions... ‘ ‘ Clear Permissions| - |

Close

® Inthe SQL Server database, enter the server (port) details and the database details. Click Ok button.
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6.

10.

66

SQL Server database

Server (i)
[ sve iy |

Database

A

» Advanced options

oK
® Upon successful action, the database source is updated.
Fle  Home Insert Modeling View Help Format  Data/Drill
cut 4= 4
e RRADES D P GEg
sste e Get Excel PowerBl SQL Enter Datoverse Recent  Toonsform Refresh — New Text  More New  Quick Publish
< Format painter | data~ datasets Server data sources~ | datav visual box visuals~ | measure measure -
Clipboard oata Queries nsert Cakulations Sersiity | Share ~
W FDevices by Criticality F B - Host ProductName Crticatty Year Quarter Week Day L N
e § . o8 b = < Visualizations > Fields >
®Extremely Crical @ Highly Critical  Modsrately Crtical  Less Critical @ Nt Crtical CSIPWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qtr 1 [
CSITWINDOWS10.  Google Clirome 72.x Extremely Critical 2020 Qtr | 6 6
& CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 7 1 < EBEMENB  5sam
CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 3 1. - e
88 CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qtr 2 w1 Fme B wsoftwareCrite.
CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qtr 2 LI a
CSIPWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qe 2 w8 13 e®w
CSITWINDOWS10.  Google Chrome 72 Extremely Critical 2020 Qtr 2 20 15 =
CSITWINDOWS10  Google Chrome 72x Extremely Critial 2020 Qtr 3 7 1 £ 0
CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qe 3 % 1
CSITWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qur 3 4 18
CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qtr 3 30 19
CSIPWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qtr 3 19
" CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 3 ET
g CSITWINDOWS10  Goagle Chrome 72x Extromely Critical 2020 Qua 46 11 Date i
'H CSITWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qr 4 4% 1 Vear e
(= CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qur 4 4 2% Quarter x
CSITWINDOWS10  Goagle Chirome 72x Extremely Critical 2020 Qur & 49 30 X
DESKTOP-ORIICTG  Adobe Flash Flayer 28 Extremely Critical 2020 Qtr 1 14
DESKTOP-ORIICTG  Adobe Fiash Flayer 28x Extremely Critical 2020 Qtr 1 6 6 Day VX
DESKTOP-ORSICTG  Adobe Flash Player 28x Extremely Critical 2020 Qur 1 T
25 | DESKTOP-ORSLCTG  Adaoe Flash Prayet 28 Extremely Critical 2020 Qtr 1 ERE ) Legend
DESKIOP-ORSLCTG  Adoe Flash Player 28 Extremely Critical 2020 Qur 2 1
DESKTOP-ORILCTG  Adobe Flash Player 28x Extremely Critical 2020 Qur 2 a s Add data fields here
DESKTOP-ORICTG  Adobe Fiash Player 28x Extremely Critical 2020 Qe 2 % 13
DESKTOP-ORSLCTG  Adobe Flash Player 28 Exvemely Crineal 2020 Q2 20 15 e
DESKTOP-ORSLCTG  Adobe Fiash Plaver 28 Extremely Critical 2020 Qtr 3 a1 Eererhy Gl o
DESKTOP-ORGLCTG  Adobe Flash Player 28 Extremely Critical 2020 Qtr 3 EL
DESKTOP-ORSLCTG  Adooe Flash Plaver 28 Extremely Critical 2020 Qtr 3 34 18 Highly Critical e
ks R sk o | DESKIOPORICT  Adooe Fissh ayer 22 Eavemely Cifial 2020 Q3 30 18 haderaieh. el e
' DESKTOP-ORLCTG  Adobe Flash Player 28 Extremely Critieal 2020 Qtr 3 3 19 =
DESKTOP-ORSLCTG ~ Adobe Flash Player 28 Extremely Critical 2020 Qtr3 T Less Critical hitd
L Date Quarter Woek 4 DESKTOP-OR3LCTG _ Adobe Flash Player 28 Exremely Citcal 2020 Qe 4 46 11 Not Criical v
Pagel | .‘.J Secondary values

You can generate reports:

® (Criticality status by device

®  (Criticality status by product

® Device status by system score and date
® Secure status by product

On the File menu, click Save to save your changes.

On the File menu, click Save As. The Save As dialog box opens. The Save As dialog box lets you specify the name and

location where you want to save the template.

To export the report, select Export > Export to PDF from the File menu.
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©®

New Export
Open report

Power Bl template
Save 4 ‘ P

Sa
ave as or] Export to PDF

[

Get data

Publish

Options and settings

Get started

Join Flexera’s Customer Community

Join Flexera’s Customer Community - the place to go for case management, knowledge base articles, and product forums.
A community of customers is waiting to meet you! To get started:

® Register (https://rebrand.ly/welcome-to-flexera) for a Welcome to Flexera session. These sessions are hosted by our
Customer Success team. You’ll get a high level overview of Flexera and its product and support resources.

® Visit our Customer Community (https://community.flexera.com/t5/Software-Vulnerability-Manager/ct-p/Software-
Vulnerability-Manager). We extend case management privileges to two individuals per organization. If you need to
update your technical contacts in Flexera’s Customer Community, the following video explains how to do that: https:/
/www.youtube.com/watch?v=bSD28T432QA&list=PLCuhlHqgMRwWqqBAOs0_DKa30XElim50RR&index=6.

® Anticipate an email from our Community containing your user credentials. Your organization’s administrative contact
(many times an individual in procurement or finance) has the ability to assign case management privileges.

® Request (https://community.flexerasoftware.com/register.php) access to our product forums! It’s a great way to
exchange best practices and tips and tricks with other customers like you!
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The Dashboard

The Dashboard provides an overview of your hosts with the help of various “portlets”. Portlets are a collection of
components that graphically display key data and allow you to create profiles which can display a unique combination of

portlets.

The first time you login to the Software Vulnerability Manager console the Dashboard page will only display the Overview
portlet. Select the Dashboard elements you want to view from the drop-down list on the upper left of the page. You can
then either save the profile or, if you have created several profiles, set it as the default profile. You can also delete, add a
new profile or reload the current profile view.
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0

Tip - Click #lin any portlet to refresh the data displayed. You can further filter the data in portlets that allow Smart Group
selection.

0

Tip - Click ?lin any portlet for more detailed information on the data displayed.

Note « You can only load one unique portlet at a time.

0

Tip - You can toggle between Full-screen and Standard views.
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Agent Administrative
Privileges and Data Collection

The Software Vulnerability Manager On-Premises Edition requires an Agent to be installed on your server to scan your
environment for vulnerabilities. Installing the Software Vulnerability Manager Agent file csia.exe requires administrative
privileges. When scanning your environment, the Agent collects data from each device that is scanned.

The following sections provide further details:
® Agent Administrative Privileges
® Agent Data Collection

® Agent Caching of Scan Rules

Agent Administrative Privileges

The Software Vulnerability Manager Agent requires administrative or root privileges for the following functionality:
® |Install or uninstall the service

® Update configuration data stored in per-machine locations (Examples: MachineGUID (written once); last scan time
(updated each scan))

® Scan the entire hard drive for vulnerable software (non-administrative users cannot read other users’ local files)

Note - At this time, it is not feasible to skip parts of this functionality when installing the Agent without administrative or root

privileges.

The Software Vulnerability Manager Agent requires network connectivity (HTTP/HTTPS) to <your SVM on-prem server

host name>.

See the diagram below for an overview of the Software Vulnerability Manager On-Premises System Architecture.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00 71



Chapter 5 Agent Administrative Privileges and Data Collection
Agent Data Collection

SYSTEM ARCHITECTURE — ON-PREMISES

Patches SVM BACKEND

https://dl.csi7.secunia.com

Adyvisories

https://sync.secunia.com

HTTR(S) Cert Revocation Check
DEPLOYMENT sSL crl.verisign.net

crl.thawte.com

SYSTE M S - ws.symantec.com

N
/\

FLEXEra

Agent Data Collection

72

After scanning your environment, the Software Vulnerability Manager Agent collects the following data, which is
summarized into a single POST to <your CSI on-prem server host name>. The Agent collects data from Windows, Red
Hat Enterprise Linux (RHEL) and Mac OS X operating systems. The data collected varies by operating system as described
below.

All Operating Systems

® Machine name

®  MachineGUID (generated by Flexera)

®  System type (architecture / operating system)

® |Paddress

® MAC address

® Time (GMT, local)

Windows

® Distinguished name

® |jstof security Knowledge Base articles installed or pending, source thereof

® List of vulnerable and unrecognized applications from the File System scan:
® Sendsonly:

® File path
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® Filesize

® Metadata from the Portable Executable (PE) header to recognize known software (Examples: timestamp,
machine architecture)

® Metadata from the Version Block to recognize known software (Examples: product name, product version,
company name, original file name, internal name, file version, comments, file description, legal copyright,
legal trademarks, private build, special build)

®  Files collected are filtered by scan rules or type
® Locations of well-known system folders (Example: C:\Program Files)
® List of drives discovered or scanned

®  Processing time and other profiling measures

Red Hat Enterprise Linux (RHEL)
® |jstofinstalled Red Hat Package Managers (RPMs) from rpm

® List of packages with security updates using the Yellowdog Updater Modified (YUM) tool

Mac OS X
® List of applications from the File System scan of .plist sends only:
® File path

® Metadata from the plist used to recognize known software (Examples: author; description; CFBundle: display
name, identifier, short version string, version, executable, get info string, name, package type;
NSHumanReadableCopyright)

® |ist of operating system updates queried from the system.

Agent Caching of Scan Rules

New scan agents available with this release, will now cache scan rules. Agents servers will determine if the agent needs a
new set of rules and will only push these rules if needed. This will result in decrease in the amount of network traffic
generated by the scan agents which will be especially beneficial in very large environments. To take benefit of this
enhancement, the current version of the scan agent in your environment should be upgraded to the new version of the
agent-7.6.1.15
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Scanning

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

® Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.

® Alternatively, you can scan the target hosts by launching a scan from the system where the Software Vulnerability
Manager console is running. By using this approach, no software is installed in the target hosts. The scanning is
performed using standard operating system services. This scan is also referred to as a “remote scan”.

The various types of scan are listed and shown below:

® Agent-Based Scan - Requirements for Windows

® Agent-Based Scan - Requirements for Mac OS X

® Agent-Based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)

® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® Remote Scanning Via Agents

®  Scanning Via Local Agents

®  Run Scan from System Center Configuration Manager (SCCM)

® Scanning Mac OS X

® Scanning Red Hat Enterprise Linux (RHEL)

Below is a visual overview of the Software Vulnerability Manager scanning options:

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00 75



Chapter 6 Scanning
Agent-Based Scan - Requirements for Windows

ASSESSMENT/SCANNING OPTIONS

<\
&
INVENTORY
IMPORT

HTTP(S)

HTTP(S)

HTTP(S) HTTP(S)

N
\

FLEXEra

Note « If the WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Manager, you can use a different certificate as an alternative.

[

Important « Administrators must ensure that Software Vulnerability Manager, and its scanning Agent respectively, have
access to all necessary system and online resources which allow the application to run as intended. The address http(s)://

csi_server_name/ should be allowed in the Firewall/Proxy configuration to ensure that the client system is allowed access to
these online resources.

Agent-Based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Manager ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Single Host Agents, the following
requirements should be present in the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager Agent - csia.exe)
® Microsoft Windows Server 2008 R2, 2012, 2012 R2, 2016

®  Microsoft Windows Operating System 7 Service Pack 1, 8.1, 10

® Network Connection - SSL 443/TCP to http(s)://csi_server_name/.

® Windows Update Agent 2.0 or later
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Agent-Based Scan - Requirements for Mac OS X

The following requirements should be met before installing the Single Host Agent on an Intel-based Mac OS X machine:
® Supported Systems:
® 10.8 Mountain Lion
® 10.9 Mavericks
® 10.10 Yosemite
® 10.11ElCapitan
® 10.12Sierra
® 10.13 High Sierra
® 10.14 Mojave
® 10.15Catalina
® 11BigSur
® Administrator privileges at minimum (‘root’ privileges required for the installation)
® Network Connection - SSL 443/TCP to http(s)://csi_server_name/.
® The userinstalling the Agent must have 'execute' permissions on the file (chmod +x).

Note « To install and scan Mac Agent in Mac OS Big Sur with ARM Architecture, you need to install Rosetta software.
softwareupdate --install-rosetta

Agent-Based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

Note « The csia agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
® Must be a member of the sudoer group.

® Must have write access to the /etc/csiafolder to save configuration data.

®  Must have a RHEL machine that supports the following operating systems:

® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

For further RHEL agent installation information, see Installing the Software Vulnerability Manager Agent for Red Hat Linux.
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Note « It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Remote/Agent-less Scan - Requirements
(Windows)

If you prefer to scan without installing the Software Vulnerability Manager Agent (Agent-less scans), the following
requirements should be present in the target hosts:

Ports 139/TCP and 445/TCP open inbound (on hosts)
File sharing enabled on hosts
Easy/simple file sharing disabled

Windows Update Agent 2.0 or later

Required Windows services started on hosts:

Workstation service
Server service
Remote Registry service (by default is disabled on Win7/Vista)

COM+ services (COM+ System Application: Set to Automatic)

In order for a Remote/Agent-less scan to succeed, the user executing the scan - whether that’s the user running the
Software Vulnerability Manager console or the user for the service running the network appliance - must have local
administrative privileges on the scanned hosts.

When performing Remote/Agent-less scans, the result may be displayed as Partial in the Completed Scans page. This is
caused by the Windows Firewall default settings that block the RPC dynamic ports.

On the host, in Windows Firewall, the user should create an inbound rule to allow inbound traffic for all products that use
RPC dynamic ports.

=
Task To create the rule:
1.  From Windows Control Panel (View by Category) > System and Security > Windows Firewall, select Advanced
settings.
2. Select Inbound Rules in the Windows Firewall with Advanced Security on Local Computer pane and then select
New Rule in the Actions pane.
3. The New Inbound Rule wizard opens
4. Select Custom rule and click Next.
5. Select All programs and click Next.
6. Inthe Protocol and Ports window:
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7. From the Protocol type: drop-down list, select TCP.

8. From the Local port: drop-down list, select RPC Dynamic Ports.

9. Click Next until the Profile window appears.

10. Clear Private and Public, select Domain and click Next.

11. Give the rule a name, for example: Software Vulnerability Manager.
12. Click Finish.

Once you have created the rule, use the Software Vulnerability Manager console to perform a remote scan of the PC. The
host will connect to Windows Update and the scan status should be displayed as Success in the Completed Scans page.

Remote Scanning Via Software Vulnerability
Manager (Agent-less Scan)

These scans are performed in an Agent-less manner and the credentials used by Software Vulnerability Manager to
authenticate on the target hosts will be the same as those of the user that launched the Software Vulnerability Manager
console.

This section describes the features for this Agent-Less Scan:
® Quick Scan
® Scan Groups

® Scan Progress

[

Important « Please consider the system requirements for the Scan Groups/Agent-less scans, described in Remote/Agent-less
Scan - Requirements (Windows).

Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager console against remote hosts
on your network oryour local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter hosts
to scan screen and click Scan Hosts.

For local host scanning, click Include this computer in scan.
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Enter hosts to scan

Scan Type

(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

IP Range

From: | Enter IP address

To: | Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[ Include this computer in scan

To make sure that you are able to remote scan the target host, please ensure that all the system requirements for the

remote scan are in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan

Group.

Scan 1 selected group  Mew Scan Group

Scan Group =

ChrisTe

Edit Group

Scan Group

Delete Group

If you are scanning remote hosts, your current login credentials, or the ones you supplied via “Run as...” will be used to

authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.
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New Scan Group: s

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: |

Scan Type: () Type 3: Inspect all .dll, .exe, and .ocx files (Slow)
(®) Type 2: &ll Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

|~ Cancel |

After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to
create the scan group.

Scan Progress

Use this page to track the scans being conducted. You can also configure the number of simultaneous scan threads (the
default value is set to 5) as described in Settings.

Stop All Scans

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager Agent on each client.

To set up an import schedule, see System Center Import Schedules (Requires the Software Vulnerability Manager Daemon).
System Center integration requires the following prerequisites:

® Setting up authentication—The user running the Software Vulnerability Manager console must have access to the
database containing the data of the System Center. For System Center Configuration Manager the database is named
CM_ssite_code> and for System Center Configuration Manager 2007 it is named SMS_<site_code>. To add
permissions, open SQL Server Management Studio, right-click the appropriate database, navigate to permissions and
add Connect and Select.

® Setting up the software inventory agent—Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client Settings >
Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and add the
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patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a narrower
pattern, however, the quality of the scan result will suffer.

® Increasing the software inventory file size—In addition, you might want to consider increasing the software
inventory file size from the default of 5 MB to 12 MB. To accomplish this, change the following registry key on the
System Center Server:

HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size

Click Configure System Center. In the Software Vulnerability Manager System Center Configuration page, enter the System
Center Server Name. Select the Use System Center Collection Name as Site name for imported hosts check box to use the
Collection name as a host's Site name during Collection import and click Save.

fit Vul blity 1 Center Configuration *
System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.

(®) Automatic
System Center Server Mame:

() Manual

System Center Import Settings

Choose whether or not to automatically create a Site namea from the System Center Collection Name and assign it to
imported hosts.

[ Use System Center Collection Name as Site name for imported hosts

If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

fit Vull blity I Center Confi i *

System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.

() Automatic
(®) Manual
SOL Hosk:
SQL Port: | 1433

SOL Database: CM_IND

System Center Import Settings

Choose whether or not to automatically create a Site name from the System Center Collection Name and assign it to
imported hosts.

[W] Use System Center Collection Name as Site name for imported hosts

In the System Center Inventory Import page, click Import Selected Collections or Import All Collections.

[

Important « The scan result is based on the data collected by the software inventory agent, which may not be of the same
quality as that of the Software Vulnerability Manager Agent (csia). This means that there could be discrepancies between a
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scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the Software
Vulnerability Manager Daemon)

To create a new System Center import schedule, perform the following steps.

LK

Task To create a new System Center Import Schedule:
1. Click New System Center Import Schedule and enter:
® The Schedule Name.
® The Next Run date and time.
® The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time

Import check box.

Define the schedule for importing System Center scan data. After the schedule has been created you will be
prompted to add the collection whose scan data you want imported.

Schedule Mame: ||

You must choose a

:ext Date and Time in
un: the future.
Frequency: | Hourly B ar |:| One-Time Import

| Save I Close

2. Click Add Collections and enter the Collections to include in the Import Schedule.

3. Right-click an Import Schedule in the grid to edit or delete the schedule.

Remote Scanning Via Agents

You can use Network Appliance Agents for scanning one or more networks at scheduled intervals without having to install
the Software Vulnerability Manager Agent in every single target host.

With the csia.exe installed in Network Appliance mode, you will have the ability to schedule remote scans.
The hosts to be scanned can be identified by an IP-range, IP-network or Host-name.

The Software Vulnerability Manager console allows you to easily manage the scans being performed by the Network
Appliance Agent.

[

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-Based
Scan - Requirements for Windows and Agent-Based Scan - Requirements for Mac OS X.
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Software Vulnerability Manager Agent Command
Line Options

Help

You can use the following command line options for the Software Vulnerability Manager Agent.

® Help

® \ersion
® |nstall

® Uninstall

® Modify Settings

® Controlling the Service

® Scanning from the Command Line

® Randomizing the Agent Scan Schedule

® Agent Configuration Options

Run the Software Vulnerability Manager Agent to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with -V. Exclusive:

csia.exe -h

Version

Install

84

Print the version number of the Software Vulnerability Manager Agent on the command line (exclusive):

csia.exe -V

Install the Software Vulnerability Manager Agent from the command line, with configuration options. Installs as current
user, prompts for password, settings saved to HKCU:

csia.exe -1 <config options>

Install the Software Vulnerability Manager Agent from the command line to run as LocalSystem, with configuration
options. Saves settings to HKLM:

csia.exe -i -L <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

csia.exe -i -R <user> <config options>
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Install the Software Vulnerability Manager Agent from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

csia.exe -i -R <user>:<password> <config options>

Install the Software Vulnerability Manager Agent from the command line but not write anything to the registry (also works
with-Rand-L):

csia.exe -i -N

If you need to install the Software Vulnerability Manager agent for multiple partitions, you can download one agent from
the CSl server and add the agent to a preconfigured Microsoft System Center Configuration Manager (SCCM) package. For
details see Install the Agent via SCCM.

Install the Agent via SCCM

In an environment with multiple partitions, you can download one Software Vulnerability Manager agent from the CSI
server and add the agent to a preconfigured Microsoft System Center Configuration Manager (SCCM) package. The
preconfigured SCCM package must first implement the registry keys necessary to identify the Software Vulnerability
Manager agent and the relevant partition where the Software Vulnerability Manager agent should deliver the scan result.
Then the SCCM package installs the Software Vulnerability Manager agent.

The end result is to have several SCCM packages that are all preconfigured to create the appropriate registry keys and only
require an “unidentified” agent, which is downloaded directly from the CSI server. When agents need to be upgraded, only
one Software Vulnerability Manager agent must be downloaded to replace the existing agent file in the SCCM package.

[

Important « The following instructions will only work with the Software Vulnerability Manager On-Premises version 7.5.1.12-

1 and above versions.

Task Install the Agent via SCCM:

1. Create the registry keys required to identify the Software Vulnerability Manager Agent and the related Partition using
one of the below registry locations, depending on the OS architecture (32/64 bit):

®  (32bit OS) HKEY_LOCAL_MACHINE\SOFTWARE\Secunia\CSI Agent
®  (64bit OS) HKEY_LOCAL_MACHINE \SOFTWARE\Wow6432Node\Secunia\CSI Agent

2. Name the four required registry keys, which are all String Values, as follows:

® CSIAHost
® CSIAPort
® CSIAToken
® CSIAUser

These values are available in the Software Vulnerability Manager Console, and any user can acquire the values for
these four registry keys.
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3. Theregistry keys can be configured by adding installation switches to a command-line installation:

Set the Server host name --host <host name>
Set the Server port --port <port number>
Set the Software Vulnerability Manager --token <token>
token

Set the Software Vulnerability Manager --userid <userid>
user ID

4. Inthe Software Vulnerability Manager console under Scanning > Single Host Agents > Download Agent, download
the agent. On the same page there is a button named Email Settings. Click this button, and an email will be sent to
the email address specified in the related Software Vulnerability Manager user profile.

5. Copy the “unstamped” agent file from the CSI server /usr/local/Secunia/csi/binaries/csia/win/csia.exe (do
not rename the file) to the preferred installation location on the host (Default location is C: \Program Files
(x86) \Flexera\CSI Agent\csia.exe).

6. Install the csia.exeviathe command line: Start cmd with run-as-admin.

7. Access the folder location where the csia.exe islocated and run the command: csia.exe -i
username@domain:password -d install.log -v -skip-wait

8. Open Regedit to locate the new Software Vulnerability Manager Agent folder.

Uninstall

Uninstall the Software Vulnerability Manager Agent service, remove all settings and delete the key from the registry where
the service reads them from:

csia.exe -r

Note « The -L and -R options are irrelevant when uninstalling.

If the service is installed but cannot be removed, then the registry settings aren't removed.

If the service is not installed, does nothing.

If the registry settings cannot be removed, a warning is given and the service is removed regardless.

To uninstall the Software Vulnerability Manager Agent service, while leaving the registry settings intact:
csia.exe -r -N

To remove the service, if installed, and delete the \Software\Secunia\Software Vulnerability Manager Agent registry key
from everywhere in the registry (exclusive):

csia.exe --delete-all-settings
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Modify Settings

Save command line setting to the registry, so the service will use it. The settings are saved to the location based on where
installed the Software Vulnerability Manager Agent reads the settings from. If no Agent is installed, or the settings cannot
be saved to the correct location, nothing is saved, an error is printed and the command aborts:

csia.exe -S <config option>

Controlling the Service

Starts the service if it is not running (exclusive):

csia.exe --start
csia.exe --restart

Stops the service if it is running (exclusive):

csia.exe --stop

Scanning from the Command Line

Run the Software Vulnerability Manager Agent with immediate command line scan, with options. Ignores registry settings
and server settings:

csia.exe -c <config options>

Run the Software Vulnerability Manager Agent locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

csia.exe -fg <config options>

If possible, run the Software Vulnerability Manager Agent locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options>on the command line override
which, unlike a service, has no command line:

csia.exe -fg -L <config options>
csia.exe -fg -R <user> <config options>

Order of precedence:
® Settings given on command line take precedence but, when running as a service, there is no command line.

®  Settings from server take precedence over settings read from registry.

Randomizing the Agent Scan Schedule

Set up arandom scan schedule to stagger the scanning of multiple machines within a system. This command line applies
to all platforms.

csia.exe -c -si <scan interval upper limit>

“si” represents scan interval, and the scan interval’s upper limit can be set up by the number of minutes.
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For example, csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random

minutes, which could be from 1 to 120 minutes.

Agent Configuration Options

The following table lists the Agent configuration options.

88

Table 6-1 « Agent Configuration Options

Configuration Option

Program Options:

Description

-A/--network-appliance

Run in Network Appliance mode.

-c/--cli

Run software inspection from the command line using command-line settings and
server-supplied settings.

Exit codes returned:
0- SUCCESS
1-SERVER BUSY

2 - OPERATION FAILED

3-SERVICE FAILED

-d <path> --debug <path>

Write diagnostic information to the specified file.

--getfileinfo <path>

Directory for output file

-h/--help

Display this message and exit.

-n/--checkin-interval <interval>

Set the check-in interval for the service. This setting is in the format INTEGER
followed by M/H/D representing minutes, hours, or days.

Example: 10M for a 10-minute interval or 2H for a two-hour interval

-o/--outdir <path>

Directory for output file

-oc/--output-csv <file>

Output inspection results to a CSV file.

-ox/--output-xml <file>

Output inspection results to an XML file.

-si/--scantime_interval <minutes>

Set a random range to delay running software inspection. 0 means no random
range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v --verbose

Display or log additional diagnostic information.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option Description

-V/--version Display program version information and exit.
Use this option when you want to check the version of the agent.

Customer Area Option:

-g/--group <group> Create host as a member of <group>in your Software Vulnerability Manager
Account (defaults to domain or langroup if unspecified).

Mac Agent Option:

--delete-all-settings Deletes all information, including Globally Unique Identifiers (GUID), from the
system to ensure it is clean to accommodate a new installation.

Network Settings:

-D --direct-connection Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on port 443 and HTTP on
other ports. This option is for debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url> Proxy Autoconfig url

--request-timeout <minutes> Sets a timeout on network connections. Set for 1-10 minutes or use 0 for no
timeout.
Use this option to increase the timeout period of HTTP requests to prevent the
timeout error when the server does not respond in 2 minutes.

-U <user:pass> --proxy-user Set proxy credentials (saved in encrypted form).

<user:pass>

--use-network-winhttp Enable WinHttp network stack.
Use WinHTTP when you want the agent to control the behaviors of the HTTP
Internet protocol. We default WinHTTP to force using TLS 1.2. Also, the command
line options for proxy such as -x, -U, and -D are designed to work in conjunction
with WinHTTP. This option is for debugging purposes.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option Description

--use-network-wininet Enable WinInet network stack (default).

Use WinINet when you want to control the behaviors of HTTP Internet protocol
using the Internet Options. Since WinINet does not have services support, the
agent running as a service ignores this option. This option is for debugging

purposes.
-X <proxy:port> --proxy Set proxy.
<proxy:port>
Proxy Options:
-D/--direct-connection Force direct connection, overriding default internet proxy settings.
--pac-url <URL> Specify the URL of the Proxy Auto Configuration file (.pac/.dat).
-U/--proxy-user <user[:pass]> Specify Proxy authentication.
-x/--proxy <host[:port]> Use HTTP proxy on given port.
Scan Options:
--check-wmi Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM using WMI in addition to a
query using Windows Update Agent.

This option could be used to see if the SCCM client on the device/host can be used
for reporting missing KBs.

-t/--type Software Inspection Type: 1, 2 (default), or 3.

1: Inspect applications in default locations only.
2: Inspect applications in non-default locations.
3: Inspect all .dll, .exe, and .ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win- Do not connect to Windows Update.
update
--wua-proxy <0,1 or host[:port]> Configure proxy settings for Windows Update.

0: Use the default setting.
1: Use the proxy configured with -x/--proxy.

<host[:port]> Manually set the proxy host and port.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option Description

Scan settings that server can

override:

-g <group>--group <group> Group name for association

-n <minutes>M --checkin-interval Set Check-in interval.

<minutes>M

-n <hours>H --checkin-interval

<hours>H

-w --no-win-update --no-os-update | Disable windows update check.

Security Options:

--ignore-ca Ignore Unknown SSL Certificate Authority (CA).

--ignore-crl Ignore SSL Certificate Revocation Check.

--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).

Server Options:

--userid <userid> Set the Software Vulnerability Manager access user ID.

--token <token> Set the Software Vulnerability Manager access token.

--host <hostname> Set the Server hostname.

--port <port> Set the Server port.

Service Options:

--delete-all-settings Delete all settings related to this program from the registry.
Deletes these settings from all registry keys.

--dry-run/--dryrun Run up to the point of scanning without writing any changes and then exit (useful
to log the configuration).
Use this option to examine if the agent is able to run and communicate with the
server. It will exit before scanning and won't make any changes to the system. You
can use this option along with -c.

-i/--install Install service.

-L/--localsystem Run the service as the LocalSystem user.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

--manual

Description

When installing, set service to only be started manually, rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest> and install the service to run from
<dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain” or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as the relevant user.
Does not run, install or remove.

Use this option when you want to modify the agent registry settings after the
agent is installed. You need to restart the agent service to make the changes
effective.

This option could be used to edit the server options like userid/token/host/port
stored in the registry.

This setting is the opposite of “-N” options. If -N is used, no registry setting will be
edited.

Service Recovery Settings:

--service-failure-actions <actions>

Failure actions and their delay time (in milliseconds), separated by / (forward
slash) - e.g., run/5000/reboot/800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-reset option)

--service-failure-command
<command line>

Command line to be run on failure.

--service-failure-flag

Changes the failure actions flag setting of a service. If this setting is not specified,
the Service Control Manager (SCM) enables configured failure actions on the
service only if the service process terminates with the service in a state other than
SERVICE_STOPPED. If this setting is specified, the SCM enables configured failure
actions on the service if the service enters the SERVICE_STOPPED state with a
Win32 exit code other than 0 in addition to the service process termination as
above. This setting is ignored if the service does not have any failure actions
configured.

--service-failure-reboot <message>

Message broadcast before rebooting on failure.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option Description

--service-failure-reset <period> Length of period of no failures (in seconds) after which to reset the failure count to
0 (may be INFINITE).
(Must be used in conjunction with --service-failure-actions)

Network Appliance Agents

Use this page to view a list of the hosts which have Network Appliance Agents installed. Right-click a host to configure the
Network Appliance Agent installed on that host.

Network Appliance Agents

Search
Host «
" "
Edit Configuration
Edit Site Configuration
Remove

To scan using a Network Appliance Agent you must:

® |Install the Agent in Network Appliance mode

® Create a Network Appliance Scan Group

A schedule links the above to perform scans of the group at set intervals.

To create a target group to be scanned by a Network Appliance agent, see Network Appliance Groups.

To download the network agent, see Download Network Agent.

Network Appliance Groups

Use this page to create a target group that will be scanned by a Network Appliance Agent. Click New Group to create a new
target group that will be remotely scanned by one of the Network Appliance Agents previously installed.

Download Network Agent

Use this page to download the csia.exe file as well as read an explanation on how to install the Network Appliance Agent.

[

Important « Ensure that the Agent file csia.exe is available in the system that will host the Agent in Network Appliance

mode.
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Example

If you want to scan three different networks (for example Germany, United States, and United Kingdom) without having to
install the Agent in Single Host mode, then you can install three instances of csia.exe in Network Appliance mode, one on
each network.

Afterwards you will be able to scan all the hosts on the three locations at scheduled intervals by creating the appropriate
scan groups in Network Appliance Groups and assigning each group to its respective and previously installed Network
Appliance Agent.

Result

15 minutes afterinstalling a csia.exe in Network Appliance mode, the Network Appliance Agent will appear in Scanning >
Remote Scanning Via Agents > Network Appliance Agents.

To specify the target host to be scanned by the Network Appliance Agent, please configure the scan group in Scanning >
Remote Scanning Via Agents > Network Appliance Groups.

Install the Network Appliance Agent from the command prompt using:
>csia.exe -A -i
Itis essential that the csia.exe is installed with the correct credentials.

The userinstalling the Network Appliance Agent must have administrator rights to all the target hosts that will be scanned
by the Network Appliance Agent.

Example of an installation:

C:xDocuments and Settings“Administrator>cd '"“Program Files“Secunia~C8I"

C:“Program Files“Secunia~C8I>csia.exe —A —-i
Enter password for user 'Administrator’:
Btarting ’Secunia CS8I Agent’ service
*Becunia CEI Agent’ serwvice started
*Secunia CEI Agent’ swuccessfully installed

iC:“Program Files“8ecunia~C8I>

Scanning Via Local Agents

94

Software Vulnerability Manager provides different scan approaches, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Agent will run silently in the background.

This is the recommended scanning approach due to its flexibility, usage convenience, and performance.

[

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-Based
Scan - Requirements for Windows and Agent-Based Scan - Requirements for Mac OS X.

The Scan Process - How Does it Work? graphic references three Scan Types that are compared below.
To scan using the Agent installed in Single Host mode, see Single Host Agents.

To download the local agent, see Download Local Agent.
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Table 6-2 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched

Example: c: \Program
Files\Mozilla
Firefox\Firefox.exe

Chapter6 Scanning
Scanning Via Local Agents

Applications Detected

Known applications in
predefined locations on a
host

Optimal Scan - Scan Type 2

Note « Scan Type 2 is the
default scan type.

All files and folders

File names are matched
first; then metadatais
matched

Example: c: \Custom
Mozilla Firefox
Folder\Firefox.exe

Known applications in
any location (“portable
applications”) on a host

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c: \Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
.dll, and .ocx in any
location on a host

Single Host Agents

This page allows you to:

® Search for a site name to edit the configuration for agents joined to different sites.

® Manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single Host mode.

Task To search for a site name to edit the configuration for agents joined to different sites:
1. Navigate to the Single Host Agents view.

2. Inthe Scan 1 selected host search box, enter the site name and host name using the “OR” condition to show the
respective result.
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Software Vulnerability Manager ? Help ] Logout

Single Host Agents
Agent Status Overview

. Dashboard
. Q Scanning

4 Remote Scanning Via Agents
Netwiork Appliance Agents
Network Appliance Groups
Download Network Agent

4 Scanning Via Local Agents
Single Host Agents
Download Local Agent

4 Filter Scan Results

Agents in your partition Recommendation
(92%) 54 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
(0%) 0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be instalied

(8%)5  OK: Everything appears to function correctly

Total 59 Agents

Agents for this account
Scan 1 selected host search Export ~

Task To manage the configuration of the selected Agent and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Double-click a host or Right-click a host name and select Edit Configuration. Agent Configuration for host wizard
opens.

[ Software Vulnerability Manager 7 Help #] Logout
ingh Host hgents hgent congurationfor s Cotr-winr 111 | o _
Syttt Oesvien] Configure detais regarding the inspection conducted on the hosts running the Agent. The changes will automatically
be updated in the database and applied to the Agents the next time they check-in with Software Vulnerability
e
TS st
4 Remote Scanning Via Agents @ e nt should be installed
Network Appliance Agents
Network Appliance Groups. (® Type 2: All Paths (Thorough)
Download Network Agent Total () Type 3: Inspect all dll, .exe, and .ocx files (Slow)
4 Scanning Via Local Agents Check for missing Microsoft security updates has been globally
Snge s ges et |
Download Local Agent
. Filter Scan Results Scan 1 selected host Search| | pgent Check-In Frequency Export ~
Scan Paths (0) Host « oG [ Last Scan Next Scan Agent Version
Custom Scan Rules B e a7 = 2018 18:46 As s00n as possible
Completed scans s 1 HiHours 20172121 Assoon as possile
— comund EdtSte Conurton 2182357 s soonas pshie
cswing Scan Now e S 20172028 As soon as possible
I\AI Reporting CsI7Buikd R— Days between scans: 1 N 2017 13:00 As soon as possible
Lo T — Start the scan after: 00:00 v 2017 16:20 As soon as possible
Schedule Next Scan 2019 16:04 As so0n as possible
8 Administration 2020 09:54 As soon as possible
3 [ Scan host as soon as possible
— 2018 01:09 As soon as possible
@, Or insert date and time:  2018-08-27 12:06
81@. Configuration 20180125 Assoon as possible
= 2020 15:44 As soon as possible
2020 11:52  29th Sep, 2020 11:52 760.13
2018 00:53 As soon as possible
2019 18:32 As s00n as possible
2. Change the below settings as required:
® [nspection Type
® Agent check-in frequency
® Schedule Scans
® Schedule Next Scan
3. Select Save Configuration to save the changes.
Task To manage the configuration of the selected Site and change its settings (Inspection type, Check-in frequency, Days

between scans):
1. Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

2. Select Yesin the Confirm Edit alert box.
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Confirm Edit: SCCM X

« , Confirm that you wish to edit/overwrite the scheduling settings for the standalone agents within
\:/ the specified site?

| Yes || No |

3. Agent Configuration for site wizard opens, you can change the below settings as required:
® Inspection Type
® Agent check-in frequency
® Schedule Scans
® Schedule Next Scan

Note « ASite is linked to multiple hosts, Edit Site configuration reflects the setting changes in all the hosts in that Site.

Software Vulnerability Manager ? Hep ] Logout
~ l S ) _
. Dashboard AgEnt Stabns Overvicw] Configure details regarding the inspection conducted on the hosts running the Agent. The changes will automatically
be updated In the database and applied to the Agents the next time they checlcin with Software Vulnerabilty
4 Manager.
g
Inspection Type tstalled
4 Remote Scanning Via Agents :
O Type 1: Default Paths (Fast] 1t should be Installed
Network Applance Agents ONTIBEEETHEE=Y
Network Appliance Groups @ T RIS
Dowrload Network Agent Total © Type 3: Inspect all I, exe, and .oox fils (Slow)
2 Scanning Via Local Agents Check for missing Microsoft securty updates has been globally
Download Local Agent p—— = p—
4 Filter Scan Results 11 selected host A Agent Check-In Frequency port -
Scan Paths (0) Host R Last scan Next Scan Agent Version
Custom Scan Rules amohan-centos-6 I 2018 18:46 s s00n as possible
: | H:Hours v
Gomplted Scans amohan-centos-6-228 20172121 Assoon as possible
Results amohan-centos?-87 20182337 As soon as possible
Schedule Scans
amohan-hi7-177 20172028 s soon as possible
lhl Reporting AMOHAN-W10-16 Days between scans: | 1 X 2017 13:00 As 500N as possible.
AMOHAN-W10-182 Start the scan after: 00:00 | 20171620 s soon as possible
BLR-DT-101032-1 e e s 20191604 s soon as possible
Administration BLRAT-101238 200009:54 s soon as possible
) 7] Scan host as soon as possible
Cs7-wIN-111 o ot nd e | 1015 0327 1306 20180109 As soon as possible
; insert date and time: | 2018-08-27 12:
f;“ Configuration cs7-wInz-62 E Cooaier) 20180125 Assoon s possible
~ CSI7-WINg-181 Edit Site Coniguration 2020 15:44  As soon as possible
csI7-wiNg.46 Scan Now 2001152 29th Sep, 2020 11:52 760.13
Cs7Buidmac (2) 201800553 As soon as possible
Remove
Cs7BuidMac (2) 20191832 s soon as possible
| save Canfguation || cancel |

4. Select Save Configuration to save the changes.

[

Important « When selecting options under Edit Site Configuration, note that:

®  Anyedits to the scan schedule will come into affect only after the currently scheduled scan has completed. Each agent
could potentially have a scan scheduled at different times. Therefore, any new scan configuration edit will affect the scan
schedule at various times.

® Anyedits made to the Agent Check-In Frequency option or selecting the Schedule Next Scan option Scan host as soon
as possible will come into effect only after an agent has checked in as per the previously set scan frequency.

®  The scan configuration settings set on the Software Vulnerability Manager website are not automatically transmitted to
the agents. The agents have to connect to the Software Vulnerability Manager website as per their prior scheduled Agent
Check-In Frequency before the agents become aware of the new scan configuration edits.

The hosts scanned with the csia.exe will be grouped by Site. By default the domain name will be used as a Site name.
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To change a Site name, please refer to Sites. You can also specify a Site name when installing the Agent, by using the -g
parameter or by specifying a Site name in the additional parameters when creating the Agent deployment package
described in Agent Deployment.

Note - When the agent runs as a service agent, It reads CSIAUser, CSIAToken, CSIAHost, CSIAPort, ProxyURL, and other
optional settings from registry HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Secunia\CSI Agent.

When the agent runs manually from the command line, the agent reads only CSIAUser, CSIAToken, CSIAHost, and CSIAPort
from the registry unless required settings are specified on the command line or embedded in the executable. Other optional
settings such has ProxyURL to be specified on the command line. The Agent doesn't read them from the registry.

Note « Flexera SPS page now available in non-IE browser also. In order to use complete feature of patching, need to install
Software Vulnerability Manager Plugin.

5. The color coding are as mentioned below:

® LastAgent Check-In
® |[fdateis morethan 7 days (604800 seconds) => Red
® |[fdateis more than 1 day (86400 seconds) => Yellow
e |[fdateislessthan 1day=>Green

® lastScan
® |fdateis more than 32 days (2764800 seconds) => Red
® |fdateis more than 8 day (691200 seconds) => Yellow

® |[fdateislessthan 8 day=>Green

Agents for this account

Scan 1 selected host Search Export -
Host Site Platform Last Agent Check-In Last Scan Next Scan Agent Version
CSI-WIN10-INTUN WORKGROUP Windows 25thJun, 2021 11:54  25th Jun, 2021 00:07 | 26th Jun, 2021 00:07 7.6.0.15
CSI7-WIN10-59 All Systems Windows 15th Jan, 2020 18:04  26th Apr, 2021 20:23 As soon as possible
DESKTOP-P40E707 WORKGROUP Windows 25thJun, 2021 14:27  18thJun, 2021 17:22 | 25th Jun, 2021 17:22 76.0.15
PSCCM Test_PSCCM Windows 15th Sep, 2020 13:23  23rd Jun, 2021 18:10 | 30th Jun, 2021 18:10
Qa_rhelg.localdomain Rhelsite Red Hat Linux|  22nd Oct, 2019 16:07  16th Oct, 2019 12:26 As soon as possible
QA_WIN10A SVM2018BLR Windows 30th Nov, 2019 04:00  27th Nov, 2019 06:49 As soon as possible

W _WINSIA Eeel} Windows 18th Nov, 2019 18:45  23rd Jun, 2021 13:08 | 30th Jun, 2021 13:08

SA_WINS1B Tesww w_collections  Windows 16thJul, 2020 15:18  23rd Jun, 2021 13:19 | 30th Jun, 2021 13:19
SVM-TESTA intune_ A Windows Sth Jun, 2021 15:26 As soon as possible 7.6.0.15
SVM2018BLR_WINS SVM2018BLR Windows 2nd Mar, 2021 08:53  24th Feb, 2021 10:52 As soon as possible
WINB-205-5CCM All Systems Windows 6thJan, 2020 14:27  26th Apr, 2021 20:23 As soon as possible
Wing_32bit scam Windows 4th Feb, 2020 19:17 4th Feb, 2020 18:52 As soon as possible

Download Local Agent

98

Use this page to download the signed and unsigned Agents (csia.exe) as well as read an explanation on how to install the
Agent in Single Host mode. For the signed Agents you shall download the token file csia_token.ini.

The following unsigned Agents are available:
® Download Agents with Token
®  Microsoft Windows

® Macintosh OS X - 64bit
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® Macintosh OS X - 32bit
® Red Hat Linux 7.x
® Red Hat Linux 6.x
The following Signed Agents are available:
® Download Signed Agents without Token
®  Microsoft Windows

® Macintosh OS X - 64bit

[

Important « Note the following for Signed Agents:

® Toinstall signed agent for Windows, download csia_token.ini and place it in the same folder where agent is saved.

® Toinstall signed agent for MacOS, see Prepare Your Mac.

If your intention is to deploy the Software Vulnerability Manager Agent through WSUS/System Center please refer to Agent
Deployment for further information.

[

Important - Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example

Install the csia.exe (Agent)in Single Host mode; download the Agent from the Software Vulnerability Manager console
under Scanning > Scanning via Local Agents > Download Local Agent.

[ Software Vulnerability Manager ? Help  # Logout
Menu Download Local Agent
. Dashboard
Single Host Mode
P @ Scanning Recommended For
Laptops and hosts that can not be scanned remotely, e.g. hosts that are not always online.
4 Remote Scanning Via Agents
Network Appliance Agents Example
Network Appliance Groups Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Internet they will check-in with server to verify if a new scan should be done. After scanning, the results will automatically show up

in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network.
Download Network Agent

4 Scanning Via Local Agents Result
Single Host Agents Hosts scanned in Single Host mode will show in the Resuls Database similar to all ther scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window, where the
Bl hosts automatically appear after being setup with the agent.

4 Filter Scan Results

n Instructions
Scan Paths (0) 1. Download the Agent using the links shown below.
Custom Scan Rules 2. Transfer the Agent to the host where it should be installed.
Completed Scans 3. Login to the host and install the agent. For help, press F1
4. Signed agents obtain the tokens from external configuration file, csia.ini
Results
Download Agents with Token
Microsoft Windows (ver. 7.6.0.11) (2)
I l Reporting Macintosh OS X - 64bit (ver. 7.6.0.11) (2)
B Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Red Hat Linux 7.x (ver. 7.6.0.11) (2)
n Patching Red fiat Linux 6.x (ver. 7.6.0.11) (2)
Download Signed Agents without Token
& Administration Microsoft Windows (ver. 7.6.0.11) (2)
Macintosh OS X - 64bit (ver. 7.6.0.11) (2)
By confiouration Configuration file: csia_token.ini
#9

Email Agent details

Email agent details.
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= csia.exe Properties X

General Compatibility Security Details Previous Versions

csia.exe

)

Type offile: Application (.exe)

Description: Flexera Software Corporate Software Inspector Agent
Location: C:\Users\MKoppen\Downloads
Size: 894 KB (915,968 bytes)

Size ondisk 896 KB (917,504 bytes)

Created: Today, November 27, 2017, 1T minute ago
Modified: Today, November 27, 2017, T minute ago

Accessed: Today, November 27, 2017, T minute ago

Attributes: [JRead-only [ _]Hidden Advanced...

Security: This file came from another computer
and might be blocked to help protect Unblock
this computer.

Note - Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager console.

[

Important « When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result
Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager console under Single
Host Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with Local Admin account using:
csia.exe -i -L

Example of an installation:
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C:%Documents and Settings“Administrator>cd '“Program Files“Secunia~CSI"

C:“Program Files“Secunia~G8I>csia.exe —-i -L
Btarting ‘Secunia GS5I Agent’ service
'Secunia CS5I Agent’ service started
'Secunia CSI Agent’ successfully installed

C:“Program Files“Secunia~G§I>

By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further

information, refer to:
http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the 'logon as a service' privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

[

Important « The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager
account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on demand scan by
executing csia.exe -c.

Run Scan from System Center Configuration
Manager (SCCM)

The Software Vulnerability Manager Agent does not have to be installed on the local host to do a scan. You can create a
traditional package in SCCM and run the scan on a weekly basis. To do this, you first need to be able to connect to <your
CSI on-prem server host name>.

To run the Software Vulnerability Manager Agent inside an SCCM package:

1. Download the latest Software Vulnerability Manager Agent as per Download Local Agent.

2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. Fromtheribbon, click Create Package.

4. Complete the package information and click Next.
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\-} Create Package and Program Wizard K
a

g Package
Specify information about this package

Program Type
Standard Program

Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
Application Catalog, use an application instead.

Summary
Progress
Tomrern Name: |F|aoa|a CSl Scan Package
Description:
Manufacturer: |F|axera
- Veen: 75011
[] This package contains source files
Source folder:
‘\\:cm]G\SauDe\Padcage:\CSI_Agerl | f Browse.. i

< Previous Next > Summary Cancel

5. Onthe Program Type page, ensure Standard Program is selected and click Next.
6. Onthe Standard Program page, configure the following settings and click Next.
® Name: CSI Scan

® Command Line: csia.exe -c -si 120 -v -d c:\windows\temp\csiscan.log (creates a scan logfile up to 16
MB in size)

® Run:Hidden

®  Program can run: Whether or not a user is logged on
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ﬂ Create Package and Program Wizard

@ Standard Program

Package Specify information about this standard program
Program Type
dard Program
Requirements Name: |CSI Scan |
LI Command ine: [csia.exe <  d c:\windowstemp\csiscan Jog | Bowse. |
Progress
i Startup folder: \ |
Completion
Run: | Hidden |
Program can run: \meiwornotaussisbmedm bl
Run mode: Run with administrative rights b

[] Allow users to view and interact with the program installation

Drive mode: Runs with UNC name v

Reconnect to distribution point at log on

< Previous | Next > Summary Cancel

7. Onthe Requirements page, complete the requirements as shown below and click Next.

(5 create Package and Program Wizard X
@ Requirements

boazre Specify the requirements for this standard program

Program Type

Standard Program
Summat

ry Browse

Progress

Completion

Aiways run this program first
Platfom requirements
@ This program can run on any platform

O This program can un only on specfied platforms

All Windows RT ~
All Windows RT 8.1

All Windows 10 (32b#)

Al Windows 10 (64-bi)

Al Windows 7 (458)

Al Windows 8 (64bit)

All Windows 8.7 (64-bt)

Windows Embedded 8 Industry (6452)

Windows Embedded 8 Standard (64-bit)

Windows Embedded 8.1 Industry (64-t) v
T o
Maximum allowed run time (minutes): 60 “

<Previous | [ Net> || summary Cancel

8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.
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LK
B

L Manage Access Accounts
&, Create Prestaged Content File

[&] Create Program

#» Export

T4 Refresh 5
7< Delete Delete
= Deploy

% Distribute Content

Task

104

To create the initial scan and the weekly reoccurring scan:

1. Select the Package and click Deploy on the ribbon.

2. Onthe General page, select the target collection and click Next.

3. Onthe Content page, verify that the content is distributed and click Next.

4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.

= Deploy Software Wizard X

8’ Scheduling

. Specify the schedule for this deployment

Content

Deployment Settings
This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora
User Experience Iater time below. For required applications, specify the assignment schedule.

Distribution Points

Summary [ Schedule when this deployment will become available:
Progress [11A772017 10:01 AM &]] (] utC
ORI [ Schedule when this deployment wil expire:

[111772017 10:01 AM ] O

As soon as possible
QOccurs every 1 weeks on Friday effective 11/17/2017 10:02 AM

Rerun behavior: Always rerun program e

< Previous Next > Summary Cancel

0

Tip « For larger environments, it is recommended to spread out the execution schedule of the scan package to avoid spikes of

network traffic.
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6. Onthe user Experience page, click Next.
7. Onthe user Distribution Points page, select Download content, and click Next.

w» Deploy Software Wizard

9! Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
LA Select the deployment option to use when a client uses a distibution point from a cumrent boundary group.
User Experience
Depioymertctors
Summary Download content from distribution point and run locally )
Progress Select the deployment option to use when a client uses a distribution point from a neighbor boundary group orthe
default site boundary group.
Completion
Deployment options:

Download content from distribution point and run locally

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.
Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

[J Allow clients to share content with other clients on the same subnet
D Allow clients to use distribution points from the default site boundary group

< Previous Next > Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Manager console.

Scanning Mac OS X

To scan Apple Mac OS X machines, you need to deploy the Single Host Agent locally on the target system.

The installation can only be done under the Mac Terminal, as the Agent will be installed as a daemon (service) under the
LocalSystem account.

Installation of Local Services on Mac OS X systems requires root privileges. The ‘root’ account is disabled by default on Mac
systems; therefore you need to enable it to proceed.

Before scanning Mac OS X machines, please see the following sections:

® Download the Software Vulnerability Manager Agent for Apple Mac OS X

® Prepare Your Mac

® |[nstall the Mac Agent

Download the Software Vulnerability Manager Agent for
Apple Mac OS X

The Software Vulnerability Manager Agent for Mac OS X (csia) is a small, simple, customizable and extremely powerful

Software Vulnerability Manager scan engine that offers a fully featured command line interface (CLI) to the Software
Vulnerability Manager scanning functionality.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00



Chapter 6 Scanning

Scanning Mac OS X

This allows you to run Software Vulnerability Manager scans directly from the command line, or to launch scans by using
the Software Vulnerability Manager console.

You can download the Agent binary under Scanning > Scanning via Local Agents > Download Local Agents.

(o

Important « Ensure that the Agent is always available in a local folder on the target host.

Prepare Your Mac

106

Installation of daemons (services) on Mac OS X systems requires root account privileges. This means that root account
should always be used when installing the Software Vulnerability Manager Agent.

You can switch to your local root account by using the command “su root” in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
‘toor’, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,
press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Type sudo passwd root

® Provide a new password

For more details on how to enable root account on Mac OS X systems, please refer to:

http://support.apple.com/kb/ht1528

[

Important « If you cannot enable the ‘root’ account on the Mac, or you prefer to not use it directly, you can alternatively use

the “sudo” switch before each command associated with Agent activities. For example: “sudo ./csia -i -L” can be used to
install the Agent on the system.

Once you are ready with setting/logging the root account you are one step away from installing the Agent.

When you download the Agent on a Mac system, normally the file is being set with limited file permissions on the system.
You must check whether the file is allowed execution on the system by using the ‘Is -I’ command which will list the file and
will show its file permissions.

—rwxrwxrwx 1 csc staff BO3460 May 3@ 11:@4 csia
—rwxr—-xr-x@ 1 csc staff 803460 Jun 11 13:84 csia csc5@
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In case the permissions do not include execute rights (the ‘x’ character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x csia

(If you are not using the root account, add sudo before chmod)

Note « For MacOS Catalina and Mojave note the following:

In Scanning > Scanning Via Local Agents > Download Local Agent, download the disk image and csia_token.ini.

[ Software Vulnerability Manager 7 Hep

&| Logout

sttt

o Dashboard
4 @ Scanning

4 Remote Scanning Via Agents
Network Appiiance Agents
Network Appiiance Groups
Download Network Agent

4 Scanning Via Local Agents
Single Host Agents
Download Local Agent

4 Filter Scan Results
Scan Paths (0)

Custom Scan Rules
Completed Scans

Results

: |ul Repertng
Y + B
; & pdnrisraton

Single Host Mode

Recommended For

Laptops and hosts that can not be scanned remotely, e.g, hosts that are not always online.

Example

Instal the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Interet they will checkn with server to verify f @ new scan shouid be done. After scanning, the results wil automatically
show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not ahways connected to your networl

Result

Hasts scanned in Single Hast mads wil show in the Results Database simiar to allother scan result, When and how they are scanned can be remately contralled fromthe where
the hosts automatically appear after being setup with the agent.

Instructions

1. Download the Agent using the inks shown below.

2. Transfer the Agent to the host where it should be installed.

3. Login to the host and instal the agent. For help, press F1.

4. signed agents obtai the tokens from extemnal configuration fle, csia i

ken

5

X )G
it (ver. 7.6.0.10) (7]

Configuration file: csia_token.ni

Email Agent details
Email sgent details

Double-click the downloaded disk image to view the csia executable file.

Drag & drop the csia executable file and csia_token.ini to your desired location to install the Mac agent.

Install the Mac Agent

The traditional way of installing the Software Vulnerability Manager Agent is as a daemon (similar to local service in
Windows) as it will operate under the Mac OS X LocalSystem account.

Task

Software Vulnerability Manager (On-Premises Edition) User Guide

Install the binary by using the Mac Terminal services as follows:

1.

2.

Open Terminal:

® sudo su

®  Pass: (Administrator password)

® whoami (should be root)

Browse to the directory where you have placed the csia binary file:

® chmod +x csia

® Type the following command to install the Agent: sudo ./csia -i
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C5C-Mac:Downloads csc$ sudo ./csia -1

[@1/20 13:40:49.294] Initializing Flexera Software Corporate Software Inspector Agent 7.5.1.3
[@1/20 13:40:49.311] GUID : F34DGE9B-AFC4-401C-ABET-4D3CAC3E0643

[81/20 13:408:49.318] 'com.secunia.csia' service started

[@1/20 13:498:49.318] 'Corporate Software Inspector Agent' successfully installed

[@1/20 13:40:49.318] Corporate Software Inspector Agent 7.5.1.3 shutting down
CSC-Mac:Downloads csc$

The Agent shows in the Software Vulnerability Manager console approximately 15 minutes after the installation.

Use the “-h” switch to see a full list of parameters supported by the Agent.

Scanning Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL) 6 and 7 are the only operating systems officially supported by Flexera for the Software
Vulnerability Manager RHEL scan Agent. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in the Software Vulnerability
Manager after being processed by Flexera Detection/Version Rules. To download the Software Vulnerability Manager Agent
for Red Hat Linux, go to Scanning > Scanning via Local Agents > Download Local Agents. For further information, see
Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Installing the Software Vulnerability Manager Agent for Red
Hat Linux

108

Note - This is a sample reference implementation that you can use to help guide your setup.

To install the Software Vulnerability Manager Agent for Red Hat Linux:

The RHEL 6 Agent requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

The RHEL 7 Agent requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

Login as root at the RHEL machine and install/update the package (the same command line option works for both cases):

su root
yum localinstall --nogpgcheck <path>/csia_linux-7.x.X.xx-x.noarch.rpm

Specifying proxy settings for the scanner (recommended method):

You can update the proxy setting to override the environment variables:
Update the proxy setting in the configuration file /etc/csia/csia.conf
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR
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systemctl restart com.secunia.csia.service (RHEL 7)

Specifying the LAN Group of the machine:

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
'‘dnsdomainname' command).

Update the LanGroup setting in the configuration file /etc/csia/csia.conf.
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)

Immediately update the RHEL Agent configuration:

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)

Uninstalling:
Login as root and uninstall the scanner RPM package:

su root
rpm -e csia_linux

Filter Scan Results

Software Vulnerability Manager has the following scan features to restrict the locations inspected by the scan and to create
and maintain custom rules for scanning customer created programs, drivers, and plug-ins.

® Scan Paths

® Custom Scan Rules

Scan Paths

Use this feature to create either a Allow list or Block list of paths/locations to restrict the locations inspected by the
Software Vulnerability Manager scan.

You can add environment variables to the Allow list and Block list in the Scan Paths view. The environment variables will be
resolved to the full path by the windows agent while scanning a host and will appropriately be either scanned or skipped.
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For Example:

If %windir% is added to the Block list in the Scan Paths, then the agent will skip C:\Windows folder and its subfolders
while scanning a host.

Click Add Allow list Rule or Add Block list Rule and enter the Name, Path and Site (optional) details.

New Scan Path Rule for Allow list x

Name: | Windows Directory
Note: Paths are case-insensitive.

Path: | 9owindir% | |

Site (optional):

| Save [ Cancel [

[

Important « This feature is not applicable to RHEL.

If using the Allow list, all the locations listed will be inspected by the scanner and any other locations are excluded from
Software Vulnerability Manager inspections.

If using the Block list, all the locations/paths block-listed will be ignored and any other paths are inspected by the Software
Vulnerability Manager scan.

[

Important « Use this feature with caution. By using the Scan Path Rules some of your paths will be excluded from the scan
and Software Vulnerability Manager will not alert you towards excluded insecure products, even if they potentially expose
your hosts to security threats.

(o

Important « It s not possible to simultaneously use both a Block list and a Allow list.

Custom Scan Rules

110

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins. Click New Custom Scan Rule and enter a Name for the rule and the Filename to scan. Click Browse to search
for the file you want to add to the rule.

‘Custom Scan Rule #

Name: [ I

Filename: | Browse... |

| Cancel |

Right-click a rule in the grid to edit or delete the rule.
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Important « The file to be scanned must contain valid File Version Information.

Completed Scans

Use this page to view a summary of the scans conducted. Double-click an entry for further details or right-click and select

View Scan Result.

Completed Scans

2018-04-19  |[8) 2018-05-03  |[F| Search for host name

Time -+
2nd May, 2018 31.
g
2nd May, 2018 07:53
23rd Apr, 2018 13:25

Host
localhost.localdomain
ITA-HYPV-NO1
ITA-HYPV-NO1
192-168-1-23

| Owerview | Scan Result

Scan Information

Host Details
Host:
Domain:
Site:

Scan Details
Last Scan:
Last Scan Type:
Scans Conducted:

Score & Vulnerabilities
Flexera System Scora:
Wulnerabilities:

State of Products
Insecure:

End-Of-Life:
Secure:

16th Aug, 2018 03:00

Search

Scan Status Results Exist ~ Scan Type
Success: OK
Success: OK

Success: OK

Success: OK

ISAS

3
1

7%
51

Total:

WM MW

Zombie Files

oW oW e

Insecure

= =2 e e

End-of-Life Patched

S e e o

M| Secure (14)
End-of-Life (3)
M| Insecure (3)

| Close

Scan Status:

Success

The scan was completed successfully.

Partial

The Software Vulnerability Manager scans consists of two parts; the first part is the scan of third-party applications, the
second part is collecting information about Microsoft patching status from the Windows Update Agent (WUA).

If the Software Vulnerability Manager scan engine is not able to obtain the required information from the WUA, the scan
result will be Partial. Check the setting that controls the behavior of the WUA when a scan is completed (refer to Settings

for further information).

Failed

Software Vulnerability Manager was not able to connect to the remote target to perform the scan. Refer to Remote/Agent-
less Scan - Requirements (Windows) for further information.
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Possible Reasons for Scan Status

After you complete a scan, you will see a Completed Scans page. This page includes a Scan Status column. The following
table explains the possible reasons for the Scan Status.

Table 6-3 « Possible Reasons for Scan Status

Scan Status

Possible Reasons

Success: OK

Scan executed successfully.

Partial Success

Scan executed with partial success.

Partial: Windows Update

The scan was partially successful. An error occurred during the Windows update

Failed check due to possibly one or all of the following reasons:
1. Itappearsthat the RPC service is not running or that the Host is firewalled to
disallow access to the RPC service.
2. You do not appear to have specified the correct login credentials to perform
Windows Update checks on the Host.
3. Checkthat the Windows Update service is running on the Host and that you
use the correct administrative login credentials.
NOTE: This means that certain Microsoft products for this Host are listed with a
potential incorrect security state.
Failure Scan failed.

Failed: License Limit
Reached

You have reached the limit of your CSI License Key. To resolve this issue:

1. Please make sure that you have removed all retired machines from your CSI
console using the database cleanup tool.

2. You may need to purchase more host licenses. Please contact
sales@flexera.com for more licenses.

Failed: No Connection

Could not connect to Host. Check that the Host is not blocked by a firewall.

Failed: Resolving Host

Could not resolve Host. Please verify that you typed the host name correctly.

Failed: Access Denied

The scan failed. Please verify that you are using the correct administrative login
credentials for the Host.

Failed: Error Connecting

Check that you have sufficient privileges to access the Host. Check that the Host
is not blocked by a firewall.

Failed: Partial Success

The scan started, but it could not be completed due to possibly one or all of the
following reasons:

1. Please verify that you are using the correct administrative login credentials
for the Host.

2. ‘Easy File Sharing’ is disabled on the Host.

3. TheHostis not blocked by a firewall.
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Table 6-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons

Failed: No Data The scan started, but it could not be completed. Please verify that you are using
Retrieved the correct administrative login credentials for the Host. ‘Easy File Sharing’ is
disabled on the Host. The Host is not blocked by a firewall.

Failed: IP/AD The user who installed the agent on the specific machine is not allowed to scan a
Restrictions machine with that IP address.

Failed: Communications  There has been a communications error between the agent and the Host. This
Error could be a temporary issue, so rescanning may resolve this issue.
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Results

After scanning your system, you can use the following options to view your scan results:
® Sites

® Smart Groups

® Host Smart Groups

® Product Smart Groups

® Advisory Smart Groups

Sites

Use this page to view the Sites maintained within your account. You can double-click a Site name to see all the hosts
grouped under that Site name.

Right-click a Site to view its Hosts or delete the Site.

Scanned hosts will be grouped in a Site with the same name as the domain they log on to.

[

Important « Switching to Active Directory will remove your current Sites structure (your existing data will be backed up).

Smart Groups

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera, and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
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Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager is viewed, and can be used effectively to optimize your workflow.

Note » Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was
compiled. At any time you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
a Smart Group to view, edit, compile or delete the group.

Select a Smart Group and click Queue For Compilation to update the data and notifications for the group. The group will
usually update within minutes.

Click Create New Smart Group to configure a new Smart Group. Click + and - to add or remove criteria.

Click Templates, where available, to open the Smart Group Example Use Cases page. Select an appropriate use case and
click Use Template to populate the Smart Group Overview and Configuration page, which you can then edit to match your
specific requirements.

Configure New Smart Group ¥

Smart Group Mame:

Description: Enter an (optional) description for this Smart Group...

Business Impact: Critical L
Contains advisories that match | all | | of the following criteria:

Criteria
Criticality v | is |atleast w || Extremely Critical w7 =

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory ID and Descrition for each entry. Use this form to control which additional columns are
shown in the grid view. Mouseover a checkbox for the column description.

(® Select Al () Select Custom

| Criticality o Zero-Day &/ Advisory Published « Vulnerabilities & Solution Status &/ CVSS Base Score o/ Attack Vector o Impact+/ Installations « Products +f| Hosts

| Close |

[

Important « If you edit a configured Smart Group, all existing log files and notifications for the Smart Group will be deleted.
New logs will be created after your changes have been saved.

[

Important « Content can be available in multiple Smart Groups at the same time. For example, if you have a Smart Group
showing all insecure products and another showing all products from Adobe, then if a host has an Adobe product installed
that is insecure, this will be displayed in both Smart Groups. Also note that when you first run a scan you won’t see the hosts in

All Hosts, or any reports, until the Smart Group is compiled.
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Host Smart Groups

This section describes how to:

® Create a New Host Smart Group (see Create a New Host Smart Group)

® View existing configured Host Smart Groups (see Overview and Configuration)
® Configure new Host Smart Groups (see Configured Host Smart Groups)

® Cross-Reference Host Smart Group Values - User Interface Versus CSV File (see)

®  Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles

Create a New Host Smart Group

This page describes how to create a new Host Smart Group.

To create a new Host Smart Group:

1. Navigate to Host Smart Groups > Overview & Configuration.

4 Results

Sites (16)
4 Host Smart Groups
| Overview & Configuration |
Configured Host Groups (22)
4 Product Smart Groups
Overview & Configuration
4 Configured Product Groups (20)

2. Alist of created Host Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

Software Vulnerability Manager ? Hep % Logout
. — = Queue For Compilation Export +
Name + Desaription Business Impact  Compllation Dta Last Compled  Modifled Date Average Score Hosts Installtions
@ Scanning All Hosts Smart Group containing all Hosts (default Secunia Smart === Complete 17h Sep, 2020 12:45  20th Feb, 2014 19:29 572 56380
Allinsecure by KB (1954155) e Complete 17th Sep, 2020 12:46  20th Jul, 2017 15:59 74% 203 28304
s Resuts amohan — Complete 17h Sep, 2020 12:46  17th Oct, 2018 14:14 3 353
s = s Complete 17h Sep, 2020 12:46 19t Feb, 2018 18:51 9 630
4 Host Smart Groups hostameoldcriteria = Complete 17h Sep, 2020 12:46  15th Sep, 2020 16:30 2 8
Overview & Configuration LINUX — Complete 17th Sep, 2020 12:46  21st Jul, 2017 10:55 67 17987
Configured Host Groups (22) MAC = Complete 17h Sep, 2020 12:46 215t Jul, 2017 10:54 6 128
4 Product Smart Groups Mac Platform —c— Complete 17th Sep, 2020 12:46  4th Jul, 2019 18:43 35 838
Overview & Configuration newsmartGroup_150 sl Complete 17th Sep, 2020 12:46  17th Feb, 2017 15:10 382 42100
‘ m';:i::i:r?fa‘;g 6roups (20) | osmacthels? o= Complete 17h Sep, 2020 12:46  17th Oct, 2018 14:18 14 2099
Chrome (28) RHELES? o= Complete 17h Sep, 2020 12:46  27th Apr, 2017 20:08 8 1971
End-Of Life Products (168) thelsitename o Complete 17h Sep, 2020 12:46  17th Oct, 2018 14:41 5 129
Insecure Products (206) scem hosts — Complete 17h Sep, 2020 12:46 19t Feb, 2018 18:51 a 4180
MacPlatform Products (1) sdfasfd = Complete 17th Sep, 2020 12:46  23rd May, 2019 15:09 382 42100
:;’23::3(2) Server 2008 o= Complete 17th Sep, 2020 12:46  27th Ju, 2016 15:21 7% % o731
Pached rodcts (011) sitecontainsflexera o Complete 17h Sep, 2020 12:46  15th Sep, 2020 16:20 7 1583
PN Q) sitecontainsFlexerasmall — Complete 17h Sep, 2020 12:46  15th Sep, 2020 16:21 7 1563
productold (2) stenameoldariteria = Complete 17h Sep, 2020 12:46  15th Sep, 2020 16:25 7 1563
Requiatory Compliance (FROM TEI I startswithisas e Complete 17 Sep, 2020 12:46  15th Sep, 2020 16:24 37 44101
Stavall (114) System Score < 100 e Complete 17th Sep, 2020 12:46  11th Dec, 2018 16:59 9% S5 2016
Z;t;‘s::f}’w WiNDows. e Complete 17th Sep, 2020 12:46 215t Jul, 2017 10:55 78% 445 38732
ThrestScore<70 (135) winversion - Complete 17h Sep, 2020 12:46  16th Sep, 2020 15:10 5 144
Vendorcontainsadobe (38)
Venodrequalsadobe (22)
venpdcontaisngnome (48)
versionbuild (1) -
. vl ieagel alortl b, Displaying Host Smart Groups 1 - 22 022
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3. Configure New Smart Group dialog box opens.

Configure New Smart Group X

Smart Group Name:

Description: Enter an (optional) description for this Smart Group...

Business Impact: Critical v
Contains hosts that match | all | ¥ | of the following criteria:

Criteria
System Score v | is  atleast v |80 =

Customize Columns

A Host Smart Group's contents grid will always show the "Name” column for each host. Use this form to control which additional columns are shown in the grid view.
Mouseover a checkbox for the column description.

(@ Select All () Select Custom

System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform

Save Close

4. Enterthevalid namein the Smart Group Name field.
5. Enterthe description of the smart group (optional) in the Description field.

6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-1 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.
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7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-2 « Smart Group Criteria Options

Smart Group Criteria Description

System Score Filter by system score.

System Platform Filter by system platform.

Last Scan Date Filter by last scan date of the host.

Site Filter by site name.

Host Filter by host name.

Missing KB Article Filter hosts with missing Microsoft KB article.

CVE Number Filter host by CVE Number from selected CVE list.

Host Name Filter host name using begins with, starts with, and contains condition.

This filter supports options like contains, starts with, and equals. Then enter the
Host name in the text field.

Site Name Filter site name using begins with, starts with, and contains condition.

This filter supports options like contains, starts with, and equals. Then enter the
Site name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build Filter by specific version of the Operating System.

For more details, see Filter Host Smart Groups on Operating System Build Version.

8. After updating the above fields, click Save button to create a new Host Smart Group.

Overview and Configuration

This page describes how to view existing configure Host Smart Groups and to configure new Host Smart Groups.

Task To view the existing configured Host Smart Groups and configure new Smart Groups:
1. Navigate to Host Smart Groups Overview & Configuration.

4 Results

Sites (4)
4 Host Smart Groups
Overview & Configuration
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2. Right-click anitem in the grid to view, edit, compile or delete the Smart Group.

3. When the View/Edit Smart Group menu appears, make the needed changes to the Smart Group.

Configure New Smart Group

Smart Group Name:
Description: Enter an (optional) description for this Smart Group...
Business Impact: Critical w
Contains advisories that match |all | v | of the following criteria:
Criteria

Criticality ¥ is |atleast v | | Extremely Critical v

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory ID and Descrition for each entry. Use this form to control which additional columns are
shown in the grid view. Mouseover a checkbox for the column description.

(@) select Al () select Custom

| Criticality | Zero-Day &/ Advisory Published |+ Vulnerabilities | Solution Status »f| CV55 Base Score &f| Attack Vector &/ Impact|s/| Installations & Products & Hosts

| Close |

Note « All Hosts is the default Smart Group and cannot be edited or deleted.

Host Smart Groups: Overview & Configuration

Create New Smart Group ‘Queuve For Compilation

Name = Description

All Hosts Smart Group containing all Hosts (default Secunia Smart Group). Mote: Smart Group is NOT editable.

Wiew/Edit Smart Group Configuration

View Smart Group Contents

Queue Smart Group For Compilation

Delete Smart Group

Configured Host Smart Groups

Use this page to view the information for each Host Smart Group you created. Right-click an item in the grid to view the
scan result or delete the selected host.

Smart Group: "All Hosts™ - Last Compiled: 2018-04-18 14:55:19

Showing All Sites M Showing Al Platiorms | Search Export ~

Host System Score  Last Scan « Insecure  End-OFLife Patched Total  site Name. Scan Engine Software Platform

QA WINS1A th Apr, 2018 07:08 8 7 7 93 scch CsI7.6.12 ST windows:
QA_WINBLE View Scan Result 5 apr, 2018 07:10 2 8 80 90 S0CH CSI7.6.12 CSI Windows.
Mac Delete Host oth Apr, 2018 01:02 0 0 7 7 Macsite Mac Agent7.6.1.2  CSIMac
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Filter Host Smart Groups on missing Microsoft Knowledge
Base (KB) articles

One option for filtering Host Smart Group information is by Microsoft KB articles to create a report of hosts that are missing
one or several specific KB articles. This filtering can be used for new or existing Host Smart Groups.

Task To create a new Host Smart Group for missing Microsoft KB articles:
1. Navigate to Host Smart Groups Overview & Configuration.
2. Inthe Criteria field, select the Missing KB Article and the appropriate in or Not in option.
3. Inthe KB Article Selection, search for the available KB articles.

4. Place acheck mark in front of the appropriate KB article to include in the Host Smart Group and click Save.

Software Vulnerability Manager

View/Edit Smart Group.

Smart Group Name: | Server 2008

crtial |

atmatch [all | of the following ctera

Missing KB Attide || s [in v (0selected..)

[ kB4074736
] kea074598
[] k4074597
[] kB4074595
[ kei074594

Page  1lor3s| b M@ Displaying Available K Atcles 1 - 561 0f 561

save || cancel

[

Important « The following conditions affect the availability of selecting and listing missing Microsoft KB’s.

® The selection of a particular KB in the Available KB Articles field is based on whether the PC’s in the partition currently
have a list of missing KB’s.

® Whenanew KB is released, it will appear using the in criteria filter after the scan is completed. To include future KB’s, use
the Not in filter and choose the oldest Available KB Articles list.

®  Only machines with missing KB’s will be listed in the new host smart group. If a machine does not have any missing KB,
then the KB will not be listed in either the in or Not in filter.

Task To create a report of missing Microsoft KB articles:
1. Navigate to the Completed Scans view.

2. Click Export to save the report as a CSV file.
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Overview Scan Result Patch Information Patches Available

[l Patched [+ End-Of-Life ] Insecure

Name « Version State SAID Criticality Issued Vulnerabilities.
1Password 4.x 4.1.0.523 Insecure SA73747 e 538 days ago
7-zip 16.x 16.4.0.0 SA82839 —J & days ago
Adobe Flash Player 28.x 28.0.0.161 (IE) SA82501 —— 27 days ago
Adobe Flash Player 28.x 28.0.0.161 (IE) SA82501 — 27 days ago
in 2.x 2.0.4 Insecure SA76592 374 days ago
Cygwi o days ag
n 2.x 0. nsecure lays ago
in 2. 2.0.4 1 SA76592 e 374 d
Microsoft Edge 11.0.14393.2007  Insecure 5A82473 = 27 days ago 10 4093119
Microsoft Internet Explorer 11.x  11.0.14393.2007  Insecure SA82459 — 27 days ago 13 4093119
Microsoft Internet Explorer 11.x  11.0.14393.2007  Insecure SA82459 e 27 days ago 13 4093119
Microsoft Windows 10 Windows 10 Ent... Insecure SA82455 —) 27 days ago 6 4093110,4093119)
Mozilla Firefox 57.x 57.0.4.6577 SAB2228 ——— 42 days ago 1
Node.js 4.x 4.4.3.0 Insecure SA82116 ——— 46 days ago 1
Node.js 6.x Insecure SA80411 = 150 days ago 1
Oracle Java JRE 1.9.x / 9.% - - - -
Pale Moon 27.x 27.5.1.6489 Insecure SA80229 = 159 days ago 2
7. 7 . nsecure lays ago
2.7. 2.7.13150.1013 I SA77878 e — 301 d 10
Python 3.x 3.6.2150.1013 Insecure SAB80113 e 168 days ago 1
Symantec Endpoint Protection...  14.0.2349.100 Insecure SA79902 —J 181 days ago 2
Symantec Endpoint Protection.. 14.0.2349.100 Insecure SA79902 E—— 181 days ago 2
Symantec Endpoint Protection...  14.0.2349.100 Insecure SA79902 — 181 days ago 2

Filter Host Smart Groups on Operating System Build Version

One option for filtering Host Smart Group information is by Operating System Build. This filtering can be used for new or
existing Host Smart Groups.

Task To create a new Host Smart Group for Operating System Build:
1. Navigate to Host Smart Groups > Overview & Configuration.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

[ Software Vulnerability Manager

Help #] Logout

L] contgure tew smart roup ]|

‘ et Create N Export ~
Name Smart Group arme: e score Hosts Installations
@ Scanning All Hosts | Description: Enter an (optional) description for this Smart Group... 572 56380
Alinsecurd 74% 203 28304
4 Z] Resuts amohan Business Impact: | Critical _ {3 3 353
= Contains hosts that match |all || of the following criteria: 9 630
sttes (16)

4 Host Smart Groups hostizmeol - criteria 2 ©
Overview & Configuration LInUX 7 17987
Configured Host Groups (22) MAC Operating System Build | is |in = (0selected. ) J + 6 128

4 Product Smart Groups Mac Platfo 35 a8
Overview & Configuration newsmard| — customize Columns 382 42100

4 Configured Product Groups 20)  f (. :4 o
Al Products (1075) A Host Smart Group's contents grid will aways show the "Name" column for each host. Us this form to control which additional columns are shown in the grid view.
Chrome (28) RHEL6&7 Mouseover a checkbox for the column description. 8 1971
End-Of-Life Products (168) rhelsitena s 1129
Insecure Products (206) scem hosts| @ Select All () select Custom 4 4180
PR ) sdiasfd e lastSan @ insecure [ End-OF-Lffe Secre [ Total [ SteName [ Scan Engine Software Platform 382 42100
Microsoft XML (3)

Server 200 78% % 9731

Not Patched (343)
Patched Products (911) bl / =
(D) sitecontain 7 1583
productold (2) sitenameol 7 1583
Reguiatory Compliance (FROMTE I startswithi 370 44101
Stavail (114) System Sa 79% 535 52916
SteName (165) WINDOWS| 78% 445 38732
testbstwe (168)
(i) winversion 5 144
vendorcontainsadobe (38)
venodrequalsadobe (22)
venpdcontaisngnome (48) e Close__|
versionbuild (1) -

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place acheck markin front of the appropriate Operating System Builds to include in the Host Smart Group and click
Save.
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X
Operating System Build Selection

Search Search
Available Operating System Builds Selected Operating System Builds
Operating System Build + Operating System Build

MAC 0S X El Capitan

MAC 05 X Mojave

MAC 05 X Sierra

MAC 0S5 X Yosemite

Microsoft Windowis 10 Enterprise Insider Praview, , WinNT, 14971
Microsoft Windews 10 Enterprise, , WinNT, 10240

Microsoft Windowis 10 Enterprise, , WinNT, 14393

Microsoft Windows 10 Enterprise, , WinNT, 15063

Microsoft Windows 10 Enterprise, , WinNT, 16299

Microsoft Windows 10 Enterprise, , WinNT, 17134

Microsoft Windows 10 Enterprise, , WinNT, 17763

Microsoft Windows 7

Microsoft Windowis 7 Enterprise N, , WinNT, 7600

Microsoft Windows 7 Enterprise N, Service Pack 1, WinNT, 7601
Microsoft Windowis 7 Enterprise, Service Pack 1, WinNT, 7601
Microsoft Windowis 7 Professional N, Service Pack 1, WiniT, 7601
Microsoft Windovs 7 Professional, Service Pack 1, WinNT, 7601
Microsoft Windowis 7 Ultimate N, Service Pack 1, WinNT, 7601
Microsoft Windows 7 Ultimate, Service Pack 1, WinNT, 7601
Microsoft Windows 8 Enterprise N, , WinNT, 9200

Microsoft Windowis 8 Enterprise, , WinNT, 9200

Microsoft Windevis 8 Pro, , WinNT, 9200

Microsoft Windowis 8.1 Enterprise N, , WinNT, 9600

Microsoft Windows 8.1 Enterprise,

Microsoft Windows 8.1 Enterprise, , WinNT, 9600

1 e

Microsoft Windows 8.1 ro, , WinHT, 9600

=

4 | Page 20of5| » M| & Displaying Available Operating System Builds 3 - 34 of 108

| save ||  cancel |

Product Smart Groups

This section describes how to:
® Create a new Product Smart Group (See Create a New Product Smart Group)
® View existing configured Product Smart Groups (see Overview and Configuration)

® Configure new Product Smart Groups (see Configured Product Smart Groups)

Create a New Product Smart Group

This page describes how to create a new Product Smart Group.
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Task To create a new Product Smart Group:

1. Navigate to Product Smart Groups > Overview & Configuration.

Results

1

Sites (16)
4 Host Smart Groups
Overview & Configuration
Configured Host Groups (22)
4 Product Smart Groups
Overview & Configuration I
Configured Product Groups (20)

2. Alist of created Product Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

[ Software Vulnerability Manager ? Hep %] Logout
. — Queue For Compliation Export +
Name « Description Business Impact  Compilation Data Last Compiled Unique Products Instalations Hosts  Modified Date
@ Scanning All Products ‘Smart Group containing all Products (default Secunia Smart ¢ === Complete 17h Sep, 2020 12:46 1075 56380 567 20th Feb, 2014 19:29
Chrome e Complete 17th Sep, 2020 12:46 28 340 322 1stSep, 2020 13:34
s Results End-Of-Life Products Smart Group contairing al End-OF-Life Products (default Sect =T Complete 17th Sep, 2020 12:46 168 3s17 446 20th Feb, 2014 19:29
) Insecure Products Smart Group al Insecure uni; S Complete 17th Sep, 2020 12:46 206 6376 507 12th Aug, 2014 17:49
4 Host Smart Groups MacPlatform Products e Complete 17th Sep, 2020 12:46 51 838 35 4th Jul, 2019 15:48
Overview 8 Configuration Microsoft XML o= Complete 17th Sep, 2020 12:46 3 1516 365 11th Apr, 2017 19:22
Configured Host Groups (22) Not Patched o Complete 17th Sep, 2020 12:46 363 9893 533 26th Jul, 2016 16:34
4 Product Smart Groups Patched Products Smart Group contairing al Patched Products (default Secunia S Complete 17th Sep, 2020 12:46 11 46487 566 20th Feb, 2014 19:29
B LT TR N — Complete 17h Sep, 2020 12:46 1 % 9% 27th Sep, 2018 12:38
. Mmgg:::::::;em"” @0 producons s Complete 17th Sep, 2020 12:46 2 186 186 15th Sep, 2020 16:33
Overview & Confiuration Regulatory Compliance (F...  This Smart Group can be modified to comply with any laws a1 === Complete 17th Sep, 2020 12:46 203 &1 507 18th Jan, 2017 15:38
Configured Advisory Groups (17) ] STavai Sl Complete 17th Sep, 2020 12:46 114 2859 409 27th Sep, 2018 1237
StteName o Complete 17h Sep, 2020 12:46 168 3s17 446 27th Sep, 2018 1234
— testbéstwem o Complete 17th Sep, 2020 12:46 168 317 46 11th May, 2020 18:52
N u — Threatscore<70 E Complete 17th Sep, 2020 12:46 138 4560 427 310 Dec, 2019 15:49
vendorcontainsadobe — Complete 17th Sep, 2020 12:46 EY 1082 369 15th Sep, 2020 15:03
Flexera Package System (SPS) venodrequalsadobe Gl Complete 17th Sep, 2020 12:46 2 148 35 15th Sep, 2020 15:06
Patch Template venpdcontaisngnome ) Complete 17th Sep, 2020 12:46 P 123 59 15th Sep, 2020 16:11
Z:Z:;:;ﬁhsmz‘e versionbuld e Complete. 17th Sep, 2020 12:46 1 6 6 16th Sep, 2020 1513
versonbuid2 o= Complete 17th Sep, 2020 12:46 12 52 524 16th Sep, 2020 15:16
. & Adminstration
User Management
Parttion Management
1P Access Management
Password Policy Configuration

3. Configure New Smart Group dialog box opens.
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Configure New Smart Group X

Smart Group Name:

Description: Enter an (optional) description for this Smart Group...

Business Impact: Critical w7
Contains products that match |all | ¥ of the following criteria:

Criteria
Product Status ¥ is End-Of-Life > 2]

Customize Columns

A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the
grid view. Mouseover a checkbox for the column description.

@ Select All () Select Custom

Patch Version [ Criticality [f§ Threat Score [ CVSS Base Score [ Insecure [ End-Of-Life i Secure [ Total i Affected Hosts [ Download [ Product Type

| Templates | Save Close

4. Enterthevalid namein the Smart Group Name field.
5. Enterthe description of the smart group (optional) in the Description field.

6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-3 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.
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7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria Description

Product Status Filter by product status.
Criticality Filter by criticality.

Threat Score Filter by threat scores.

SAID Creation Date Filter by SAILD creation date.

Last Scan Date Filter by last scan date of the host.
Silent Installation Filter by silent installation.

Site Filter by site name.

Host Filter by host name.

Product Filter by product name.

System Platform Filter by system platform.
Software Type Filter by software type.

CVSS2 Score Filter by CVSS2 score.

CVSS3 Score Filter by CVSS3 score.

Product Name Filter product name using begins with, starts with and contains condition. Then

enter the Product name in the text field

Host Name Filter host name using begins with, starts with and contains condition. Then
enter the Host name in the text field.

Site Name Filter site name using begins with, starts with and contains condition. Then
enter the Site name in the text field.

Vendor Name Filter vendor name using begins with, starts with and contains condition. Then
enter the Vendor name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build Filter by specific version of the Operating System.

Fore more information, see Filter Product Smart Groups on Operating System
Build Version.

8. After updating the above fields, click Save button to create a new Product Smart Group.
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Overview and Configuration

Use this page to view the existing configured Product Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group. To filter Product Smart Groups by the Last Scan Date, see

Last Scan Date for Product Smart Groups.
All Products is the default Smart Group and cannot be edited or deleted.

The other default Smart Groups for End-Of-Life Products, Insecure Products, and Patched Products have been pre-created
for you by Flexera. You can right-click to view, edit, compile or delete these Smart Groups.

Product Smart Groups: Overview & Configuration

Create New Smart Group | Queue For Compilation

Name « Description
All Products Smart Group containing all Products (default Flexera Smart Group). Mote: Smart Group is NOT editable.
End-Of-Life Products S “ucts (default Flexera Smart Group).

View/Edit Smart Group Configuration

Insecure Products 5 (default Flexera Smart Group).

Patched Products View Smart Group Contents (default Flexera Smart Group).

Queue Smart Group For Compilation

Delete Smart Group

Last Scan Date for Product Smart Groups

Product Smart Groups can be filtered by Last Scan Date. This filter option lists products that were detected within a
specified time interval using one of the following Last Scan Date options: exactly, prior to, after, older than, and within last.

For example: if machinel was scanned on 12 October 2017 and a product was detected, then the product will be a result
when searched using a Last Scan Date greater than 11 October 2017.

Configure New Smart Group *

Smart Group Mame:

Description: Enter an (optional) description for this Smart Group...

Business Impact: Critical w
Contains hosts that match | all ™ | of the following criteria:

Criteria

Last Scan Date ¥ | is | prior to v 2017-10-12  [H ||

Customize Columns

A Host Smart Group's contents grid will always show the "Name" column for each host. Use this form to control which additional columns are shown in the grid view.
Mouseover a checkbox for the column description.

(®) Select Al () Select Custom

+/ System Score ' Last Scan + Insecure + End-Of-Life + Patched & Total & Site Name +/ Scan Engine + Software Platform

| Close |
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Configured Product Smart Groups

Use this page to view the information for each Product Smart Group you created. Right-click an item in the grid and select
View Installations to display the installation details.

Showing All Platforms | Show All Packages N Search Export «
Produ... Patch Version SAID Advisory Descrip... Criticality Threat Sc... CVSS Base Score ‘CVSS2 Base Score CVSS3 Base Scare Vendor Insecure
4K Vid... - - - - 0 0 Open Media LLC 0
- E 0 0 0
View Install 82839 7-zip Memory C. =TT - 10 0 2
- - - - 0 0 0
18.x 5AB2839 7-zip Memory C. = - 10 0 0
- - - - 0 0 0
SAB5948 Red Hat update ... = - 0 .5 2
- - - - 0 0 0
- - - - 0 0 ActiveState 0
2017.011.30171  SA95170 Adobe Acrobat R... — 12 0 8.8 Adobe Systems 1
2015.006.30523... SA95170 Adobe Acrobat R... = 12 0 8.8 Adobe Systems 3
- - - - 0 0 Adobe Systems 0
2017.011.30175  SA97013 Adobe Acrobat R... = 6 0 8.8 Adobe 5
19.x (Continuous) - - - 0 0 Adobe Systems 0
2015.006.30523... SAS5170 Adobe Acrobat R... = 12 0 8.8 Adobe Systems 4
2018.011.20058... SA84627 Adobe Reader / E— 51 v2: 5 5 8.8 Adobe Systems 4
20.x (Continuous) - Adobe Reader / ... = - 0 8.8 Adobe Systems 0
2020.012.20041  SAS7013 Adobe Acrobat R... e 6 0 8.8 Adobe 8
19.x (Continuous) - - - 0 0 Adobe Systems 0
21.0.0.215 - - - - 0 0 Adobe Systems 0
21.x (Mac) - - - 0 0 Adobe Systems 0
= = = ° 0 0 Adobe 0
Adialog box opens with the installation details of the selected item.
E Software Vulnerability Manager 7 Help 5] Logout
. Dashboard o || Showif 7°2ip 16.x x o
Produ.., View fiom the context of Smart Group: All Products v ore Vendor Insecure
@ Scanning Overview Installations All Advisories 0 Open Media LLC 0
0 0
Secure End-Of-Life Insecure Export ~
. Resuls 0 2
Hosts  SAID Criticality Threat ... State Version Missing MS KB Last Scan Path 0 0
Sites (12) BLR-D... - - - 16.4.0.0 11 months a... C:\Program Files\7-Zip\7 g 0
4 Host Smart Groups ABRT . BLRD.. - - - 16.4.0.0 4monthsago  C:\Program Files\7-Zip\7 0
Orerview & Configuration accon| CSI7- - - - 160.0.0 13 months a... c:\program files (@6)7- 7.5 2
Configured Host Groups (25) 1 = -
4 Product Smart Groups acpid .. 16.0.0.0 13 months a... c\program files\7-zip\7z g 0
Overview & Conficuration Active.,| Perfor.. - - - 16.0.0.0 7monthsago  C:\Program Files\7-Zip\7. o ActiveState 0
4 Configured Product Groups (16) Adobe., | Perfor.. - - - 16.00 7monthsago  C:\Program Files\7-Zip\7 8.8 Adobe Systems 1
Al Products (953) Adobe.| Perfor... - - - 16.0.0.0 7 monthsago  C:\Program Files\7-Zip\7 8.8 Adobe Systems 3
End-Of-Life Products (141) Adobe., | Perfor.. - - - 16.0.0.0 7monthsago  C:\Program Files\7-Zip\7. o adobe Systems 0
Insecure Products (214) Adobe., | Perfor.. - - - 16.0.0.0 7monthsago  C:\Program Files\-Zip\7, g8 Adobe 5
MacPlatform Products (51) Adobe. Perfor.. - s s 16200 7monthsago  C:\Program Files\7-Zip\7. o adobe Systems 0
Microsoft XML (3) Adobe.| | Perfor.. - - - 160.0.0 7monthsago  C:\Program Files\7-Zip\7 g Adobe Systems 4
Not Patched (331) | perfor... - - - 160,00 7monthsago C:\Program Fies\7-Zip\7| g .
Patched produts (752) Adobe., - 0.0, g0 C:\Prog P\7. 8.8 Adobe Systems 4
N (D) Adobe., | Perfor.. - - - 16200 7monthsago  C:\Program Files\7-Zip\7 g8  Adobe Systems 0
Regulatory Corpliance (FROM TE! | Adobe., Perfor.. - - - 16..0.0 7monthsago  C:\Program Files\-Zip\7 g8 Adobe 8
SG - EOL (6) Adobe.! | « » 0 Adobe Systems o
SL(©7) Adobe.f | Page  1]of176| b b| | & Displaying hosts 1 - 14 012457 0 Adobe Systems 0
Stavail (97) Adobe., 0 Adobe Systems 0
SiteName (141) Adobe.| Close | o adobe 0
testhand"brake (953)

End-of-Life (EOL) products will not a include Secunia Advisory IDs (SAID), as Flexera does not assign vulnerabilities to EOL
products.

Custom Scan Rules Search
Completed Scans [o}
Product Name ~ Patch Version SAID Advisory Descrip. Criticality CVSS Base Score | Vendor Insecure End-Of Life
A Racults 7-zip 16.% 18.x = = 0 5
4 Host Smart Groups Adobe Acrobat Reader 4.x 1B.x (Continuous) - - Adobe Systems 0 1
Overview & Configuration Adobe Flash Player 14.x 30, (NPAPT) - - Adobe Systems o 1
4 Configured Host Groups (1) Adobe Flash Player 23.x 30.x (IE) - - Adobe Systems 0 2
Al Hosts (16) Adaobe Flash Player 25.x 30.% (NPAPI) - - Adabe Systems 0 4
4 Product Smart Groups dite thah Pyt ) = = Adobe Systems 0 8
Overview & Configuration
i Coniured produes Eroiisute Adobe Flash Player 28.x 30.x (IE) Adobe Systems 0 2
Al Products (152) Adobe Flash Player 29.x 30.x (IE) - - Adobe Systems 0 10
End-OF Life Products (35) Adobe Flash Player 9. 30.x (Activex) - - Adobe Systems 0
Insecure Products (31) Adobe Reader XI 11.x 18.x (Cantinuous) - - Adobe Systems 0 5
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Filter Product Smart Groups on Operating System Build
Version

One option for filtering Product Smart Group information is by Operating System Build. This filtering can be used for new or
existing Product Smart Groups.

Task To create a new Product Smart Group for Operating System Build:
1. Navigate to Product Smart Groups > Overview & Configuration.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

[ Software Vulnerability Manager ? Help | Logout
[ERTRES contigureNew smart Group | I
. G Create N¢ Export +
Name . || SmartGroup Name: Installations Hosts  Modifled Date
@ ez All Produd | Descripton: Enter an (optional) description for this Smart Group... 56380 567 20th Feb, 2014 19:29
L
Chrome 340 322 1stSep, 2020 13:34
P Resuts EndOfLfg Businessimpact: |Griical | 3517 446 20th Feb, 2014 19:29
T Insecure P Contains products that match [all || of the following crieria: 676 507 12th Aug, 2014 17:49
tes
4 Host Smart Groups MacPlatfort Criteria 838 35 4thJul, 2019 18:48
Overview & Configuration Microsoft 1516 365 11th Apr, 2017 19:22
Configured Host Groups (22) Not Patche¢ Operating System Build ¥ is i Xl | (0selected..) ) L+ 9893 533 26th Jul, 2016 16:34
4 Product Smart Groups Patched Pr¢ 46487 566 20th Feb, 2014 19:29
CIEUEL L CILILEIE PN Customize Columns % 96 27th Sep, 2018 12:38
Configured Product Groups (20) &
» productold 186 186 15th Sep, 2020 16:33
4 Advisory Smart Groups A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the
Overview & Configuration Requlatory arid view. Mouseover a checkbox for the column description. 6361 507 18th Jan, 2017 15:38
Configured Advisory Groups (17) | Slavail 2859 409 27th Sep, 2018 12:37
‘ SiteName: ® Select All O Select Custom 3517 446 27th Sep, 2018 12:34
J i
- e Patch Version [ Crticalty [ Threat Score [ CVSS Base Score [ Insecure [ End-Of-Life [ Secure [ Total 2 Affected Hosts (%2 Download [ Product Type £3Y SR My 2020l B 5
n o ThreatScorg 4569 427 3rd Dec, 2019 15:49
. atching
vendorcont 1042 369 15th Sep, 2020 15:03
Flexera Package System (SPS) venodrequé 148 35 15th Sep, 2020 15:06
] venpdcontg 1243 59 15th Sep, 2020 16:11
Ze;"“' Pa“h;‘:d“‘e Versionbuil 6 6 16th Sep, 2020 15:13
ubscription Status
2 versionbui 532 524 16th Sep, 2020 15:16
. 8 Administration
User Management
Parttion Management
1P Access Management
Password Policy Configuration Tempiates | save Close
e R Page  1of1 Displaying Product Smart Groups 1 - 20 0f 20

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place acheck markin front of the appropriate Operating System Builds to include in the Product Smart Group and
click Save.
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X
Operating System Build Selection

Search Search
Available Operating System Builds Selected Operating System Builds
Operating System Build + Operating System Build

MAC OS X El Capitan

MAC 05 X Mojave

MAC 05 X Sierra

MAC OS X Yosemite

Microsoft Windowis 10 Enterprise Insider Praview, , WinNT, 14971
Microsoft Windows 10 Enterprise, , WinNT, 10240

Microsoft Windovis 10 Enterprise, , WinNT, 14393

Microsoft Windows 10 Enterprise, , WinNT, 15063

Microsoft Windows 10 Enterprise, , WinNT, 16299

Microsoft Windows 10 Enterprise, , WinNT, 17134

Microsoft Windows 10 Enterprise, , WinNT, 17763

Microsoft Windoves 7

Microsoft Windowis 7 Enterprise N, , WinNT, 7600

Microsoft Windows 7 Enterprise N, Service Pack 1, WinNT, 7601
Microsoft Windovis 7 Enterprise, Service Pack 1, WInT, 7601
Microsoft Windowis 7 Professional N, Service Pack 1, WiniT, 7601
Microsoft Windovs 7 Professional, Service Pack 1, WinNT, 7601
Microsoft Windowis 7 Ultimate N, Service Pack 1, WinNT, 7601
Microsoft Windows 7 Ultimate, Service Pack 1, WinNT, 7601
Microsoft Windovis 8 Enterprise N, , WinT, 9200

Microsoft Windowis 8 Enterprise, , WinNT, 9200

Microsoft Windevis 8 Pro, , WinNT, 9200

Microsoft Windovis 8.1 Enterprise N, , WinNT, 9600

Microsoft Windows 8.1 Enterprise,

Microsoft Windows 8.1 Enterprise, , WinNT, 9600

Microsoft Windowis 8.1 Pro, , WinT, 9600

1 e

=

4 | Page 20of5| » M| & Displaying Available Operating System Builds 3 - 34 of 108

| save ||  cancel |

Advisory Smart Groups

This section describes how to:
® View existing configured Advisory Smart Groups (see Overview and Configuration)

® Configure new Advisory Smart Groups (see Configured Advisory Smart Groups)

Overview and Configuration

Use this page to view the existing configured Advisory Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group.

All Advisories is the default Smart Group and cannot be edited or deleted.
For further details, see View/Edit Smart Group Configuration.

Zero-Day Advisories reference a vulnerability that is actively exploited prior to its disclosure. These advisories can be
filtered by Advisories that Affected You and All Advisories.
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Zero-Day Advisories

‘ Dashboard Scope of Data: (®) Advisories that Affected You ) Al Advisories Export -
Zero-Day SAID - | Advisory Description Criticality  Advisory Published  Vulnerabiliti.  Affected Installations
b @ Scanning SA79397 Microsoft Multiple Products Memory Corruption Vulnerability EECEE 0th Oct, 2017 1 1
SATB904 Microsoft .NET Framework Code Execution Vulnerability EETE 9th Sep, 2017 1 15
a Results SA76703 Microsoft Office Multiple Products Multiple Vulnerabilities ST gth May, 2017 6 1
stes () SAT6672 Microsoft Internet Explorer Multiple Vulnerabiliies EECEE gt May, 2017 6 10
ites
4 Host Smart Groups SA76271 Microseft Office Multiple Vulnerabilities ST 0th Apr, 2017 8 2
Overview & Configuration SA76026 Microsoft Internet Explorer Multiple Vulnerabilities SEEEE q1th Apr, 2017 3 10
4 Configured Host Groups (1) SA75547 Microsoft Internet Explorer Multiple Vulnerabilities SR 24th Feb, 2017 12 10
All Hosts (3) SA73948 Mozilla Firefox | Firefox ESR SVG Animation Use-After-Free Vulnerability EETEE 30th Nov, 2016 1 1
4 Product Smart Groups SA72985 Microsoft Multiple Products RTF Memary Carruption Vulnerability SR 1th Odt, 2016 1 1
Overview & Configuration SAT2977 Microsoft Products Multiple Vulnerabilities EETEE 3 1th Oct, 2016 8 26
4 Configured Product Groups {4)
Al Products (474 SA72953 Microsoft Internet Explorer Multiple Vulnerabiliies EECEE 4 4th Oct, 2016 10 10
End-Of-Life Products (14) SA72380 Microsoft Intemet Explorer Multiple Vulnerabilities SEEEE 13th Sep, 2016 10 10
Insecure Products (48) SA70398 Microsoft Internet Explorer Multiple Vulnerabiliies EECES 3 0th May, 2016 5 10
Patched Products (441) SA69989 Microseft Windows Privilege Escalation and Paol Corruption Multiple Vulnerabilities EETTE 13th Apr, 2016 Y 5
4 Advisory Smart Groups SA67695 Microsoft Windows Multiple Privilege Escalation Vulnerabilities EEEEE gt De, 2015 4 5
o & Configurati
erview & Contiguration SAG67666 Microsoft Office Multiple Products Multiple Vulnerabilities SETE gt Dec, 2015 6 1
> Configured Advisory Groups (2) -
T SA66378 Microsoft Office Multiple Products Multiple Vulnerabilities SR gt Sep, 2015 7 2

View/Edit Smart Group Configuration

For each Smart Group, you can create or edit the advisory criteria using the Zero-Day Status and Advisory Published
criteria. Both criteria include dates, which are created using the Coordinated Universal Time (UTC). Therefore, the local
zone date of the user could be different from the zone the advisory data was saved in, which may lead to a difference in
advisory lists.

In the View/Edit Smart Group menu, you can filter results by date for the following criteria: Advisory Published, Last Scan
Date, and Secunia Advisory ID (SAID) Creation Date. This filtering by date creates a list of all Advisories published on that
date.

View Edit Smart Group. x

Smart Group Name: | April

Desciption: Enter an (optional) description for this Smart Group.

BusinessImpact: | Critical | v

Contains advisories that match |all | of the following citeria:

Criteria
Advisory Published |~ is  after v | 20150401 |03 It (ol
Advisory Published ~ is priorto ~ | |2015-07-10 [ 2 =)

Customize Columns

An Advisory Smart Group's contents grid wil ahways show the Secunia Advisary ID and Descrition for each entry, Use this form to control which aditional columns are
showin in the grid view. Mouseover a checkbox for the column description.

@ select All ) select Custom

/ Criticaltty /| Zera-Day /! Advisory Published / Vuinerabilities /! Solution Status /| CVSS Base Score W Attack Vector /| Impact'/! Installations /' Praducts /! Hosts

| sae || cCose |

Configured Advisory Smart Groups

Use this page to view the information for each Advisory Smart Group you created. Click a Secunia Advisory ID (SAID) in the
grid to display the details. For further details, see View All Advisories.

Note « you can search Advisory either by CVE, SAID, or Description.
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Software Vulnerability Manager 7 Hep ] Logout
E  Last Compiled: 2020-08-
. — searcnType[ovE | Searc Export +
S Advs.. Citclty | ZeoDay AdvsoryPublshed | Vurembiti.  SoutonSiis  CVSSBaseScore  (VSS2BaseScore  (VSS3 BaseScore  Attack Vector Impact Insiz
@ Scanming saspasy Adcbe.. S o om0 T vendorpatched 0 55 From Remote System Acess
91652 Apach, =B N 7hoc 2019 1 Vendor Patched o 78 From Remote Securty Bypass
. Results Foxt =N 16thden, 200 19 Vendor atched 0 75 From Remote System Access, Exposure of Ser
—_ arm e 1zhoe 2019 9 Vendor patched o 75 From Remote Securty Bypass, Maripulation ¢
e
. Host smart Groups Tfan.. No  17thDec, 2013 1 Vendor Patched 10 0 From Remote System Access
Ovenven 8 Confguraton Node. = N et 200 3 Vendor Patched o 7.5 From Remote Securty Bypsss, Denial of serv
Configured Host Groups (1) orade. =S N lathlan, 2020 10 Vendor Paiched 0 8.1 From Remote Manipiation of Data, Exposure
4 Product Smart Groups Post. SIS N 13threb 200 1 Vendor Patched 0 35 From LocalNetwork  Secury Bypass

Overview & Configuration
Configured Product Groups (4)
4 Advisory Smart Groups
Overview & Configuration
4 Configured Advisory Groups (2)
Al Advisories (8)
Zero-Day Advisories (0)
Zero-Day Advisories (29)

lu' Reporting

View All Advisories

Under the Configured Advisory Group view is a listing of All Advisories. For each advisory, you can click the corresponding
number listed in the Installations, Products, and Hosts columns. After clicking the number in the Installations column,
you will see a list of affected installations per host.

‘Smart Group: "All Advisories™ - Last Compiled: 2018-05-03 0:33:19

Export «
saID Advisary Description Crticalty  Zero-Day Vulnerabiit... CussBaseScore | CVss2BaseScore | CVSS3BaseScore  Attack Vector Impact Instalation..  Products  Hosts
sA2e20 WinSCP Protacol Handler Command Line Si.. STEE N 1ath sep, 2007 1 - 0 0 - undefined i; 1 1
SA75725 Pidgin “purple_markup_unescape_entity()". S=E Mo 10th Mar, 2017 1 - 0 0 - undefined 1 1 1
sA75329 Mozilla Firefox Multiple Vulnerabilties SRS N gthAu, 2007 2 Unpached 0 0 From Remote undefined, Securty Bypass, Cro i 1 1
SA78329 Affected Installations alx 75 0 From Remote Denial of Service 1 1 1

== | 10 0 From Remote Security Bypass, Cross Site Scri i1 1 1

| 17 0 From Local System  Security Bypass iy 1 i

Product Version Host | 5 . reined . B 5
Mozila Firefox 54.x 54.0.1,6385. | s 1 e 7

i1 | Page tort| b M| & Displaying Installations Afiected By Advisery 1- 10f 1 | * 0 From Remte Denilof Senvice : ~ C

10 0 From Remote System Access i 1 1

| Close 10 0 From Remote System Access 1 1 1

The All Advisories list affecting a product shows all current and past advisories that affect a product. Note that the Secunia
Advisory ID number (SAID) listed under the SAID column could be related to different platforms.

== W 28U My, 2018 2
SIS we i ser 201/ 2

Sasssas o =m i
o B
no
o =
o =m
o B
no
o
No = 1
snsi77s o =m .
sasasen o = s
mani211 Adohe  S=S Sniso1az e 7 )
sasosze Adobe =TT 2012-10-09 Ne. 2 .| 29
< tvisory 1-2 ot &
Pael tlurz| b b1 | @ Oiephaying ivroris 1 15 of 18
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Reporting

This chapter describes the following Software Vulnerability Manager reporting features:

Report Configuration
Smart Group Notifications
Activity Log Notifications
Database Access

Scheduled Exports

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation. You can configure a new
report by clicking Generate New Report or right-click an existing report to view, edit or delete it. The Software
Vulnerability Manager reporting capabilities allow the user to schedule and fully customize the intended report.

Task To configure a report:

1.

Choose between PDF and CSV as the format for the report.

Report Format -
Specify the format for the report.

PDF B

Note » When using the CSV option for the report format, unused options are disabled. For more information, see Select
the CSV Option for the Report Format.
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2. Choose between a One-time only report or a recurring one (daily, weekly, monthly) and click Configure to select the
report distribution date or frequency schedule.

Report Generation Schedule -

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data available at the time
«of generation.

() One-Time Report - Generate only one report at a specific time.

(®) Recurring Report - Generate based on the a configured recurrence schadule.

| Configure |

3. Choose to include the Executive Summary Report which provides an overall summary with the general state of
vulnerability and patch management.

Executive Summary Report -~
Here you can choose to indude the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch management today, and

the security state of your system in the context of current threats, methods for securing and staying secure, and the conseguences and implications of a proper patch
management solution versus not choosing such a solution.

[] Include Executive Summary Report

4. Choose the dashboard profile to be included in the report.

Dashboard Profiles -

Specify the dashboard profile to be included in the report.

Search Search
Profile Profile

V| Advisory Dashboard 7| Advisory Dashboard
Criticality Dashboard 7| software Installation

V| Software Installation

€

Page 1|of1 Displaying Available Profiles 1 - 3 of 3

5. Choose which sites should be included together with which statistics to include.

Site Level Statistics -

Select Sites

Specify the sites whose data will be used for the report.

| sites for all selected users.

se a custom selected group of sites.

=e a custom selected group of host-smart groups.

Using data from all sites for users selected above (default).

Site Level Statistics to Include
Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report.
[] overall Summary Statistics
[] Overall Criticality Statistics
[] Overall Impact Statistics
[ ] overall Attack Vector Statistics
[] By-Site Statistics on Patched Products
[] By-Site Statistics on End-of-Life Products
["] Include Detailed Site Specific Data for Each Site

6. Choose a Host Smart Group to be included together with which statistics to include.
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Host Level Statistics
Specify the hosts whose data will be used for the report by selecting a smartgroup.
All Hosts v

Specify the statistics that will be incdluded for each selected host in the report.
[ overall Summary Statistics
["] Insecure Installation Details

[ End-of-Life Installation Details
[] patched Installation Details

7. Choose a Product Smart Group to be included together with which statistics to include.

Product Level Statistics -
Specify the products whose data will be used for the report by selecting a smartgroup.
All Products S

Specify the statistics that will be induded for each selected product in the report.
["] Overall Summary Statistics
Insecure Installation Details & Recommended Solutions
Additional filter: Only indlude details and solutions for insecure installations with a rating of: | Show All ~ | or Above.

End-of-Life Installation Details
[] patched Installation Details

8. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Email Recipients 4
If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

Search... Search | Use default recipients defined in Settings page: [ |

Available Email Redipients Selected Email Recipients

Name Email Name Email

D userl

&

4 4 | Page 1of1| F K Displaying Available Recipients 1- 1 of 1

9. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in a PDF format and will be emailed to the
defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.

General Configuration Options -

Report File Name
Here you can specify a custom output file name for the generated report.
5et the file name for the PDF report file generated.

PDF Filename: test.pdf
Report Title

Here you can specify a custom title for the front page of the report.
[/ Set the report title.

Report Title: Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be induded in the report for reference,
[] show Repart Options and Generation Parameters
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[

Important « The emails containing the PDF reports will be sent by your configured mail server. The mail server must be
configured before users receive the PDF reports.

Select the CSV Option for the Report Format
When you select the CSV option for the report format, the following sections and options are disabled:

® Executive Summary Report, Site Level Statistics, and Overall Summary Statistics check box for both Host Level
Statistics and Product Level Statistics are disabled.

Configure New Report X

Report Format - -
Specify the format for the report.

csv 2

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file.
Please note that some of the configuration options below will have no effect on the resulting data in the CSV files.

Report Generation Schedule -
Specify the generation schedule for the repert. Configure the details using the butten to the right. Note: a report will always use the most current data available at the time
of generation.

(! One-Time Report - Generate only one report at a specific time.
(# Recurring Report - Generate based on the a configured recurrence schedule.
| Configure |

Reports will be generated on Tuesday May 159th, 2020, and every 1 Month thereafter.

Executive Summary Report -

Here you can choose to include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch management today,
and the security state of your system in the context of current threats, metheds for securing and staying secure, and the consequences and implications of a proper patch
management solution versus not choosing such a solution.

Include Executive Summary Report

Site Level Statistics -
Select Sites

Specify the sites whose data will be used for the report.
) All sites for all selected users.
Use a custom selected group of sites.
Use a custom selected group of host-smart groups.

Using data from all sites for users selected above (default).

Site Level Statistics to Include

Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report.
Overall Summary Statistics
Overall Criticality Statistics
Overall Impact Statistics
Overall Attack Vector Statistics
By-Site Statistics on Secure Products
By-Site Statistics on End-of-Life Products
Include Detailed Site Specific Data for Each Site

Host Level Statistics -

-

Save | Close

® Insecure Installation Details for both Host Level Statistics and Product Level Statistics are enabled only when you
select Add Product Details and Add Host Details respectively.
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Host Level Statistics
Specify the hosts whose data will be used for the report by selecting a smartgroup.
All Hosts w7

Specify the statistics that will be included for each selected host in the report.

|| Overall Summary Statistics
|| Add Host Details

Insecure Installation Details

End-of-Life Installation Details
Secure Installation Details

Product Level Statistics
Specify the products whose data will be used for the report by selecting a smartgroup.
All Products ¥

Specify the statistics that will be included for each selected product in the report.

|| Overall Summary Statistics
|+ Add Product Details

|_| Insecure ion Details & Rec d

|| End-of-Life Installation Details
|| Secure Installation Details

® PDF Filename tab and Publish Report Parameters sections are disabled.

General Configuration Options

Report File Name
Here you can specify a custom output file name for the generated report.

Set the file name for the PDF report file generated.
PDF Filename:
Report Title

Here you can spedify a custom title for the front page of the report.
|| Set the report title.

Report Title: Flexera

Publish Report Parameters

Here you can choose whether the report parameters (configured herg) should be included in the report for reference.

Show Report Options and Generation Parameters

Smart Group Notifications

Chapter 8 Reporting
Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or

changes to a group.

Click Configure New Notification, enter the required information and then click Save.
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Configure New Notification x

Notification Details

Name & Applicability
You must give this notification a name {or short desription) to be used when receiving alerts. Here vou will also select the Smart Group for which the notification will
apply.
MName: IEnter a name (or short description) for this notification... Smart All Advisories (Advisory) v
Group:
Alerting Conditions

Choose the conditions under which you will receive an Alert.
ALERT me when the  pymber of Advisories | v | | Changes v

How often should this notification rule run? Period is based on when the rule is Daily v |
saved/modified:

["] NOTIFY me (email only) when the alert conditions are MOT met. Le., leave unchecked for a 'no news is good news' policy.

Recipients Selection

Select email recipients:

Search... Search | Use default recipients defined in Settings page: ||
Available Email Recipients Selected Email Recipients
Name Email Name Email
|:| userl
4 4 | Page 1 0f1 ol EE‘ Displaying Available Recipients 1 - 1 of 1
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Activity Log Notifications

Use this page to schedule multiple notification digests for the respective events through emails.

Creating Notifications for the Activity Log

To create notifications for the Activity Log, perform the following steps.

To create notifications for the Activity Log:

1. Click Create Notification.

Software Vulnerability Manager 7 Help &) Logout
Menu
. Dashboard (E200 0
Activity Log Monitored Next Scheduled Check Always Notify Frequency Date Created/Modified
@ Scanning Notification Create Customer Detection Rule, Agent Details Email, Create Patch Tem... 15th May, 2020 11:30 No Weekly, Friday, 11:30 13th May, 2020 12:04
Patch notification Add Whitelist Scan Path, Add Blacklist Scan Path, Agent Details Email an... 14th May, 2020 09:00 No Daily, 09:00 13th May, 2020 12:03

Results
P Ihl Reporting

Report Configuration
Smart Group Notifications
Activity Log Notifications
4 Database Access
Database Console
Database Cleanup
Scheduled Exports

Administration

By confiouration
29

The Configure New Log Notifications dialog box opens.
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Configure Mew Log Notification
Notification Details
Name & Applicability

You must give this notification a name {or short desription] to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: Patch Deploy Notification

Event Selection

Select events:

Name Name
[] wsus Certificate Installation « [#] wsuUs Package Edit
[] wsUs Connection WSUS Package Approval
|:| W5US Downstream Server Configuration WSUS Package Creation
WSUS Package Approval WSUS Package Declined
WSUS Package Creation WSUS Package Delete
WSUS Package Declined .
[¥] wsus Package Delete

Alert Conditions

How often should this notification rule run? Scheduled is based on when the rule is saved/modified:
Daily ~ 09:00 |
|#*| NOTIFY me when the conditions are NOT met. L., leave unchecked for 2 'no news is good news' policy.
Recipients Selection

Select email redpients:

Search. Search | Use default recipients defined in Seftings page: | |
Name Email Name Email
. T AU oot ssccaconrsoacn
Admin T e e User ]
User e e e ar)
[T]' single Host |
4 + | Page 1ofz| b M l.%‘ Displaying Available Recipients 1-4 of &

Save | Close

2. Describe notification name, select the required events, and then select notification schedules.

3. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select the Daily,
Weekly, or Monthly option, then choose the time duration for the selected day.

4. Choose the recipients and then click Save.

Database Access

® To access Flexera’s SQL database, see Database Console.

® To delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain criteria,
see Database Cleanup.
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Database Console

Use this page to access Flexera’s SQL database. You can access the content of each table by selecting the table name in the
Tables pane. Expand the table name to view the objects and data types within that table.

To create an SQL query, right-click a table and select Show Data to automatically create a SELECT * FROM table query
from the specific table. You can also right-click a table and select Schedule Query to create Scheduled Exports for the table
and save the output to a CSV file.

The Details and Results panes display the status of the query.

Database Console

Tables Details

£ __| SPS_packages

& [ user_activity._log ~ Time Status Table Query

[ ww_csi_devices 00:18:59 Success SELECT * FROM ww_csi_devices_cve;

(=T wni_csi_devices_cve

[=] nsi_device_id Showr Data
;5 :i:t Schedulz Query
< >
Refresh Clear
e |
Export =

nsi_device_id « host site e
1 Computers CVE-2020-6805,CVE-2020-6806,CVE-2020-6807,CVE-2020-6808,CVE-2020-6813,CVE-2020-6814,CVE-2020-6815,CVE-2020-6819,C.
2 ‘Computers CWE-2020-%633,CVE-2020-9592,CVE-2020-9593,CVE-2020-9594,CVE-2020-9595,CVE-2020-9596,CVE-2020-95597, CVE-2020-9598,C.
3 Computers CVE-2020-9633,CVE-2020-6805,CVE-2020-6806,CVE-2020-6807,CVE-2020-6808,CVE-2020-6813,CVE-2020-6814,CVE-2020-6815,C.
4 ‘Computers CWE-2020-6072,CVE-2020-6073,CVE-2020-6077,CVE-2020-3757 CVE-2019-9853,CVE-2019-9854,CVE-2015-9855,CVE-2019-2745,C.
5 Computers CVE-2020-5552,CVE-2020-9593,CVE-2020-9594,CVE-2020-5555,CVE-2020-9596,CVE-2020-9597,CVE-2020-9598,CVE-2020-5599,C.
6 ‘Computers CWE-2020-9592,CVE-2020-9593,CVE-2020-9594, CVE-2020-9595,CVE-2020-9596,CVE-2020-9597,CVE-2020-595598, CVE-2020-9599,C.
7 Computers CVE-2020-6072,CVE-2020-6073,CVE-2020-6077,CVE-2020-3757,CVE-2020-12399,CVE-2020-12405,CVE-2020-12406,CVE-2020-12.
8 Computers CVE-2020-6072,CVE-2020-6073,CVE-2020-6077,CVE-2020-12399,CVE-2020-12405,CVE-2020-12406,CVE-2020-12410,CVE-2019-1.
9 Computers CVE-2020-9633,CVE-2020-9592,CVE-2020-9553,CVE-2020-9594,CVE-2020-9595,CVE-2020-9596,CVE-2020-9597, CVE-2020-9598,C...
bl Computers CVE-2020-3757,CVE-2019-7965,CVE-2019-8002,CVE-2019-8003,CVE-2019-8004,CVE-2019-8005,CVE-2015-8006,CVE-2019-8007,C...
11 Computers CVE-2019-2745,CVE-2019-2762,CVE-2019-2766,CVE-2019-2765,CVE-2019-2786,CVE-2019-2816,CVE-2019-2818, CVE-2019-2821,C...
12 Computers CVE-2020-6072,CVE-2020-6073,CVE-2020-6077,CVE-2019-16294,CVE-2019-1133,CVE-2019-1192,CVE-2019-1193,CVE-2019-1194, .

Summary of the SQL Data in the Database Console Tables

The following table lists the SQL Data in the Database Console Tables:

SQL Data Description

vw_csi_devices  List of hosts with mac address & ip address

vw_csi_devices List of hosts affected by CVE
_cve

vw_host_eol List hosts with End of Life software

vw_host_unpat  List hosts with insecure operating system and operating system version
ched_os

vw_host_insec List hosts with insecure software and software version
ure
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Database Cleanup

Use this page to delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain
criteria.

You can use this page, for example, to delete all the hosts that have not been scanned for more than 15 days.

Click Add Rule, enter the required information and click Save.

New Rule *

Action:  Deleke Host
MName: 15 Days Rule
Citerion: | Last San Time | Morethan | 15 Dayd

Days
| Save Weeks |
- Months

The rules can be based on Last Scan Time, Last Check-in Time or for Host that have been Never Scanned. Once a rule has
been configured you can see which Affected Hosts meet the criteria defined in the rule and will be deleted from your
Software Vulnerability Manager account.

Once you have checked the hosts to be deleted you can choose to run the rule. Right-click the rule name and select
Execute Rule.

Database Cleanup

Add Rule

Mame
15 Days Rule
Execute Rule

Delete Rule

Scheduled Exports

142

Use this page to view, edit or delete automated data extraction schedules.

[

Important - To schedule exports you must first download and install the Software Vulnerability Manager Daemon from
https://www.flexera.com/svm-download.

Right-click a table in the Database Console and select Schedule Query. You can configure the file by hiding columns in the
grids prior to export.

In the Export Schedule Setup screen, enter:
® The Name of the scheduled export.
® The Filename that you want to save the CSV file as.

® The Next Run date and time.

® The Frequency (Hourly, Daily, Weekly or Monthly) that the export will be performed or select the One-Time Export
check box.
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Export Schedule Setup
Action
Name: Cvss_score3

Table:

Output

Filename: CVS5_SCOre3.csv

Schedule

These settings define the schedule at which the export will be performed.

Next Run: | 2018-04-18 [3 16 v : 45

Freguency:

Right-click a Scheduled Export in the grid to edit or delete the export.
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¥ or  [¥] One-Time Export

| Save | Close
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Patching

After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.
The following topics describe how to configure and deploy Software Vulnerability Manager’s patching function.

Flexera Package System (SPS)

Creating a Patch with the Flexera Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

Agent Deployment

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS
Deploying the Update Package Using System Center
Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing

Flexera Package System (SPS)

This section provides further information regarding:

Flexera SPS Page Features

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00

145



Chapter9 Patching
Flexera Package System (SPS)

Flexera SPS Page Features

® SPS Concepts and Terminology

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can
automatically create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Flexera Package System (5P5)

Search | View from ihe context of Smart Group: All roducts

Product

ip

Tip9x

Gibre2x

eMule Plus 1x

Flezlla 3

Adabe Actubat C 15.x
Adabe Actubat Reader DC
Adabe ActobatReader DC 15:x
Adobe Flach Pyer

Adobe Hach Pyer

Adobe Shodvave Player 12.x
Apple iTunes

Goagle Chrome

Goagle Chrome

a2x

Mozl Firefox

Mozl Firfox

Mozilla SeaMonkey 1.1x
Mozl Thunderbird 52
Orade Java K

Orad Java 0K

Orade Java JRE

Orade Java JRE 1.8 | 8.
LibreOffice 5.x

VLC Media Plavr 2

VLC Media Player 2

Vendor +

Adabe Systems
Adabe Systems
Adabe Sytems
Adbe sytems
Adbe Sytems
Adobe Sytems
Aople

Google

Google

Kemelorg

Mozl Foundation
Mozl Foundation
Mozl Foundation
Mzl Foundation
Orade Coporation
Orade Coportion
Oradle Comoration
Oradle Corporation
‘The Document Foun
VideoLAN
VideoLAN

Patched Version

18x

18

3x

1250

3210
1500630483 (0.
18.x (Continuous)
1500630483 (0.
29 (AcveX)
28.00.140 (NPAPY)
231201

274

6

66

2142

502

5902

8%

527
Bul7t
Bul7t
Bul7t
sul7t
46
227
227

Architecture

‘Windows64-bit
‘Windows32-bit
Windowseé-bit
Windows32-bit
Windows32-bit

Windows32-bit ...
Windows32-bt ...
Windows32-bt /...

Windows32-bit |
Windows32-bit |
Windows32-bit |
Windows32-bit
Windowsé-bit
Windows32-bit
Windows6-bit
Windows6-bit
Windows32-bit
Windows32-bit |

Windows32-bt ...

‘Windows64-bit
‘Windows32-bit
Windows32-bit
Windowséd-bit
Windows32-bit
Windows64-bit
‘Windows32-bit

/| Confgure View | New Custom Package

SAID
AR
AR
SABISIG
AT
AT
SABIKG
SABIKG
SABIK0G
SARSOL
SASOL
SABDB
A
A0S
SARK0S
ST
A28
SAR8
B34
SARIST
A3
A3
ARG
SAROIR
a9
SABOLSR
I

Crticalty
am

Detected Ineare  EndOfife Patthed
1day, 4 hours 2. 0 2
5 months ago 0 2
36 days ago 0 2
36 days ago 1 0
5 months ago 1 0
3 months ago 1 0
36 days ago 5 1
3 months ago 1 0
36 days ago 0 3
35 days ago 0 4
36 days ago 1 0
36 days ago 5 0
35 days ago 1 8
36 days ago 0 3
4months ago 2 0
36 days ago 4 3
35 days ago 2 »
36 days ago 0 1
36 days ago 15 0
36 days ago 7 1
36 days ago 6 1
36 days ago 3 1
1day, 4 hours 2. 8 0
36 days ago 1 0
6 months ago 3 0
36 days ago 5 0

The Flexera Package System (SPS) features include:

®  Product display criteria for SPS

® Language selection for SPS

Expor -

Total Hosts  Uninstallable

®  Patch update searches by Common Vulnerabilities and Exposures (CVE)

® Advisory Published date

Note « Flexera SPS page now available in non-IE browser also. In order to use complete feature of patching, need to install

Software Vulnerability Manager Plugin.

Product display criteria for SPS
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Configure View x

You can customize the view of the products displayed using the following c
options:

Group products where patched version and architecture are identical

Display only End-of-Life or Insecure products

Display enly products for which silent update packages can be created automatically
[] Hide Microsoft products

[] Highlight products for which update packages have been created

MNote: The Software Vulnerablity Manager should not be used for creating patches for
Microsoft products. The updates should come from Microsoft.

| Apply || Cancel |

When the Group products where patched version and architecture are identical check box is selected, the SPS page rows
will be grouped by the product, architecture, and the patch required to update them to a secure version.

If a row represents two or more product versions that require the same update, then the Product column will not show the
product version. For example, if Firefox 32.x and Firefox 37.x both require updating to patched version 40.x, then the
Product column will display “Firefox” only.

This means that if, for example, four products previously required the same update, rather than listing them four times
they will be listed once. This allows you to create fewer packages to target the same number of installations.

Flexera Package System (SPS)

Search | View fomthe context of Smar. Group: AllProducts v || Gonfigure View: | New Custom Package: Export +
Froduct Vendor + Patched Vesion  Actecture SAID Gitiaty Detected Insecure End-0FLife Patched Totel Hosts  Urinstalsble
74p 18x Vindows6+hit AR TR day, dhours . 0 2 0 2 2 Ho
7p9x 18x Vindows32-bit  sApgy TR 5 manths ago 0 2 0 2 2 Ho
Calire 2.x 3x Vindows6hit  saB1sts TR 36 days ago 0 2 0 2 2 to
etfle Flus 1x 1250 Vindows32hit  san7ey IR 36 days ago 1 0 0 1 1 Yes
Filezila 3.x 3210 Vindowsizhit  sarm TR 5 manths ago 1 0 0 1 1 Yes
e ot b 154 Adobe Systems NI5N6I413 (AL Vindows3zbt .. sagens T 3 manths ago 1 0 0 1 1 to
‘Adobe Acrobat Reader DC Adobe Sysiems 18x(Continuous)  Vindows32t /.. sABl0s S 36days ago 5 1 0 1 b tio
Adube Arobat Reader DC 5x  Adobe Systems 1563413 (L. Vindowsszbit .. sages TR 3 manths ago 1 0 0 1 1 o
‘Adobe Fiash Player Adobe Sysiems 29 (active) Vindows32-bt .. sagso SR 36days ago 0 3 0 3 3 to
‘Adobe Fiash Player Adobe Sysiems 2000140 (NPAPT)  Vindows32bit /.. seg2sor TR 35days ago 0 4 0 1 bl to
Adobe Shockwave Player 12x  Adobe Systems 1231200 Vindows32-bt /.. sag0028 IR 36 days ago 1 0 0 1 1 to
Apple Tunes Apple 1274 Vindows32bit s TR 36 days ago 5 0 0 5 5 to
Google Chrome Google 66 Vindows6hit  sagos R 35days ago 1 8 0 9 9 o
Google Chrome Goagle 66 Vindows32-hit  sago0s R 36 days ago 0 3 0 3 3 o
ITax Kemelorg 2142 Vindows6abit  saroor2 SR 4months ago 2 0 0 2 1 o
Mazila irefox Mozla Fondation 59,02 Vindows6é-bit  sapos ST 36 days ago 4 3 0 7 7 Yes
Mazila Fiefox Mozla Fondation  59.0.2 Vindows32-hit  sap2p ST 35 days ago 2 » 0 3% ] Yes
Mazila SeaMonkey 1.1x Mozla Fowdation  2.x Vindows32-bt /. 81634 ST 36 days ago 0 1 0 1 1 Yes
Mozl Thunderbird 52.x Mozl Fowdation 527 Vindows32-ht .. 157 SR 36 days ago 15 0 0 15 15 to
Orace Java 0K Oracke Coporation~ 6u171 Vindowsshit  sa7y TR 36 days ago 7 1 0 8 8 to
Orade Java K Oracke Coporation~ 6u171 Vindowsizbit  sag7 R 36 days ago 6 1 0 7 7 to
Orade Java RE Oracke Coporation~ 6u171 Vindows32bit  sag7y SR 36 days ago 6 1 0 7 7 to
Orace Java JRE 1.8/ 8¢ Oracle Coporation ~ 8u171 Vindowss4-bit  Sg2703 T 1day, dhours 2 8 0 0 8 8 o
Lbre0fice 5:x The Document Foun... 546 Vindows2bt  sagzig SR days ago 1 0 0 1 1 o
VLC Meia Player 2.x VideolAN 27 Vindows6+bt  sapopss R & manths ago 3 0 0 3 3 o
VLC Meia Player 2.x VideolAN 27 Vindowsz2bt  sasoess R 3 days ago 5 0 0 5 5 o

Note « An SPS package created when the Group products where patched version and architecture are identical check box is
selected (grouped mode) can cover multiple product rows that are displayed when the check box is not selected (ungrouped
mode). Consequently this can lead to a discrepancy when determining whether an update for the product already exists if you
are switching between the grouped and ungrouped modes. For example, if you create an update for a product in grouped
mode, the update may not be accurately detected when using the ungrouped mode. For this reason it is recommended to only
use the grouped mode when creating updates.

Language selection for SPS

You can target specific languages and approve packages before they are published. The package configuration, based on the
product family, is retained for future use.
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Patch update searches by Common Vulnerabilities and Exposures (CVE)

In the Flexera Package System (SPS) Search Type field, you can search patch updates by CVE, which are referenced in
Secunia Advisories. The CVE results help identify affected hosts, advisories, and patches across entire organizations.

Flexera Package System (SPS)

Searcn Type: OVEl v 10120 Search | View from the contextof Smart Group: Al Products | Configure View | New Custom Package Export -
Product Vendor + Patched Version  Archtecture  SAID critcaty Detected  Advisory Pubi Insecure End-ofLife seare Totl Hosts  Uninsalable
Libreoffice 5:x The Document Foun... 5.4.6 Windows32bt  saszzig SR 2 doysago  15th Apr, 2018 1 0 0 1 1 o

Advisory Published date

The Advisory Published date is listed in the Flexera Package System (SPS) grouped and ungrouped views. This date
provides a quick reference for the latest patching information.

Note - Inthe Flexera Package System (SPS) ungrouped view which lists each product version separately, there will be no
Secunia Advisory IDs (SAID) listed for End-of-Life (EOL) products. Therefore, the Advisory Published date will be blank for EOL
products.

Flexera Package System (5PS)

Search | View from the context of Smart Group: All Products | Configure View | New Custom Package [WSUS Connected] Export +

Product Vendor Patched Version Architecture saID criticaty Detected | Advisory Published Insecure - End-Of-Life Secure Total Hosts
= Product: Oracle Java JRE 1.8.x / 8. (1 Ttem)
Orade Java JRE 1.8 8x Orade Corporation su171 Windowsed-bit sA82703 — 2days ago 18th Apr, 2018 3 o ) 3 3
3 Product: Oracle Java JDK 1.8.x / 8.x (1 Ttem)
Orade Java JOK 18/ 8:x Orade Corporation sut71 Windowse4-bit sagro3 R 2days ago 18th Apr, 2018 3 0 o 3 3
3 Product: VLC Media Player 2:x (1 Item)
VL Media Player 2:x Videolan 227 Windows32-bit saopog 17th Nov, 2017 2 o ) 2 1

S Product: eMule 0.x (1 Ttem)

Figure 9-1: Flexera Package System (SPS) ungrouped view

Flexera Package System (SPS)

Search | View from the context of Smart Group: All Products v || Configure View | New Custom Package [WSUS Connecied

Product Vendor Patched Version Architecture SAID Cticality Detected | Advisory Publl.. Insecure End-Of-Life Seaure Total Hosts
eMule 0.x eHule 047266 Windows32-bit sa16239 27th 3, 2005 1 o 0 1 1
Fiezila 3.x 3210 Windows3z-bit Srzm | f— 25th Aug, 2016 1 [} 0 1 1
VLC Media Player 2.x VideolAN 227 Windows32-bit sasngep 17th Nov, 2017 2 o [ 2 1
Calibre 2x 3x Windows32-bit sasl916 IR Sth Mar, 2018 ] 1 L] 1 1
Apple iTunes 12.x Apple 12.7.4 (32:bit) Windows32-bit/ 646t Saspoay S 30th Mar, 2018 1 [} 0 1 1
Oracke Java JDK 1.8.x | 8:x Oracle Corporation  But71 Windowséd-bit samypy R 2daysaad  18th Apr, 2018 = [} o E 3
Oradle Java JRE 1.8:x / 8¢ Orade Coporation Bu171 Windows6-bit sy === 2daysagd  18th Apr, 2018 3 0 0 3 3
7-2ip 16 18 Windows64-bit samgzy 3 days ag 15t May, 2018 0 1 0 1 1
7-2ip 9% 18 Windows32-bit samazy - 15t May, 2018 0 1 0 1 1
‘Adobe Fiash Player 27.x ‘Adobe Systems 29.x (Activex) Windows32-bit/ 646t Sampzss S 8th May, 2018 0 1 0 1 1
Adobe Flash Player 27.x Adobe Systems 200 (NPAPY) Windows32-bit /64t Sagpzsg IR Bth May, 2018 o 1 0 1 1
Mozl Frefox Wozila Foundation  60.x Windows6-bit samge === Sth May, 2018 0 2 0 2 2
Mazilla Firefox 55.¢ Wozila Foundation  60.x Windows32-bit sagaggy == Sth May, 2018 0 1 0 1 1
Google Chrome Google 66.0.3359.170 ‘Windows64-bit sagoesy IR 3 days ag 11th May, 2018 1 1 L] 2 2
Google Chrome 65.x Google 66.x Windows32-bit sames === 11th May, 2018 0 1 0 1 1
‘Adobe Acrobat Reader 2017 17.x Adobe Systems 2017.011.30080 Windows32-bit 646t Sasposy IR 14th May, 2018 1 [} o 1 1
Adobe Acrobat Reader DC 15.x Adobe Systems 2015.006.30418 (Ol Windows32-bit/ 64-bit  5AG2959 T 3 days ag 14th May, 2018 1 0 0 1 1
‘Adobe Acrobat DC 15.x Adobe Systems 201500630418 (O Windows32-bit/64-bit  Sampgso SIS adaysaod  14th May, 2018 1 [l 0 1 1

Figure 9-2: Flexera Package System (SPS) grouped view

SPS Concepts and Terminology

Software Vulnerability Manager users should become familiar with the concepts and terminology described in this section.
® \What does a SPS package consist of?

® Applicability Rules

® SPSPackage

®  Execution Flow Script
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® Files

What does a SPS package consist of?

The package consists of two parts; applicability rules and SPS package. The applicability rules are used by WSUS to only
execute the package on computers that are applicable for the selected package.

The SPS package consists of the payload that is then executed on the computer.

Applicability Rules

SPS Package
(Index 0) Executive Flow
(Index 1) File 1

(Index 2) File 2

(Index n) File n

The following sections explain in greater detail all the components that make a SPS package.

Applicability Rules

The applicability rules are rules used to decide whether or not a package should be offered to a client. These rules are as
follows:

IsInstallableApplicabilityRule - Obtains the rules for determining whether or not this item is installable on a given
computer. It generally consists of paths and version information of relevant files.

IsinstalledApplicabilityRule - Obtains the rules for determining whether or not this item is already installed on a given
computer. It generally consists of keys and value information of relevant registry keys.

IsSupersededApplicabilityRule - Obtains or sets the rules for determining whether or not this item is superseded by
another update on a given computer. It generally consists of paths and version information of relevant files.

SPS Package

The SPS package must always consist of at least one file that is placed at index “0”, this is the execution flow script, and any
additional files will be numbered accordingly in ascending order. The execution flow script is either JScript (JavaScript),
VBScript or Powershell script; by default a JavaScript example is provided in the SPS Package Creation Wizard.
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The script will be automatically extracted from the SPS package and executed. Based on the execution flow more files can
then be extracted and executed from the SPS package, referenced by theirindex order.

(o

Important « When using Powershell Scripting as the execution controlling script of the package, you must ensure that
Microsoft Visual C++ 2012 Redistributable (x86) is installed on the target hosts you are deploying the update package to.

Execution Flow Script
This execution flow script is always executed. This is the file with index 0, and as such it will always be the first to run.

In the execution flow script you can define any other files to be extracted and executed. The default execution flow
template that is provided in the SPS Package Creation Wizard will extract the first file supplied in the package with the
specified silent parameters (usually this is the patch file provided by the vendor). Any other files added to the package will
NOT be extracted or executed when using the example script.

If you create your own execution flow, no user interaction is available. To make your execution flow totally unattended, use
log files accordingly for easy troubleshooting.

Files

The SPS package supports additional files besides the execution flow script. The added files will have array indices from 1
to n where the first file will have index 1, and the additional files are numbered in ascending order.

Creating a Patch with the Flexera Package System
(SPS)

The Flexera Package System (SPS) page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown, as well as highlight products for which
packages have or have not been created.

If highlighted, products for which SPS packages exist will be shown in green.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide silent installation parameters. If
you choose to patch one these products, you must provide (import) the .MSI/.MSP/.EXE file together with the parameters
for the unattended installation. Software Vulnerability Manager will then repackage and publish the update through the
standard workflow. Packages cannot be automatically created by Software Vulnerability Manager for these products.

If you wish to create a new custom package that does not necessarily patch an existing product, for example to deploy new
software, you can click New Custom Package. In this case you should provide the files/installer that will be executed on
the target client together with the execution flow script.

With Software Vulnerability Manager, you are able to create three different kinds of packages. Right-click a product and
select one of the available options:

® Create an Update Package
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Create an Uninstall Package

Create a Custom Package

For the Update and Uninstall packages a default execution flow script is provided in the SPS Package Creation Wizard (Step
2 of 4: Package Contents), which will fulfill most of the common needs.

The execution flow script for an Update package can also be customized for additional functionality. You can also configure

your patching package SPS Installer Parameters using dynamic check box options (where applicable) based on product
functionality, including:

Remove End User License Agreement
Disable Automatic Updates

Silent Install

Update to lowest secure version

No reboot necessary

Cumulative updates in one package

Set Security Level

Remove system tray icon

Restrict Java Applications

Uninstall Prior to Installing

Prevent Installation of Certain Components
Prevent Collection of Anonymous Usage Statistics

Remove Desktop Shortcut

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a three-step process. Right-click or double-click one of these
Products and select Create Update Package to start the SPS Package Creation Wizard.

Software Vulnerability Manager retains Product Family Settings that you previously used. Click Yes to prefill the SPS
Package Creation Wizard with the available settings.

Product Family Settings *® |

Firefox. Do you want to proceed?

\v It is possible to prefill the wizard with some of the settings you previously used with Mozilla
-

Yes | | HNo

Create an Uninstall Package

Any Products that are listed as Yes in the Uninstallable column are available to have an uninstall package created in a
four-step process exactly as the update packages in blue.
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For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by starting the SPS Package Creation Wizard and selecting the Edit Package
Content check box in Step 1.

If you have an SPS XML template you can import it by clicking Import Package in the first step of the wizard. Once this is
completed, all the fields in the wizard will be automatically populated, including the execution flow script.

Special attention should be given to the files mentioned in the execution flow script. These files can be files originally
provided by the SPS template creator or they can be dynamically downloaded.

[

Important « You should only import SPS packages if you trust the author of the package and the source from where you
downloaded/obtained the package.

Create a Custom Package

Software Vulnerability Manager allows creating custom packages that can be deployed through WSUS/System Center. By
creating a custom package you can do a wide range of actions; everything from updating and uninstalling third-party
applications to handling complex execution flows with multiple files.

The creation of a custom package can be done in two different ways. Either:

® Right-click a product and choose Create Custom Package. By doing this the product applicability rules will be
included in the package; this will mean that the Custom Package will only be applicable for computers with the
selected product installed.

OR

® Click New Custom Package to start the SPS Package Creation Wizard. In this case no applicability rules will limit the
installation base.

Independently of the chosen approach, in both cases the SPS Package Creation Wizard will be initiated.

The SPS Package Creation Wizard

Creating an SPS Package involves a four-step process:

® Step 1 of 4: Package Configuration
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® Step 2 of 4: Package Contents
®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

In Step 1 no action is required if the selected product was in blue. You should only check Edit Package Content (Optional)
if the product was in gray or there is a need to customize the update patch by selecting a different file(s) and/or defining a
different execution flow script.

Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents
and parameters before creating and publishing the package, or exparting it as an XML formatted file.

Impart XML (Optional)

~
“fou can start by importing an existing 5PS Package File. This will populate all of the wizard data fields with the package data, which you can then view
and/or edit,
NOTE: You should only import packages if you trust the author of the package and the source from where you downloaded / retrieved the SPS package.
| Impart XML |
Package Name
The package will be created with the following name. Choose a new name if desired.
Name: Update Google Chrome, version 66.x, Moderately Critical
Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.
Description:
Reference Id (Optional)
Here you can assign an Id to this package if desired.
Reference Id:
SPS Installer Parameters (Optional)
Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning
message associated that should be read and understood before moving forward
Configure Package (@) Default (?)
Behavior: _
() Disable checking for running Chrome processes (7)
() Kill any running Chrome processes (7)
Select Installer: (@) Install Enterprise version
(7 Tnstall Stable version
Edit Package Content (Optional)
1f you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be
directed immediately to Step 3.
|| Edit Package Content
v
Vendor & Product Naming
| Mext | Publish | Cancel

The Import Package feature allows you to import a SPS template in XML format that will automatically populate all the
fields of the SPS Package Creation Wizard. This feature will be especially relevant when creating custom updates or when
creating update packages for the products in gray.
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= | siert || Puban || Canaet

= Chanse File to Lpload BN

T i« Documents » MysPs lemplates v @ | | search My sps lemplates o

Mame = Date modified Type size

[ pechegecontenihrome  3/15/2010 543 AM XL Decument

File name: | package_content_chrome ~| |auEies o v

Open Cancel

In Step 4 of the wizard you will also have the option to export the XML template for the package being created.

After clicking Next, and if Edit Package Content (Optional) was not selected, you will go directly to Step 3 of 4:

Applicability Criteria - Paths.

Step 2 of 4: Package Contents

Step 2 becomes available when Edit Package Content is selected in Step 1. The first section of Step 2 is the Execution
Script where you select JScript (Javascript), VBScript or Powershell Script and then review or create a customized

execution flow.

You are also able to change the files that are included in the SPS package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

To test a newly created execution flow together with the added files click Create SPS File. A SPS.exe file is created that can
be executed locally prior to being published into the WSUS server.

This SPS.exe file will include the execution flow script and the files to be included, but not the applicability rules.
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Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included,

Execution Script
View/Edit the execution flow and script type for this SPS package.

Seript Type: | JScript (Javascript) hd

Execution Flow: | var Title = "Update Google Chrome, version 66.x, Mederately Critical":
var GUID = "1535edEd-b052-45ab-8665-9544abeeTe?d"; ~
var silentParams = "/S";
var optionalParams = " /business™;

// The following four variables have been embedded by the CSI at the
// start of this script

// var GUID = "":

/4 var Title = "";

// var silentParams =
/f var opticnalParams =

var ret = 1;
function main() [

if ( 1GUID ) |
server.logMessage| "No GUID supplied for package " + Title ): v
return 1;
Files To Include
Canfigure the files to include in this package, The grid below shows the files that are currently scheduled to be included, and if they will be downloaded

dynamically (i.e., in the case of URLs) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remaove’.

File(s) to include in the package Status
http:/fdl.secunia.com/5P5/GoogleChrome_66.,0.3359.139_64-bit_5P5.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation {Language) File |

Create SPS File

You also have the option of creating an 5PS File from this package, should you wish to.

| Create SPS File |

Previous | Next | Pubhsh | Cancel

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” butten. Check the "Advanced Options" box to enable additional options in the "Add Path” dialog and to
show advanced options in the grid,

[] Show Advanced Options

| Addpath |

Always Install Option

The purpase of this option is to allow installations of new software, For custom packages which are not updates to existing installations, you can bypass the
"isInstallable” WSUS rule which will ignore all system paths when deciding if this package can be applied, Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as "Always Installable™

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a praduct to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Yersion: 55.0.0.0

[ Path = Information
[¥] C:\Program Files (x86)\Google\Chrome\Application\chrome.exe 1

Previous | Next | Publish | Cancel

For packages that should not have any paths for applicability, select the Mark Package as “Always Installable” check box
toignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version. Note: the version you enter must
also be supported by the installer itself - you cannot enter arbitrary values here.

Importing Bulk File Paths in the SPS Package Creation Wizard

To help with situations where you wish to include specific file paths for scanning software, you can now import multiple file
paths by providing a CSV file during Step 3 of the patch/template creation process.

On the Step 3 of 4: Applicability Criteria - Paths panel, click Add Path to open the Import Path Applicability Rules for
Package dialog box, and select a local CSV file which contains file paths.
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o x

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Balow you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path™ button. Check the "Advanced Opticns™ bax to enable additional options in the "Add Path” dialog and
to show advanced options in the gnid.

& Show Advanced Options

Add Path Import Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable™ WSUS rule which will igmare all system paths when deciding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version.

] Mark Package as "Always Installable™

Import Path Applicability Rules for Package x
Hinimum Versio
The purpose of th Import New Path's Bjor version. You
m"ﬁ:‘:‘_":: Click "Browse’ to choose a local csv file which contains file paths. fou cannot enter
Minimum Version: CSV file: | C:\Users\Administrator\Desktop\Patches\export csv x |
Browse
O path Options
7 \Google\Chrome\A mFiles
T C\Windows.old\Ps
C:\Users\P7111074
| €:\Program Files (3 | otopcl el
| C:\Program Files (x86)\Google\Chrome'\Temp\scoped_dir7076_1072\old_chrome.exe 1] n/a
| C:\Program Files (x86)\Google\Chrome!\Temp\scoped_dird108_1690650753\old_chrome.exe ] nfa
"~ C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir26444_18370\0dd_chrome.exe 0 nfa
| C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir12364_25571\old_chrome.exe 0 nfa
| C:\Program Files (x86)\Google\Chrome\Temp\scoped_dirl0304_2754\old_chrome.exe o n/a
7| C:\Program Files (x86)\Google\Chrome\Application\new_chrome. exe 1 n/a
@] C:\Program Fies (xB6)\Goagle\Chrome\Apphication\chrome. exe 10 nfa
1 C\SWINDOWS.~BT\NewOS\Program Files (x86)\Google\Chrome\Application\new_chrome.exe 0 nfa
T C\SWINDOWS.~BT\New05\Program Files (x86)\Google\Chrome\Apphcation|chrome. exe o n/a
Previous | Ned Cancel

Figure 9-3: Import Path Applicability Rules for Package Dialog Box

This enables you to target specific file paths or to include file paths discovered in other partitions in order to create a single
patch for deployment that covers all desired file paths.

CSV File Format
When creating a CSV file for import, file paths entered in the following formats are acceptable:

C:\Users\Administrator\AppData\Local\Temp\Acme\acinstall\tools\acmeinstall\tools\7z.exe
C:\Program Files\Acme\tools\7z.exe
%ProgramFiles%\Acme\tools\7z.exe

Note « The CSVfile does not need to have comma-separated values, but just a list. You don’t have to use quotes when there

are spaces in a file path. The CSV file can essentially be a text list with just one column. As a single column list of values, simply
provide one file path per line (no header row or additional columns should be included).
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Step 4 of 4: Applicability Criteria - Rules

158

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will repackage
and publish the update package into the WSUS/Intune System Center.

The WSUS option will be unavailable if the WSUS/Intune Connection is not established.

To export the package select File System (Export) and click Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

LI AL G LA LU U LRI 5 D
~
Language Settings
Configure package applicability rules based on language:
[] only make package applicable to computers with one of the selected languages.
Select Languages:  Language
Arabic
~
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v
Manich
Export Patch Script
Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can cheose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.
["] Do not indude Step 3 Applicability Paths in XML File.
[+ Do not indude package file(s) as binary in XML File.
Patch Template (Optional)
Save as template
Template Name: | Enter Template Name...
Publish Options
Select option for publishing Flexera package
Fublish package using: () wWSUS (via ActiveX)
(®) Schedule package to Intune/WSUS
) Altiris
() Export Patch Script
() Cabinet File (Export)
() Save Template
v
Previous Publish | Cancel

If a reboot is required after the package has been installed this can also be configured in the second part of this step as well
as checking if Java is running.

To configure your package to only be applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

In this step you are also able to export the package that you have already configured to be used for future reference. You
have the option to include or exclude Step 3 applicability paths and the installer as binary.
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The two options (Do not include Step 3 Applicability Paths in XML File and Do not include the package file(s) as binary
in XML File) are taken into consideration only when exporting the package to the File System (Export), otherwise the
selection will be disregarded.

Vendor Patch Module

Vendor Patch Module represents the largest set of patch data on the market today. It is designed to integrate several
hundred out of the box patches for prioritization and publishing within SVM. Additionally, it exposes details which helps
you to be aware what patches exist, and to provide as much detail as possible to make bringing your own patch to SYM
easier. These additional entries are typically missing something like the actual setup file (because the vendor does not
make it publicly available) or because we don’t have default applicability criteria (but can leverage assessment results for
your environment).

0

Tip « To know more about the Vendor Patch Module, click here.

This section provides further information regarding:
® Vendor Patch Module Page Features

® Creating a Patch with the Vendor Patch Module

® Package Creation Wizard in Vendor Patch Module

® Automating Patch Deployment

[

Important « Vendor Patch Module is an optional feature and must be purchased separately:

® for pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

® [fthe feature is not purchased, you can view the list of available patches but cannot use them.

Vendor Patch Module Page Features

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package. Right-click any of the listed products to view the available options.
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The Vendor Patch Module features include:

Product display criteria for Vendor Patch Module

Patch update searches by Common Vulnerabilities and Exposures

Advisory Published date in Vendor Patch Module

Threat Score in Vendor Patch Module

Product display criteria for Vendor Patch Module

160

Click Configure View to define a criteria from either or both the Show drop down and the Add more filters check boxes.

This criteria will be used to display the filtered products in this view.

Select one of the following Show options:

All available Vendor patches—Displays he vendor patches which are available in vendor patch module.

Only those Detected in my environment—Displays a list of out of the box patches available for applications which
are already installed in the user environment.

Only those Not Detected in my environment—Displays a list of out of the box patches available for other

applications which are not deployed in the user environment.

SVMOPE-December2021-UG00
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Configure View ¥

Show |an\1-r those Detected in my environment |V |

All available Vendor patches
Add more fi - =
Only those Detected in my environment

Only those Mot detected in my environment
|| Deployment ready patches

[ only Mac patches
[1 Hide Microsoft products
1 Highlight products for which packages have been created

Select Package Language
Search... Search

Name Name
[C] African English
[[] Brazilian A [¥] English (LK)
[T] Chinese (Simplified) English (US)
[] Chinese (Traditional English GB
[T] Croatian English US
[ Czech [¥] Multi
[7] Danish
[[] Dutch ~

| Apply ||~ Cancel |

Select the below criteria that will be used to display the products in this view:

Download available - Displays a list of patches available to download

Deployment ready patches - Displays a list of deployable out of the box patches which have no missing details. These
patches are highlighted in Blue color in the products list and have a high rate of success in mass deployment.

Only show Mac patches - Displays a list of patches for MAC OS, You can easily download them for deployment in your
Mac management solution of choice.

Hide Microsoft products - Hides a list of products with the vendor name Microsoft.

Highlight products for which packages have been created - Displays a list of products in Green color for which
packages have been created successfully.
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Configure View b4

Show All available Vendor patches v

Add more filters
[+ Download available
[+ Deployment ready patches
[] only Mac patches
[] Hide Microsoft products

[] Highlight products for which packages have been created
Select Package Language

Search... Search

Name Name
[C] African English
[7] Brazilian i~ English {UK)
[T] Chinese (Simplified) Enaglish {US)
[T] Chinese (Traditional English GB
[[] Croatian English US
[ Czech [¥] Multi
[7] Danish
[] Dutch R

| Apply || Cancel |

Note » MSP packages are currently Not deployment ready, but deployment is possible depending on the environment that
these packages are ready to be deployed as is.

Select Package Language

You can target specific languages and approve packages before they are published. The Configure View settings in the
Vendor Patch Module can be retained for future use.

By default, the following package language is selected:
® English
® English (UK)

® English (US)

® EnglishGB
® English US
® Multi

You are also able to change the default selected language and select new package languages.

Patch update searches by Common Vulnerabilities and Exposures

In the Vendor Patch Module Search Type field, you can search a patch updates by CVE, which are referenced in Secunia
Advisories. The CVE results help identify affected hosts, advisories, and patches across the entire organizations when
appropriate Smartgroup filters are chosen.
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Vendor Patcls Module

Senrch Type] GV ~ onsa Siearch | View from the cantext of Smar Graup | Not Selacied ~ | Configure View Faport -
Produ.. | endu Pateliwd Version | Deployment Rea . SATD Criticaiity Thieat S Advisory Publish.. Aschileclure Tnsene End-OFLife Sucurs Toal Hosts | Updated on Downluad
NET. Micosorl 2.6.01590.00 s sassors e - 13U My, 2019 Windows 32-biL 308 o 230 57 258 200 May, 2018 Downluad

Advisory Published date in Vendor Patch Module

The Advisory Published date is listed in the Vendor Patch Module provides a quick reference for the latest patching
information.

Vendor Patch Module

‘Search Type: Product | v | Search text Search | View from the context of Smart Group: Not Selected ~ | Configure View Export +
Product Vendor Patched Version  Deployment Rea... SAID Criticality. Threat Score ~ [ Advisory Published Architecture Insecure  End-Oflife  Secure Totsl  Hosts  Updated On Download File Size
Safari Apple 53457.2 Yes SABBIE0 — 23| 13th May, 2019 1 ‘Windows 32-bit . 0 128 0 128 92 20thMay, 2019..  Download 36.71MB
Acrobat 11.0.23 Pro and... Adobe 110230 Yes SABBI0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 1 1 2 a 4 2ndMay, 2019 Download 247.03 MB
Arobat DCPro and Sta...  Adobe 1130420 Yes sasIUy —_— 19 | 13th May, 2019 1/:00 | Windows 32-brt . 1 1 2 a 4 14thmay, 2019 Uownload 12152 M8
Aubal DCPIo and Sla..  Adobe 15.0063097.0  Yes SaBB90S = 19| 13Uh May, 2019 17:00 | Winduws 32-biL . 1 1 2 a 4 141 May, 2019 Duownload 14648 MB
Acrobat DCPro and Sta...  Adobe 19012200340  Yes SABBI0S — 19 | 13th May, 2019 1 Windows 32-bit.. 2 35 1 E: 38 14thMay, 2019 Download 366.68 MD
Acrobat Reader 2017 Cl...  Adobe 1711301420 Yes Snesoos — 19 | 13th May, 2010 1 ‘Windows 32 bit . 1 ° 2 E) 3 14thMay, 2010 Download 4422 M8
Reader 11.0.23 update - Adobe 110230 Yes 5AB8Y0S — 19| 13th May, 2019 17:00 | Windows 32-bit . 60 1 2 =} 63 2ndMay, 2019 Download 45,15 MB
Reader 11.0.23 update - Adobe 110230 Yes 5AB8905 = 19 | 13th May, 2019 17:00 | Windows 32-bit . 60 1 2 6 63 2ndMay, 2019 Download 38.02 M8
Reader DC (English} Adobe 15.007.20033.0  Yes SABBY0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 2 35 8 as 45 2istMay, 2019 Download 60.11 MB
Reader DC Classic Track... Adobe 15.006.30407.0  Yes SABBY0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 2 35 8 as 45 14thMay, 2019 Download 40.18 MB
Reader DC update - All . Adobe 10012200340  Yes SABBY0S e 19 | 13th May, 2019 17 ‘Windows 32-bit . 2 35 8 as 45 14thMay, 2019 Download 233.00 MB
Reader DC update - Mul Adobe 10012200340  Yes SABBI0S —— 19| 13th May, 2019 17:00 | Windows 32-bit . 2 35 8 as 45 14thMay, 2019 Download 132.79 MB
Reader X (English) Adobe 10.1.00 Yes SABBY0S E— 19 | 13th May, 2019 1 ‘Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 46.22MB
Reader I (Brazilian) Adobe 11.0.00.0 Yes SABBI0S —— 19| 13th May, 2019 17:00 | Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 47.20MB
Reader X1 (Croatian) Adobe 11.0.00.0 Yes SaBBI0S — 19| 13Uh May, 2019 17:00 | Windows 32-biL . o0 1 2 <} 63 21sLMay, 2019 Duwnload 58.92 M8
Reader X (Czech) Adobe 11.0.00.0 ves SABBI0S — 19| 13th May, 2019 17:00 | Windows 32-bit . & 1 2 = 63 21stMay, 2019 Download 59.26 MD
Reader X1 (Dutch) Adobe 11.0.00.0 ves Snesoos — 19 | 13th May, 2010 1 Windows 32.bit . &0 1 2 =3 63 2istMay, 2010 Download 45.82 MB
Reader X1 (English) Adobe 11.0.00.0 Yes SABRI0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 60 1 2 =3 63 2istMay, 2019 Download 46.22MB
Reader I (Finnish) Adobe 11.0.00.0 Yes SABBY0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 45 MB
Reader XI (French) Adobe 11.0.00.0 Yes SABB90S — 19 | 13th May, 2019 17:00 | Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 46.24MB
Reader XI (German) Adobe 11.0.00.0 Yes SABBI0S — 19 | 13th May, 2019 17 ‘Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 47.19MB
Reader XI (Hungarian)  Adobe 11.0.00.0 Yes SABBI0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 6 1 2 & 63 2IstMay, 2019 Download 59.06 MB
Reader X1 (Polish) Adobe 11.0.00.0 Yes SABBI0S — 19 | 13th May, 2019 1 ‘Windows 32-bit . 60 1 2 & 63 2IstMay, 2019 Download 59.73 MB
Reader XI (Romanian)  Adobe 11.0.00.0 Yes SABBI0S = 19 | 13th May, 2019 17:00 | Windows 32-bit . 60 1 2 & 63 2istMay, 2019 Download 58.84 MB
Keader X1 (Russian) Aadobe 10000 Yes sasIUy —_— 19 | 13th May, 2019 172 Wndows 32-Drt . o 1 2 63 63 2istmay, 2019 Lownload St.95 M
Reader X1 (Slovak) Adobe 11.0.00.0 Yes SaBB90S = 19 L3t Mav, 2019 17:00 | Windows 32-0i... o0 1 2 @ 63 215LMay, 2019 Duwnload 59.20 MB

Threat Score in Vendor Patch Module

The Threat Score provides the Threat Score information for the out of the box patches listed in the Vendor Patch Module.

N

Note « Threat Score is available only for users with Threat Intelligence Module

‘Search Type: Product || Search text Search | View from the context of Smart Group: Not Selected ~ | Configure View Export -
Product Vendor Patched Version  Deployment Rea... SAID Crticality Threat Score = | Advisory Published Architecture Insere  End-Oflife  Secure Total  Hosts  Updated On Download File Size:
Safari Apple 534.57.2 Yes 5488960 — 23 [13th May, 2019 17:00  Windows 32-bit [ 128 ) 128 92 20th May, 2019 Download 36.71MB
Acrobat 11.0.23 Proand... Adobe 110230 Yes 5888905 — 19 [13th May, 201917:00  Windows 32-bit 1 1 2 a 4 2ndMay, 2019 Dowmload 247.03 MB
Acrobat DCPro and Sta...  Adobe 17.0130142.0  Yes Sa88905 — 19 [13th May, 2019 17:00  Windows 32-bit 1 1 2 a 4 14th May, 2019 Download 121.32 MB
Acrobat DCPro and Sta...  Adobe 15006.30497.0  Yes 5888905 — 19 [13th May, 201917:00  Windows 32-bit 1 1 2 a 4 14th May, 2019..  Download 146.48 MB
Acrobat DCPro and Sta...  Adobe 10012200340 Yes Sa88905 — 19 [13th May, 2019 17:00  Windows 32-bit 2 3 1 k2] 38 14th May, 2019 Download 366.68 MB
Acrobat Reader 2017 Cl.. Adobe 17.0130142.0  Yes 5888905 — 19 [13th May, 201917:00  Windows 32-bit 1 [ 2 3 3 14th May, 2019..  Download 44.22 MB
Reader 11.0.23 update -.. Adobe 110230 Yes 5A88905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 =] 63 2ndMay,2019..  Download 46.15 MB
Reader 11.0.23 update -.. Adobe 110230 Yes ‘SA88905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 =] 63 2ndMay,2019..  Download 38.02MB
Reader DC (English) Adobe 15007.200330  Yes SA88905 — 19 [13th May, 2019 17:00  Windows 32-bit 2 3 8 a5 45 21st May, 2019 60.11 MB
Reader DC Classic Track... Adobe 15006.30497.0  Yes SA88905 — 19 [13th May, 2019 17:00  Windows 32-bit 2 3 8 45 45 14th May, 2019. 40.18 MB
Reader DC update - All | Adobe 10012200340 Yes SA88905 == 19 [13th May, 2019 17:00  Windows 32-bit 2 3 8 a5 45 14th May, 2019 Download 233.00 MB
Reader DC update - Mul. Adobe 1012200340 Yes ‘SA88905 ——— 19 [13th May, 2019 17:00  Windows 32-bit 2 3 8 45 45 14th May, 2019 Download 132.79 MB
Reader X (English) Adobe 10..00 Yes. SA88905 == 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019, Download 46.22 MB
Reader XI (Brazilian) Adobe 110.00.0 Yes 5888905 —— 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 ] 63 21stMay, 2019..  Download 47.29 MB
Reader XI (Croatian) Adobe 110.00.0 Yes 5A88905 = 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019 Download 58.92 MB
Reader X1 (Czech) Adobe 110.00.0 Yes 5888905 e 19 [13th May, 201917:00  Windows 32-bit 60 1 2 ] 63 21stMay, 2019, Download 59.26 MB
Reader XI (Dutch) Adobe Yes. 5888905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019 Download 46.82 MB
Reader XI (English) Adobe Yes. 5888905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 ] 63 21stMay, 2019, Download 46.22 MB
Reader X1 (Finnish) Adobe Yes. SA88905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 <] 63 21st May, 2019 46MB
Reader XI (French) Adobe Yes. SA88905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 <] 63 21st May, 2019 46.24 MB
Reader XI (German) Adobe 110.00.0 Yes SA88905 — 19 [13th May, 201917:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019, Download 47.19 M8
Reader XI (Hungarian)  Adobe Yes. 5888905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 =] 63 21stMay, 2019, Download 59.06 MB
Reader XI (Polish) Adobe Yes. SA88905 — 19 [13th May, 201917:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019, Download 59.73 MB
Reader XI (Romanian)  Adobe Yes. 5888905 — 19 [13th May, 2019 17:00  Windows 32-bit 60 1 2 =] 63 21stMay, 2019, Download 58.84 MB
Reader XI (Russian) Adobe Yes. SA88905 — 19 [13th May, 201917:00  Windows 32-bit 60 1 2 <] 63 21stMay, 2019 Download 58.95 MB
Reader X1 (Slovak) Adobe 110.000 Yes 5888905 — 19 | 13th May, 201917:00  Windows 32-bit 60 1 2 =] 63 21st May, 2019 50.20 MB

Creating a Patch with the Vendor Patch Module

The Vendor Patch Module page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown in the list as per your requirements.
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A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide setup files to deploy, Packages
cannot be automatically created by Software Vulnerability Manager for these products.

With Vendor Patch Module you can update a package. Right-click a product you can see the following options:
® Create an Update Package

® View Installations

® Patch Information

To Update packages a default execution flow script is provided in the (Step 2 of 4: Package Contents), which will fulfill most
of the common needs.

[

Important « The color code for the Vendor Patch Module products list is as follows:

®  Blue color patches - Out of the box patches are ready to deploy with no missing details, so no extra details needed to
deploy these patches.

®  Black color patches - Patches that are missing some information, but are available to download. To create a patch, any
missing details must be provided.

®  Gray color patches - Patches that are missing some information including the vendor setup files. To create a patch, the
vendor setup must be provided along with any missing details.

®  Green color patches - Patches for which packages have already been created.

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click one of these Products and
select Create Update Package to start the Package Creation Wizard.

To Create Update Package using 3 step process, see Package Creation Wizard in Vendor Patch Module

Note « You can not Create Update Package for MAC OS patches.

View Installations

164

To display the installation details of a product in the Vendor Patch Module, Right-click one of a product and select View
Installations to open the wizard,

The View Installations wizard provides the following details:
Overview - Provides the details of State of Detected Installations with a pie chart representation.
Installations - Provides the list of Host machines where product is installed.

All Advisories - Provides the list of Secunia Advisory ID and its criticality details.
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Adobe Acrobat Reader 2017 17.x %]

View from the context of Smart Group: Al Products ™
J—Ouemiew_ Installations || Al Advisories

State of Detected Installations

Insecure: 1 B Secure (2)
End-Of-Life: 0 End-of-Life (0}
Secure: 2 M Insecure (1)
Total: 3

Other Info

Research Created: 14th Sep, 2017

Patch Information
To know the details about any patch in the Vendor Patch Module, Right-click and select Patch Information.
Patch Information provides the following details of a selected patch:
®  Product Name
® Vendor
®  Patched Version
®  Architecture
® Uninstall Parameters (If required)
® FileSizein MB
® Date Modified
® Deployment ready status

® Download link
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Amazon WorkSpaces ><
Product Name : Amazon WorkSpaces
Vendor : Amazon Web Services, Inc
Patched version : 2.5.8
Architecture : Meutral
Silent parameters : REBOOT=ReallySuppress ARPNOMODIFY=1
Uninstall parameters : E;ﬂ;czgggé; LIESEEEAL LS LR RE
File size : 40.94 MB
Date modified : 2019-06-21 00:01:12
Deployment ready : Yes
Download : Download

Package Creation Wizard in Vendor Patch Module

The following steps explain how to create update Package:
® Step 1 of 4: Package Configuration

®  Step 2 of 4: Package Contents

®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

In Step 1, if the selected product was in Black and Gray you will get a Warning message. click Yes to initiate the Package
Configuration wizard.

Warming: Review/Update Required b
) This patch is not ready to deploy as provided and requires review/update prior to publishing. Do
., you want to create the update amyway?
| Wes || Mo |

In the Package Configuration wizard, click Next.
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Step 1 of 4: Package Configuration

Use this form to set the name and description of the VPM package, or edit the properties of an existing one. In the following steps you will configure the package
contents and parameters before creating and publishing the package.

Package Name

The package will be created with the following name. Choose a new name if desired.

Name: | Update Amazon WorkSpaces, version 2.5.8.0

Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.

Description:

Reference Id (Optional)
Here you can assign an Id to this package if desired.

Reference Id:

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package to
FAlexera and strip the product version from the product name.

|:| Use Flexera Custom Naming

Cancel

Step 2 of 4: Package Contents
Step 2 provides the following package details:
®  Silent Parameter
® FilestoInclude
® Add Local File

® Add Download Link
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Step 2 of 4: Package Contents

| Here you configure the package contents, including the silent parameters, and the files induded.
Silent Parameters
Here you can provide silent parameters for the package

Silent Parameters: | REBOOT=ReallySuppress ARPNOMODIFY=1

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the 'Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status
Amazon+WorkSpaces.msi To Be Dynamically Downloaded

| Add Local File | | Add Download Link |

Previous Mext Cancel

You are also able to change the files that are included in the update package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

Click Next to open the Applicability Criteria - Paths wizard.

Note - Note the Following:

® [fthe selected product was Blue and Black in color, you can see the file(s) to include in the package.

® [fthe selected product was Gray in color, you need to add the file(s) or download link manually.

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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lity Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "aAdvanced Options" box to enable additional options in the "Add Path™ dialog and
to show advanced options in the grid.

] Show Advanced Options

| Add Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
"isInstallable” WSS rule which will ignore all system paths when deciding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version.

[] Mark Package as "Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version. You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 2.0.0.0

|: Path Information Advanced Options
/| \Amazon Web Services, Inc\Amazon WorkSpaces\workspaces.exe Default Install Path 9% ProgramFiles(x86)%
Previous | Next Cancel

For packages (except.msi and .msp) that do not have any paths for applicability, select the Mark Package as “Always
Installable” check box to ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for
patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version.

Click Next to open the Applicability Criteria - Rules wizard.

Note « The minimum version you enter must also be supported by the installer itself - you cannot enter arbitrary values here.

Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will publish
the update package into the WSUS/System Center.

The WSUS option will be unavailable if the WSUS Connection is not established.

To export the package select Cabinet File (Export) and click Publish.
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O X |
|
Step 4 of 4: Applicability C Rules |
Here you configure the applicability rules for the package. |
Lonmgure e System Typeis) e Package Wil De appiea to.
Apply Package To: Er)
64-bit Systems Only
Language Settings
Configure package applicability rules based on language:
[] Only make package applicable to computers with one of the selected languages.
Select Languages: | anguage
Lninese - (simpumeay
Chinese - (Traditional) ~
Czech
Danish
Dutch
v
English
Publish Options
Select option for publishing Flexera package
Publish package using: (") W5sUS
() Altiris
Cabinet File (Export)
W
Previous Cancel

To configure your package to only applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

After deployment, you can see the patches for which packages have been successfully created are highlighted in Green
color in the Vendor Patch Module products list. See Product display criteria for Vendor Patch Module.

[ Software Vulnerability Manager ? Hep  #] Logout
. e |Search Type: Product | v | Search fext Search | View from the context of Smart Group: Not Selected v | Configure View Export +
Product Vendor Patched Version  Deployment Rea...SAID Crificalty  Threat Score  Advisory Publis... Architecture Insecre | End-OFlfe  Seare  Total  Hosts  Updated On Download
@ Scanning DVDStyler (x86) Alex Thring 3.00 Yes - - -- Windows 32-bit o o o o 0 12hJu,20191.. Download
Algodoo Agorye 2100 No = = == Windows 32-bit. o o 0 o 0 2ndMay, 20190... Download
Results Altaro Hyper-V Backup Ataro 41430 No - - - - Windows 32-bit. 0 o 0 0 0 7thMay,20192.. Download
Kindle Amazon 126055076 Yes Sa74634 — - 10th Jan, 2017... Windows 32-bit o o 0 o 0 12thMay,2019.. Download
Ihl Reporting Amazon WorkSpaces Amazon Web Services, L. 2.5.8.0 Yes - - ‘Windows 32-bit 0 0 0 0 0 20thJun, 2019 1. Download
Anaconda 3 (:64) “Anaconda Tnc. 5100 o 2 = == Windows 64-bit o o o o 0 2ndMay, 20190... Download
‘. n Patching Anaconda 3 (x86) Anaconda Inc. 5100 Yes - - -- Windows 32-bit 0 0 0 0 0 11thJu,20191.. Download
PDFsam Basic Andrea Vacondio 4030 No = = == Windows 32-bit. o o 0 o 0 30th May, 2019..  Download
Flexera Package System (5PS)
s tomplnte Android Studio Android 3420 No - - -- Windows 32-bit. 0 o 0 0 0 10thu,20191.. Download
Agest Desloymet Android Studio for Mac Android 3420 No = - 2 Mac Intel 64-bit o o o 0 0 10th3u,20191.. Download
Vendor Patch Module HeidisoL Ansgar Becker 9304984 No - - -- Windows 32-bit. 0 0 1 1 1 2ndMay, 20190... Download
4 WSUS / System Center AnYCAD Viewer 2011 AnyCAD Solution 2010 Yes = = == Windows 32-bit. o o o o 0 2ndMay, 20190... Download
Availzble AnyDesk AnyDesk Software GmbH  5.2.2.0 Yes - - - - Windows 32-bit 0 0 0 0 0 13th1u,20191..  Download
‘CD:;;:;";:"‘ AnyDesk for Mac AnyDesk Software GmbH  4.3.0.0 No = = == Mac Intel 32-bit. o 0 0 o 0 15th1u, 2019 1. Download
etemal Package Sgning Any DWG to PDF Converter  AnyDWG Software Inc.  2015.0.0.0 No - - - - Windows 32-bit. o 0 o o 0 2ndMay, 20190... Download
WSUS / System Center (Connected) | NetBeans IDE (64) Apache 11000 No = - == Windows 64-bit o o 0 o 0 2ndMay, 20190... Download
Altis Configuration NetBeans IDE (x86) Apache 11000 No - -- Windows 32-bit 0 o 0 0 0 2ndMay, 20190... Download
N & e Openoffice (English UK) Apache 4.16.0 Yes SAB7068 = 2 15th Jan, 2019... Windows 32-bit 0 1 1 2 2 25thJun, 2019 1. Download
Openofice (English US) ~ Apache 4160 Yes sa7068 o 2 15thJan, 2019... Windows 32-bit. o 1 1 2 2 25thJun, 2019 1. Download
T — Openoffce (English US) ~ Apache 34.10 Yes sa7068 o 2 15thJan, 2019... Windows 32-bit. o 1 1 2 2 2n03u, 2019 17... Download
Tomeat Apache 90220 No sa35326 Ll - 3rdJun, 2009 Windows 32bit. 0 o 0 0 0 19thJu,20191.. Download
Tomeat Apache 70940 No sa35326 —— - 3rdJun, 2009 Windows 32bit. o 0 o o 0 2ndMay, 20190... Download
Tomeat Apache 85430 No Sa35326 ol - 3rdJun, 2009 Windows 32bit. 0 0 o 0 0 10thu,20191.. Download
AirServer Universal (64)  App Dynamic 5570 Yes = - == Windows 64-bit o o o o 0 4th3u, 2019 17:.. Download
AirServer Universal () App Dynamic 5570 Yes - - - - Windows 32-bit 0 0 0 0 0 4th3u, 2019 17:... Download
Free AppDeploy Repackager  AppDeploy 12530 Yes = == Windows 32-bit. o o 0 o 0 2ndMay, 20190... Download
Applicaton Support (x64)  Apple 7600 Yes sasa216 o - 25th Apr, 2013... Windows 64-bit 0 o 0 0 0 24thJu, 2019 1.. Download
Application Support (x86)  Apple 7600 Yes sasa216 o - 25th Apr, 2013.. Windows 32.it o o o o 0 24thJu,20191.. Download
icloud (64) Aople 713014 No - - - - Windows 64-bit 0 0 0 0 0 24thJu,20191.. Download
icloud (x86) Aople 713014 Yes = = == Windows 32-bit o o o o 0 24thJu,20191.. Download
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Automating Patch Deployment

In Vendor Patch Module, new option Subscribe to Package has been added to right click menu which helps user to
automate deployment of patches.

Subscribed packages will be deployed automatically to configured WSUS using a new tool called Software Vulnerability
Manager Client ToolKit, see Download and Install the Software Vulnerability Manager Client ToolKit.

To use this option, navigate to Patching >> Vendor Patch Module. List of patches appears.

You can know a patch whether it is already subscribed and its status in the Subscribed and Subscription Status column.
Right click on a patch which you want to subscribe, select the below option:

®  Subscribe to Package

®  Edit Subscription

Note - Install Software Vulnerability Manager Client ToolKit to utilize the Vendor Patch Module - Automation.

| Vendor Patch Module

Search Type: Product | ¥ | Search text Search | View from the context of Smart Group: Not Selected v Configure View

Product = Vendor Patched Version Deploym... SAID Criticality  Threat Sc... Advisory Publish... Architecture Insecu... Subscribed  Subscription Started
1Password AgileBits 7.3.712.0 Yes - - - - ‘Windows 32-bit ... 0| Yes 8th Dec, 2019 17:05
4K Video Downloader OpenMedia 4.10.1.3240 Yes - - - - ‘Windows 64-bit 0] Yes 8th Dec, 2019 17:05
4K Video Downloader for Mac  OpenMedia 4.10.0.3230 No - - - - Mac Intel 64-bit 0| No

SKPlayer (x64) DearMob Inc. 6.1.0.0 No - - - - ‘Windows 64-bit 0| No

SKPlayer (x86) DearMob Inc. 6.1.0.0 No - - - - ‘Windows 32-bit 0| No

SKPlayer for Mac DearMob Inc. 6.1.0.0 No - - - - Mac Intel 64-bit 0| No

7-Zip (x64) Srme o 19.00.00.0 Yes - - - - ‘Windows 64-bit 1| No

7-7ip (x86) E=arEpualeaeans 19.00.00.0 Yes = - == Windows 32-bit o] no

ABBYY FineReat View Installations 15.0.1496.0 Mo - - - - Windows 64-bit 0] Ne

ABBYY FineRea Patch Information 15.0.1496.0 No - - - - Windows 32-bit 0f No

Accumulated h 21.0.52.0.4 No SA908.., =R - 27th Aug, 2019 ... Windows 64-bit 0| No

Accumulated h 20.1.107.0.19 No SAg0s.. SIS - 27th Aug, 2019 ... Windows 64-bit o] No

Accumulated hotfix 1 for Au... Autodesk Inc. 21.0.52.0.4 No SAgpg,.. SETED - 27th Aug, 2019 ... Windows 32-bit 0| No

Accumulated hotfix 1 for Au... Autodesk Inc. 20.1.107.0.19 No SAgps.. =R - 27th Aug, 2019 ... Windows 32-bit 0| No

ACDSee (32-bit) ACD systems Internati.. 20.4.0.630 Yes - - - - ‘Windows 32-bit 0| Yes 20th Nov, 2019 15:21
ACDSee (64-bit) ACD systems Internati. 20.4.0.630 No - - - - ‘Windows 64-bit 0 No

Acrobat 10.1.16 Pro and St..  Adobe 10.1.16.0 No 5A890... =R 12 15thOct, 2019 ...  Windows 32-bit ... 0 No

Acrobat 11.0.23 Pro and St...  Adobe 11.0.23.0 No SAgg.. =ETER 12 15th Oct, 2019 .. ‘Windows 32-bit ... 0 No

Acrobat DC Pro and Standa...  Adobe 17.11.30152.0 No SAgyQ.. EEEER 12 15thOct, 2019 ... Windows 32-bit ... 0 No

Acrobat DC Pro and Standa...  Adobe 15.006.30505.0 No SA890... SR 12 15thOct, 2019 ... Windows 32-bit ... 0 No

Acrobat DC Pro and Standa...  Adobe 19.021.20056.0 No SAg90.. == 12 15th Oct, 2019 .. ‘Windows 32-bit ... 3 No

Acrobat Reader 2017 Classi...  Adobe 17.008.30051.0 No SA890... ST 12 15th Oct, 2019 ...  Windows 32-bit ... 0 No

Acrobat Reader 2017 Classi... Adobe 17.11.30152.0 No SA890... == 12 15thoOct, 2019... Windows 32-bit ... 0 No

ActivDriver x64 Promethean Ltd 5.16.7.0 No - - - - Windows 64-bit 0 No

ACtivDriver x86 Promethean Ltd 5.16.7.0 No - - - - ‘Windows 32-bit 0 No

4

(4 4 | Page 10155 b Bf | &

Subscribe to Package

Subscribe to package option provides interface to define the threshold for automation. It helps you to set the below
preferences, based on your requirements.

Either one of the below preferences can be defined:
® Always publish a new patch when a new version is available - Publishes when new version of the patch is available.

® Only publish a new patch when any of the following are true: Publishes when any one of the defined preferences
are met. To know more about the below preferences, see Appendix B - About Secunia Advisories.
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®  SAID CVSS3 score is greater than

® (Criticality is greater than

Extremely Critical
Highly Critical
Moderately Critical
Less Critical

Not Critical

® Threat score is greater than

® Patched version greater than - By default current version of a patch will be displayed

Either one of these option must be selected to define the deployment schedule based on the above preferences:

® Trigger subscription rule above now for the current version - Publishes the package right away

® Trigger subscription rule above next time a new version is available - Start publishes the package when newer
version is available

® Silent Parameters - Saves custom silent parameters for VPM subscription.

SVMOPE-December2021-UG00
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To automate a patch deployment do the below following:

1.

Configure Subscription - 3DF Zephyr Free version (x64)

P

() Always publish a new patch when a new version is available

(® Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than 0
Criticality is greater than Not Critical
Threat score is greater than 0

Patched version greater than 4.530.0.0

Right click a product or multiple products, select Subscribe to Patch option. Configure Subscription wizard appears.

X

() Trigger subscription rule above now for the current version

(® Trigger subscription rule above next time a new version is available

Package configuration

[ ] Use Flexera custom naming

Silent Parameters | /VERYSILENT /NORESTART

2.

Choose your preferences and select your deployment schedule. Click Save.

Cancel |

Note « To unsubscribe the subscription, see Edit Subscription.

Edit Subscription

If the package is already subscribed as explained in Subscribe to Package, you can right click and select Edit Subscription
to edit the configured preferences. To unsubscribe the subscription, click Unsubscribe button.
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Configure Subscription - 7-Zip (x64) %

Subscription started on 9th Dec, 2019 16:50

() Always publish a new patch when a new version is available

(® Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than 0 oV
Criticality is greater than Mot Critical 2V
Threat score is greater than 0 2V
Patched version greater than 18.00.00.0

(®) Trigger subscription rule above now for the current version

() Trigger subscripticn rule above next time a new version is available

Package configuration

[ Use Flexera custom naming

Silent Parameters  REBOOT=ReallySuppress

| Unsubscribe |}| Save || Cancel |

Agent Deployment

If you choose to scan the target host by using the Software Vulnerability Manager Agent in Single Host mode
(recommended), you can easily distribute and install the Agent by deploying it through WSUS/System Center.

Click Create CSI Agent Package under Agent Deployment to start the Software Vulnerability Manager Agent Package
wizard.

Agent Summary

Below is @ summary of the Software Vulnerablity Manager Agents currently installed in the network.
NOTE: The statistics are based on scan results thus may be out of synchronisation with your W5US/System Center server if a scan has not been recently performed.

Overall Agent Statistics

Total Number of Hosts: 65
Number of Hosts with an Agent Installed: 36
Number of Hosts without an Agent Installed: 29

Version Statistics for Installed Agents

Hosts with the Newest Agent Installed (= 7.6.0.2) : 2
Hosts with an Older Agent Installed (= 7.0.0.0 and < 7.6.0.2) : 34
Hosts with an Qutdated Agent Installed (< 7.0.0.0) : 0

Deploy the Software Vulnerablity Manager Agent through your Microsoft WSUS/System Center Server
Click "Create Software Vulnerablity Manager Agent Package" to start the Software Vulnerablity Manager Agent Package wizard.

| Create Software Vulnerablity Manager Agent Package |
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The Software Vulnerability Manager Agent Package can be created and managed just like any other SPS package. You can
also Add Proxy Settings.

SVM Agent Deployment Package Configurations

The Agent Deployment package allows the configuration of a variety of agent installation options that can be used to
customize the agent prior to deploying the package.

The command-line options of the agent can be set in the script that is provided at step 2 of the SPS Agent Deployment
package configuration wizard.

Execution Script

View/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) v

Execution Flow: |7/ var silentFarams = ™"

// The following variables can be optionally modified and will be
// used accordingly
var proxylUsername = "";
var proxyPassword = "";
var proxyHest = "";

var proxXyPFort =
var runfAsUsername = ""; // If a domain i3 used please use: userfidomain
var runAsPassword = "";

var sitcelame = "";

e,
,

Configure runAsUsername when you intend to install and run the agent under service account different than
LocalSystem. You are required to configure the runAsPassword together with that.

Configure runAsUsername and runAsPassword when the network proxy will block LocalSystem to perform online
connections. Then you will be required to use a service account to run the agent as an authenticated user to have it easily
bypass network blocking.

Configure ProxyUsername and ProxyPassword variables when the username and password for the network proxy are not
shared with active directory and are verified only against the proxy server.

Configure proxy host and proxyPort variables when you want to specify which proxy should be used by the local agent to
successfully connect to its target online servers at Flexera.

Configure the SiteName variable when you want to define a custom site grouping in the management interface. This
method should never be combined with the use of Active Directory feature in Software Vulnerability Manager. You must
decide which you will use and stick to it.

SiteName is also used when extra options like debugging parameters or scan interval randomization commands must be
included in the installation command of the agent.

The next command will install the agent with custom site Hi, scan interval 30 minutes, and will create a log file of the
installation of the agent that will run until you uninstall the agent.

siteName = “Hi -si 30 -d c:\agent-log.txt -v”;

Preliminary Package Testing

After your settings are configured in the script SPS gives you the option to export the file on the local file system and
execute it. The exported file is always called sps.exe. This executable is ready to install, and it includes the settings you
have set in the execution flow script.
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For each script change, you can export different package and test until you get a working package. This is your final goal, an
agent deployment package that installs an agent that successfully communicates with its server without errors.

Create SPS File
You also have the option of creating an SPS File from this package, should you wish to.

| Ovenwrite SPS File |
SPS File Status: Created C:\Users\sqladm\AppData\Local\Temp\Corporate Software Inspector Plugin\fob68cBe-ad81-417¢-95fe-2db02c7¢6b47\

Agent Package Applicability

The agent deployment package enables you to publish the installer as a software update to WSUS. Its applicability rules
are set to always install. It will execute on any endpoint where it has not been installed, or where a previous agent version
exists without having to pass SCCM package applicability evaluation which is traditional for every other 'update' type of
package published through SVM.

Add Proxy Settings

You can add proxy settings to the installation script in the SPS wizard when creating the agent deployment package. In
Step 2 of 4: Package Contents, modify the variables in the Execution Flow field.

Step 2 of 4: Package Contents
Here you = the . including the =xecution script included, and the files included.

Wiews/Edit the execution flow and script type for this SPS package.
Script Type: | IScript (Javascript) =
Execution Flow:

#4 The follewing wariables can be opticnally modified and will be

function main(d

iE ( 1GUID 3 i ~
server.logMessage( "No GUID supplied for package “ + Title J:

Files To Include

Configure the fles to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downioaded
dyramically (i.e., in the case of URLS) or if they are local files. You can ad ditianal files via the File” button, as well as choose from additional language
e e Tiaa wie I TS Licalaad Fhae Tattor T0 raroe o et Mttt and Slact Rarora

File(s) to include in the package Status
htte //dl.secunia.com/SPFs5/GoogleChrome_66.0.3359.139_64-bit_SPS.exe Te Be Dynamically Downloaded
| Aaa Local Fite | | Add Downlead Link | | Add Localisation (Language) File |

Create SPS File
¥ou also have the option of creating an SPS File from this package, should you wish to.

| Create sPs File |

Previous | Mext | Subbsn | Gancel

SVM Agent Deployment Logic to Avoid Proxy Blocking

When there is a proxy on the network, in many cases you might be best suited to install agents under managed domain
service account which can authenticate through the proxy successfully, especially when the LocalSystem account is
disallowed to connect online by Proxy or local domain policies.

When there is no proxy or the existing proxy does not require client/user authentication to allow online access, installing
the Single Host Agent under LocalSystem account and setting up the netsh winhttp forwarding to the correct proxy server
is sufficient to have the Agent bypass the network successfully.

You should use this logic flow to match the correct way to set up your Agent based on the networking requirements of your
estate. -L symbolizes installation under "LocalSystem" while -R symbolizes "RunAs" installation under a managed domain
service account.
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This type of planning can save you from having to revert to a different configuration because of network proxy blocking
and permission problems that prevent SVM Agents to report back scan results.

Installation of SVM Gota . No Install Agent with
Agent on Windows > 2 command: csia.exe —i —L
Workstation/Server Y

Yes

-—

Create AD User Account Yes Proxy No Install Agent with
(Service Account for the AUTH? command: csia.exe —i —L
Agent) and login once to it -x ProxyName:Port

Install SVM Agent with command
(running CMD as —R account):

AUTH Yes = =
_ 0 o = =i
i csia.exe —i R +
user@domain.com:password —x :
ProxyName:Port  Agent reports
No check-ins and scans —
to the Cloud/UI2

Install Agent with:
csia.exe —i —L -x
ProxyName:Port

: Repeat the last command
Install with command: you ran, but append to it

csia.exe - -R . .
Create new Private Proxy user@domain.com:password logging parameters d
y @ K Hil
User and configure the log.txt =v'. Escalate to 2™ Agent is
=X ProxyName:Port —U tier including all relevant installed!

ProxyUser:Password case data and the ‘log.txt’.

same name/password as
you've set for the AD User

You can use automated deployment and configure the correct parameters in the Agent configuration. For more
information see, SVM Agent Deployment Package Configurations.

WSUS/System Center

The following sections describe the WSUS/System Center:
® Available

® Deployment

Available

Right-click a package for more options such as Approve, Decline or Delete or double-click a package to display additional
status details.
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Aoproved Aoproved Groups | state Instal pendt Falld | NotN.. | Unkn..  Crestion Date
25 26t Apr, 2018 02:90
0 2204 Mar, 2018 2220
23 2nd May, 2018 05:06
25 230 Apr, 2018 22130
23 27t var, 2018 04126
0 20th Mar, 2018 03:53
0 210t mar, 2018 17:34
© 20th Mar, 2018 06:26.

o 10th mar, 2018 22:35

or, 2018 05145
T . 2018 03119
18 04:28
v, 2018 01:02
ar, 2018 21540
o, 2018 03193
ar, 2018 15:16

Aoprove

ot Approved
ot Approved
Decined

Decline
Update Adobe Shockwave Player, version 12.3.1.201, Hohy Cf £t
Hohly el o 3
Highly Critar—

Secunia ot Approved
ot Approved
Aoproved

23 26th M, 2018 0440
25 270 v, 2018 00:08
25 2nd May, 2018 05:13
© 16th Mar, 2018 02140
0 20th Mar, 2018 06:36.
23 27t tar, 2018 04:30

Decined
Decined
ot Approved

k
i

Displaying packages 85 - 126 of 164

Important « Once the updates have been published into the WSUS, the same rules previously configured for the Microsoft
updates will apply to the updates created by Software Vulnerability Manager. If the updates automatically appear with the
Approved status, this means that this setting is being inherited from the WSUS.

Deployment

Use this page to view a host's information collected from the WSUS Server. Use the Installation State drop-down list to
filter the hosts being displayed.

Right-click a host and select Information to view additional details such as: Scan Result, Patch Information, Patches
Available and Overview.

You can also right-click a host listed in this view and select Verify and Install Certificate to install the required certificate
created or imported in Step 2 - Certificate Status.

Usually the certificate is installed through a GPO as described in Step 3 - Group Policy Status.

In order for Software Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer
must be run As Administrator in most cases (right-click and select Run as administrator). Also note that the Remote
Registry must be enabled on hosts for which you intend to install the certificate using the Software Vulnerability Manager
GUI. The remote registry is not needed if distributing the certificate through GPO.

The WSUS Self-Signed Certificate can also be installed through a manually created Group Policy.

Creating the WSUS-CSI GPO Manually

To create the WSUS-CSI GPO manually:
1. Export the WSUS Self-Signed Certificate.

2. Onthe Domain Controller, click Start > Administrative Tools > Group Policy Management. Right-click your Domain
name and select Create a GPO in this domain, and Link it here. Alternatively you can edit an existing GPO.
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Compukers
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% #Active Directory Domains and Trusts
4 Active Directory Madule For Windows Pawer Shell
e Active Directory Sites and Services
: Active Direckary Users and Computers
7 mDSIEdE
.. Component Services
3¢ Computer Management
E Diata Sources (ODBC)
£ DMS
v Q Event Wiewer
‘&! Group Policy Management f - 3 g
_ 2 - <, |A|\ows management of Group Policy across sites, domains, and
—~= Active Directory Users and Zh organizational units within one or mare Forests.

csc wé‘u Petformance Monitar
DS i:_., Security Configuration YWizard
Documents _Erb Server Manager
S Command Prompt T Services
p S St Share and Storage Management
e Internet Explorer L4 Storage Explorer
L Nebwork. = g5
System Configuration
3
o | tetepad | Task Scheduler

Contral Panel

“= | ctive Directory Domains and ﬁ Windows Firewall with Advanced Security

ﬂ'ﬁ Trusts Devices and Printers |2€| Windows Memary Diagnostic
=l £ windows PowerShel Modules
“'| Event Vigwer
=1 Windows Server Backup

Ei | System Configuration Help and Suppork

oy
;7? ADSI Edit Run....

)

ng Active Directory Sites and Services Windoves Securicy

3 Al Programs

I Search programs and files !:] Liag aff >|

3. Right-click the GPO that you created/edited in the previous steps and select Edit.

4. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
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6.

4 & Computer Configuration

I || Software Settings
[ | Name Resolution Policy
o] Seripts (Startup/Shutdown)
I == Deployed Printers
I _;é Account Policies
fi Local Policies
.jﬂ Event Log
4 Restricted Groups
"4, System Services
|4 Registry
[Cg File System
_=__'gj’ Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Secur
1 Metwork List Manager Policies
reless Network (IEEE 802.11) Policies
I Public Key Pol .
I [ Software Restriction Paolicies
b | Metwork Access Protection
I [ | Application Control Policies
I ‘g IP Security Policies on Active Directory
B [ Advanced Audit Policy Configuration
b yJi Policy-based QoS
t || Administrative Templates: Policy definitions (4
1 [ Preferences
4 %, User Configuration
b [ Policies
I [ Preferences

3
I
I
3
3
I
I
3

| Encrypting File System

(| Data Protection

| BitLocker Drive Encryption

(| BitLocker Drive Encryption Metwork Unlock Certificate
_| Automatic Certificate Request Settings

| | Trusted Root Certification Authorities

<] m [ >

| Enterprise Trust

_lIntermediate Certification Authorities

[l Untrusted Certificates

| Trusted People

@Cemficate Services Client - Certificate Enrollment Policy
[7] Certificate Path Validation Settings

@Cer‘t\ficate Services Client - Auto-Enrollment

Trusted Publishers store contains 1 certificate,

Right-click Trusted Root Certification Authority and select Import. Import the certificate that you exported in Step

1

4 il Computer Configuration
4 ] Policies
| [ Software Settings
4 [ Windows Settings
[ [ Name Resolution Policy

il Seripts (Startup/Shutdown)
= Deployed Printers
i Security Settings

[N

3 Account Policies

I _=E Local Policies

[ jﬂ Event Log

b [ Restricted Groups

I Systemn Services

p [& Registry

[ File System

I ‘Wired Metwork (IEEE 802.3) Policies

p [] Windows Firewall with Advanced Secur
7] Metwork List Manager Policies

I ,_;j Wireless Network (IEEE 802.11) Policies

I || Public Key Policies

- [] Software Restriction Policies

|| Network Access Protection

- [ | Application Control Policies

Ir ,g IP Security Policies on Active Directory
b | Advanced Audit Policy Configuration
I gliy Policy-based QoS
I [ Administrative Templates: Policy definitions (4
I | Preferences
4 i, User Configuration
I | Policies
B [ Preferences

I Encrypting File System

| Data Protection

| BitLocker Drive Encryption

I BitLocker Drive Encryption Network Unlock Certificate
] Automatic Certificate Request Settings

55| Trusted Root Certification Auth

I Enterprise Trust Import...
_lIntermediate Certification Authorities All Tasks [3
I Trusted Publish

I Trusted Publishers et

| Untrusted Certificates
| Trusted People Help

[Z] Certificate Services Client - Certificate Enrollment Policy
@ Certificate Path Validation Settings
[F] Certificate Services Client - Auto-Enrollment

Repeat Step 4 and import the certificate for Trusted Publishers.
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4 % Computer Configuration | Encrypting File System
4 || Policies | Data Protection
I J Software Settings " BitLocker Drive Encryption
4 0 wi”dUWS Settings | BitLocker Drive Encryption Network Unlock Certificate
I (2] Name Resolution Policy | Automatic Certificate Request Settings
= Seripts (Startup/Shutdown) " Trusted Root Certification Authorities

=
b # Deployed Printers " Enterprise Trust

4 i Security Settings
;EI Account Policies
j Local Policies
j Event Log

" Intermediate Certification Authorities
55| Trusted Publishers

" Untrusted Certificates
‘i Restricted Groups .;J'Trusted People All Tasks 4
"4 System Services [Fl Certificate Services Client
A Registry [ Certificate Path Validation

Refresh licy

4 File Systern [Z] Certificate Services Client Help

2y Wired Network (IEEE 802.3) Policies

| Windows Firewall with Advanced Secur
| Network List Manager Policies

_,j Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies

Software Restriction Policies

|| Metwork Access Protection

| Application Control Policies

lg IP Security Policies on Active Directory

I || Advanced Audit Policy Configuration
b gl)l Policy-based QoS
B | Administrative Templates: Policy definitions (4

v v T VW W T W W

v v T T T v

[ "1 Preferences

I

a % User Configuration
I+ || Policies

>

|
|71 Preferences

7. Navigate to Computer Configuration > Administrative templates > Windows Component > Windows Update.

4 & Computer Configuration A~ =1 Wind Update
ous

I [l Software Settings

4 Select an item to view its description.  Setting State Comment
I Windows Settings = = i f .
i) Do not display 'Install Updates and Shut Down' option in Sh...  Not configured No
[ 4 (] Administrative Templates: Palicy definition : :
Control Panel 1 Do not adjust default option to 'Install Updates and Shut Do... Mot configured No
| Control Panel
T—— -| Enabling Windows Update Power Management to automati.. Mot configured Ne
| Prnen -| Always automatically restart at the scheduled time Mot configured Ne
b - Systermn Configure Automatic Updates Not configured No
Specify intranet Microsoft update service location Enabled Ne
| Active Directary Federation Services| Automatic Updates detection frequency Not configured No
| ActiveX Installer Service Allow non-administrators to receive update notifications Mot configured Ne
] Add features to Windows 8 =) Turn on Software Notifications Mot configured No
| App Package Deployment Allow Automatic Updates immediate installation Not configured No
_ App runtime =| Turn on recommended updates via Automatic Updates Mot cenfigured Ne
| Application Compatibility =| No auto-restart with logged on users for scheduled automat... Mot configured No
| AutoPlay Policies Re-prompt for restart with scheduled installations Not configured Ne
I [ Backup 2| Delay Restart for scheduled installaticns Not configured No
“| Biometrics Reschedule Automatic Updates scheduled installations Mot configured No
b B‘H‘“ke_r Drive Encryption Enable client-side targeting Not configured No
[ Credential User Interface Allow signed updates from an intranet Microsoft update ser.. Enabled No

" Desktop Gadgets
b [ Desktop Window Manager
| Device and Driver Compatibility
"~ Digital Locker
| Event Forwarding
- [] Event Log Service
~ Ewent Viewer
" Family Safety
I || File Explorer
 File History
| Game Explorer
| HomeGroup
I [7] Internet Explorer
_ Internet Information Services

| Windows Update

8. Ontherightside menu, double-click Allow signed updates from an intranet Microsoft update service location.
Select Enabled and click OK.
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9.

Allow signed updates from an intranet Microsoft update ser... Enabled Ne

@ Allow signed updates from an intranet Microsoft update service location

O Mot Configured Comment:
® Enabled

O Disabled
Supported on:

Options:

Previous Setting | | Next

At least Windows Server 2003 operating systems or Windows XP Professional with |
5P1, excluding Windows RT t

Help:

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
service location,

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer.

If you disable or do net configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft,

MNote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Mote: This pelicy is not supported on Windows RT. Setting this
policy will net have any effect on Windows RT PCs,

w

| QK || Cancel || Apply

On the right side menu, double-click Specify intranet Microsoft update service location. Enable this setting and
modify the existing empty fields with the intranet address of your WSUS Server. This step is only valid for WSUS
integration and is not required for System Center Configuration Manager integration.
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|iz| Specify intranet Microsoft update service location Enabled Mo
o Specify intranet Microsoft update service location == -
E] Specify intranet Microsoft update service location | ShormE e | | Next Setting |

O NotConfigured ~ COMment:
(®) Enabled

) Disabled

Supported on: [ At |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3
excluding Windows RT

Options:

Help:

Set the intranet update service for detecting
updates:

|http:_a'a'my-w5u5:80 |

Set the intranet statistics serven

|http:_a'a’my-w5u5:8l) |

(example: http://IntranetUpd01)

Specifies an intranet server to host updates from Microsoft
Update. You can then use this update service to automatically
update computers on your network,

This setting lets you specify a server on your network to function
as an internal update service, The Autormnatic Updates client will
search this service for updates that apply to the computers on
your network,

To use this setting, you must set two servername values: the
server from which the Autornatic Updates client detects and
downloads updates, and the server to which updated
waorkstations upload statistics, You can set both values to be the
S3IME SENVEr

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the epportunity to test updates before deploying

W

| oK H Cancel || Apply
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10. Link the created GPO to an Active Directory container appropriate for your environment.

EX Administrator: Command Prompt =iE

Nrgpupdate sforce
pdating policy...

onputer Policy update has completed successfully.

zer Policy update has completed successfully.

The clients affected by the created GPO will install the certificate being distributed (either the WSUS Self-Signed Certificate
or your own CA certificate) and acknowledge the Windows Update settings that you have specified in the GPO.

By default, Group Policy refreshes in the background every 90 minutes, with a random offset of 0 to 30 minutes. If you want
to refresh Group Policy sooner, you can go to a command prompt on the client computer and type:

gpupdate /force

Refer to http://technet.microsoft.com/en-us/library/cc720539 for further information on how to configure Automatic

Updates by Using Group Policy.

Deploying the Update Package Using WSUS

To deploy the update package using WSUS, the update package must be approved. After publishing the package into the
WSUS, and assuming that the update is visible under Available, right-click the package name and select Approve.

You will be prompted to select the computer target groups for which you would like to approve the update. These target

groups are configured in the WSUS.

The same approach should be used if you wish to decline a previously approved update.
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Deploying the Update Package Using System
Center

The actions Approve and Decline are only applicable if the package is to be deployed through WSUS. If you are using the
Microsoft System Center, the package created with Software Vulnerability Manager will be available in your System Center.

Integrate SVM with WSUS/SCCM and Deploy a
Patch

Users often require additional help for the logical process workflow when it comes to integrating the Software Vulnerability
Manager software to their internal WSUS or SCCM servers for patching.

In most, users need additional elaboration on what is the right sequence of steps to integrate SYM and what actions will be
needed to troubleshoot expected errors that come in their way as part of the deployment process.

Flexera has made a logic flow map that provides essential knowledge of the steps involved to integrate the SVM to your
internal server infrastructure and the steps to troubleshoot basic errors or exceptions that might come in your way while
you're performing this process. We also provided an extensive amount of additional information that can help you
investigate package errors in the different phases of the deployment process of a package made with SVM and handled for
deployment in WSUS/SCCM/CCM.

Customers are highly encouraged to follow this diagram at their best effort, before reporting support cases to Flexera
Support, as they would also receive a greater knowledge in learning each step of the integration while following the
diagram.
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Figure 9-4: Logic Flow Map

You can download the attached PDF document under this KB for a better resolution of the logic map.

Customers are highly advised to include the relevant log files that enable visibility when they send their cases to the Flexera
Support team. Depending on where the problem occurred (in which phase), the following log files can be relevant:

Patch Creation phase

If there was a technical problem not covered by the logic flow map, the first course of action should always be to search the
error you see inside this Flexera Community site, as Flexera Support issues KBs for each new error that is detected with
customers. The chance of finding a solution here is very high.

If that did not help you solve the issue or move further in the mapping process, find the %userprofile%\My
Documents\csi_pluginlog.txt file on the system where you tried creating a patch and submit that to our Support team
adding as much as information about your case as possible.

Patch Deployment phase

The patch was published successfully, but there is an issue with your WSUS server not sending the update to the recipients
you approved it for. This may be expected if the recipients did not have the same software already installed (hence, the
patch is not applicable, that's why it is not showing up). This is where you have to check the patch applicability rule
configured in the SPS wizard -> steps 3 and 4 and verify all enabled requirements of the patch against the clients not
receiving it.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00 185



Chapter9 Patching
Integrate SVM with WSUS/SCCM and Deploy a Patch

If the patch was published to SCCM, you should first and foremost ensure that your SCCM/WSUS (SUP) configuration is
intact. If it is and you're successfully publishing Microsoft patches that way, then you can troubleshoot the wsynclog.log
file for errors that might shed more light on what is causing a problem with the synchronization of the patch between the
WSUS DB and the SCCM's own database.

Patch Download/Installation phase

If the patch has shown up and you've deployed it to hosts, but the hosts failed to install it, you can look into the respective
client logs for the CCM Client service, Windows Update, or the Secunia Logs as well:

® Check C:\Windows\SecuniaPackage.log for any traces of installation - did package ran to install?
If it ran - patch applicability rules are fine - there's an execution error, however.

Ifit did not run at all and there are no traces of that - there are most likely patch applicability issues or management
point download issues. Such problems can be diagnosed in the log files (to name a few):

C:\Windows\CCM\Logs\UpdatesDeployment.log
C:\Windows\CCM\Logs\UpdatesHandler.log

e |fthe patch ran and there's an obvious error in the SecuniaPackage.log file - check the
"C:\Windows\WindowsUpdate.log" file next. You can also find more information on the CCM->WUA patch passing
in the C:\Windows\CCM\Logs\WUAHandler.log file.

Windows Update is the last service to touch the patch upon execution and the first one to handle the incoming errors -
disregarding if you use SCCM or WSUS - that's the case for both scenarios. This log file will contain many lines of error
description that you can check against MS Technet first.

e |fyou deploy patch via SCCM and your WUA service, CCM service, and SecuniaPackage.log all indicate that the
package was installed correctly (hence, exit code = 0), but your SCCM is showing wrong compliance of the patch,
then you are likely to be looking at a known bug in the CCM "state message" handling of the CCM service that
transmits the wrong execution status to its server (for which you can only talk to Microsoft about as Flexera
cannot be helpful to solve known CCM-related bugs).

This issue can be identified using some of the following logs:
C:\Windows\CCM\Logs\StateMessage.log
C:\Windows\CCM\Logs\SCNotify_<domain>@>WindowsUsername>

C:\Windows\CCM\Logs\SCClient_<domain>@>WindowsUsername>

as well as the following local WMI classes where CCM stores the incorrectly handled package execution status, and the
incorrect state messages being sent to the SCCM server database (to name a few):

root\ccm\SoftwareUpdates\UpdatesStore -Class CCM_UpdateStatus

root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_TargetedUpdateEx1l
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_AssignmentCompliance
root\ccm\ClientSDK -Class CCM_SoftwareUpdate

root\ccm\SoftwareUpdates\WUAHandler.
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Patch Configuration

The following patch configurations are available in Software Vulnerability Manager:
®  External Package Signing

® WSUS/System Center

® Setting Up Clients to Access WSUS

®  Third-Party Integration

® Create and Publish the Package

External Package Signing

Software Vulnerability Manager allows you to export packages as Cabinet files (.cab) which can be used to publish signed
cab files using the Software Vulnerability Manager Daemon. To enable this feature, you must run daemon.exe -S --
publish-dir <PATH> after the Daemon has been installed. This will initiate a monitoring feature in the Daemon which will
look for Cabinet files in the directory <PATH>/Flexera Software IO/.

Note » <PATH> must be an existing directory that is accessible by the user the Daemon is running as and the subdirectory
Flexera Software IOisadded by the Daemon for security reasons.

e e Tl
External Package Signing Settings

Configure whether to use external signing when publishing packages to WSUS server.
Enable External Package Signing

I |

| Save External Package Signing Settings |

Select Enable External Package Signing on the configuration page and provide a path to where the packages will be
exported. Similar to the Software Vulnerability Manager Daemon, a subdirectory (Flexera Software IO)will be added for
security reasons.

Specify the recipients who will receive an email notification when a package is published or if it failed to do so.
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External Package Signing Recipient Settings

These settings define the external package signing email redipient ':}3 used for notifications about published or failed
packages. Select email addresses and dick "Save" to update your recipients.

Search... Search
Available Email Redpients Selected Email Recipients
Name Email Name Email
]
[
[
144 | Page 1of3| b M| & Displaying Available Recipients 1 - 4 of 11

| Save Recipient Settings |

If the External Package Signing option is enabled the SPS Package Wizard will by default select the Cabinet File (Export)
optionin Step 4.

Publish Options
Select option for publishing Flexera Software package
Publish package using: () wsus
() Altiris
() File System (Expaort)
(®) Cabinet File (Export)

An export will create a Cabinet file which includes the files required to patch applicable components.

To publish these packages you must sign them and place them in the Daemon monitoring directory. The WSUS server must
be set up correctly with the certificate used to sign the packages. Once a Cabinet file has been exported it can be signed
using your favorite signing method. Then, after placing it in the directory monitored by the Daemon, it will be picked up
and published to the WSUS server. You must ensure that the WSUS server can verify the certificate used for signing.

A notification email will be sent to the account email of the user running the Daemon to inform the user know about
success or failure for published packages.

Note » The export and monitoring directories should not be the same since it will try to publish unsigned Cabinet files which
will not be allowed.

WSUS/System Center

Use this option to configure the integration of Software Vulnerability Manager with your WSUS server(s). If you have a
single WSUS server, which is connected to the Microsoft Updates site, running the Configure Upstream Server wizard will
be sufficient for setting up Software Vulnerability Manager with WSUS.

After clicking Configure Upstream Server, a configuration wizard will be initiated.
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WsUS Configuration
Configure WSUS Upstream Server

1. Click "Configure Upstream Server” to configure the integration of the Soft ulnerablity Manager with your WSUS server.

2. The wizard guides you through three configuration steps: "Connection”, “Certificate”, and “Group Policy” all necessary to use the Software
Vulnerablity Manager with WSUS.

3. In the "Connection”™ window, please specify the server, port, and if you wish to use S5L to connect to your WSUS server.

4, The "Configure Signing Certificate” window enables you to install, expart, and import a signing certificate to your WSUS server.

5. The "Group Palicy” window allows you to configure the group policy options to be used with your WSUS server.

| Configure Upstream Server |

Confi Wsus Servers

1. Click "Configure Downstream Servers” to configure your W5US Downstream servers.

2. The wizard guides you through two configuration steps: "Connection” and "Certificate”,

3. In the "Connection™ window, please specify the server, port, and if you wish to use S5L to connect to your WSUS Downstream server,
4, The "Configure Signing Certificate” window enables you to import an existing signing certificate to your WSUS Downstream server,

Follow the wizard steps to successfully integrate Software Vulnerability Manager with your Microsoft WSUS.
® Step1-Connection Status
®  Step 2 - Certificate Status

® Step 3-Group Policy Status

Step 1 - Connection Status

In Step 1 you should provide the relevant information (NetBIOS name and port number) for the main Upstream WSUS
server. After inserting the required information, click Connect.

To check the status of the connection, expand Step 1. Connection Status.

Step 1. Software Vulnerablity Manager WSUS Configuration Wizard *®
Connect to WSUS Server
WSUS Server Name: |wsus.domain.tid x
WS5US Server Port: B530

[ ] Use 55L Connection

| Connecl |

Step 1. Connection Status 8

Below you can see the connection status between the Software Vulnerablity Manager and your WSUS server,

Connection successfully established to pscom.scom.test [

Step 2. Certificate Status

Step 3. Group Policy Status

i shiiing Next Close

If you are unsure of which port number to use, check your WSUS configuration as shown.
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_ﬁ Update Services
351 File Action View Window Help

|
,ﬁ Update Services CSC-WSUS-NOSCCM

4 _ﬁ CSC-WSUS-NOSCCM

4 @’ Updates %_‘[ Use this snap-in to quickly and reliably deploy the latest updates to your computers,
4 ¢ Computers

[ m All Computers

5 Downstream Servers To Do

I3 Synchronizations

| . 11 computers have not reported status for more than 30 days. Learn about troubleshooting computer connection issues,
Reports

Options . 70 security updates are waiting to be approved.

1 critical updates are waiting to be gpproved.

® 3 new products and 0 new classifications have been added in the past 20 days. View products and classifications

Overview
Computer Status Synchronization Status
‘ B Computers with errors: 0 Status: Idle
| Computers needing updates: 18 Synchronize Mow
I Computers installed/not applicable: 4 Last synchronization: 2011-05-31 21:46
Last synchronization result: Succeeded
Update Status Download Status
B Updates with errors: 0 Updates needing files: 0
~ 7] Updates needed by computers: 128
I Updates installed/not applicable: 252
Server Statistics Connection
Unapproved updates: 91 Type: Mon-55L
Approved updates: 343 Port: &0
Declined updates: P User role: Administrator
Computers: 27 Server version: 3.2.7600.226

Computer groups: 10

[

Important « If you have a WSUS server hierarchy with one or more Downstream Replica WSUS server(s) connected to an
Upstream WSUS server, please run the Configure Downstream Servers after running the Configure Upstream Server wizard.

[

Important « The port number used to connect to your WSUS depends on your settings. Ports 80 or 8530 are commonly used

when SSL is not configured. Only select the Use SSL Connection check box if your WSUS is configured to accept SSL
connections.

[

Important « Refer to http://technet.microsoft.com/en-us/library/bb633246.aspx for further information on how to configure
WSUS to use SSL.

Step 2 - Certificate Status

190

A code-signing certificate is needed to publish third-party updates to WSUS/System Center so they can be deployed as

patches. In this Step Software Vulnerability Manager can request the WSUS to create and install the WSUS Self-Signed
Certificate.

To create and install a WSUS Self-Signed Certificate in all appropriate certificate stores, click Automatically create and
install certificate.

The WSUS Self-Signing Certificate must be installed/provisioned in the following systems:
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® \WSUS Server

The system running Software Vulnerability Manager (note that the certificate must also be installed on the system
running the Software Vulnerability Manager console)

® Clients receiving the Update

The created certificate is required and it will be used for all future publishing. Without it, only packages from Microsoft
Update will be installed.

If you would like to use your own CA certificate instead of the Microsoft WSUS Self-Signing Certificate, click Import Signing
Certificate.

At Step 3 - Group Policy Status, the certificate created/imported in this step will be provisioned to all clients through a
GPO.

Step 2. Vull v P WSUS G »

Configure Signing Certificate

Here you can create and install a WSUS Self-Signed Cestificate in all appropriate certificate stores. & WSUS signing
certificate is required to create and install local packages. Without it, only packages from Micrasoft Update will be
installed.

Click "Automatically create and install certificate’ to install the certificate in the appropriate certificate stores. The
certificate will be installed on this system and on your W5US server in the following stores:

1) "Trusted Root Certification Authorities”
2) "Trusted Publishers"

| Automatically create and install certificate |

- | Certificate Options
The WSUS Self-Signed Certificate can be imported and exported. Please use the options below.

If the WSUS Self-Signed Certificate exists you can export the certificate to a file. Click '"Export Certificate” to export the
certificate to a file.

Here you can import the WSUS Self-Signed Certificate. Click 'Import Certificate’ to import the certificate, Please be aware
that this feature requires that you are connected to your WSUS server through an SSL connection.

| Impaort Signing Certificate |

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Previous Mext Close

[

Important « Be careful not to re-provision a signing certificate on a WSUS server that already has a signing certificate
assigned. Doing so can cause issues with certificate validation at the WSUS server and target computers unless BOTH
certificates (new and old) are left in the appropriate certificates stores (Trusted Publishers and Trusted Root Authorities). It can
also cause issues with troubleshooting.

Once a certificate is either inserted or created it does not need to be re-created until it expires or needs to be replaced.

Click Automatically create and install certificate. The certificate will be installed on the WSUS server in the following
stores:

® Trusted Root Certification Authorities
® Trusted Publishers
® WSUS - The certificate in this location must also contain the private key

Expand the Certificate Options to access the import and export certificate features.
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[

Important « To import your own certificate through Software Vulnerability Manager, the WSUS connection must be

configured to accept SSL connections.

Step 3 - Group Policy Status

192

A Group Policy is required to distribute certificates and locally created packages. Software Vulnerability Manager can easily
create this GPO so the WSUS Signing Certificate is distributed to all clients. Please choose to use WSUS or System Center.
Once this is completed expand the Group Policy Options.

If you are creating the Software Vulnerability Manager WSUS Group Policy for the first time, proceed by selecting all the
options and then click Create Group Policy.

Step 3. Software Vulnerablity Manager W5SUS Configuration Wizard *
Group Policy
A Group Policy is required to distribute certificates and locally created packages. Please specify if you use System Center
or WSUS to distribute packages. To apply additional configuration options please goto "Group Policy Options™.

(®) Use WSUS to distribute packages.
() Use System Center to distribute packages.

| Create Group Policy |
~ | Group Policy Details
| Group Policy Options

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Below you can see the status of the Software Vulnerablity Manager Group Policy.

Group Policy could not be created - please check Flexera FAQ @

Previous Close

[

Important « Besides distributing the certificate through the Software Vulnerability Manager WSUS GPO, it is also possible to
provision certificate to the target computers by going to Patching > WSUS/System Center > Deployment, selecting the target
hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection) and then right-click and select Verify
and Install Certificate.

Remote Registry service (disabled by default on Win7/Vista) should be enabled and started for the certificate to be
successfully installed.

If you prefer to create your own Group Policy to distribute the WSUS Signing Certificate, please refer to Creating the WSUS-
CSI GPO Manually. If you prefer not to create the Software Vulnerability Manager WSUS Group Policy, the existing Windows
Updates GPOs must be edited in accordance with Setting Up Clients to Access WSUS.

[

Important « If you use Microsoft System Center Configuration Manager please make sure you do not select the first option
Use the WSUS Server specified in Software Vulnerability Manager.
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[

Important « If you already have the Windows Updates being configured through a Group Policy, we suggest you select the
first 3 options in the Create a new Software Vulnerability Manager WSUS Group Policy page.

(o

Important « The Software Vulnerability Manager WSUS Group Policy will be created but not linked to your domain. This way
you can easily check the details of the newly created GPO and verify that the existing WSUS GPOs are correctly configured.

Setting Up Clients to Access WSUS

If you choose not to create a new Group Policy using the Software Vulnerability Manager WSUS Group Policy wizard,
please edit your existing WSUS Group Policy as follows:

1. Inthe Group Policy Management Console (GPMC), browse to the Group Policy Object (GPO) on which you want to
configure WSUS and click Edit.

2. Inthe GPMC, expand Computer Configuration, expand Administrative Templates, expand Windows Components,
and click Windows Update. Select:

® Enable: Configure Automatic Updates (choose your settings)
® Enable: Specify intranet Microsoft update service location (add the hostname/IP of your WSUS server)

® Enable: Allow signed updates from an intranet Microsoft update service location (Important - enables WSUS to
distribute patches through Software Vulnerability Manager)

3. If Windows update not working, then check whether:

®  WUServer contains WSUS server, WSUSStatusServer contains WSUS server:portnumber,
AcceptTrustedPublishedCerts:1 in location

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate]
"WUServer"="psccm.sccm.test"

"WUStatusServer"="psccm.sccm.test:8530"

"ElevateNonAdmins"=dword: 00000001

"AcceptTrustedPublisherCerts"=dword: 00000001

® Inregistry location, [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU],
check"UseWUServer"=1

[

Important - For installing the WSUS server in your environment we recommend reading the Step by Step Installation Guide
provided by Microsoft:

http://technet.microsoft.com/en-us/wsus/default.aspx
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Third-Party Integration

Software Vulnerability Manager provides you with the capability of publishing packages using third-party patch
deployment solutions, for example Altiris. To support this feature, Flexera has enhanced the package export feature. The
exported xml file contains additional information that can be helpful in creating packages in other tools, including:

® The version numbers
® The executable itself
® The vulnerability/criticality

Flexera has retained the simplicity of the xml file by giving you the options to exclude large binary files and applicability
paths from the file, in the form of check boxes in the package creation wizard. To perform a complete export, clear the Do
not include package files check box during Step 4 of the SPS Package Creation Wizard.

In order for Software Vulnerability Manager to integrate with other patch deployment solutions, you need to create a
configuration file, a script file and an applicability check script file:

® Configuration file—The configuration file is actually a representative of the tool and a visual integration between
Software Vulnerability Manager and that tool. The file is an xml file that should contain the tool name, script name and
the input/setting fields required to configure the settings for the tool (text fields, radio buttons and check boxes are
supported). When Software Vulnerability Manager is launched it checks for the presence of any configuration file and,
if there is a valid configuration file in the Extensions folder in the Software Vulnerability Manager path, it dynamically
loads a GUl under the — menu of Software Vulnerability Manager. The configuration file also acts as an input file for
the script.

®  Script file—This script file corresponds to the SDK that the user has created to create and dispatch the package in the
respective tool. The script file can be an executable, Java, VB, Python, or Perl script. Click Publish to execute the script
file.

® Applicability Check script file—This script file runs the sps.exe on the computer if the applicability checks are
cleared. This file is published together with the package to establish if the package is applicable to the system or not.

[

Important « Running the script is a very strong feature. Use caution and ensure the sanity of the script file before publishing.

Create and Publish the Package

=
Task To create and publish the package:
1. Place the configuration and script files in the Extensions folder. The Extensions folder should be created in the same
folder as the csi.exe.
2. Launch Software Vulnerability Manager. If the configuration file format is valid, a configuration option will be visible
under the Patching menu (for example, Altiris Configuration).
3. Click the configuration option to open a page where input and settings can be provided and saved.
4. Go to the SPS creation wizard. Complete all the package wizard fields or import a package. In Step 4 of 4: Applicability
Criteria - Rules, there will be radio buttons allowing you to select the tool that you want to publish the package with.
There will be as many selection options as there are valid configuration files.
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5. Clicking Publish for any tool other than WSUS will run the script placed in the Extensions folder and named in the xml
file.

6. Software Vulnerability Manager waits for the script to finish and, depending upon the execution of the script being
successful or not, displays a message.

7. After successful publishing, the package can be seen in the respective tool.

Patch Template

The Software Vulnerability Manager Patching tab includes a Patch Template feature so that users can save a template of
their patches for a product. With the Patch Template feature, the user can prepopulate Flexera’s Software Package System
(SPS) four-step deployment process and publish directly to WSUS using previously selected options.

Menu

Patch Template

. Dashboard Export ~
Template Name » Product Name Vendor Patched Version Minimum Version  Architecture Updated On
b @ Scanning 7-7ip %64 7-zip 9.x Unknown Vendor  16.x 9.0.0.0 ‘Windows64-bit 28th Mar, 2018.
7-zip %86 F-zip 9.x Unknown Vendor  16.x 9.0.0.0 ‘Windows32-bit 28th Mar, 2018...
Adobe Acrobat DC Adobe Acrobat. Adobe Systems 2015.006.30413_.  15.0.0.0 ‘Windows32-bit /. 28th Mar, 2018.
Adobe Acrobat Reader DC (18x conitnuous) Adobe Acrobat... Adobe Systems 2017.012.20098... 4.0.0.0 ‘Windows32-bit /... 2Bth Mar, 2016...
b I|‘I Reparting Adobe Flash Player Active X Adobe Flash Pla_.  Adobe Systems 26.x (ActiveX) 9.0.0.0 Windows32-bit /_ 28th Mar, 2018,
Adobe Flash Player NPAPT Adobe Flash Pla__ Adobe Systems  29.0.0.140 (NPA _ 14.0.0.0 Windows32-bit /_ 2Bth Mar, 2018.
4 n Patching Adobe Reader 64bit Adobe Reader X1 Adobe Systems 2017.012.20098... 10.0.0.0 ‘Windows32-bit /... 6th Dec, 2017 0..
Adobe Shockware Player Adobe Shockwa . Adobe Systems 12.3.1.201 12.0.0.0 Windows32-bit /_ 2Bth Mar, 2015.
Flexera Package System (SPS)
Patch Template Apple iTunes %66 Apple iTunes Apple 12.2.3 12.2.0.0 Windows32-bit 2Bth Mar, 2018...
Task To create a Patch Template:

1. From the Patching > Flexera Patching System (SPS) tab, select an insecure product from the grid. Right click and
choose an option from the context menu. For example, select Create Update Package.

2. InStep 1 of 4 of the SPS wizard (Package Configuration), select the appropriate SPS Installer Parameters and choose
whether you want to edit the package contents. Click Next when done.

Step 1 of 4: Package Configuration

Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents
/and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Reference 1d (Optional)
Here yau can assign an 1d to this package if desired.

Reference Id:

SPS Installer Parameters (Optional)

Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning
message associated that should be read and understood before moving forward

) Default (7)

() Disable checking for running Chrome processes (7)

Configure Package (
Behavior:

) Kll any running Chrame processes (7)
Select Installer: (®) Install Enterprise version
) Tnstall Stable version

Edit Package Content (Optional)

1f you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be
directed immediately to Step 3.

[ Edit Package Content
Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCH. This willl set the vendor attribute of the package
to Flexers and strip the product version from the product name.

[ Use Flexera Custam Naming

| Mext ish | Cancel
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3. Step2of4ofthe SPS wizard (Package Contents) lists the latest files to include in the package. Click Next.

Step 2 of 4: Package Contents
Here you configure the package cantents, including the execution script induded, and the files included.
Files To Include
Configure the files to include in this package. The grid below shaws the files that are currently schedulad to be included, and if they will be downloaded
dynamically (i.e., in the case of URLS) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional
language packages available via the ‘Show Localised Files' button. To remove a files, right-click and select Remave’
File(s) ta include in the package Status
hittp:/fdl.secunia.com/SP5/GoogleChrome_66.0.3359.139_64-bit_SPS.exe To Be Dynamically Downloaded
| Add Local File | | Add Download Link | | Add Localisation (Language) File |

4. InStep 3 of 4 of the SPS wizard (Applicability Criteria - Paths), select the appropriate paths to save the package. Click
Next.

Note « The Patch Template will always shows paths based on the latest assessment.

Step 3 of 4: Appllmhlllty Critesia - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You
ercioct paths I the rid or add mathe i neadud via the “Add Path sutton. Chech the “Advanced Opons. bax to enable sdditional aptions n Eve "A0d Path: ditog and to
show advanced options in the grid.

[] show Advanced Options

Add Path |

Always Install Option
The purpasa of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isTnstallable” WSUS rule which will ignore all system paths when deciding if this package can be applied. Mote - this vwill not bypass the rules for checking if
something i already installed, or is superseded by a more recent version.

[] Mark Package as “Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally ane updates a product ta its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Note: the version you enter must also be supported by the installer itself - you cannet enter
arbitrary values here,

Minimum Version: | 55,0,0,0

[ path ~ Information
[¥] C:\Pragram Files 1

Previous | Next | ©ur Gancel

5. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select the appropriate System Applicability, Special
Rules, and Language Settings.

Step 4 of 4: Applicability Criteria - Rules
Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package wiill be applied to.
Apply Package To:

(@) 64-bit Systems Only

Special Rule
The following special rule is avallable to configure:

[ ] Rebaot is required after package has been installed.
Language Settings
Configure package applicability rules based on language:

[] Only make package applicable to computers with one of the selected languages.
Select Languages: Language

Arabic

Chinese (Hang Kong SAR) 2
Chinese - (Simplified)

Chinese - (Traditional)

Czech v

—

6. Inthe Patch Template (Optional) field, enter the Template Name and select Save Template. Click Publish to create
the new template, which is saved under the Patch Template tab.
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Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

|| LW HUL INUUUE paLRayE IIEs) ot uilldly 10 AL Fig.

Patch Template (Optional)

Save as template

Template Name: | Google Chrome - x64 bit - Template

Publish Options
Select option for publishing Flexera package
Publish package using: (7) WsUS
() Altiris
() Export Patch Script
() Cabinet File (Export)

(@) Save Template
Previous lexi | Publish | Cancel

Note - Providing a template name while publishing a package to WSUS will publish and create a template at the same
time. If the template name is empty, it will only publish the package as a regular workflow.

A patch template only needs to be created once for the life of the product, provided that there are no changes to the
product’s architecture (32-bit versus 64-bit) or to the SPS Installer Parameters from Step 1 of 4: Package Configuration.
Over time, the product’s Patched Version listed under the Flexera Package System (SPS) menu will increase. Patch
Templates automatically update up to within three patched versions as listed under the Flexera Package System (SPS)
menu. After three patched versions, you can edit the Patch Template to deploy the latest patched version to your system.

Dashboard Export ~
Template Name - Product Name Vendor Patched Version Minimum Version  Architecture Updated On
Scanning 7-z7ip x64 7-7ip 9.x Unknown Vendor  16.x 9.0.0.0 Windows64-bit 28th Mar, 2018.
7-2ip xB6 7-2ip 9.x Unknown Vendor 16 9.0.0.0 Windows32-bit 28th Mar, 2018...
Results Adobe Acrobat DC Adobe Acrobat. Adobe Systems 2015.006.30413 .. 15.0.0.0 Windows32-bit /. 28th Mar, 2018.
Adobe Acrobat Reader DC (18x conitnuaus) Adobe Acrobat..  Adobe Systems 2017.012.20098... 4.0.0.0 Windows32-bit /... 28th Mar, 2016...
Reporting Adobe Flash Player Active X Adobe Flash Pla_.  Adobe Systems 26.x (ActiveX) 9.0.0.0 Windows32-bit /_ 28th Mar, 2018,
Adobe Flash Player NPAPT Adobe Flash Pla Adobe Systems 29.0.0.140 (NPA . 14.0.0.0 Windows32-bit /. 28th Mar, 2018.
Patching Adobe Reader 64bit Adobe Reader XI  Adobe Systems 2017.012.20098... 10.0.0.0 Windows32-bit /... 6th Dec, 2017 0..
Adobe Shockware Player Adobe Shockwa..  Adobe Systems 12.3.1.201 12.0.0.0 Windows32-bit /. 28th Mar, 2018.
Flexera Package System (SPS)
Patch Template Apple iTunes x86 Apple iTunes Apple 12.7.3 12.2.0.0 Windows32-bit 28th Mar, 2015...
Task To edit a Patch Template or to publish from a Patch Template:

1. From the Patching > Patch Template tab, select a template and select Publish/Edit Template from the context
menu.

0 Dashboard =5
Template Name « Product Name Vendor Patched Version  Minimum Version  Architecture Updated On
> @ Scanning 7-zip x64 7-zip 8.x Unknowin Vendor 16 9.0.0.0 Windowsé4-bit  28th Mar, 2018,
7-zip XB86 7-ziD 8.x Unknowin Vendor 16 9.0.0.0 Windows32-bit  28th Mar, 2018
3 Results Adobe Acrobat DC Publish/Edit Template Acrobat..  Adobe Systems  2015.006.30413.. 15.0.0.0 Windows32-bit /.. 28th Mar, 2018...
Adobe Acrobat Reader D Delete Template Acrobat..  Adobe Systems  2017.012.20098.. 4.0.0.0 Windows32-bit /.. 28th Mar, 2018...
3 I\‘l Reporting adobe Flash Player Active X Adobe Flash Pla.. Adobe Systems  26.x (ActiveX) 9.0.0.0 Windows32-bit /.. 28th Mar, 2018...
Adobe Flash Player NPAPT Adobe Flash Pla...  Adobe Systems 29.0.0.140 (NPA... 14.0.0.0 ‘Windows32-bit /... 28th Mar, 2018...
a n Patching Adobe Reader 64bit Adobe Reader XI  Adobe Systems  2017.012.20098_ 10.0.0.0 Windows32-bit /. 6th Dec, 2017 0.
Adobe Shockware Player Adobe Shockwa . Adobe Systems  12.3.1.201 12.0.0.0 ‘Windows32-bit /. 28th Mar, 2018,
Flexera Package System (SP5)
Patch Template Apple iTunes xB6 Apple Tunes Apple 12.7.3 12.2.0.0 Windows32-bit  28th Mar, 2018,

2. Step 1 of4 of the Flexera SPS wizard will open with the SPS parameters prefilled. From the same SPS wizard, you can
either publish the package to various channels or you can save only the template.
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3. Toupdate the Patch Template to the latest patched version:

®  Select Edit Package Content in the Edit Package Content field and click Next.

Step 1 of 4: Package Configuration
Jra Ui Form 2o s the nerne and descrption of the SP5 package, o adit the proper
Sarametars befors creating and publisning the packade, or exparting i 85 a1 XML formattsd e,

xisting one. In the following steps you will configure the package contents and

SP5 Installer Parameters (Optional)

Here you can canfigure aptional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning message
associated that should be read and understaod before moving forward

Gonfigure Pectage @ Defaut (7)
Beh:
) Disable checking for running Chrome processes (7)
() Kill any running Chrome processes (2)
Select Installer: (@) Install Enterprise version
() Install Stable version

Edit Package Content (Optional)

v chaose to e che package contnts, i the nest tep of the waerd you vl hav th aptio to viewerht the package concents. I ot you il e dected
immediately to

[/ Edit Package Content

(o

Important « If you need to publish the package from the template without updating the template, update the Package
Name in Step 1 of 4 of the SPS wizard to identify the package version that you deploy to your system. The package will be
published with the updated settings.

®  Confirm the updated patched version file appears under Files to Include in Step 2 of 4 of the Flexera SPS wizard and
click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include
Configure the files to include in this package. The orid below shows the files that are currently scheduled to be included, and if they will be downloaded dynamically
i.e., in the case of URLs) or if they are local files. You can add additional files via the 'Add File' button, as well as choose from additional language packages available
via the 'Show Localised Files' button, To remove a files, right-click and select Remave'.

File(s) to include in the package Status

http:f7dl i Chi :_66.0.3359,139_64-bit_SPS.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation (Language) File |

® When Step 3 of 4 of the Flexera SPS wizard appears, click Next.
® IWhen Step 4 of 4 of the Flexera SPS wizard appears, click Publish.

Task To delete a Patch Template:
1. From the Patching > Patch Template tab, select a template and select Delete Template from the context menu.

2. Select Yes or No to confirm whether or not to delete the Patch Template.

Task To publish a Patch Template to WSUS:

1. From the Patching > Patch Template tab, select the template to be published to WSUS. Right click and select
Publish/Edit Template from the context menu.

2. When Step 1 of 4 of the SPS wizard (Package Configuration) appears, update the Package Name to indicate this
package is for WSUS publishing and click Next.
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Step 1 of 4: Package Configuration

Jse this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents and
sarameters before creating and publishing the package, or exporting it as an XML formatted file,

Package Name

The package will be created with the following name. Choose a new name if desired.

Mame: |Update Google Chrome, version 66.x, Moderately Critical x

3. When Step 3 of 4 of the SPS wizard (Applicability Criteria - Paths) appears, click Next.

4. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select WSUS for the publishing option and click
Publish.

Step 4 of 4: Applicability Criteria - Rules
Here you configure the applicability rules for the package.

Publish Options
Select option for publishing Flexera package
Publish package using: @ wsus
) Altiris
() Export Patch Script
() Cabinet File (Export)

) Save Template

5. The Attempting to Publish Package - Please Wait status appears. After the WSUS package is successfully created, a

Success pop-up window appears. Click Approve package.

| Success %
Package Successfully Created.
To view the update, statistics, and to approve the update, click "Available” in the menu,

| Approve package | | Close |

6. When the Approve Updates pop-up window appears, select the appropriate computers to deploy the WSUS package

to, select the appropriate date and time to deploy the WSUS package, and click OK.

Approve Updates -~
=3[ ]AN Computers
El[Junassigned Computers
[E] & win10
E[Jwins
ElC ] win7
EI[]winzo012

Package Deadline
Date: Fri,8th May 2020 stz

Time: | o7:00| > |v |

(=3 || cancei |

7. When the Success - Package successfully approved pop-up window appears, click OK.

I_Suouws X |

Package successfully approved.

QK|

8. You can confirm the WSUS package listing under Patching > WSUS / System Center > Available Packages.
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QuickPatch

This is a new and quick way for non-I1E browsers to publish patches from SVM to an end-point management system with no
dependency on ActiveX. QuickPatch publishes patches to end-point management system via Patch Daemon using defaults
(no customizations).

To do so, right click on any SPS template or VPM patch and select Publish with QuickPatch from the context menu.

[ Software Vulnerability Manager ? Hep  $] Logout
Menu Vendor Patch Module
. rycnsen Search Type: Product v | Search text Search | View from the context of Smart Group: Not Selected v | Configure View Export ~
Produ... Vendor Patched Version  Deployment Rea... SAID Griticality  Threat Sc...  Advisory Publish... Architecture Insecure End-Of-Life Secure Total
@ Scanning 1Pass... AgileBits 7.6.793.0 Yes - - - - Windows 32-bit... 4 0 0 0
3DFZ.. 3Dflow sil 4.530.0.0 Yes - - - - Windows 64-bit 0 0 0 0
Results 4KVi.. OpenMedia 4.15.1.4190 Yes - - - - Windows 64-bit 4 0 10 10
L ~7700.0 Yes - - - - Windows 64-bit 2 1699 3 1734
Create Update Package
\‘l Reporting 1000 Yes - - - - Windows 32-bit 0 4 2 32
View Installations 178.179 Yes - - - - Windows 64-bit 4 0 4 0
. n Patching Patch Information 2.630 Yes - - - - Windows 32-bit 4 4 4 0
Fexera Packsge System (595) 2.630 Yes - - - - Windows 64-bit 4 0 4 4
lexera Package System
Patch Templaie Sl R 2603.0 Yes sagssy =S - 16th Feb, 2010...  Windows 64-bit 0 0 0 0
e
Agent Deployment Publish with QuickPatch  2403.0 Yes SA38558 - 18th Feb, 2010...  Windows 32-bit 0 0 0 0
Vendor Patch Module Active... Atomi Systems,... 8.3.2.0 Yes - - - - Windows 64-bit 0 0 0 0
Patch Deployment Status Adobe... Adobe 18.7.10.0 Yes - - - - Windows 32-bi... 0 0 2 2
4 WSUS / System Center Adopt... AdoptOpenIDK 11.0.10.9 Yes SA98410 TR 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
:"""ab‘e . Adopt... AdoptOpen)DK  11.0.10.9 Yes saggatp SR 12 20th Oct, 2020...  Windows 32-bit 0 0 4 0
eployment
) Adopt... AdoptOpenIDK 12.0.2.10 Yes SAgg41p TR 12 20th Oct, 2020..  Windows 64-bit 0 0 0 0
4 Configuration
External Package Signing Adopt... AdoptOpenDK  12.0.2.10 Yes SAggalg =R 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
WSUS / System Center (Connected) Adopt.. AdoptOpenlDK  13.0.2.8 Yes saggat S 12 20th Oct, 2020...  Windows 64-bit 4 0 4 4
Aliris Configuration Adopt... AdoptOpenlDK  13.0.2.8 Yes saggatn SR 12 20th Oct, 2020...  Windows 32-bit 0 0 0 0
Adopt... AdoptOpenIDK 14.0.2.12 Yes SA98410 EETED 12 20th Oct, 2020..  Windows 64-bit 0 0 0 0
Administration
) Adopt... AdoptOpenIDK 14.0.2.12 Yes SA98410 SR 12 20th Oct, 2020..  Windows 32-bit 0 0 0 0
o, Adopt... AdoptOpenIDK 15.0.2.7 Yes. SA9g41p R 12 20th Oct, 2020...  Windows 64-bit 0 0 0 0
516, Confguraton
v Adopt... AdoptOpenIDK 15.0.2.7 Yes SA9g410 (=T 12 20th Oct, 2020..  Windows 32-bit 0 0 0 0

Figure 9-5: Select Publish with QuickPatch from the Context Menu
In the Publish with QuickPatch dialog box, select Silent Parameters (if required), and then click Publish.
Publish with QuickPatch - 7-Zip (x64) X

Package configuration

|+/] Use Flexera custom naming

[/] silent Parameters | REBOOT=ReallySuppress

| Publish || Cancel |

Figure 9-6: Click Publish
Click Ok and agree the confirmation dialog which appears.
Success X

i Package is created and successfully scheduled for publish by the SYM Patch Daemon during
\) its next check-in time

oK |

Figure 9-7: Click Ok

The selected patch will be published to Patch Daemon.

Once the patch published, status in the Patch Deployment status will appear as Success.
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If the same version of patch is published, then an error popup will be shown that Already sent to Patch Daemon.

Note « Patches are published based on the versions.

m Software Vulnerability Manager 7 hep &] Logout
. Dashioand [S4arch Typa: Product | v t Seanh | View tsom Tia conkesd of Smart Growg: Nal Selaced m -
Prody... | Vaedor Deploymen hes, SAI0 Crticabty  Adwigory Bublh...  Arcritachre Wsacure End-OF-Lifa Sacwrn Total hosts
Q Scanning LPass. AgileBis Yes ‘Wredcwes 32 bit ... o [ [ L] o7
WFZ. 3w s es Wheriows 645t 0 o 0 o 1
E Resuts A Opaniadia s - Wi 64-bit [ [ '] 1] [
W Operpede " - - - [rersr— 0 o o 0 03
LI Reparting S0P, Dearkch Inc " : : Whns 64t [ [ 0 01
Er—— " - - - hrns 32t 0 o o 0 o1
| n Patrhirg Skita.. Desrbich inc "o - - Mot 5410 0 o o 0 o 1
Pessera Package Systern (57%) b Mg Pador ™= . - - ‘s 64t o o N L
Pateh Temgiate A Ll e " [armimp pa-bat o [ 1 1
enxlor Potch Modale A+ S ANer Informatic. s bt [ o [ ) ]
== R vy N R+
‘ Adminisiraion ] B2 it o o [ L] [ !
_ ™ ax Babt.. 0 o o 0 o
:‘ Configuration Mo - 4t [ [} [ L[] [t
) ™ [ —— 0 o 0 o
™ EEIEE i aug 210 . Whndows 640 o 6 0 01
1] T 2T AL, 2019 O 64 bt o o [ L] o1
005204 L -_— 2Mh A, 2019 Wi 12-bet L] L] o o o
W.1.0070,19 Mo e 2T A, 2019 el 32-bit 0 [ L o
ans0 s hndons 32 bt 0 o o 0 o
s L o 0 o
Mo e 2 2 4
L] e H 2 a
Mo e 1 [ 1 28th Nov, 2020...
oags|  te@l b oM 2 Vene Bannas 124 o 1

Figure 9-8: Error popup appears

Patch Automation

With Software Vulnerability Manager, you can automate publishing of patches. To do so, right click on any SPS template or
VPM patch and select Subscribe to Patch from the context menu.

- N
Software Vulnerability Manager 7 Hep  §] Logow
Menu @ | Patch Template
. Dushboard SearchType. Template Name |¥  Search lexi Search Export *
Template Name - Product Name Vendor Patched Version Minimum Version  Architecture Updated Cn Subscribed  Subscripbion
Q Scanning Gosgle Chrome 80:x Google Chvame . Google 00398712 80.0.00 VindowsS4b St Mar, 20201 Yes 12th M, 2020
Mozt Firefox 72.x, version 73.x / 68. (ESRI2 Mola Firefox 7. Maskla Foundets.. 74/ 68.x (ESR) 72000 VindowsG4-bR St Mar, 20201 Yes 17h N, 2020
=] nesors Package - Gocgle Chrome 80.x Google Chvome . Google 80.0.3967.032  80.0.00 Windows64-bit  SthMar, 20201 No
Update Mozilla Firefox 72.x, both 32854 Mozlla Firefox 7 Mozlla Foundats 74.x [ 68.x (ESR) 72.0.0.0 Windowsé4-bit th Mar, 2020 1 Yes 12th Mar, 2020
I' Regortng WINSCP S.x, wersion §.15.5, Net Cntical WInSCP S.x Uningwm Vendor  5.15.5 5.0.0.0 32-bee [ 64-bit 9th Mar, 2020 1. Yes 12th Mar, 2020
Fixera Package System (575)
Patch Temolate
‘Vendor Patch Module
Subscnpbon Status
s
W Conhguraton
.3
W4 |Paga  1at1| » M@ Palh Templates 1. 5 of &

Active Scan Threads: Interface loaded on: 17th Mar, 2020 16:23 default SVM 2020 RL

Figure 9-9: Selecting Subscribe to Patch from the Context Menu

On the Configure Subscription dialog box, you can choose to always publish a new patch when a new version becomes
available, or you can choose to only automate publishing a new patch when certain criteria are met (recommended).
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Mac Platform (1845)
MissingkKBGetmealewl (0)
newSmartGroup_150 (12919)
0OSmacrhel67 (13)
RHELSST (7)
rhelsitename (4)
scem hosts (27)
sdfasfd (12919)
Server 2008 (2452)
SP@CSIWindows (16577)
SS@80 (12919)
System Score < 100 (21518)
WINDOWS (15376)
4 Product Smart Groups
Overview & Configuration
4 Configured Product Groups (11)
All Products (904)
End-0f-Life Products (126)
Insecure Products (192)
MacPlatform Products (51)
Microsoft XML (3)
Not Patched (295)
Patched Products (766)
PN (1)
Regulatory Compliance {FROM TE
S1 avail (85)
SiteName (126)
 Advisory Smart Groups
Overview & Configuration
© Configured Advisory Groups (15)
Zero-Day Advisories (61)

[ Software Vulnerability Manager

@ | Patch Template

Search Type: Template Name |w | Search lext Search
Template Name ~ Product Name Vendor Patched
waterfox1 Waterfox Firefox  Waterfox Proiect  68.x (2020.02
Update VLC Madia Player 2.x, version 2.2.7 | Configure Subscription - Mozilla Thunderbird 52.x x
Update VLC Media Player 2.x, version 2.2.7
Update VLC Media Player 2.x, version 2.2.7 P —
Update VLC Media Player 2.x, version 2.2.7. -
Updste VLC Media Player 2.5, version 2.2.6 (® Only publish & new patch when any of the following are true:
Update OpenOffice.org 2.x, version 4.x, Hi SAID CVSS3 score is greater than 5 v

Update OpenOffice.org 2.x, version 4.x, Hig
Update Mozilla Thunderbird 52.x, version §
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version 5
Update [Mazilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Thunderbird 52.x, version 5
Update Mozilla Firefox, version 58.x, Highly
Update Mozilla Firefox 9.x, version 58.x / 5.
Update Mozilla Firefox 57.x, version 58., K
Update Mozilla Firefox 57.x, version 58.x, K
Update Mozilla Firefox 56.x, version 58.x,
Update Mozilla Firefox 56.x, version 58.¢, B
Update Mozila Firefox 56.x, version 57.x, K
Update Mozilla Firefox 55.x, version 58.x, K

Update Mozilla Firefox 55., version 56, K| |

Update Mozilla Firefox 53.x, version 58.x, b
Update Mozilla Firefox 5-31. version 57.x, B

Criticality is greater than Moderately Critical [~
Threat score is greater than 10 e

Patched version greater than 68.5.0.0

() Trigger subscription rule above now for the current version
(®) Trigger subscription rule above next time a new version is available

Package configuration

|##| Use Flexera custom naming

Figure 9-10: Configure Subscription Dialog Box

Patch automation is delivered via a new version of the Flexera SVM Patch Configuration (Version 2.x) tool, which is part of
the Software Vulnerability Manager Client Toolkit. For more information on the toolkit, visit the SVM Toolkit blog in the

Flexera Community.

The SVM Toolkit installer contains updates to the Flexera SVM Patch Configuration tool as well as some optional tools
documented in our online community. The SVM Toolkit installer can be downloaded at:

https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Note « Ifyou are already have the SVM Toolkit installed, the installer will upgrade you to the latest version.
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B Flexera SVM Patch Configuration

WSUS Intune Workspace ONE SYM  General

Server: |

Authentication Type: Basic

User Name:

Password:

|
|
Tenant 1D / AP| Key: |
Organization Group 1D: |

Test Workspace ONE Connection

Figure 9-11: Flexera SVM Patch Configuration Dialog Box

Output Window:

O
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X

Clear Output

You can see the status and details of patches published automatically on a new page named Patch Deployment Status,
which is opened by selecting Patch Deployment Status on the Patching menu.

[ Software Vulnerability Manager

7 Help

#] Logout

® - SeachType Pacage v | ] Sean
Package Name Vendor Type Version
Updste Google Chrome, version 71.x Google SPS Subscrption  §7.0.4260.88
Res Updste AnyDesk, version 6.1.0.0 AryDesk Softwa... VPMWizad  6.10.0
AM_Updte 7-2p 16, verson 18:x S Wizard 16.999.999.999
lul Reporting AM_Update Free AppDeploy Repackager, version 1.2.53.0  AppDeploy VPM Wizard 12530
AM_Update Peazip (x64), version 7.5.0.0 Peazip sl VPMWzd 750
 + Av_Update el 0x,verson 0.47.2.66, Hhly Crtcal P iard
Update Peazip (xB6), version 7.5.0 Peazip sl VPM Subscription 7.5.0
Flexera Package System (SPS)
o Tenploe Updte Waterfox Firefox 2020., version 2020.12 (S6.3.0.7.. Waterfox Project  SPS Subscription  56.3.0.7647
Agent Degloyment AM_Update Quick Zip, version 5.1.16.0 wo VPM Wizard
Vendor Patch Module Updste FrontMotion Firefox Community Eciton (Englsh-US)... Mozila VPM Subscripton
Update Atom (x64), verson 1.53.0 Atom VPM Subscripton
4 WSUS / System Center Update Atom (xB6), version 1.53.0 tom VPM Subscription
Avalable Update Duet Display, version 1.9.1.9 Kairos VPM Subscription
. w"';:‘.‘,’::;‘; AM_Updte 1Password, version 7.6.785.0 Agieits VPM Wizard
Extemal Package Signing Update Filezila 3., version 3.43.0 S Wizard
WSUS / System Center (Connected)| Update Adobe Acrobat Reader DC, version 2020.013.20064... S Wizard 20.013.20084.0
Alits Configuraton Update 1Password, version 7.6.785.0 Agieits VPMWzd 767850
Y Jv— Updae el 0, vrsion 047,266 e sPS subscpion 0.47.2.65
> Update 7-2ip, verson 18:x Unknown Vendor  SPS Subscrption 18.5.0.0
User Management Update Wireshark (), version 3.2.0.0 Wireshark Foun... VPM Subscrption 3.2
Partiton Management Update 7-Zip (x64), version 19.00.00.0 Igor Paviov VPM Subscription  19.00.00.0
Adive Directory Update Firefox (English US) (x64), version 72.0 Mozilla VPM Subscription 7.0
1P Access Management
password Pocy Configuration Update 4K Video Downloader, verson 4.11.1.3390 Openttedia VPM Subscription 4.1.1.3390
P Update Wireshark (x6), version 3.2.10 Wireshark Foun... VPM Subscription 3.2.1.0
§i@ Cniguation Update Firfox (Engish US) (x64), version 72.0.2 Mozila VPM Subscription 72.0.2
Update 4K Video Downloader, verson 4.11.3.3420 Openttedia VPM Subscription  4.11.3.3420
Update Firefox (Engish US) (x64), version 73.0 Mozila VPM Subscription 73.0
Update Actveper] (xB6), version 5.24.2403 ActveState Soft.. VPM Subscription  5.24.2403
Update NET Core Runtime 3.1 (d6), version 3.1128408  Micosoft VPM Subscription 3.1.1.26408
Update INET Core Runtime 3.1 (x64), version 3.1128408  Micosoft VPM Subsciption3.1.1.26408
< > {4 |Page  toi6l b b &
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11th Dec, 2020 04:11
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12th Dec, 2020 01:55
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Export +
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CSI-WING-NET47
CSI-WING-NET47
CSI-WING-NET47
CSI-WING-NET47
CSI-WING-NET47
BLRAT-104028

BLRLT-104028

BLRAT-104028

BLRAT-104028

BLRAT-104028

‘Subscriptions 1- 31 of 156

Figure 9-12: Patch Deployment Status Page

All the patch level activities are also recorded in the Activity Log, which is opened by selecting Activity Log on the
Configuration menu.
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B Software Vulnerability Manager ? Help #] Logout
. Dakboitd Showalllogs | From: 2019-12-13 |3/ To: 2020-03-13 @ Search | Show Priories ~ Expodt +
Activity Name Actvity Status  User Time Activity Information Host Priority
Q Scanning WSUS Package Approval  Successful defaukt 22:55 11th Mar, 2020 Package name: Update Firefox: (English US) (x86), version 74.0 (Software Vulnersbilty Manager Cient Toolt)  10.20.151.46 Hedium
WSUS Package Creation  Successful defaukt 21:55 11th Mar, 2020 Update Firefox (English US) (x86), version 74.0 (Software Vuinerabilty Manager Client Toolkat) 1020.15146 Hedium
Results WSUS Package Approval  Successful default 21:53 11th Mar, 2020 Package name: Update Firefox (English US) (x64), version 74.0 (Software Vulnerability Manager Client Toolkt)  10.20.15146 Medium
WsUS Package Creation  Successful defaut 21:53 11th Mar, 2020 Update Firefox (English US) (x64), version 74.0 (Software Vuinerability Manager Client Toolkt) 1020.15146 Hedium

4 Iu Reporting WSUS Package Agproval Successful default 15:10 11th Mar, 2020 Package name: Update Mozilla Firefox, version 73.x / 68.x (ESR) (Software Vuinerability Manager Client Toolkit) 10.20.151.46 Medium
Rt Configuilitn WSUS Package Creation Successful defaukt 15:10 11th Mar, 2020 Update Mazila Firefox, version 73.x / 68.x (ESR) (Software Vulnerabiity Manager Client Toolkit) 10.20.151.46 Medium
Smart Group Notifcations WSUS Package Approval successful defauk 15:07 11th Mar, 2020 Package name: Update 1Password, version 7.4.750 (Softwrare Vulnerability Manager Client Teolks) 10.20.151.:46 Medium

4 Database Access WSUS Package Creaton Successful defauk 15:07 11t Mar, 2020 Update 1Password, version 7.4.750 (Software Vulnerability Manager Client Toolkit) 10.20.151.46 Medium
Database Console WSUS Package Approval Successful defaukc 21:05 10th Mar, 2020 Package name: Update Mozilla Seabonkey, version 2.53.1 (Software Vulnerability Manager Client Toolkit) 10.20.151.46 Medium
Database Clesnup WSUS Package Creation  Successful defaukt 21:05 10th Mar, 2020 Update Mazilla Seabonkey, version 2.53.1 (Software Vuinerability Manager Chent Toolkit) 10.20.15146 Hedium
Schedded Eports WsUS Package Approval  Successful defautt 20:27 10th Mar, 2020 Package name: Update Google Chrome, version 80.x (Software Vulnerabibty Manager Client Tookt) 1020.15246 Medium

B n Patching WSUS Package Creation  Successful defaukt 20:27 10th Mar, 2020 Update Goagle Chrome, version 80.x (Software Vuinerabiity Manager Client Toolat) 102015146 Hedium

WSUS Package Approval Successful default 20:14 10th Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolkit) 10.20.151.46 Medium
:;’::'; :m"::: System (Ps) WSUS Package Crestion  Successful defack 20:14 10th Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Cient Toolka) 10.20.151.46 Mediom
o s WSUS Package Approval  Successful defauit 18:05 10th Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolkit) 10.20.151.46 Hedium
Subscription Status WSUS Package Creation  Successful default 19:05 10th Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerabilty Manager Client Toolkt) 10.20.151.46 Hedium
User Login Successful default 18:51 10th Mar, 2020 Login (Software Vulnesabilty Manager Client Tookit) 10.20.151.46 "

. &, Amleietiion User Login Successful defackt 18:50 10th Mar, 2020 Login (Software Vulnerabikity Manager Client Tookit) 10.20.151.46 Medium
User Management User Login Successful default 18:46 10th Mar, 2020 Login (Software Vulnerabitty Manager Client Tookit) 10.20.151.46 Medium
Partition Management User Login Successful defaukt 18:45 10th Mar, 2020 Login (Software Vulnerabilty Manager Client Tookit) 10.20.151.46 Hedium
P Access Management WSUS Package Approval Successful default 14:31 Sth Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolkt) 10.20.151.46 Medium
Password Policy Configuration WSUS Package Creation  Successful default 14:31 Sth Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerabikty Manager Client Toolk) 10.20.151.46 Medium

" Configuration User Login Successtul default 14:26 5th Mar, 2020 Login (Software Vuinerabilty Manager Client Tookit) 10.20.151.46 Hedum
Sax:np; WSUS Package Approval  Successful default 14:08 Sth Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolit) 1020.15146 Medium
Vi I WsUS Package Creatien  Successful defaut 14:08 Sth Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerabikty Manager Client Toolkt) 1020.15146 Medium
Actviy Log Successful defauit 13:53 9th Mar, 2020 Login (Software Vulnerabikty Manager Client Tookit) 102015146 Medium

4 Security Successful default 13:53 9th Mlar, 2020 Login (Software Vulnerabilty Manager Client Tookit) 1020.151.46 Hedium
Change Password Successful default 13:51 9th Mar, 2020 Login (Software Vulnerabilty Manager Client Tookit) 1020.151.46 Hedium
Password Recovery Settings User Login Successful default 13:48 Sth Mar, 2020 Login (Software Vulnerabiity Manager Client Toolkit) 10.20.151.46 Medium

WSUS Packsge Creation  Successful default 10:29 7th Mar, 2020 Update VLC Media Playe, version 3.0.8 (Software Vulnerabilty Manager iient Toolki) 1020652 Medium
WsUs Package Approval  Successful default 10:29 7th Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolt) 1020652 Medium
User Login Successtul default 10:27 7th Mar, 2020 Login (Software Vulnerabikty Manager Client Toolkit) 1020652 Medium
WsUS Package Approval  Successful defaukt 10:01 7th Mar, 2020 Package name: Update VLC Media Player, version 3.0.8 (Software Vulnerability Manager Client Toolit) 1020652 Hedium
WSUS Package Creation  Successful defaukt 10:01 7th Mar, 2020 Update VLC Media Player, version 3.0.8 (Software Vulnerabilty Manager Clent Toolkt) 1020852 Hedum
WSUS Package Creation  Successful defaukt 09:58 7th Mar, 2020 Update FileZills 3.x, version 3.43.0 (Seftware Vulnerabilty Manager Clent Toolkit) 1020652 Medium
I 4 |Page  tott0] b M| Displaying Activty Log Entres 1- 35 of 344)

Figure 9-13: Activity Log Page

Unsubscribe Automatic publishing of the Patches

To unsubscribe automatic publishing of the patches, right click on any subscribed VPM Patch, and then select Edit

Subscription from the context menu.

Software Vulnerability Manager ? Help  #] Logout

Menu Vendor Patch Module

. rgene |Search Type: Product | v Search text Search | View from the context of Smart Group: Not Selected v | Configure View Export ~
Produ... Vendor Patched Version  Deployment Rea... SAID Insecure End-Of-Life Secure Total Hosts  Updated On Download FileSize  Subscribed  Subscrl
Q Scanning Microsoft 2.28.28209 Yes 0 o o 4 0 25th Mar, 2020 ... Download 23.39M8 No
Microsoft 2.28.28209 Yes 0 [ o o 0 25th Mar, 2020 .. Download 21.04M8 No
Results Microsoft 3.1.3.28628 Yes 0 o o o 0 6thMay, 20200... Download 2491M8 No
Microsoft 3.13.28628 Yes 0 o 0 o 0 6thMay, 20200... Download 225M8 No
Reporting Microsoft 2476286280  Yes 0 0 0 0 0 6thMay, 20200... Download 12052M8 No
Microsoft 2476286280  Yes 0 0 0 0 0 SthMay, 20200... Download 1119M8 No
Patching 30flow st 4530.0.0 Yes 0 0 [ 0 0 28th Feb, 2020 ... Downlozd 185.94M8 No
Fexera Pckoge System (5°5) Opentedia 4.12.2.3600 Yes 0 o o 4 0 8thMay, 20200... Download 7875MB No
Patch Template Igor e Yes SA82839 1 1 1 3 3 15th Feb, 2020 ... Download 167MB Yes 11thM
Vendor Patch Module Igor Yes 582839 0 2 2 4 4 15thFeb, 2020... Download 131M8 No
Subscription Status ACD|  View Installations Yes 0 o o 4 0 12thNov, 2019.. Download 13653 M8 No
& R AcO| I PSSR, Yes 0 o o o 0 12thNov, 2019... Download 182.43M8 No
) Micr Yes 0 0 0 o 0 21stOct, 20190... Download 2352M8 No
R — Mia FLEAEE Yes 0 0 ) [) 0 21st0ct, 20190... Download 159MB No
i ActiveState Soft...  5.26.2603.0 Yes 5A38558 0 0 0 0 0 1ithFeb, 2020... Downlozd 2139M8 No
ActiveState Soft... 5.24.2403.0 Yes 5A38558 0 0 0 o 0 22nd Mar, 2020 ... Downlozd 21M8 No
. Microsoft 1.0.1507.0 Yes 0 0 0 4 0 2ndMay, 2019 .. Download 17.87M8 No
. Microsoft 1.0.1511.0 Yes 0 0 0 4 0 2ndMay, 2019.. Download 1825M8 No
. Microsoft 2.01607.0 Yes 0 o [ 4 0 2ndMay, 2019.. Downlozd 814MB No
Microsoft 1.0.1703.0 Yes 0 [ [ 4 0 2ndMay, 2019.. Download 1237M8 No
. Microsoft 1.01709.0 Yes 0 0 0 0 0 Download 1321MB No
. Microsoft 1.0.1803.0 Yes 0 o o o 0 Download 13.99MB No
. Adobe 187.10.0 Yes - 0 [ o o 0 SthFeb, 20200... Download 897MB No
AdoptOpeniDK  11.0.7.10 Yes 594730 0 0 o o 0 17th Apr, 2020 ... Download 16361MB No
‘ >
L | Page 10035 b | @ Vendor Patches 1 - 24 of 837

Figure 9-14: Select Edit Subscription

On Configure Subscription dialog box, select Unsubscribe.
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Configure Subscription - 7-Zip (x64) x|

Subscription started on 11th May, 2020 17:33

® Always publish a new patch when a new version is available

Only publish a new patch when any of the following are true:

SAID CvSS3 score is greater than N
Criticality is greater than N
Threat score is greater than N

Patched version greater than

® Trigger subscription rule above now for the current version

Trigger subscription rule above next time a new version is available

Package configuration

# Use Flexera custom naming

| Unsubscribe | | Save || Cancel |

Figure 9-15: Select Unsubscribe

Click Ok and agree the confirmation dialog which appears.

External Package Signing for Software Vulnerability Manager
Client Toolkit

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.

Prerequisites

The below prerequisites are required:

® pfx certificate needs to be installed in WSUS m/c in Trusted publisher and Trusted CA.

® pfx certificate needs to be installed in Trusted publisher and Trusted CA in the m/c where patch daemon is installed.
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Task To External Package Signing, perform the following steps:

1. InPatch daemon, select Sign package manually option.

8 Flexera SVM Patch Configuration - o IEN|
WSUS Connection | SVM Connection | General Output Window: Clear Output
Server:
Port:
[] UseSSL
Groups to auto deploy:
Computers

Cleanup package files on WSUS when removing old patch
Sign packages manually

Flexera SVM Patch will connect to the WSUS server under the running
Windows user context.

2. Restart the patch daemon.
3. Subscribe VPM packages and wait for patch daemon to fetch the tasks.
4. Patch daemon creates unsigned .cab files and places in the unsigned folder location.

5. The Unsigned folder location is available in the subscription status page as an unsigned path.

Subscription Status

Search Type: Package | v | Search text Search Export ~
Packa... Vendor Type  Version Unsigned Path Signed Path Status ~ Published to De|
Updat.. Google vPM 83.0.4103.116 G\ lexera Patct Waiting for sign
Updat... VideolAN Ve 3.0.11.0 Ci\Pro lexera Patc! 4911-4edf-b68¢- .0.11-Win32.... ‘Waiting for sign.

Updat... Filezilla VM 349.1 c Patch 214f314-9¢22-4360-9eea-b0129¢cl: _3.49.1_w. Waiting for sign.
Updat.. Google VPH 84.0.4147.80 G Patct i db9a-47b7-a768: hromest... Waiting for sign
Updat... Google vPM §4.0.4147.89  Ci\ProgramData\Flexera \ b 9edd-4b78 Waiting for sign
Updat... Filezilla Ve 3491 C\Pro lexera Patc! ~78ed-4057-8d! \Filezilla_3.49.1_w. ‘Waiting for sign.
Updat.. Martin Priknd VM 517.7 C:\ProgramData Fl Patct baf1-4073-baS0-ef78a12 CP-5.17.7-5 Waiting for sign.

6. Sign the cab file using the format below and place the signed .cab file in the signed folder.

For example:

C:\ProgramData\Flexera Software\SVM Patch\SVMPatch 10\Signed\package_id\

Note - Private Keys are typically stored in .pvk files, and public keys are stored in .cer or .pfx files.

7. During the next check-in, the daemon picks and publishes the signed cab files.
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Intune Publishing

Software Vulnerability Manager (On-Premises Edition) can now publish SPS/VPM patches to Microsoft Intune.

This new capability requires a new version of patch daemon, released as a part of SVM Toolkit that can be downloaded at
SVMClientToolkitInstall.msi

To publish patches to Intune, it will be necessary to configure patch daemon with valid Intune credentials and token. For
more details, see Set up a Distribution Connection in Flexera SVM Patch Configuration for Microsoft Intune.

For Intune publishing, you can now choose a group or multiple groups and make assignments for end point deployments
in the SVM Patch Configuration. For more details. see Assignment Groups.

B Flexera SVM Patch Configuration - O X

WSUS Connection ©| SVM Connection  General Output Window: | Qear Output

Application (client) ID: \ |

Directory tenant) ID: | |

Cliert Secret: { |

App Category: [Flexera Packages |

Test Intune Connection

Once this is setup, you can use either Patch Automation or ActiveX to publish SPS/ VPM patches to Intune.

Note « Patch daemon convert the patch to intunewin format before publishing.

Note « The Patch Daemon may be installed on any workstation or server. The prerequisites are:

®  for Windows 10 RSAT must be installed which can be obtained here https.//www.microsoft.com/en-us/download/
details.aspx?id=45520

®  for Windows 8.1 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=39296&displaylang=en

®  Minimum version of .Net 4.7.2 must be installed.
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Set up a Distribution Connection in Flexera SVM Patch

Configuration for Microsoft Intune

To obtain the required credentials to set up a distribution connection for Microsoft Intune, perform the following process.

® App Registration
® Create Client Secret

® APl Permissions

App Registration

To register an application perform the following steps.

208

To register an application:

1. Obtain login credentials for Intune services on Microsoft Azure.

2. Loginto Microsoft Azure using the obtained credentials.

https://azure.microsoft.com/en-in/account/

3. Once logged in, from the list of available Azure services, choose Azure Active Directory.

Azure Active Directory admin center

«

My Dashboard v

Private dashboard

Dashboard

= [lssnics + Newdashboard ~ /” Fullscreen | ¢ Edit
% FAVORITES
% Azure Active Directory Flexera Development Account
secuniacmg.co.uk
& Users

25 Enterprise applications

@
«uEHON
Azure AD Premium P2
Users and groups

DN A

Users Sign-ins
Sign-ins for ‘All Users' between 11/16/2020 and 12/16/2020.

L Download [[) clone [i] Delete

Welcome to the Azure AD admin center Quick tasks
Add a user
Azure AD helps you protect your Add a guest user
; Add a group
business and empower your users.
Find a user
Find a group

Learn more about Azure AD Find an enterprise app

Recommended Azure portal

Sync with Windows Server AD
Sync users and groups from your on-

premises directory to your Azure AD

portal.azure.com g

4. After selecting, it navigates to overview page of the Dashboard, select App registrations in the left panel.
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q q Overview
b Azure Active Directory o

& e “  Getting started
T + 4 1
ix. Enterprise applications & Preview hub

#{ Diagnose and solve problems

Manage

& Users

& Groups

B0 External Identities

4. Roles and administrators

Administrative units
Enterprise applications

Ll Devices

i, App registrations

{8 Identity Governance
B! Application proxy
Licenses

% Azure AD Connect

5. Click on New registration and enter values to complete the registration.
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Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Flexera, Inc. >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

@ Accounts in this arganizational directory only (Flexera, Inc. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microseft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.
By proceeding, you agree to the Microsoft Platform Policies !

6. Click Register. The new registered application will be listed.

7. Click on the registered account to get Intune connection details like Application (client) ID and the Directory

(tenant) ID, which will be used later for authentication purposes.

]E Delete @ Endpoints B Preview features

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

~ Essentials

Display name
Application (client) ID
Directory (tenant) ID :

Object ID

Application 1D URI

Supported account types  : My organization only

Redirect URIs : Oweb, 0 spa, 2 public client

: Add an Application ID URI

Managed application in I... :

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL} and Azure AD Graph. We will continue to provide technical support and security up
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more ]

Call APIs Documentation

Microsoft identity platform

e® m
B .

v 2

Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph
Glossary

Help and Support

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.
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Create Client Secret

To obtain client secrets for the registered account, perform the following steps.

Task To obtain client secrets:
1. Onthe application account details page, select Certificates & secrets from the left panel.
2. Togetnew client secret, click New client secret.

3. Provide a description to describe your client secret, choose the expiration date you wish to set, and then click Add.
The Client secret will then be listed in the Client Secrets section.

O Search (Ctrl+/) « Q Got feedback?

B Overview Add a client secret

& Quickstart Description

#" Integration assistant [T

Expires
Manage

(® In 1year
B Branding O In 2 years
D Authentication O Never

Certificates & secrets
[ ]

1! Token configuration

9 APl permissions

@ Expose an API

& App roles | Preview Client secrets

" Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

~+ New client secret
Manifest

Description Expires Value D

4. The Client secret will then be listed in the Client Secrets section, copy the client secret Value, as it will only be visible
and available to the user now.

# overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart

# Integration assistant »
Certificates

Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B2 Branding

D Authentication T Upload certificate

Certificates & secrets Thumbprint Start date Expires D

I} Token configuration No certificates have been added for this application.

- APl permissions
@ Expose an API
&8 App roles | Preview Client secrets

# Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

—+ New client secret
Manifest

Description Expires Value D

Support + Troubleshooting
ApiKey2 1/21/2021

&2 Troubleshooting

& New support request

API Permissions

To obtain API permissions for the registered application, perform the following steps:
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To obtain API permissions:
1. Select the registered account.
2. Select API permissions from left navigation panel.

3. Click Add a permission. The Request API permissions panel appears, select Microsoft Graph.

Request APl permissions X

Select an API

Commonly used Microsoft APls

Microsoft Graph

\—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mability + Security, and Windows 10.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.

4. Inthe Microsoft Graph, select Application Permissions.

a. Device Management Permission—Under DeviceManagementApps, select DeviceManagementApps.Read.All
and DeviceManagementApps.ReadWrite.All, and then click Add permissions.

Request APl permissions X

< All APIs

@ Microsoft Graph

https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

| yel devi(e‘

Permission Admin consent required

> Device

V' DeviceManagementApps (2)

DeviceManagementApps.Read.All ¥
es

Read Microsoft Intune apps

DeviceManagementApps.ReadWrite.All ()

Read and write Microsoft Intune apps

> DeviceManagementConfiguration

Figure 9-16: Request APl permissions page

b. Group Permission—Under Group, select Group.Read.All, and then click Add permissions.
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Request APl permissions X

CAll APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

|/O gro X

Permission Admin consent required

> Calls

N Group (1)
[] Group.Create (D .
es
Create groups
Group.Read.All
P © Yes
Read all groups
D Group.ReadWrite.All (O .
es

Read and write all groups

Add permissions

Figure 9-17: Add Group Permissions

5. Click on Grant admin consent for Flexera Development Account and consent to the permissions. The status will
turn to Granted. Make sure the permissions are of type Delegated.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

- Add a permission " Grant admin consent for
API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (3)

DeviceManagementApps.Read.4 Application  Read Microsoft Intune apps Yes @ Granted for wer
DeviceManagementApps.Readl Application  Read and write Microsoft Intune apps Yes @ Granted for e
User.Read Delegated  Sign in and read user profile Mo @ Granted for e

Other permissions granted for Flexera Development Account
These permissions have been granted for Flexera Development Account but aren't in the configured permissions list. If your application requires these permissions, you should
consider adding them to the configured permissions list. Learn more

AP1/ Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (1)

Group.Read All Application  Read all groups Yes @ Granted for e

Figure 9-18: Configured permissions page
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Assignment Groups

To make assignments for end point deployments in the SVM Patch Configuration for Intune publishing, perform the
following steps.

To make assignments for end point deployments in the SVM Patch Configuration:

1. InAssignment Groups (optional) field, click context menu icon. The Intune Assignment Groups window appears.
Select the desired groups from the list and then click Ok.

A Flexera SVM Patch Configuration - O X
WSUS Intune  Workspace ONE SVM  General Output Window: | Clear Output |
Applcation (cliert) ID: I‘ﬂﬂ' p————— | B Intune Assignment Groups — O X
Directory genant) ID: lﬂ' I S . R )7cd S0 Select groups that you want to assign to the Application.
Client Secret: I---o---o---o--oon-ool-oo--oo--o--- | Group Name Object Id A
. D All Company 100c0639-28a7-43ef-85F-a7aa700..
NIy [Rerera Packages | [ Al Company 2294 105-504-4047-9180-23cb13.
[] AdminStudio Test Device Group 1fa957b8-5¢ 1347180975 7e5c02...
[ ADSyncAdmins 9411d34c-129d-4222-98dd 4 1eabe....
) [~] ADSyncBrowse 3778d1d1-efaB-474-2e 76-a602816.
nment Gi =
=7 s & [ ADSyncOperators 2261341b-0d15-4bea-8a7a-552592 .
[] ADSyncPasswordSet 0b900F33fa -4 01-aebff9aSfe el ..
[ All Company Obd7a8d9-06cd-4f14-95ad-616660...
[ All Company 100c0639-28a7-43ef-85F-a7aa 700.
[J All Company 2394b105-5b84-4dd7-9180-a3cb 13.
[ All Company 6c916500-6f07-4701-Hc5-66bb8e1..
A AR Sinnort Gravn A95Fhh-Fhah-42ah-Ahi 292 1hD Y
< >
0K Cancel
Test Intune Connection

Figure 9-19: Select desired Assignment Groups

2. Restart the SVM Patch Configuration so that the selected groups will be assigned for the end point deployments.

3. If Group.Read.All permissions are not added for registered account, then the following error popup will be displayed
while assigning group in Patch Configuration.

& Flexera SVM Patch Configuration - o
WSUS | Ftune | Workspace ONE | SVM | General Output Window: Clear Output
[11:01:29 PM] Executing the command:
Popication (client) ID: [34606aca- M= S 522 PollToration
Directory fenant) ID: | 75542824 M. s 50
Clent Secret: T T T T T T TP T T
App Category: Flaxera Packages-one
Flexera SVM Patch Configuration B

'@' Forbidden : Failed to obtain assignment groups from Intune.

Test kntune Connection QK

Figure 9-20: Error popup appears
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Workspace ONE Publishing

Software Vulnerability Manager can now publish SPS and VPM patches to VMware Workspace ONE.

This new capability requires a new version of patch daemon, released as a part of SVM Toolkit that can be downloaded at
SVMClientToolkitInstall.msi

To publish patches to Workspace ONE, it will be necessary to configure patch daemon with valid Workspace ONE
connection details. For more details, see Set up a Distribution Connection in Flexera SVM Patch Configuration for

Workspace ONE.
B Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SYM  General Output Window: Clear Output
Server: | |
Authertication Type: | Basic "
User Name:
Password:

| |
| |
Tenant ID / AP Key: | |
Organization Group 1D: | |

Test Workspace ONE Connection

Figure 9-21: Workspace ONE Tab

Once the connection to Workspace ONE is configured, you can use either Patch Automation or Create Update Package
wizard (ActiveX) to publish SPS and VPM patches to Workspace ONE.

Note » Workspace ONE permits publishing a single application only once to an Organization Group. Therefore, if you attempt

to publish an application to an Workspace ONE Organization Group that already contains that application, the publication
will fail.

Set up a Distribution Connection in Flexera SVM Patch
Configuration for Workspace ONE

To set up a distribution connection for Workspace ONE, perform the following process.
® Basic or Certificate Authentication Type

® Create Tenant ID / APl Key
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For more details on Test Connections, see Flexera SVM Patch Configuration.

Basic or Certificate Authentication Type
In SVM Patch Configuration for Workspace ONE, you can select Authentication Type as either Basic or Certificate.

If you selected authentication type as a Basic, then enter your Workspace ONE User Name and Password.

[ Flexera SVM Patch Configuration - O X

WSUS Intune Workspace ONE SVM  General Output Window: | Cear Output |

Server: [-h-.i..s.-

Authentication Type: | Basic v

User Name: || # i ® B PFexera.com

Tenant ID / AP| Key: |
Organization Group 1D: |

|
|
|
Password: |.n-uuu |
|
|

Test Workspace ONE Connection

Figure 9-22: Authentication Type

If you selected authentication type as a Certificate, then provide certificate details as mentioned in the below steps:

Task To provide Certificate authentication:
1. LogintoWorkspace ONE using the valid credentials.
2. Oncelogged in, choose Accounts in the left panel.
3. Under Administrators, choose List View.

The Admin users will then be listed in the List View page.
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£ Workspace ONE UEM

Users > Accounts > Administrators
User Groups > i i
List View
FREESTVLE Administrators v
VONITOR
‘Admin Groups Username First Name Last Name Email
8] Roles
oevices -
System Activity >
Administrators Settings > -
U
) - o
ACCOUNTS ;
P .
(]
conTenT o
-
=
evaL P |
& 5 0
TELECOM 4

Figure 9-23: List View Page

4. Click the Username. The Add/Edit Admin panel appears. Choose API tab.

5. Inthe APl tab, generate a certificate export password by entering the valid values in the Certificate Password test

box, and then click the Export Client Certificate button.

Certificate has been exported to the local folder.

Role Name

Console Administrator

Console Administrator

Console Administrato

Console Administrator

Console Administrato

Console Administrator

Console Administrato

Admin Type

Terms of Use

Chapter9 Patching
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Organization Gr

Note « This password will be used later for importing the certificate.

Note « By default Certificates authentication will be selected.
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Add/Edit Admin X

Basic Details Roles APl Notes

Authentication ® USER CREDENTIALS CERTIFICATES K@)

Issued by - -
Valid From 10/19/2020 1:01 PM
Valid To 10/14/2040 1:01 PM
Thumbprint 0OF8601CBF4689C98BA1208BAECFC459AAC8BC3F97

[ CLEAR CLIENT CERTIFICATE l

Certificate Password Show

i EXPORT CLIENT CERTIFICATE ]
SAVE CANCEL

Figure 9-24: Generate Certificate Password

6. Double click the exported certificate, the Certificate Import Wizard dialog box appears.
Select the store location to Local Machine, were you can import the certificate. Click Next.

X

£» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure ne
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
@ Local Machine

To continue, click Next.

[ @Ne | cancel

Figure 9-25: Select Local Machine

7. Inthe File to Import page, optionally, specify the file you want to import. Click Next.
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8. Inthe Private key protection page, enter the certificate password, and then click Next.

€ &= Centificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[]Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties.

L
|

Figure 9-26: Enter Certificate Password

9.

Personal folder were you can install the certificate. Click Next.

10. Click Finish to import the certificate.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Stor

Content PFX

File Name C:\Jsers\h s Spmsnchi\Downloads \CN=122264

| Cancel

Figure 9-27: Click Finish
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In the Certificate Store page, select Place all Certificate in the following store radio button, and then browse to the
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11. Click Ok and agree the confirmation dialog which appears.

12. Inthe Flexera SVM Patch Configuration, click Thumbprint, browse and select the Certificate.

A Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SYM  General Output Window: Clear Output
Server: |m135.awmdm.com |
Authentication Type: ‘Certiﬁcate = |
Thumbprint
[9C8EB3C243132853606F 36 1CAADET6861B73E572 -1
=l

Tenant |D / AP :
ena Key ‘ A Certificates - Local Computer - [m} X

Organization Group D: ‘

Select a client certficate that you want to authenticate into the Workspace OMNE AP server.

Thumbprint Subject
SCBEBSC243132853606F361CAADE 76861873 )

Test Workspace OME Connection

0K | | Cancel

Figure 9-28: Browse and select Certificate

13. Inthe SVM Patch Publisher, click Thumbprint, browse and select the Certificate.

Create Tenant ID / APl Key

To obtain Tenant ID / API Key for the registered account, perform the following steps.

Task To obtain Tenant ID / API Key:

1. Inthe application page, select GROUPS & SETTINGS from the left panel.

The Groups & Settings page appears.
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) S| N M
@ Workspace ONE UEM

Groups > Groups & Settings
o All Settings i
e ¢ Groups & Settings
Configurations
Manage advanced console-wide settings

MONITOR

Groups
Create and manage custom named groups for specific needs

All Settings
Setup, installation, Console settings, and other advanced configuration options

=

ACCOUNTS Configurations
Establish the foundational settings, customizations and integrations to provide employees with the resources they need to drive your

D business forward.
conTent

=

S

TELECOM

el

GROUPS &
SETTINGS

© asout <
Figure 9-29: Groups & Settings page
On the Group & Settings > All Settings > Systems > Advanced > APl > REST API.

Note « Make sure that the Enable API Access field should be ENABLED.

In the REST API page, The Tenant ID / API Key details will be listed in the API Key column.
To get new Tenant ID / API Key, click Add.

Provide a service name, description to describe your API, choose the account type you wish to set, and then click
Save. The Tenant ID / APl Key will then be listed in the APl Key column.

Settings —— X
v System System » Advanced » API
Getting Started
REST API
> Enterprise Integration
> Security General Authentication Usage
Help
> Localization Current Setting O Inherit @ Override
Terms of Use
SIMIME REST API URL e s s, s e

v Advanced )|
Enable APl Access DISABLED D)
v API -
Event Notifications —

REST API
SOAP AP|

ZQroxWhVGERWOU2+2A/hBNyZEUNT/Ss
DKXBMNyCKkg=

Device Root Certificate

AirWatchAPI Admin v

Site URLs

Figure 9-30: Click Add
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Administration

This chapter discusses the following Software Vulnerability Manager administrative features:

® Roles

® User Management

® Active Directory (Requires the Software Vulnerability Manager Plug-in)

® [P Access Management (Requires the Software Vulnerability Manager Plug-in)

® Password Policy Configuration

Roles

Software Vulnerability Manager uses role-based account management. Each Software Vulnerability Manager user is
created and assigned a set of roles and limitations as appropriate. These roles determine which parts of Software
Vulnerability Manager the user has access to and limits what the user can view and scan.

Every user of Software Vulnerability Manager can receive notifications such as reports, email and SMS.
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Roles
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User
Dashboard,
Reporting,
User Receive Notifications
Dashboard,
Patching, Software
. . . Vulnerahility
User Receive Notifications Manazer
Dashboard, e
Resu |t5JI Wulnerability

Manager

Receive Notifications

User
Software
Dashbc.la rd’ Wulnerability
Scanning, LA EIEEET
Receive Notifications — Softwars

Wulnerability

Software Manager

Vulnerability
Manager

Administrator
Dashboard,
Scanning, Results,
Reporting, Patching,
Receive Notifications,
User Management,
Configuration

The roles are as follows:
® Scanning—Allows the user to scan hosts and view the Scanning menu of Software Vulnerability Manager.

®  Filter Scan Results—Allows the user to access and configure Allow list and Block list filtering and Custom Scan
Results.

® Patching—Allows the user to access the Patching module.
® Results—Allows the user to view scan results via, for example, Smart Groups.

® Reporting—Allows the user to access various reporting options and the Database Console and Database Cleanup
menus.

® Database Access—Allows the user to access the Database Console and schedule exports. There are no options to
restrict the user’s network access if this option is selected.

® Read Only—Prohibits the user from making any changes that write data to the Flexera Cloud. Read Only users do not
have Scanning or Patching capabilities.

® Restricted—Users are read only users with limited functionality. A Restricted user is unable to view the default set of
Smart Groups and are restricted to:

® Viewingonly the Custom Smart Groups that have been created for them,
® Viewingthe Reports that have been created for them.
® Changing their password.

Only the Root Administrator can access the Active Directory and Password Policy Configuration. Administrative users have
additional capabilities that allow:
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® Configuring Software Vulnerability Manager
® Creating users and assigning their roles and restrictions
® Assigning License limits

None of the access limitations apply to an administrative user and they can view all Hosts and Results.

User Management

Use this page to administer your Software Vulnerability Manager users.
® Create a New Administrator

® (Create a New User

Create a New Administrator

Click Create New Administrator and fill in the form, providing all the necessary details about the administrative user and
include the limits to assign to the user.

An email will be sent to the user containing a welcome message and their Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the account.

Create a New User

Click Create New User and fill in the form, providing all the necessary details about the user. Select the Roles & Sub-Roles
check boxes to assign the roles to the user.
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Create New User X

+| Account Details A

Name: | Please enter a name for this account

Username: | Please enter a usemame for this account
Email: | Please enter an account email address

[T] Use LDAP for authentication
Host License Limit: Mo Limit (59591 Host Licenses Available)

| Recipient Detzils

Enter an email address to be used for emails, notifications and alerts the Flexera Software Vulnerablity Manager can be
configured to send.

Email: | Please enter a recipient email address | Use Above Email |

+ | User Roles & Permissions

Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limited to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read { Write () Read Only () Restricted

[] scanning [ reporting

[[] patching
[ Results
+ | Restrict User's Network Access

You can limit this user's access and view of the network by restricting their scope using the following filters:

+ | Restrict To This Account
+ | Restrict To Individual Hosts

~ | Restrict On IP Range

| Close |

[

Important « To create a user using LDAP authentication, the Software Vulnerability Manager Username must be the same as
the LDAP Username.

A confirmation email with activation instructions will be sent to the email address provided.

Select the check boxes under Restrict User’s Network Access to specify which network endpoints you would like to allow
the user to have access to. You can use existing configured Hostname or IP Based Restrictions. Please note that Hostnames
must be entered with the langroup(domain) in the format hostname.langroup. Using only the Hostname will not work as
you could have the same Hostname in different domains which will allow users to see hosts they might not be permitted to
see.

Note « Restrict User’s Network Access options are not available when a Database Access Role is granted.

Create a New User for Single Sign-On (SSO)

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select Use SSO for authentication and then select the User Roles & Permissions to assign the roles to the user.
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i Create New User X
« | Account Details

| Name:  test123
Username: test123@example.com
Email: | test123@example.com

Use 550 for authentication
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: [% No Limit (402 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) a mobile number to be usad for emails, notifications and alerts the Flexera Software
Vulnerability Manager can be configured to send.

Email: | test123@example.com Use Above Email

Mobile Number: { |91 v | ) 1224567890

4 User Roles & Permissions
Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limitad to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write  (_) Read Only () Restricted

Scanning Reporting
Filter Scan [_] Database Access
Results

Patching

Results

& Restrict User's Network Access
You can limit this user’s access and view of the network by restricting their scope using the following filters:

~ Restrict On AD -

| Save ||  Close

Active Directory (Requires the Software
Vulnerability Manager Plug-in)

As a Root Administrator, you can select Enable Active Directory integration to allow your group policies to be
automatically updated in Software Vulnerability Manager when changes are made to the Active Directory.

[

Important - Switching to Active Directory will hide your current Sites structure and the Results > Sites menu. For these to be
displayed you must disable the Active Directory integration, logout, and then login to Software Vulnerability Manager. It is
NOT recommended to toggle Active Directory on and off unnecessarily.

Requirements to integrate Software Vulnerability Manager with the Active Directory Domain:

® Active Directory Domain environment
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® Domain User privileges
® Port 3268 (msft-gc protocol) open between Domain Controller and Software Vulnerability Manager Host

Enabling Active Directory imports all discovered computer objects in the Active Directory Schema. Disabling Active
Directory does not delete the computer objects in Software Vulnerability Manager. Deleting sensitive computer
information in Software Vulnerability Manager must be done manually by the user.

Use the options below to control which Active Directory paths will be scanned. The Active Directory scanner will attempt to
fetch the widest structure possible starting from the provided root location. The scanner only analyses Domain Controllers
and Organizational Units.

® Allaccessible branches—By looking at the Active Directory Partitions, the scanner determines the accessible Domain
Controllers that can be scanned.

® Specific Domain Controller—You can specify a certain Domain Controller to be scanned. It must be accessible from
the host running Software Vulnerability Manager. Select Set nETBIOSName manually to enter the nETBIOSName of
the Domain Controller.

The view options help you control how the elements of the Active Directory are displayed. You can select the Show
Distinguished Names for sites instead of single Organizational Units check box to display multiple Organizational Units
with the same name. Note that this does not affect the Site name for server-side exports or generated reports.

You can use the schedule options to set Active Directory scans at regular intervals or perform a manual scan.

IP Access Management (Requires the Software
Vulnerability Manager Plug-in)

228

As a Root Administrator, you can use this page to configure the IP addresses the Software Vulnerability Manager console
can be accessed from.

[

Important « The first IP Access Rule you set up must always be a Allow list rule and must include the external (public) IP
address of the console you are creating the rule from. If, for example, you check ipconfig you will find the internal IP address,
which will not work. You can find your external IP address by using an Internet search engine and typing “find my ip address’.
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Task To create a new rule:

1. Click New IP Rule. Enter a name for the rule, the IP address or IP range, select to add the rule to a allow list or block
list, and the users to apply the rule to. The rule can contain a Single IP or an IP range, but you need to start with a allow
list rule. If you allow list one IP address (the one you are using), then all other IP addresses are block-listed by default.

New IP Access Rule x|

Name: U

Type: (@) Single IP () IP range

3 J

Added to: (@) Allow list Block list (2)

Users: (@) All () Custom Configure

Save | Cancel |

2. Onceyou have created a allow list rule with an IP range, you can then block list a Single IP or an IP range within the
allow list IP range.

3. Youcanalso create an IP Access Rule for your personal IP address. For quick reference, your IP address will appear in
the top row of the IP Access Management window so that it can be entered in the IP field.

New IP Rule | CheckIP | YourlP:

IP Access Rule

New IP Access Rule —~
Mame: IP_Whitelisting

Type: (@) SingleIP () IP range

IP:

Added to: (§) Whitelist  Blackist (2)
Users: (@) All () Custom Configure

Save | ‘ Cancel

4. AllIPs that have been added to a allow list are able to use Software Vulnerability Manager and IPs added to a block list
are not able to connect.

5. Totestif an IP has access to Software Vulnerability Manager based on the current rules, click Check IP.

Password Policy Configuration

Use this page to configure the password policy for users. This policy should be set on a “global” level, that is, the password
policy cannot be configured differently for different users. The Administrator defines the policy based on the options
displayed in the Policy Rules dialog.
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Password Policy Configuration

Policy Rules

Configure the Software Vulnerability Manager password policy for your users.

Password must be at least | 8 characters long.
Users must be prevented from reusing the password for at least |5 changes.

Fassword must contain at least | 1 digits.
Password must contzin at least one lower case, one upper case and at least one spedial character.

Password must be changed at least every | 180 | days.

| Save |
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Configuration

This chapter describes the following features that can be configured in Software Vulnerability Manager:

Settings

Log Messages
Activity Log
Suggest Software

Security

Settings

Use this page to configure various settings within Software Vulnerability Manager.

Scan Threads

Live Updates

Collect Network Information

Zombie File Settings

Check for Missing Microsoft Security Update Settings
Flexera Software Package System (SPS) Timestamp
Mask paths that show user names

Configure Agent’s Status Polling

Java Assessment Settings

Default Recipient Settings

Windows Update Settings

Single Sign-On (SSO) Settings
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® Configure Single Sign-On (SSO)

®  Configure Single Sign-On (SSO) with Azure

Scan Threads

Define the number of simultaneous scans to be executed. You can set the Scan threads value from 1 to 99 (the default is 5).

Please note that the number of simultaneous scan threads will not affect the scans being performed by the CSIA (Agent),
since these scans are made locally by the agents.

Scan Settings

This setting defines the number of simultaneous scans to be executed. The recommended value is between 5 and 10,
depending on the power of the computer and the network capacity available. The value can be set from 1 to 99. (7]

Scan threads: | 5 w

Live Updates

Select the Activate Live Update check box to update your scan results as new Vulnerability Intelligence pertaining to your
existing scan results emerges. By doing this you agree that you understand and accept that this is not a replacement for
regular scheduled scanning, and could lead to your shown scan results not being the most accurate representation of the
current state of your network. Live Update changes will only modify scan data received after enabling this feature. Older
scan results will not be affected by this feature. Please note that Live Update does not update Red Hat Agent scan results.

Live Update
1 want my scan results to be updated in real time as new Vulnerability Intelligence pertaining to my existing scan results

emerges. I understand and accept that this is not a replacement for regular scheduled scanning, and could lead to my shown
scan results not being the most accurate representation of the current state of my network. (7]

[] Activate Live Update

Collect Network Information

Select the Allow Collection of Network Information check box to allow collection and storage of network hardware
information, such as assigned IP and Mac addresses, when scanning devices to be able to restrict users based on IP
addresses or IP Networks.

Note « The collected information is not visible to users except from the Database Console. This option is only available to the
Root Administrator.

Collect Network Information

I want to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when I scan
devices. (7]

[] allow Collection of Network Information
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Zombie File Settings

Zombie files are files that were left behind after removing or applying a product/patch. Software Vulnerability Manager will
pick up these files since these are listed in Software Vulnerability Manager file signature as being related to an Insecure or
End-Of-Life product. Select the Hide Zombie Files check box to ensure that zombie files will not be included in any of the
scan results. With the Hide Zombie Files setting enabled, only the highest version of the discovered product will be
displayed in the scan results. To activate the Hide Zombie Files setting, a new scan is needed to change the scan results.

Zombie File Settings

This setting determines the behaviour of the scan engine for handling zombie files. If you choose to hide the zombie files,
they will not be induded in any of the scan results. (7]

Hide Zombie Files

The Hide Zombie Files setting is a global setting for a partition that applies to all users of that partition. This option is
visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Software Vulnerability
Manager Partition Management for more information.

Check for Missing Microsoft Security Update Settings

The Check for Missing Microsoft Security Update Settings determines whether or not agents perform the Windows
Update check to collect and report missing Microsoft Security Updates:

® Enable check for missing Microsoft Security Updates - All agents will check for missing Microsoft updates, using the
Windows Update Settings.

® Disable check for missing Microsoft Security Updates - No agents will check for missing Microsoft updates.

® Use individual configuration - Agents will use their site settings or their individual settings for determining whether to
check for missing Microsoft updates. If their individual or site setting says that the agent should check for missing
Microsoft updates, then that agent will do the check, using the Windows Update Settings.

Check for Missing Microsoft Security Update Settings

‘When enabled, agent scans will collect and report missing Microsoft Security Updates. (7}
() Enable check for missing Microsoft Security Updates
() Disable check for missing Microsoft Security Updates

(@) Use individual configuration

This option is visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Software
Vulnerability Manager Partition Management for more information.

Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when Creating a Patch
with the Flexera Package System (SPS).
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Flexera SPS Timestamp

This setting determines your preferred Timestamp provider. If you don't need any timestamp provider then select No
timestamp required. (7)

DigiCert sha256 v
_ No timestamp requirad
Mask paths that sh CigiCert sha256

Under the Flexera SPS Timestamp drop-down menu, you can select the default “No timestamp required” option or the
appropriate timestamp provider.

URL Allowlist for new Timestamp server

New DigiCert timestamping service IP address:

If necessary, allow this service so that you can access it on your network. It recommended to allow by domain name
(timestamp.digicert.com), but if you are required to allow by IP, the new IP address will be: 216.168.244.9

Mask paths that show user names

To comply with the European Union’s General Data Protection Regulation (GDPR), folder names that contain user
information (Example: C: \Documents and Settings\Username) can be concealed using environment variables instead of
hard-coded paths (Example: ¥HOMEPATH%).

Select Enable Masking to turn on the GDPR functionality of concealing user name information.

Note « This setting is only available beginning with the Software Vulnerability Manager May 2018 release.

Mask paths that show user names

This setting (not applicable for SCCM imports) is used to ensure windows environment variable names are used instead of
user name for the paths that contain profile names.(7)

Enable Masking

Configure Agent’s Status Polling

234

To address a server’s high CPU usage during high volume of scan data:

® Agent polling has been switched off by default as agent polling is intended for debugging purposes only and is not
needed for core functionality. You have the ability to turn agent polling ON or OFF.

Configure Agent's status polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the
server traffic by stopping agent from polling.(?)

[] stop agent polling

® Agentcodeincludes a logic to determine if the scan data being uploaded to the server is the same as the prior scan. If
itis, then the agent does not upload the data to the server, thereby decreasing traffic on the server. On the server side,
this logic is turned off by default and is only recommended to be turned on for situations where clients are doing daily
scans, Live Update is enabled, and the host machines are relatively stable in terms of software installed on them.
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Server logic can be further tuned with the parameter SKIP_ON_SAME_SCAN_HASH in config.ini, which controls the
number of scans after which the agent is required to send a full scan data to the server. By default, the value of this
parameter is zero. Setting it to a number greater than zero will enable this feature.

Java Assessment Settings

The Java Assessment Settings allows to you specify if you want to detect Java instances in the standard installation
directories alone or in all the directories.

Java Assessment Settings

I want to detect all instances of Java, including those included with other applications which cannot be remediated by a Java
patch. By default, only standard installation directories are considered as only they can be directly patched. To patch
vulnerable versions of Java embedded in other applications, such applications need to be patched versus trying to update
Java directly. If enabling detection anywhere Java is found, look to the detected paths to determine which can or cannet be
patched directly.(?)

(® Detect Java only in standard installation directories where it can be patched
() Detect Java in any directories where it is found, including those that cannot be directly patched

Default Recipient Settings

Specify the default email and SMS recipient lists used throughout the Software Vulnerability Manager User Interface in
various ways, including generating reports and configuring Smart Group notifications.

Default Recipient Settings

These settings define the default email/SM3 recipient lists used throughout the Software Vulnerablity Manager User Interface
in various ways, incuding generating reports and configuring Smart Group notifications. Select email addresses/SMS numbers
and click "Save" to update your default setting.

MNote: When configuring a repazrt or a notification, if desired, a user can provide a select recipient list to use other than the
default ones defined here.

Search... | Search |
Available Email Redpients Selected Email Recipients
Name Emiil Name Emiil
[[] useri
Page 1 of1 | @ Displaying Available Recipients 1 -1 of 1

| Save |

Windows Update Settings

The Windows Update Settings control the behavior of the Windows Update Agent (WUA) used by Software Vulnerability
Manager and the Software Vulnerability Manager Agent (csia.exe) to retrieve update information on Windows and other
Microsoft products. Each update setting is further explained below.
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Windows Update Settings

Co the behaviour of the Wi Update Agent (WUA). (7]

(") Use a managed Windows Update server
(®) Use the official Windows Update server
(") Use the official Microsoft Update server
(") Use offline method: path to .CAB file

Enable WMI Check

| Clear | | Save Windows Updates Settings |

Use a managed Windows Update server

The csia.exe agent will request a check for updates through an enterprise managed WSUS instance. On machines not
configured through WSUS, this check for updates will result in the error: 0x80244011 "WUServer policy value is missing in
the registry".

Use the official Windows Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will only return
updates related to Windows.

Use the office Microsoft Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will return a
superset of the "Windows Update server" results that include Windows updates and updates for Microsoft products such as
Office (non App-V, non App-X installs only) and MSVC redistributables.

Use offline method: path to .CAB file

You should implement the . cab file scanning of windows update for clients that are not connected to the Internet and
cannot access WSUS or MU/WU. In such situations Microsoft provides a . cab file that can be used to scan the system. There
are limitations to this feature:

® You are responsible for placing the file in a location accessible by Windows Update Services. The file must be on the
local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical updates,
update rollups) and some service packs. It does not include optional updates (such as updates, feature packs, and
tools) and some service packs. If a machine uses this source for scanning, then it is likely that fewer patches will be
detected.

® Software Vulnerability Manager should be run as administrator.
For the Windows Update Proxy Settings, select “Do not use a proxy server for the Windows Update Agent”.

Windows Update Proxy Settings

‘Configure whether the Windows Update Agent uses a proxy server.
(®) Do not use a proxy server for the Windows Update Agent

() Use the same proxy server for the Windows Update Agent as the Softy Wul blity M
Agent uses

() Use the Software Vulnerablity Manager Server as the proxy server for the Windows Update Agent
() Use a custom proxy server for the Windows Update Agent

| Save Windows Update Agent Proxy Settings |
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Enable WMI Check

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Single Sign-On (SSO) Settings

On the Configuration > Settings tab, you can specify SSO Settings.

IdP Configuration Instructions

Under SSO Settings on the Configuration > Settings tab, you can specify the following IdP Configuration Instructions
settings.

Table 11-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL
into the settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named
accountKey.
Generate and Show Key Click to generate and display the Account Key.

Note « This key is not stored on the Software Vulnerability Manager server. Make

sure that you keep it in a safe place. If you lose it, you may regenerate the key, but
doing so will invalidate the old key.

Service Provider Metadata URL Lists the Service Provider Metadata URL.

Service Provider Configuration

Under SSO Settings on the Configuration > Settings tab, you can specify the following Service Provider Configuration
settings.

Table 11-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

SSO Enabled Select this option to enable Single Sign-On.
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Table 11-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

(o

Important « Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.
Upload IdP Metadata XML file Select this option if you want to upload the IdP metadata XML file.
Provide IdP Metadata URL Select this option if you want to enter the identity provider metadata URL into the

IdP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.

Note « For more information on Single Sign-On, see Configure Single Sign-On (SS0).

Configure Single Sign-On (SSO)

The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

Perform the following steps to configure Single Sign-On (SSO).

Task To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Manager:
1. Signinto Okta.
2. Create an admin account.

3. Click Create New App to create a new Okta SSO app.
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4 Add Application
Q Search for an application ABCDEFGHIJKLMNOPORSTUVWXYZ
Can't find an app? QTEL T&\-GCOC , Add
Create New App
Apps you created (1) —
&frankly Vo Acd
INTEGRATION PROP|
4. Choose Web for the Platform and SAML 2.0 for the Sign on method. Then click Create.
Create a New Application Integration x
Platform Web v
Sign on method _) Secure Web Authentication (SWA)
(®) SAML 20
es the SAML prot t e he app. Thi ene
() OpenID Connect
Create ‘“ Cancel
5. Enteran App name (Example: SVM) and App logo. Then click Next.
Note « Username needs to be in email format.
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Applications

My Apps @

&5 Create SAML Integration

o General Settings

o General Settings

App name

App logo a) @

Upl

App visibility D

Logo P

PNG
oed Logo

o not display application icon 1o users

n not disn

annlication ienn inths Ol Mohils

o

Browse.

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Okta

SAML Settings > fields:

®  Single Sign On URL (Same with Recipient URL and Destination URL) to Single sign on URL and Audience URL (SP

Entity ID)
® Select EmailAddress for Name ID

® Account Key to accountKey Value

format

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the field’s

drop-down list:
e firstName
® |astName

® email

® username
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Single sign on URL €

Audience URI (SP Entity ID) @

Default RelayState €

Name ID format )

Application username €

Update application username on

ATTRIBUTE STATEMENTS (OPT
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@ Use this for Reciplent URL and Destination URL

[] Allow this app to request other SSO URLs

f no value Is set, a

blank RelayState Is

EmallAddress

Okta username

Create and update

A A

Show Advanced Settings

ONAL LEARN MORE
Name Name format (optional) Value
accountkey Basic - Nxwit7dEEQLP -
firstName Basic v userfirstName v =
lastName Basic v userlastName v X
emall Basic v useremaill v g
username Basic - userlogin v X
Add Another
— IDP Configurati i
Single Sign On URL (Same with URL and il URL) (7}

ount Key
Set the below value in

s e R

TIdentity Provider (IdP) as a SAML attribute named "accoun

| Generate Key |

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may
regenerate the key but doing so will invalidate the old key.

Service Provider Metadata URL| *

7.
Feedback screen.
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General Settings Configure SAML

9 Help Okta Support understand how you configured this application

Are you a customer or partner? I'm an Okta customer adding an Internal app

I'm a software vendor. I'd like to Integrate my app with Okta

n The optional guestions below assist Okta Support In understanding your app Integration.

App type 0 This Is an Internal app that we have created

8. Atthe Okta Sign On Settings screen, click the Identity Provider metadata link.

Sign On port Assign

Settings Edit

SIGN ON METHODS

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions

View Setup Instructions

dentity Provider metﬁda:a Is avallable If this application supports dynamic configuration

9. Copy the Identity Provider metadata URL from Okta, login into the partition admin, browse Configuration >Settings
> Service Provider Configuration, and then check SSO Enabled. Select Identity Provider metadata UR and paste the
copied IdP metadata URL into the text box. Select Automatically create new user check box and selected the
template user from the combo box.
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Note « Single Sign-On settings can be updated only by the partition admin.

Note « For Binaries like Daemon, sc2012 plugin, Client toolkit will be logged in only by the standard login credentials. If
disable standard login is selected, then the binaries will be logged in only by the partition administrator.

Note « For a secure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.

-C | ﬁ- Secue. hitps-'.-'.-'i ] ] - a |

This XML file does not appear to have any style information 1ated with it. The d. tree is shown below,

ﬁ.JQE

v<md: IDPSS0ODescriptor WantAuthnRequestsSigned="false™ protocolSupportEnumeratio:
vomd:KeyDescriptor use="signing">
weds:KeyInfo xmlns:ds="http:/ um.w3.org/2000/09 xmldsigs"™>
¥ <ds: X5090ata>
v <ds:N509Certificates
MITDn CCAcaglw] BAGTGANGTY ITZHABGC SqGS Th 3 DQEBCWUAMTGPMswCQYDVGQGEW IVUZETHBES
AIUECAWKQ2F 5 alZvemSpYTEWHBQGAIUEBwnMU2FuTEZyYWS jaXN jbz ENMAS GAIVECgWET 288V TEY
MBIGALVECWHLUINPUH Jvde1kIXIXEDAOBENVEAMMB2I s ZXh lcmExHDAABEkghk 1GSwEBC QEWDIWIY
Im2Ab2taYS5 Jb2ewHheNMT gu] ESHTYEMZ T IWhe MM @i EAMTYBNDT 1WCB] 2 ELMAKGAIUEBhMC
VVHXE ZARBENVEAGHCkNhbG 1mb 3JusWEKF JAUBENVBACHDVIhD iBGcmFuY 212 Y 28xDTALBENVEADH
BESrdGExFDASBENVEASHCINTT1Byb3ZpZGEVyHRANDE YDVOQDDAdmbGYAZXIhHRvmGE Y IKoZ Thveh
AQKBFElpbmIvQGIrdGEY2StHIIBI JANDgkghkiGIwOBAQEFAADCAQBANTI IBLEKCAQEARDK /BHMHm
38xn3hKeqEeQIedotvac ZLWP/ aCTHY S 2vicQP3Us eoATWRESBEQsy 1y ThadglMb jnfxgt6 FkN1S
BYSIWccyrxfGREAZZHES gdx0T fud+IxYSi5FMdsCLQzhIpPliTkle/3CSET2CExY/ hE22/ abBkou
<kQTb+10WRP TvkiUnaPzqICqhOgxaYNOWTSHEwbucaX mkVar ¢ 2a6sVins TVTxTK+8n1pI1 167X
52JalBPIX3IQSROVKLIZEXSCEDFVT zuzy4WdL JayF T psHbd thoagqyx IshuyYOpPAkSvWGS0a 1Fmky
UGY §SBQNAT4r kyDaQbUgVBEL SqGS QEBCHUAAATBAQ pvthio
WHhtUe zanqgro,amsle]9'<1ﬁq;vc><rcm: 1dGg+SHIXNTbq iHGy 03X/ PkOIS Zady4gd4Thi0/D
¥/ L7zZhNEIbIhLAGWt T6GIIxhzgVXOrongHECV YV | xBANVXIES /mwQFCY 4+ TLP/ FéwvsTgshLoYS1
0w/ E/ ckNF 2dnBS LTI yUKenBUGWUB nakadxgvaaHagShmx, eq jQrODQL/ FkUS IO LEAx2 SxaCbIU

</ds :X50%Certificates
</ds:X5000atas
«fde:KeyInfoz
</md:KeyDescriptors>
¥ <md :NameIDForsat>
urn:oasis:names:te:SAML:1.1: nameid-format :unspecified
</md:NameIDFormat >
¥ <md ;Name IDFor=at>
urnzoasis:names:tc:SAML:1.1:nameid-format:emailaddress
</md: NameIDF ormat >
<md:SingleSignOnService Binding="urn:oasis:names:tciSANL:2.@:bindings :HTTP-POST"
Location="https://flexera.okta.com/app,/flexera_svmstaging_1/exkf22qw73eTezvhC355/ 550/ saml™ />
«<md:SinglesignOnService Binding="urn:oasis:names:tc:SAML:2.@:bindings:HTTP-Redirect™
Location="https://flexera.okta.com/app/flexera_svmstaging_1/exk622qu73eTezvh{355/ 550/ saml™ />
</md: IOP5500escriptors
</md:EntityDescriptors

¥ <md:EntityDescriptor KMI.':'::Md-"urn:oasis:MMes:tc:SA"L 2.09:metadata” entitylD=" h“p L .okt o, com/exkE22qu73eTezvh(I5567>
"urn:oasis:names:tc:SAML:I2.@:protocol™s

B40FTucZhBRxNDOG0ES fg26 § I+4EbEakr 3 PseBe i tlunTc SaoteZtmbiqunT In80Wjoallcd]Eu syE41EclbuRlecha/jolwbGr

| Service Provider Configuration

550 Enabled (7)

[ Disable standard login (Ensure 550 is working first, to prevent lockout.)
(@) Provide IDP Metadata URL

() Upload IDP Metadata XML file

[ Automatically create new user

| save Service Configuration |

10. If you want to disable standard login options for all of your users (except root), select the Disable standard login

option.

[

Important - Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.
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11. Click Save Service Configuration on the Configuration > Settings page.

12. Add Software Vulnerability Manager users to the Okta SSO account.

=2z Applications PR

=35 Add Application =5 Assign Applications More w

| I

STATUS
E SVM-2020 [« 34

ACTIVE

INACTIVE

13. Assign Software Vulnerability Manager users to the Okta SSO app.

SVM-2020 O~

A Assignto Users
A Assign to Groups

() Deactvate

14. Users can login to Okta by entering the valid credentials and then click on SVM app to access the application.

l oktq Q Launch App A Home A - L - + Add Apps Admin

Work +

7 A

15. Users are then logged into the Software Vulnerability Manager Login page.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2

hours of inactivity.
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Configure Single Sign-On (SSO) with Azure

To configure SSO in Azure, perform the following steps:

® (Create an Enterprise Application
®  Assign Users to the Enterprise Application

® Setup Single Sign-On (SSO) in Azure

Create an Enterprise Application

Chapter 11 Configuration
Settings

Perform the following steps to add Software Vulnerability Manager as an Enterprise Application Azure Active Directory.

Software Vulnerability Manager (On-Premises Edition) User Guide

To create an Enterprise Application:

1. Loginto Microsoft Azure using the obtained credentials.

https://azure.microsoft.com/en-in/faccount/

From the list of available Azure services, choose Azure Active Directory.

= Microsoft Azure P Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the follawing options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services

+ 4 e
Create a Azure Active Virtual
resource Directory machines

)
> ji ’ .

Manage Azure Active Directory

Wi,

Manage access, set smart policies, and enhance security
with Azure Active Directory.

Q,

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

o = = P

— D son %
& = & T e
App Services Storage SQL databases  Azure Database  Azure Cosmos ~ Kubernetes  More services

accounts

3. Click on Enterprise applications in the left pane.

SVMOPE-December2021-UG00
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@ Overview
'f Getting started
Preview features

K Diagnose and solve problems

Manage

& Users

& Groups

BE External Identities

4i» Roles and administrators

Administrative units

& Enterprise applications

CH Devices

i App registrations
[ Identity Governance
El  Application proxy
.'. Licenses

Azure AD Connect

Click + New application.

Overview
O overview

K Diagnose and solve problems

Click + Create your own application.

Browse Azure AD Gallery

Flexera, Inc. - Azure Active Directory

Application type

Enterprise applications | All applications

+ New application == Columns

0 Try out the new Enterprise Apps search preview! Click to enable the preview. —>

Applications status

Preview features & Got feedback?

Application visibility

‘ Enterprise Applications

V‘ ‘Any

V‘ ‘Any 4

| + Create your own application | O] Request new gallery app

& Got feedback?

ﬂ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

|/O lSearch application

Single Sign-on : All

Enter a name for the application.

SVMOPE-December2021-UG00
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Create your own application X

What's the name of your app?

| Test_App|

What are you looking to do with your application?

o Configure Application Proxy for secure remote access te an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
‘We recommend using gallery applications when possible.

O Utest

- SAP SuccessFactors

ZXF SAP Cloud Platform

\ & SAP Fieldglass

54 Frmpirns

Z5F  SAP Fiori

7. Click Create. The new enterprise application will be created.

Enterprise applications | All applications - X

Flexera Development Account - Azure Active Directory

€ 4 Newapplicaton = == Columns Preview features | Q) Got feedback?
Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview. —>
© Overview
K Diagnose and solve problems Application type Applications status Application visibility
[ Enterprise Applications | [ any v [any v Apply
Manage
Al applications B X
B! Application proxy Name Homepage URL Object ID Application 1D
& User settings n Software Vulnerability Manager C67652b7-ec8b-469f-94ee-c3110c1f80db  25a40eca-dSef-40c2-a8c5-afbed2eSe2al

B Collections

Assign Users to the Enterprise Application

To assign users or groups to the enterprise application, perform the following steps.
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Task To assign User:

1. Onthe application account details page, select Users and groups from the left panel.

== Software Vulnerability Manager | Overview

=
B ¢ e Appicaton

«
I8 Overview ~  Properties
Deployment Plan Name ©

Software Vulnerability Man...
Manage
Application ID ©

1l Properties
25a40eca-dSef-40c2-a8¢5-... [

&2 Owners
ObjectiD @

& Roles and administrators (Pre... <67652b7-0c8b-469-94e0.. [
& Users and groups .
Getting Started

D Single sign-on

@ Provisioning

B Application proxy & 1. Assign users and groups 5)  2.Setupsingle sign on (@ 3. Provision User Accounts

© self-senvice Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application
Assign users and groups Get started Get started

Security

& Conditional Access

2. Click +Add user/group.

« + Add user/group f Edit \J Remove 4:'3' Update Credentials == Columns P Got feedback?

a

B overview

0 The application will appear for assigned users within My Apps. Set "visible to users?' to no in properties to prevent this. —
Deployment Plan

Manage | first 100 shown, to search all users & groups, enter a display name.

il Properties Display Name Object Type
&8 Owners
&b Roles and administrators (Pre...

&8 Users and groups

23 Ssingle sign-on

3. Under Add Assignment > Users and groups click None Selected link. Search and select desired users and groups,
and then click Select.

Home > Prashant_onprem > Users and groups X

Add Assignment

Azure Active Directory

\ P Search

Users and groups
None Selected

Select a role

Selected items

No items selected

4. After selecting, click Assign.

The Users and groups then assigned to the Enterprise Application.
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Set up Single Sign-On (SSO) in Azure

For setting up single sign-on in Azure, perform the following steps.

Chapter 11 Configuration
Settings

Task To set up single sign-on:

1.

Software Vulnerability Manager (On-Premises Edition) User Guide

On the application account details page, select Single sign-on from the left panel. You can also select from the

Overview page by clicking Get started link.

oftware Vulnerability Manager | Overview

Enterprise Application

H

Ly
«

H overview Properties

@ Deployment Plan Name @

Software Vulnerability Man... [y
Manage

Application ID ©

25a40eca-d5ef-40c2-a8¢5-.. [

ObjectiD ©

€67652b7-ec8b-469f-9dee... [

Getting Started

1 Properties

& Owners

&, Roles and administrators (Pre.
& Users and groups

@ Provisioning

B Application proxy & 1. Assign users and groups

Provide specific users and groups access
to the applications

© Sself-service
Security Assign users and groups
® Conditional Access

2 Permissions

Q' Token encryption 4. Conditional Access

if®

Secure access to this application with a
customizable access policy.

Click SAML.

_3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

5. Self service

Enable users to request access to the
application using their Azure AD
credentials

&)

3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

The Set up Single Sign-On with SAML page appears. Under SAML Signing Certificate field copy Metadata Url, login
to Software Vulnerability Manager, browse Configuration > Settings > Service Provider Configuration, and then
check SSO Enabled. Paste the copied URL into the text box.
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Basic SAML Configuration & edit
Identifier {Entity ID) https://esi7.secunia.com/sso/metadata/263198ec-de32-4¢
79-9440-610987b323c1
Reply URL (Assertion Consumer Service URL)  https://csi7.secunia.com/sso/saml/263198ec-dc32-4c79-9
440-510987b823c1
Sign on URL Optional
Relay state Optional
Logout Url Optional
e User Attributes & Clai
ser noutes aims / Edit
firstName user.givenname
lastName user.surname
accountkey “tSPYT1W2vRkm"
email user.userprincipalname
username user.userprincipalname
Unigue User Identifier user.userprincipalname
e SAML S Certificat
igning Certificate 7 st
Status Active
Thumbprint 3061478B1254A2BABD152FB01BE1BOFT73B2COTE
Expiration 5/31/2024, 12:55:44 PM
Notification Email i g S (o
App Federation Metadata Url https:,ffIogin.microsoftonline.comf]’d954282-b832‘..
Certificate (Base6d) Download
Certificate (Raw) Download
Federation Metadata XML Download
« | Service Provider Configuration
5SSO Enabled (?)
("] Disable standard login (Ensure SSO is working first, to prevent lockout.)
@) Provide IdP Metadata URL
() Upload 1dP Metadata XML file
https://login.microsoftonline.com,7d954282-b832.
Automatically create new user
Copy permission from selected user
v
| Save Service Configuration |
4. Generate an account key from the Software Vulnerability Manager Configuration > Settings > IdP Configuration
Instructions and then click Save Service Configuration button. Click Ok and agree the confirmation dialog which
appears.
5. Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Azure
Single sign on > Set up Single Sign-On with SAML > Basic SAML Configuration:
® Single Sign On URL (Same with Recipient URL and Destination URL) to Reply URL (Assertion Consumer Service
URL).
® Single sign on URL and Audience URL (SP Entity ID) to Identifier (Entity ID).
After selecting the details click Save.
250 SVMOPE-December2021-UG00 Software Vulnerability Manager (On-Premises Edition) User Guide



Chapter 11 Configuration
Settings

Basic SAML Configuration X

Save

Identifier (Entity ID)* ©

The default identifier will be the audience of the SAML response for [DP-initiated SSO

Default
@ fi
http://adapplicationregistry.onmicrosoft.com/customappsso/primary D @ [ill
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default
https://csi7.secunia.com/sso/saml/263198ec-dc32-4c79-9440-610987b823¢1 D (O] IE]
| “J@o @
Note « Metadata URL can not be used for the multiple applications.
6. Editthe User Attributes & Claims
®  Click Edit.
User Attributes & Claims 2 Edit
i
firstName user.givenname
lastName user.surname
accountkey “t5PyTTW2vRkm"
email user.userprincipalname
username user.userprincipalname
Unique User Identifier user.userprincipalname

® The User Attributes & Claims page appears.

® Delete all old attributes and claims by clicking the context menu icon.
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User Attributes & Claims

T Add new claim —+ Add 2 group claim

Required claim

Claim name

Unigue User Identifier (Name 1D}

Additional claims
Claim name
accountkey
email
firstName
lastiName

username

Columns

Value

user.userprincipalname [nameid-for.. ***

Value

"t3PyT1W2vRkm"

user.userprincipalname

user.givenname

user.surname

user.userprincipalname

Click + Add New claim to add new attributes and claims.

The Manage claim page appears.

Enter name in the text field.

Select the source attributes from the drop down list.

After selecting, click Save.

[ii] Delete

Follow the above steps and add attributes and claims for the following:

firstName
lastName
email
username

accountKey

Note « While selecting accountKey attributes paste the generated Account key which is copied from the Software
Vulnerability Manager Configuration > Settings > IdP Configuration Instructions.

After configuring, click Test, and then click Sign in as current user link.
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Software Vulnerability Manager | SAML-based Sign-on

Enterprise Application

B Overview
Deployment Plan
Manage

11! Properties

& Owners

&, Roles and administrators (Pre...

& Users and groups
D single sign-on

@ Provisioning

B application proxy
G self-service
Security

® Conditional Access
% Permissions

@ Token encryption

«

7 Upload metadata file 9 Change single sign-on mode %

Expiration 12/21/2025, 2:2
Notification Email p—@secur
App Federation Metadata Url https://login.r
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

o .. up Software Vulnerability Manager

You'll need to configure the application to link with Azure AD,

Chapter 11 Configuration
Log Messages

is application Q Got feedback?

Test single sign-on with Software Vulnerability Manager_azure_ci X

@ Microsoft recommends installing the My Apps Secure Sign-in Extension for automatic error capture and resolution guidance. Make sure you
allow third-party cookies if you have installed it but this message still shows up.

Please make sure you have configured s i ssssee_ci before testing.

[ wnmommee ]

‘ Sign in as someone else ‘(reqmres browser extension)

Login URL ‘

Azure AD Identifier [

Logout URL https://login.r
View step-by-step instructions

Test single sign-on with Software ity Manager

Resolving errors
If you encounter an error in the sign-in page, please paste it below. If you still see the same issue, please wait for couple of minutes and
retry.

What does the error look like? o

Testto

if single sign-on is working. Users will need to be ad

Request Id: 4f8ec053-fb71-47de-a010-2786a32f1900
Correlation Id: 52a879f5-68f1-482a-a405-f993d8f4cb0
Timestamp: 2018-03-06T23:54:10Z

Message: Error AADSTSXXXX

Get resolution guidance

8. After successful action it navigates to the Software Vulnerability Manager application.

Note « You can also access through the Service Provider (SP) login for the created application by using the assigned user.

Log Messages

Use this page to view sequential data regarding the actions being performed by Software Vulnerability Manager. It can also

be used to detect and fix any issues that you might experience with the Software Vulnerability Manager console. The Log
Details page becomes populated when you select the Configuration > Settings > Debug Logging > Enable Logging check

box.

Right-click or double-click a message to copy the row data to the clipboard. Click Clear to remove all log entries. In the
event of a support request you may be requested to provide relevant information from this page.

Activity Log

Use this page to view information about user activity within Software Vulnerability Manager, for example “write” actions,
logins, and so on, with the exception of scans (due to the volume of data generated). You can access a full activity and login
log for compliance monitoring and auditing purposes.

Click the calendar icon next to the From and To fields to set a specific Activity Log date range to view. You can also use the
Search field to filter the Activity Log results to specific actions, for example changes to IP access rules.

Select Show Priorities to filter the results by High, Medium or Low Priority.

Showalllogs | From: 2018-01-18

Activity Name Activity Status User
User Login Successful
User Login Successful

Software Vulnerability Manager (On-Premises Edition) User Guide

[ To 0160418

Time = Activity Information
12:00 16th Apr, 2018

12:00 18th Apr, 2018 Authentication by cached UID

Search | Show Priorities -

Login (Software Vulnerablity Manager)
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Host Pririty
10.2040.216 Medium

10.20.40.216 High

253



Chapter 11 Configuration
Activity Log

Create Notifications for the Activity Log

With this configuration, you can schedule multiple notification digest for the respective events through emails.

Task To create Notifications:

1. Click Create Notification.

[ Software Vulnerability Manager 7 Hep % Logout

254

— Showalllogs | From: 20; 1 To: 2020-05- (3| Search Type: v Search | Show Pririties « | Create Notifcat Export +
Activity Name Activity Status  User Time + Activity Information Host Priority
Scanning User Login Successful bma2 15:55 11th May, 2020 Login (Software Vulnerabilty Manager) 14.143.29.100 Medium
User Login Successful bmd2 15:55 11th May, 2020 Authentication by cached UID 14.143.29.100 High
Results User Login Successful bmd2 15:10 8th May, 2020 Authentication by cached UID 14.143.29.100 Hgh
User Login Successful bmd2 15:10 8th May, 2020 Login (Software Vulnerabilty Manager) 14.143.29.100 Medium
. II‘I Reporting User Login Successful bmd2 14:19 8th May, 2020 Authentication by cached UID 14.143.29.98 High
Password reset from Pass...  Successful bma2 14:18 8th May, 2020 14.143.29.98 High
Report Configuration
St Group Notfications User Login Successful bmd2 14:18 8th May, 2020 Login (Software Vulnerabilty Manager) 141432998 Medium
Actviy Log Notfications Report sent Successful bmd2 05:30 17th Apr, 2020 Report title: Flexera Custom Report CL/undefined Medium
4 Database Access Report sent Successful bmd2 05:30 17th Mar, 2020 Report itle: Flexera Custom Report CL/undefined Medium
Database Console Report Sent Successful bmd2 05:30 17th Feb, 2020 Report title: Flexera Custom Report CLI/Undefined Medium
Database Cleanup
Scheduled Exports
. n patching
Flexera Package System (SPS)
Patch Template
Vendor Patch Module
‘Subscription Status
& Adminstaton
B contauraton
4 e
Settings
Log Messages
Activity Log
4 Security
Change Password
Passiord Recovery Settings I 4 | Page[ lor1] b by, Displaying Actviy Log Entries 1- 10 07 10

Configure New Log Notifications dialog box opens.
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Configure New Log Noetification »
Notification Details
Mame & Applicability
You must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: | Patch Deploy Notification

Event Selection

Select events:
Name Name
[[] wsUs Certificate Installation b WSUS Package Edit

[C] wsUs Connection

D WSUS Downstream Server Configuration
WSUS Package Approval

WSUS Package Creation

WSUS Package Declined

[¥] wsUs Package Delets

WSUS Package Approval
WSUS Package Creation
WSUS Package Declined
W’SUS_ Paclfjage Delete

EEEEE

Alert Conditions

How often should this notification rule run? Scheduled is based on when the rule is saved/modified:
Dally o 09:00 B
|| NOTIFY me when the conditions are NOT met. Le., leave unchecked for a 'no news is good news' policy.
Recipients Selection

Select email recipients:

Search Search | Use default recipients defined in Seftings page: | |
Name Email Name Email
Admin T User e —
User e
[C] single Host |
i4 4 | Page 1lof2| b M| 1%‘ Displaying Available Recipients 1-40f 8

Save | Close

3. Describe notification name, select the required events, and then select notification schedules.

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Suggest Software

Use this page to send details about software that you would like to be added to our File Signature database.

Itis important to enter as much information as possible to facilitate the processing and acceptance of your request.
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Suggest Software
Your Contact Details

Your recipient profile information will be automatically submitted with this suggestion.

Username: bmd12
Email: smallikarjunappa@flexerasoftware.com

Product Details

Product Path: Main .exe or .dll (You must use "browse” for this.) | Browse... |
Product Name: Please specify the name of the product

Product URL: Please specify the url of the product

Description: Please provide a description of the product

| Clear | | Suggest Software |

Security

Software Vulnerability Manager provides the following security features for user passwords:
® Change Password

® Password Recovery Settings

Change Password

Use this page to change the Software Vulnerability Manager account password for the user that is currently logged in. The
new password must contain a minimum of eight characters, or comply with the criteria defined in the Password Policy
Configuration rules.

Change Password
Change Stored Password Data

Password must conform to the following policy:
- Be at least & characters lang.

- Contain at least 1 digit(s).

- Contain both upper and lower case alphabetic
characters.

Existing Password:
Enter New Password:

Confirm New Password:

| clear || change Password |

Password Recovery Settings

Use this page to verify your email address and mobile number that will be used for password recovery. If your password is
lost you can reset it at login using your verified email address and mobile number.

In the Contact Details fields you must provide your email address and a mobile phone number and click Send Verification
Codes. The verification code will be received in two separate messages - one SMS on your mobile phone and the second via
an email message. When entering your mobile phone number, you should select your country code from the drop-down
list.
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Contact Registration

Contacts are verified!
Email address: mganapaiah@flexera.com

Contact Details

Please enter your email address and dick "Send Verification Codes". You will get a verification code sent to your email address.

Email Address:

Contact Verification

Please enter the verification codes sent to your email address as well as your current password, and dick "Verify" to complete the
verification process.

Enter code sent via Email:

Enter current password:
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Appendix A - Software Vulnerability
Manager Partition Management

This appendix explains how to create and administer your Software Vulnerability Manager Partitions:
® Introduction

® Partition Management

Introduction

Use Administration > Partition Management to create and administer:
® Additional Software Vulnerability Manager Partitions by assigning a specific number of host and user licenses
®  User roles with specific modules and read/write permissions with host licenses

Your overall corporate group of machines is your network. Software Vulnerability Manager gives you the ability to logically
partition your network. If you only use one network partition then your network and your network partition are the same
thing. If your company is divided across logical and physical partitions, you can mimic that in Software Vulnerability
Manager by creating multiple network partitions.

Refer to Administration for more information regarding User Management.

Note - Using a single WSUS server with multiple partitions is not supported.

Partition Management

Use this page to create and administer your Software Vulnerability Manager Partitions.
® Overview
®  Permissions

® Host and User Licenses
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Partition Management

® Create a New Partition Administrator

® Grant UserAccess to all Completed Scans and Single Host Agent Entries

Overview

260

When Flexera creates the Software Vulnerability Manager base user, this user is the Partition Administrator of “Partition 0”.
The Partition 0 Administrator is the unique global administrator for the company, irrespective of how many partitions are
created.

The Partition 0 Administrator can create further network partitions by creating new Partition Administrators. Only the
Partition 0 Administrator can create new partitions.

Every partition has identical functionality - the only difference is that an entire partition (N>0) can be deleted by the
Partition 0 Administrator.

Partition 0

Partition 1

Partition 2 Partition N

No No
Access . Access “
o3 e €----> o5 Fo === B
SVM Partition 0 Administrator ‘SVM Partition 1 Administrator SVM Partition 2 Administrator
(Created by Secunia) Dashboard, Scanning, Resuits, Reporting, Dashboard, Scanning, Results, Reporting,
Dashboard, Scanning, Resufts, Reporting, Patching, Receive Natifications, Patching, Receive Notifications,
Patching, Receive Notifications, User Management, Configuration User Management, Cenfiguration
Partition Management, User Management,
Configuration
o ”
- o
< SVM Administrator: SUM Administrator:
SVM Administrator: Dashboard, Scanning, Results, Reporting, Dashboard, Scanning, Results, Reporting,
Dashboard, Scanning, Results, Reparting, Patching, Receive Notifications, Patching, Receive Notifications,
Patching, Receive Notifications, User Management, Configuration User Management, Configuration
User Management, Configuration
_ ‘-= o = ” = ) .= ..= <=
SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:
Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications
SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications

Note - Just as creating a partition is done by creating a new Partition Administrator, deleting an entire partition is done by
deleting the Partition Administrator.

Within a partition, there is only one Partition Administrator. All additional accounts are regular users, however, these users
all have specific roles. One of the roles a user can have is Administrator.

The main difference between users who have the Administrator role and those who don’t is that Administrators can create
and delete other users within their partition. They can delete any non-administration users, but not other Administrator
users.

The Partition 0 Administrator can access the Partition Management and User Management menus.

All other Partition Administrators can only access the User Management menu.
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Permissions

The MySQL user that is being used to connect to the database requires full privileges on the MySQL server (including the
grant option) as in the following SQL statement:

GRANT ALL PRIVILEGES ON *.* TO ‘secunia_user’@'localhost' WITH GRANT OPTION;

The WITH GRANT OPTION is only required when creating Partitions. If you don’t want to permanently give the GRANT
privilege to Software Inspector’s MySQL user, you can give the permission temporarily when creating Partitions and then
revoke the permission afterwards.

Host and User Licenses

The Partition 0 Administrator is assigned user licenses from Flexera. When the Administrator creates a new partition,
licenses are allocated to the Partition Administrator of that partition. Those licenses are effectively no longer relevant to
Partition 0 - and no one in Partition 0 can use them. The Partition 0 Administrator can reclaim unused licenses from
another Partition by right-clicking an existing account and editing it.

The Host and User licenses in a given partition belong to a shared pool. Any user who scans hosts will use host licenses
from this pool. When a user is created, an Administrator can limit how many active licenses they can claim - note, this is
only an upper bound of the licenses they can use, and should not be confused with them being “assigned” licenses.

User licenses are used per account. For example, when the Partition 0 Administrator is assigned 100 licenses from Flexera,
they use one for their account, so there are 99 left in the pool. The Partition 0 Administrator only assigns them when
creating a new Partition. For example, the Partition 0 Administrator creates a user for Partition 1 (that takes 1 license), and
gives the Partition 1 Administrator 50 user licenses. The Partition 0 Administrator now has 48 left, and the Partition 1
Administrator has 50, meaning, at most 50 additional users could be created in Partition 1.

When an Administrator in a given partition creates a user, they use 1 user license from the pool in that partition. When that
user is deleted, their user license is re-added to the pool.

Create a New Partition Administrator

Click Create New Partition Administrator and fill in the form, providing all the necessary details about the Partition
Administrator and include the number of host and user licenses to assign.

Software Vulnerability Manager (On-Premises Edition) User Guide SVMOPE-December2021-UG00 261



Appendix A Appendix A - Software Vulnerability Manager Partition Management
Partition Management

Create New Partition Administrator P

| Account Details

Mame: | Please enter a name for this account

Usemame: | Please enter a username for this account

Email: | Please enter an account email address

Assign Host Licenses: | [ ({11 Host Licenses Available)

Assign User Licenses: | 1 (26 User Licenses Available)

| Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Please enter a recipient email address | Use Above Email |

Mobile Number: { ... )

Save | Close |

An email will be sent to the User containing a welcome message and the Software Vulnerability Manager login credentials.
Right-click an existing account to view, edit or delete the partition.

Partition Administrators can choose Smart Groups to copy to another account using the Create/Edit User form.

~ | Restrict On IP Range
~ | Restrict On IP Network

Existing Hostname or IP Based Restrictions

Type Scan Target

No Restrictions Configured

+| Share Smart Groups

Choose which Smart Groups you would like to copy to this User

Smart Groups ta Copy to this User

Name Description Status (]
=)
Insecure installa. |/
high_and_above ]
from remote B
Extremly Critical B
7-Day Critical V... This will show all insecure products rated "Highly” or "Extremely Critical”, ] w7
A4
Save | Close |

Note « Sub-Accounts are not allowed to modify their copy of a Smart Group.

The Partition Administrator can also unshare a copy of a Smart Group.

If the Sub-Account already has a Smart Group of the same name and type, the Partition Administrator cannot share their copy
with them.

If the Partition Administrator modifies the Smart Group, all shared copies are also modified.

If the Partition Administrator deletes the Smart Group, all shared copies are also deleted.
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Grant User Access to all Completed Scans and Single Host
Agent Entries

Partition Administrators can permit a user or administrator to view all Completed Scans and Single Host Agents by
selecting a check box in the User Account Details form.

When enabled, the user will be able to see the Completed Scans and Single Host Agents from all other users in their

partition.
View | Edit User ¥
« | Account Details A
Name: | hdobre_userl
Username: | bdobre_userl
Email:
["] Generate a new one-time password and email it to the address specified above
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: Mo Limit {11 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) @ mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Use Above Email |

Mobile Number: v |)

Note « This functionality is not available when editing a Partition Administrator or when creating a new user or

administrator, only when editing an existing one.
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This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities.

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVE References

CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote
From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.

Criticality (Severity Rating)

266

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical

® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.
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Impact (Consequence)

®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical

This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web application in a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.
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Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root
account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.
Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.

System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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When you export data from the Software Vulnerability Manager user interface to a CSV file, some values may differ. Each
data setin this appendix includes a cross-reference table to explain the different values between the user interface and CSV
file.

Note « Dates and times in the Software Vulnerability Manager database are created using the Coordinated Universal Time

(UTC). In the U, dates and times in UTC are converted to reflect your local time zone. This UTC date and time conversion is not
possible for CSV reports, resulting in a date and time mismatch between the Ul and CSV report.

Note - When you set the agent to scan “As soon as possible’, the date and time in the Ul will be listed “As soon as possible”

with a date in the past as the next scan date. In the CSV report, the scan date is the actual date from the Software Vulnerability
Manager database without transformation.

This section provides a cross-reference for the following CSV file values:
® Host Smart Group

®  Advisory Smart Group

®  Product Smart Group

®  Scan Result

® Completed Scan

® Scheduled Exports

® Single Host Agent

® Smart Group Notifications

® User Management
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Host Smart Group

Host Smart Group

For further information regarding the Business Impact terminology, see Criticality (Severity Rating).
[ ]
Advisory Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Zero Day No 0
Zero Day Yes 1
Solution Status Unpatched 1
Solution Status Vendor Patched 2
Solution Status Vendor Workaround 3
Solution Status Partial Fix 4
Attack Vector From remote 1
Attack Vector From local network 2
Attack Vector Local system 3
Impact System Access 1
Impact Denial of Service 2
Impact Privilege Escalation 3
Impact Exposure of Sensitive Information 4
Impact Exposure of System Information 5
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Product Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File (cont.)

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Impact Brute Force 6
Impact Manipulation of Data 7
Impact Spoofing 8
Impact Cross Site Mapping 9

See Appendix B - About Secunia Advisories for further information regarding the following terminology:
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Product Smart Group

For further information regarding the Criticality terminology, see Criticality (Severity Rating).

Table C-2 « Scan Result Values from the User Interface Versus the Exported CSV File

Scan Result Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Issued Number of days ago Month, Day, Year
Soft Type - 0S 1 1
Soft Type - Program 2 2
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Completed Scan

For further information regarding the Criticality terminology, see Criticality (Severity Rating).
Completed Scan

Table C-3 « Completed Scan Values from the User Interface Versus the Exported CSV File

Completed Scan Values Software Vulnerability Manager Exported CSV File

User Interface

Time Date, Month, Year, Time (24-hour Month, Day, Year, Time (12-hour
clock) clock)

Results Exist Yes 1

Results Exist No 0

Zombie Files included (Blank)

Zombie Files not included 0

Scheduled Exports

Table C-4 « Scheduled Exports Values from the User Interface Versus the Exported CSV File

Scheduled Exports Values Software Vulnerability Manager Exported CSV File

User Interface

Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
Last Execution Status Failed 0
Last Execution Status Success (Blank)
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Single Host Agent

Single Host Agent

Table C-5 « Single Host Agent Values from the User Interface Versus the Exported CSV File

Single Host Agent Values Software Vulnerability Manager Exported CSV File

User Interface

Platform Mac OS X 11
Platform Windows 21or31
Platform Red Hat Linux 41

Smart Group Notifications

Table C-6 « Smart Group Notifications Values from the User Interface Versus the Exported CSV File

Smart Group Notifications Values Software Vulnerability Manager Exported CSV File

User Interface

Smart Group Type Host 1
Smart Group Type Product 2
Smart Group Type Advisory 3
Always Notify No 0
Always Notify Yes 1
Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
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User Management

User Management

Table C-7 « User Management Values from the User Interface Versus the Exported CSV File

User Management Values Software Vulnerability Manager Exported CSV File

User Interface

Host License Limit No Limit -1
User Type User 0
User Type Root Admin or Admin 1
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Software Vulnerability Manager Threat Intelligence helps you prioritize the patching efforts.

In a world where there are more than 18,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Manager’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Manager Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  (riteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security
® Threat Score Locations

Note - Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).
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Evidence of Exploitation

For pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

For more details about the SVM or SVR Threat Intel Modules, please see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 6 primary rules that can impact the assigned Threat score and they are:

It has been linked to remote access Trojan

It has been linked to ransomware

It has been linked to penetration testing tools

It has been linked to malware

It has been linked to an exploit kit

It has been linked to a cyber exploit

It has been linked to POC verified

It has been linked to vulnerability developed tools

It has been linked to verified intelligence

In Software Vulnerability Manager we provide the resulting score for any given Secunia Advisory to add value to the

prioritization process. In Software Vulnerability Research, where a security persona requires more insight, we provide
these Threat Scores for the Secunia Advisory, and for each vulnerability in the advisory. Further, we will show which of the
rules above were triggered to arrive at the threat score presented.

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.

276

Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
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Criteria for the Threat Score Calculation

Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Malware Medium +2
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table D-2 « Criticality - Ranges

Criticality From To
Very Critical 71 99
Critical 45 70
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Table D-2 . Criticality - Ranges

Criticality From To
High 24 44
Medium 13 23
Low 1 12
None 0 0

Note » when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

278

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1triggers
® Historically Linked to Remote Access Trojan
® Recent remote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45

Recent remote code execution POC verified +4
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Item Value

Linked to Recent Cyber Exploit

+1

Historically Linked to Remote Access Trojan

+1

Threat Score (Sum of above values)

51

Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1, CVE2, CVE3, CVE4, CVE5, CVE6 and CVE7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum

range as between 13 and 23.

Item Value

Base Score

+13

Recently Linked to Malware

+2*7CVE=+14

Threat Score (Sum of above values)

27

Note - At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1ltriggers
® Historically exploited in the wild

The Threat Score would be 27.
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Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum

range as between 24 and 44.

Item Value

Base Score +24

Historically exploited in the wild +3

Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Manager and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Manager (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table D-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offers a Threat Score at the Advisory level ® Offers aThreat Score at the Advisory level

® Offers aThreat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Score Locations

In Software Vulnerability Manager, subscribed users can find the Threat Score in the following places:

® Dashboard Threat Score
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® Completed Scan Page Threat Score

® All Advisory Popup Threat Score

® AllInstallation Popup Threat Score

® Advisory Summary Threat Score

® Host Smart Group Threat Score

®  Product Smart Group Threat Score

® Smart Group Criteria Threat Score

® All Advisory Threat Score

® All Advisory Smart Group Criteria Threat Score
® Zero Day Advisory Threat Score

®  Flexera Package System (SPS) List Threat Score

Dashboard Threat Score

The following image is an example of the Dashboard Threat Score.

Software Vulnerability Manager ? Hep 4] Logout
oo
. etrneen Select dashboard element to inger. ~| | Default Profile (defauit) v| save seiDefaul Delele New Reload Fullsereen View  Ext.
AL Surmere sisaRaLU e S eprpa e e T S
e Al Products = Latest Advisories Affecting Your Securil 71x)| | [Anproducts
isories rour Secu Ol >
Rank  Software Name Currently Last Week 2 2 st
—_— 1 PTTYOx (+75) 129 5 Al Producs = Rank  Advisory Installations Critiality (o’
2 Micosoft .NET Framework 4x 14 14 hweat - < Code et
3 MicrosoR Internet Explorer 11.x 22) 104 26 Date  Advisory Installations Criticality 1o 1 e u ===
Score Vulnerabilty (578904
Reporting 4 Micosoft Windows 5.1 (+1) 47 4 . .
P P o 2200 e P02l PDFDOC:markOblect)” Denial of . l Microsoft Windows OLE Oblect Handing Two
tepad+-+ 7.x o e
o Mpex o o Data Senice Vulnerabilty (5A83065) N 2 abitrary Code Execution Vulnerabiities 2 o= 70
Patching S Micesaft NET Framework 3 ) 26 o 20th Mar  Red Hat update for firefox (5487952 1 e 5 (sn61803)
[ — 'WinSCP PUTTY Multple Vulnerabiltes Microsoft Windows Server 2012 | Windows RT
8 Morila Thunderbird 60.x 8) 24 32 ar oo duinerabities e - s
Flevera Package System (595} s om @ ” bt 1M (oagr06 ? ® B/ Multole Vulnersbittes (SAB3063) N *
Patch Tempiate 10 poletioon 27 P b or  EleZila FTP Cient PUTTY Vulnerabilty ) Microsoft Intemet Explorer Multiple
Agent Deployment . “@ M (ag0gg N = 4 Vulnerabiliies (SA87867) = = 3
4 WSUS / System Center 18th Mar  PuTTy Multple Vuinerabilties (5487941 3 e 5 Microsoft JNET Framevork Muliple " R
Nalable Top Threat Score Affecting Your Security. DR Lt iy Materfox Fefox Muliole Vinerabiftes B Vulnerabilties (SAB6643) = =
(s287318) N = 6 Notepad++ Muliple Vulnerabiltes (887743 3 e
Deployment Al Products v 1ot gy Mictsoft Edae Multle Vulnersbiies ) S 5 Mirosoft NET Framework Multple , )
4 Configuration - ~ - Threat (SAB7869) - Vulnerabilities (SAB7523) -
External Package Signing Rank  Advisory Installations: Criticality o {3t oy MicTsoft Intemet Explorer Multiple % R Microsoft Windows Adobe Flash Player
WSUS / System Center M Server 2017 / Windows RT " Vulnerabilties (SA87867) = = 8 Arbitrary Code Execution Vulnerability 7 e
Aliris Configuration 1 6.1/ 8.1 Muitiple Vulnersbiities (SAB3063) 1 e % 6th Mar  Notepad++ Multiple Vulnerabilities (SA87743) 9 s - (5287519)
PostareSOL OpenSSL TLS/DTLS Heartbeat 26th Feb  Red Hat update for kemel (SA87629 1 e 2 o Mcrosoft Mulile Products Multgle ) .
3 & Administration 2 Information Disdosure Vulnerabilities 1 e 95 Vulnerabilities (SAB6648) N
] (sas7970) — DD 4o Moslla Thunderbird Mltole Vunerabiies . .
S o oo Mierosoft Windows OLE Object Handling Twa = (SAB7466) -
#0F 3 Arbirery Gode Fxecution Vuhnerabiities 2 = 0 Al Producs .
(s261813) .
Rank  Software Name Currently Last Week DR
Microsoft NET Framework Code Execution
4 Volnerabilty (SA76504) ® s 2 UozilaFisfox o2 o #
2 Google Chrome 72.x 1 1 Time Elapsed Package
5 Mcrosoft Windows Sever 2012 [VindowsRT w s, 0 ; "
TR T —— = 3 5 8 0 days, 0 hours, 2 minutes Update Notepad++ 7.x- 7.6.3
Microsoft Multiple Products Multiple 4 8 8 0 days, 0 hours, 4 minutes Update Google Chrome 72.x - 72.0.3626.121
6 1 s s 5 Mol Firefox 45 [ 9
Vulnerabilties (5A86648) 0 days, 0 hours, 9 minutes Update Mozl Frefox 46.x - §5.x | 60.% (ESR)
6 VLC Media Plaver 2 5 s
7 Red Hatupdate for dnsmasn (5479195) 1 s 16 S s s 5 0 days, 0 hours, & minutes Update Adobe Shodkwave Player 12.x - 12.3.1.201
L 5 .
5 sl Wndw suc 010 [Windous 10, = 2 & Adobe Flash Player 30 6 5 0 days, 0 hours, 10 minutes Update Notepad++ 7.¢- 7.6.3
ultple Vulnerabiltie (
Adobe Flssh Plaver 27.x ours, 7 minutes adtt 736 7.6
9 Red st update for livont (5471255 1 = n o Mty o 6 6 0 days, 0 hours, 7 minut Update Notepad++ 7.x- 763
10 Apple Tunes Multile Vuinerbities (sA87245) 1 == 10 Secunio Pl (Personal Software Inspector) 3¢ ° 6

Completed Scan Page Threat Score

Once the scan is completed, the user can see the Threat Score in the Scan Result.
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Overview | Scan Result

[V secure [ End-Of-Life W] Insecure

Name

Microsoft Windows 8.1

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft Word 2016 /

0365

Microsoft Skype for Business 2016

Microsoft Visio 2016

Microsoft Access 2016 / 0365
Microsoft Publisher 2016 [ 0365
Microsoft OneMote 2016 [ 0365
Microsoft Excel 2016 / 0365
Microsoft Excel 2016 [ 0365
Microsoft Qutlook 2016 / 0365
Microsoft PowerPoint 2016 / 0365
Microsoft Internet Explorer 11.x
Microsoft Internet Explorer 11.x

Pale Moon 27.x
4 4 | Page 1

of7| b M| &

Version

Windows 8.1 En
4.0.30319.33440
4.0.30319.33440
4.0.30319.33440
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
11.0.9600.19036
11.0.9600.19036
27.2.0.6284

State

Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure

Insecure

SAID Criticality
SAG1803
SA7B904
SATB904
SA7B904

SABE262
SAB5499
SAB549%
SAB5499
SAB5499
SAB549%
SAB6648
SABG648
SAB6648
SABG648
SABTB6T
SAB7B67
SAB3814

SHE U

All Advisory Popup Threat Score

When the user double clicks any of the products in the above screen, all the advisories related to that product appear along

282

with their Threat Score.
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Export ~

CVS5 Base Score  Threat Score... Issued Vulnerabilities

o
=)

1619 days ago

&

563 days ago

o
"

563 days ago

A

563 days ago
136 days ago

-

L = A T T = ]

171 days ago
171 days ago
171 days ago
171 days ago
171 days ago
108 days ago
108 days ago
108 days ago
108 days ago
17 days ago 12

17 days ago 12 v

L N e o . I R I )

284 days ago 1

Displaying products 1 - 27 of 179

| Close |
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QA_WINS v 1
Overview || Scan Result
@ Secure E‘ End-Of-Life @ Insecure Export ~
Name « Version State SAID Criticality CVSS Base Score  Threat Score Issued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -

Adobe Acrobat Reader DC 19.x  19.10.20098.54...  Secure = - - = -

Adobe Flash Player 27.x 27|—Micmsnﬂ: .NET Framework 4.x X 1
Adobe Flash PI 27. 7

Ll (Ui reses View from the context of Smart Group: All Products -
Apple Bonjour for Windows 3.x 3.1

. i Overview || Installations All Advisories
Apple Bonjour for Windows 3.x 3.1

Apple Safari 5.x 5.! Export +
Apple Software Update 2.x 2.0 SAID + Advis... Criticality =~ Threat Score  Advisory Publish... Solution Status Attack Vector Zero Day W55 Base 5co
Fiddler 5.x 5. | saggsos Micros.. =T 2019-02-13 Vendor Patched  From remote No
Google Chrome 72.x 72| spgso3g Micros.., =TT = 2019-01-08 Vendor Patched  From remote No a
Goagle Toolbar 7.x 74| sasee43 Micros... =D 3 2018-12-11 Vendor Patched  From remote No

Microsoft .NET Framework 4.x 4.1 spgspsg Micros.., =TT 2 2018-09-11 Vendor Patched  From remote No

Microsoft .NET Framework 4.x 4.1 gpgassy Micros.., =TT - 2018-08-14 Vendor Patched  From remote No

Microsoft .NET Framework 4. 4.1 spganqs Micros... =TT 5 2018-07-11 Vendor Patched  From remote No

Microsoft Access 2016 / 0365 16 spg3pas Micros.., =TT - 2018-05-08 Vendor Patched  From remote No

Microsoft Excel 2016 / 0365 18| sas00is Micros... =0 3 2018-01-10 Vendor Patched  From remote No

Micrasoft Excel 2016 / 0365 18| sazaons Micros.., = 93 2017-09-12 Vendor Patched  From remote Yes

Microsoft Internet Explorer 11.x 11| ga77765 Micros.., =TT 3 2017-07-11 Vendor Patched  From remote No

Micrasoft Internet Explorer 11x 11 sp76746 Micros.., =TT 3 2017-05-09 Vendor Patched  From remote No

Microsoft Malware Protection... 1. spzgsas0 Micros.., =T 2 2017-05-08 Vendor Patched  From remote No

Microsoft Malware Protection... 1.0 sp76798 Micros.., =TT 2 2017-04-11 Vendor Patched  From remote No V]
Microsoft Malware Protection... 1.0 ga7a4ps57 Micros... == 3 2016-12-13 Vendor Patched  From remote Mo i 5
Microsoft OneNote 2016 / 0365 16

Microsoft Outlook 2016 /0365 16 || | | Page  1ofa| b b | & ZE LRI TS ) = (5 e
Microsoft PowerPoint 2016 /... 11 | Close | J
Microsoft Publisher 2016 [ 0365 1

Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -

[4 4 | Page 1ofa| b b | & Displaying products 1 - 27 of 191

| Close |

All Installation Popup Threat Score

When the user double clicks the product and selects the Installations tab, all the installations of that product get appear
along with their Threat Score.
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| oa_wins %
Overview || Scan Result

E‘ Secure E‘ End-Of-Life |;£| Insecure Export ~
Name « Version State SAID Criticality (VW55 Base Score  Threat Score Issued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat R{ Microsoft .NET F & 4.x x] -
Adobe Flash Playt vy from the context of Smart Group: All Products v -
Adobe Flash Playl ; N = -

Overview | Installations || All Advisories
Apple Bonjour for -
Apple Bonjour for V] secure V| End-ofLife [ Insecure Export = B
Apple Safari 5.x Host «  SAID Criticality Threat Score State Version Last Scan Path -
Apple Software U BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\microsoft.net\framework\v4.0.30319\sm -
Fiddler 5.x BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\mi crusoﬂ.net\assemhlv\gac_msil\smsvcl'A .
Google Chrome 7 BANG... - - - Secure 4.7.3062.0 10 days ago  cwindows\microsoft.net\framework64\v4.0.30319): ~
Google Toolbar 7 ©517-.  SAB6643 == 3 Insecure KB4471327, KB44809... 10daysage  c\windows\microsoft.net\framework64\vw4.0.30319\: -
Microsoft .NET Fr | CSI7--. SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\frameworkiv4.0.3031%\sm 2
Microsoft .NET Fr | CSI7-... SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck 2
Microsoft .NET Fr | CSI7-... S5AB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\framework64\v4.0.30319\: 2
Microsoft Access | | CSI7-... SAB7523 == 2 Insecure KB4487017 10 days age  c:'windows\microsoft.net\framework\v4.0.30319\sm B
Microsoft Excel 2{ | CSI7--.. SAB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\assembly\gac_msil\smswct 6
Microsoft Excel 21 OS50 - - - Secure 4.0.30315.33440 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswch 6
Microsoft Interne | C5L7= - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 12
Microsoft Internel | S50~ - = = Secure 4.0.30319.33440 10 days ago  c:windows\microsoft.net\framework64v4.0.30319\; 12
Microsoft Malwar | MAHC... SAB6643 == 3 Insecure KB4340006, KB43456_.. 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck B
Microsoft Mahwar | MAHO... SAB6643 == 3 Insecure KB4340006, KB43456_. 10 days agn  c:\windows\microsoft.net\frameworkiv4.0.30319\sm B
Microsoft Malwan < 2 a
Microsoft OneNot | | | Page tlora| b b | & Displaying hosts 1 - 14 of 43 | _
Microsoft Outlool - J &
Microsoft Powe 6
— —
Microsoft Publisher 2016 [ 0365 16.0.9126.22495 Secure - - = - -
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
1 | Page 1)ofg| b Bl | & Displaying products 1 - 27 of 191
Close

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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QA_WINS ®
Overview | Scan Result
[ secure [ ]End-OfLife [V insecure Export ~
Name « Version State SAID Criticality OS5 Base Score Threat Score Issued Vulnerabilitie
Microsoft .MET Framework 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SAG6386 L 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SA66386 = 4 1298 days ago
Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SABGG4E [E— 4 108 days ago
Microsoft Excel 2016 [ 0365 16.0.9125.2295 Insecure SABGG648 == 4 108 days ago
Microsoft Internet Explorer 11.¢ 11.0.9600.15036 Insecure SABGT19 [E— 52 99 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SAB6719 = 52 99 days ago
Microsoft Outlook 2016 / 0365 16.0.9126.2295 Insecure SABGG48 [E— 4 108 days ago
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2295 Insecure SAB6648 = 4 108 days ago
Microsoft Windows 8.1 Windows 8.1 Enterpri...  Insecure SAB6671 [E— 50 108 days ago
Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure SAB6262 s 9 136 days ago
Mozilla SeaMaonkey 2.x 2.32 Insecure SAB4457 [E— 7 245 days ago
Microsoft PowerPoint 2016 [ 0365 *
View from the context of Smart Group: All Products v
Overview || Installations All Advisories
Export -
SAID + Advisory Description Criticality Threat Score  Advisory Publish...  Solution Status Attack Vector Zero Day CV55 Base Score Vulnerabilities
SABGGIE Microsoft Multiple Products Multiple Vu.. == 4 2018-12-11 Vendor Patched  From remote Mo
SAB5499 Microsoft Multiple Products Multiple vu.. == 5 2018-10-09 Vendor Patched From remote No ~
SAB5074 Microsoft Multiple Products Multiple vu.. = 19 2018-09-11 Vendor Patched From remote No
SAB4672 Microsoft Multiple Products Multiple yu... = 7 2018-08-15 Vendor Patched From remote No
. . e
i ft Multiple | Multiple Vulnerabilities [=] B3

Secunia Advisory Summary ~

Secunia Advisory ID:  spggeds |
Creation Date: 2018-12-11
Criticality: e - Highly critical
Threat Score: 4
Impact: Exposure of sensitive information
System access
Where: From remaote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 8.8, Overall: 8.2 CVS5:3.0/AV: N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C v
CVE Reference(s): CVE-2018-8587
Close
Capture screens
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Showing All Sites Showing Al Platforms > Search
Host « System Score  Last Scan Insecure End-Of-Life Secure Total  Site Name Scan Engine Software Platform
BANGHV_QA_WINSA 14th Mar, 2019 19:36 4 5 103 112 abc System Center System Center
CSI7-W10-145 73% 14th Mar, 2019 19:35 11 12 61 84 abc System Center System Center
CSI7-WIN10-55 14th Mar, QA_WINS x1
CSI7-WINS-161 72% 14th Mary [0 | Gean Result
localhost.localdomain 14th Mar,
) 679 1athmar,  LSecure  [endorite [ insecure Export -
= "
PSCCM 61% 21st Mar, | Name & Version State SAID Criticality CVSS Base Score  Threat Score  Issued Wulnerabilities
QA_WINS 20th Mar, Microsoft .NET Framework 4x  4.0.30318.33440  Insecure SAG6386 = 4 1294 days ago 2 N
QA_WINBIE 14th Mar,  Microsoft [NET Framework 4.x  4.0.30319.33440  Insecure SAG63BE6 S— 4 1294 days ago 2
QA_WINB_TEST 77% 14th Mar, | Microsoft JNET Framework 4.x  4.0.30319.33440  Insecure SA66386 s 4 1294 days ago 2
SBABAWIN10 65% 21st Mar, Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SAB664E S— 4 104 days ago 6
SBABA_DEV 14th Mar, | Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure SABGE4S = 4 104 days ago 6
SUSHMACSTWING 14th Mar,  Microsoft Internet Explorer 11.x  11.0.9600,19036  Insecure SAB7867 S— 3 12 days ago 12
SUSHMA_TESTWINS 67% 21stMar, | Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure SABTBE7 s 3 12 days ago 12
sushma_winB1A 14th Mar, | Microsoft Outlook 2016 / 0365 16.0.9126.2295  Insecure SABGE4S S— 4 104 days ago 6
SUSHMA_WINB1B 68% 21st Mar, Microsoft PowerPoint 2016 /. 16.0.9126.2295 Insecure SABG6YE = 4 104 days ago 6
WIN-ANQ3VEP4RSE % - Microsoft Windaws 8.1 Windows 8.1 En... Insecure SABG671 S— 59 104 days ago 10
WING-205-5CCM 77% 14th Mar, | Microsoft Word 2016 / 0365 16.0.9126.2295  Insecure SABG262 s 132 days ago 11
Mozilla SeaMonkey 2.x 2.32 Tnsecure SAB4457 S— 7 241 days ago n v
4 4 | Page 1of1| b B[ & Displaying products 1- 15 of 15

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

| Close

]

Software Vulnerability Manager
6] ty Manag

0 Dashboard ~

Results

Sites (4)
> Host Smart Groups
a Product Smart Groups
Overview & Configuration
4 Configured Product Groups (28)
Al Products (411)
7-Day Critical Vulnerability Compliance (FROM TEMPL
G (0)
assdas (0)
bmd (0)
End-Of-Life Products (32)

Smart Group Criteria Threat Score

Showing All Platforms |

Product Name

Microsoft Windows 8.1
Microsoft Windows 10
Microsoft .NET Framework 3.x
Microsoft .NET Framework 4.x
Microsoft Internet Explorer 11.x
Mazilla Thunderbird 60.x
Dnsmasg 2.x

Libxmi2

Apple ITunes 12.x

Microsoft Word 2016 / 0365
Morzilla SeaMonkey 2.x
Microsoft .NET Framewark 2.x

JasPer 1.x

Patch Version

KB2976897, KB3...
KB4485449, KB4...
KBA041092, KB4...
KB3074228, KB4...
KB4480963, KB4...

60.5.1

1293
16.0.9126.2315
2.49.4

KBA055271, KB4...

SAID

SAB3063
SAB7897
SA78904
SA78904
SAB6719
SAB8057
SA79195
SA71295
SA87245
SAB6262
SAB4457
SAB4046
SA76863

Advisory Descrip.
Microsoft Windo.
Microsoft Winda.
Microsoft .NET .
Microsoft .NET F.
Microsoft Intern...
Mozilla Thunder...
Red Hat update
Red Hat update
Apple Tunes Mu...
Microsoft Multipl
Maozilla SeaMonk
Microsoft .NET F..
Red Hat update

Criticality
[==a=ty
o
s

e

Threat Score ~

CVS5 Base Score

€VS52 Base Score  CVS53Base Score  Vendor
10 0 Microsoft
[] 8.8 Microsoft
10 0 Microsoft
10 0 Microsoft
0 8.8 Microsoft
0 8.8 Mozila Foundati.
83 ]
10 ]
0 88 Apple
0 8.8 Microsoft
0 8.8 Mozila Foundati
0 9.8 Micrasoft
10 ]

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Create New Smart Group
Mame Description Business Impact Compilation
7-Day Critical V™ i-k, 2. o u - . Lt 11w m ' ST is 1e . 11 ' - ST T e
Configure New Smart Group *
BAAG fte
Rl Smart Group Mame: | Threat Score fe
assdas fte
Description: Threat Score Test
bmd fte
End-0Of-Life Pro . te
Business Impack: Critical ~
Insecure install; fte
insecure 0s Contains products that match  all | ¥ of the following criteria: e
Insecure Produ Criteria fte
Insecure_ QAW fte
patched Produd Threat Score v | is | atleast v| |70 |+ | ke
PCI Compliance ke
ga2-bd-w7x86 Customize Columns ke
QAZ-BD-W81x6 A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the te
_ grid view. Mouseover a checkbox for the column description.
said create befy fte
SAID on March|| | @ Select All () Select Custom fe
silent install /| Patch Version |+ Criticality | Threat Score | CVSS Base Score of| Insecure | End-Of-Life & Secure of| Total | Affected Hosts |of Download |+ Product Type E
test at least hig te
Threat Score is fte
ThreatScore<7) fte
| Templates | | || Close |
winl0 fte
All Advisory Threat Score
The Threat Score is made available in the All Advisories page.
E Software Vulnerability Manager 7 Help #] Logout

Menu
@ -
SaID Advisory Description ~ Criticalty TheeatScore  Zero-Day  Advisory Published  Vulnerabilt Solution Status  CVSS BaseScore  CVSS2 Base Score

3 @ Scanning SARJ839 7-2ip Memory Corruption Vulnerability o 2 N 1st May, 2018 1 Vendor Patched 10
SABTS0S ‘Adobe Flash Player Information Disclo. — No  12th Feb, 2019 1 Vendor patched o
. Results saszets Adobe Reader  Actabat Informaion. = 3w zurenams 1 Vendor patched o
Sres () sas0028 ‘Adobe Shockavave Player Memory Corr — 3 No  14thNoy, 2017 1 Vendor Patched 10
. Host Smart Groups Sag745 Apple iTunes Multple Vulherabiities — 2 o 25thlan, 2019 15 Vendor Patched o
» Product Smart Groups SAB7950 FileZilla FTP Client PuTTy Vulnerability = Mo 1th Mar, 2013 1 Vendor Patched 0
4 Advisory Smart Groups Sassa94 GIT Avbitrary Command Execution Vol = 3 mo  shoc 2018 1 Vendor patched o
Overview & Configuration sas7946 ibssh2 Muliple Vlnerabilties — No  15th Mar, 2019 4 Vendor Patched o
 Configured Advisary Groups (15) sA7Bo4 Wierosoft NET Framework Code Exee. = 62 Yes  12thSep, 2017 1 Vendor Patched 10
:'::;:;"“:wzl o SB6643 Microsoft NET Framework Hultiple Vo — 3 Mo 11thDec 2018 2 Vendoratched 0
disoryThrest Scorchtesst70 (5) sas7s23 Microsoft NET Framework Multiple Vu.. = 2 No  13thFeb 2018 2 Vendor Patched o
Vs base Score less 5 (76) sasanss Microsoft NET Framework Multple Vu.. — 5 mo  11thu, 208 4 Vendor Patched o
Extremly Crtcal affecting network in the last 14 days (8)| 5286939 Microsoft NET Framawork Securty By. = No  sthian, 2018 1 Vendor patched o
from remate (57) Sag432 Microsoft NET Framework Signed XM... — Z o sthwar, 2016 1 Vendor patched s
high_and_sbove (35) SAG6386 Micrasoft NET Framework Two Vulner... e 4 Mo 8thSep 2015 2 Vendor Patched 75
:j‘:;“:::‘;::l: ‘(';)(“’ sas6719 Microsoft Internet Explorer Hemory C... — 52 Yes  20thDec 2018 1 Vendor patched o
o 76) Sag7867 Microsoft Internet Explorer Multiple V. e 3 No 12t Mar, 2019 2 Vendor Patched o
test (76) SaBs4%9 Microsoft Muliple Products Multple V. — 5 mo  sthoe, 2018 5 Vendor Patched o
test=0 (57) sage262 Micrasoft Muliple Products Muliple V... = 9 No  13thhoy, 2018 1 Vendor Patched [}
ThreatScore <70 (69) Sas664s Microsoft Multile Products Multple V. — 4 N0 11thDec 2018 6 Vendor Patched o
Threatscorelessthan7o (65) SAB7S19 Microsoft Windows Adobe Flash Player.. = No  12th Feb, 2015 1 Vendor Patched o
ThreatScore_atleast 70-mythr (5) sas0673 Microsoft Windows Kemel Information.. — 4 om0 12thAug, 2014 3 Vendor Patched 68

Zero-Day Advisories (43) s - —— B

All Advisory Smart Group Criteria Threat Score

CVSS3 Base Score

Attack Vector
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Local System

Export

Impact Installatio
System Access

Exposure of Sensitive Informati
Exposure of Sensitive Informati
System Access

Cross Site Scripting, Security By
undefined

System Access

System Access

System Access

Denial of Service, System Acces
Security Bypass, System Access
Security Bypass, Privlege Escali
Security Bypass

Security Bypass

Security Bypass, Denial of Servi
System Access

Security Bypass, Exposure of Se
Exposure of Sensitive Informati
Security Bypass, System Access
Exposure of Sensitive Informati
System Access

Exposure of Sensitive Informati

When creating the Advisory Smart Group, the Threat Score option is available for the Criteria specification. The result is

displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Advisory Smart Groups: Overview & Configuration

Create New Smart Group

Name Description Business Impact  Compilation Data Last Compiled Modified Date Advisories

Advisory_Threat_Scoreitle... — Complete 25th Mar, 2019 02:35  14th Mar, 2019 19:18 3
All Advisories Smart Group containing all Advisories (default Secunia Smart ¢ == Complete 25th Mar, 2019 02:35  9th Apr, 2015 16:44 75
Extremly ¢ Configure New Smart Group % 7
from remol 58
high_and._ Smart Group Name: | Threat Score 34
local netwy Description: Threat Score 0
mmm 75
ThreatScor  Business Impact: Critical v o
Zero-Day  (Contains advisories that match |all | ¥ | of the following criteria: 4

Criteria
Threat Score v | is |atleast v | |70 | =

Select Al

() select Custom

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory ID and Descrition for each entry. Use this form to control which additional columns are shown in
the grid view. Mouseover a checkbox for the column description.

L'd | Threat  Zero- /) Advisory v'd /| Solution o CVS5Base o Aftack il v il L4
Criticality  gcqre Day Published Vulnerabilities  giapys Srore Vectar Impact Installations Products Hosts
| Save 1 Close

Zero Day Advisory Threat Score

The Threat Score appears in the Zero Day Advisories page. This result may vary with the data seen in the result section.

The All Advisories page has the latest result as it is directly pulled form the vulnerability track table.

[ Software Vulnerability Manager

Zero-Day Advisories

Sites (7) || seope ofData: @ acvisories that Afected You ) All Advisories
4 Host Smart Groups
Overview & Configuration Zero-Day SAID ~  Advisory Description Criticality ~ Advisory Published  Threat Score  Vulnerabiliti.  Affected Installations
4 Configured Host Groups (17) SAB7744 Google Chrome FileReader Use-After-Free Vulnerability EECE 4th Mar, 2019 18 1 3
All Hosts (18) SAB6719 Microsoft Internet Explorer Memary Corruption Vulnerability EETT 30th Dec, 2018 52 1 32
aaaa (2) SABES17 Adabe Flash Player Multiple Vulnerabilities EECE 5t Dec, 2018 95 2 3
:;a:h;f‘rﬁ © SABS519 Microsoft Windows Server 2008 / Windows 7 Multiple Vulnerabilities STEE gy gt 2018 23 14 1
bmd (0) SABS518 Microsoft Windows Server 2012 / Windows RT 8.1 / 8.1 Multiple Vulnerabilities EEEEE oth Oct, 2018 23 15 1
cwxev (0) SABS514 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities EECEE gth oct, 2018 23 2 3
hast_win10 {3} S5AB4665 Microsoft Internet Explarer Multiple Vulnerabilities EECEE ath Aug, 2018 67 11 32
less than 90 (16) SAB3644 Adobe Flash Player Multiple Vulnerabilities EECEE th Jun, 2018 60 4 2
mihai - windows non-server devic § a51412 Adobe Flash Player Multiple Use-After-Free Vulnerabilities EECE gt Feb, 2018 9 2 2
:ﬁz::"i‘?i?l: gjdays © 5A79397 Microsoft Multiple Products Memory Corruption Vulnerability EEEEER 0th Oct, 2017 53 1 1
qa2-bd-w786 (0) SA78904 Microsoft .NET Framework Code Execution Vulnerability SR 3th Sep, 2017 a3 1 53
qaz2-bd-wa1x64 (0) SA76734 Microsoft Windows 7 Multiple Vulnerabilities SEEES gth May, 2017 70 27 1
scem (15) SA76722 Microsoft Windows Server 2012 Multiple Vulnerabilities SR oth May, 2017 70 26 1
sitename in QA2 (0) SAT6703 Microsoft Office Multiple Products Multiple Vulnerabilities EECER gth May, 2017 62 & 1
test_host_names (0) SAT6672 Microsoft Internet Explarer Multiple Vulnerabilities EETES gt ay, 2017 20 6 32
. Pmd“‘:t‘"::::::z?:::im SA76271 Microsoft Office Multiple Vulnerabilities EECES 1gth Apr, 2017 99 8 2
Overview & Configuration SA76226 Microsoft Internet Explarer Multiple Vulnerabilities ST 11th Apr, 2017 5 3 32
. Configured Product Groups (21} 5A75547 Microsaft Internet Explorer Multiple Vulnerabilities EECE 54th Feb, 2017 70 12 32
4 Advisory Smart Groups SA73948 Mozilla Firefox / Firefox ESR SVG Animation Use-After-Free Vulnerability EETE 30th Nov, 2016 17 1 B
Overview & Configuration 5A72985 Microsoft Multiple Products RTF Memory Corruption Vulnerability EEEE 1th Oct, 2016 52 1 1
« Configured Advisory Groups (9) 5A72977 Microsoft Products Multiple Vulnerabilities EETER 14 Oct, 2016 7 8 87
2::;::::&?“ @ 5A72953 Microsaft Internet Explorer Multiple Vulnerabilities S 41th Oct, 2016 66 10 32
Advisory_Threat_ScoreAtleast?0 { SA72380 Microsoft Internet Explarer Multiple Vulnerabilities EECEE 13th Sep, 2016 65 10 32
Extremly Critical affecting network SA70398 Microsoft Internet Explorer Multiple Vulnerabilities S 10th May, 2016 a9 5 32
from remate (58) SA69989 Microsoft Windows Privilege Escalation and Paol Corruption Multiple Vulnerabilities EETEE 13th Apr, 2016 20 4 16
high_and_above (34) SAG7695 Microsoft Windows Multiple Privilege Escalation Vulnerabilities ST gth Dec, 2015 5 4 16
local network/system (0) SAB7666 Microsaft Office Multiple Products Multiple Vulnerabilities ST gt Dec, 2015 8 & 1
:'"r:';éi?regu ) SA66378 Microsoft Office Multiple Products Multiple Vulnerabilfties EECES gt sep, 2015 61 7 2
Zero-Day Advisories (45) SAB6360 Microsoft Multiple Products Multiple Vulnerabilities T 8th Sep, 2015 23 11 17
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Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.

Software Vulnerability Manager

s Pcoge sy 5
‘ Dashboard Search Type: Product w || Search text Search | View from the context of Smart Group: All Products w || Configure View = New Custom Package
Product Vendor Patched Version Architecture SAID Criticality Threat Score + Detected
> @ Seanning & Product: Mozilla Thunderbird 60.x (1 Ttem)
Mozilla Thunderbird 60.x Mozilla Foundation ~ 60.5.1 Windows32-bit  SAB8057 == 17 0 days, 0 hours...
- Results
=& Product: Apple iTunes 12.x (1 Ttem)
. —
. I|‘l Reporting Apple iTunes 12.x Apple 12.9.3 Windows32-bit SAB7245 12 0 days, 0 hours.
& Product: Mozilla SeaMonkey 2.x (1 Item)
a n Patching Mozilla SeaMankey 2.x Mozilla Foundation ~ 2.49.4 Windows32-bit  5A84457 e 7 0 days, 0 hours...
Flexera Package System (SPS) =& Product: Adobe Shockwave Player 12.x (1 Item)
Patch Template Adabe Shockwave Player 12.x Adobe Systems 12.3.1.201 Windows32-bit ~ SAgopzg 0 SETED 3 0 days, 0 hours...
Agent Deployment
4 WSUS / System Center = Product: 7-zip 18.x (1 ITtem)
Available 7-zip 18X 18.05 Windowsé4-bit  SA82839 = 2 0 days, 0 hours...
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Appendix E - Optimization Features

This appendix explains Optimization Features of the Software Vulnerability Manager:
® Web
® Agent

® Good to know options

Web

This section includes the following topics:
® Noscanoption
® Increase Smart Group worker threads for on-Prem customers

® Changing scan result as completed (status 4) for old incomplete scans

No scan option

To prevent the SVM Agent from flooding the server by uploading the data file very time to the server. We have added a
feature where agents checks the hash value of the last data file and the current data file. If both the hash are send then
agent will not upload the data file to the server instead it will call another API (no_change). So server will get to know that
last data file and current data file both are same and hence copy the previous result and reprocess it.

Specifies the frequency to skip submitting scan (.gz file) to server if previous submitted scans match with new scan
Applicable to single host agent scan
Specify 0 to opt out of this feature

Default value 3, If scan frequency is daily, value of '3" will skip processing scan on server for 3 days if no new inventory is
detected on client machine.
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Add entry to
/usr/local/Secunia/csi/config/config.ini or /usr/local/Secunia/ config.ini

SKIP_ON_SAME_SCAN_HASH = @

Increase Smart Group worker threads for on-Prem customers

Smart Groups compilation can often take more time than what customers assume, or effortlessly define as acceptable by
themselves, and you may need to know the exact way compilation of Smart Groups is performed.

Find out more by running the following commands in the Linux terminal that will output useful definition of the
compilation processing:

cd /usr/local/Secunia/csi/cronjobs/sgdaemon

more configuration.ini

There is an easy to understand logic that allows measurement and predictability of the process workings, and workers. The
compilation process basically has the following simple logic:

File config.common.ini (path: Secuina/csi/api/config) having defined constant SMARTGROUP_GENERATION_FAST_LIMIT
which decides smart group compile time duration to consider as 'fast track' or slow track.

Support can check the column 'time elapsed' column in table ca.csi_smartgroup_generation for existing partitions and can
intelligently guess the required time to consider any partition as 'fast_track"

If a Smart Group has last compiled for less than 5000ms (as example) - put it for next compilation in the "fast track"
If the Smart Group has last compiled for more than 5000ms (as example) - it will be forwarded through the "slow track"

Count of FastWorker and SlowWorker can be modified in file configuration.ini (Path: cronjobs/sgdaemon) based on
existing CRON server load.

After making changes in configuration.ini, please restart the sgdaemon (systemctl restart sgdaemon).

The last compilation time depends on the value of each Smart Group as provided under the 'time elapsed' column that is
present in the ca.csi_smartgroup_generation database table of the SVM server.

The server directory /usr/local/Secunia/csi/cronjobs/sgdaemon stores the smart group compilation and configuration
settings at the configuration.ini file. Kindly restart.

In it, you could enable Smart Group generation logging as follows:

file_logging=1 sets logging for the SGDaemon service and writes the data at the /tmp/
secunia_smartgroup_daemon_log.txt file

Changing scan result as completed (status 4) for old
incomplete scans

Changing scan result as completed (status 4) for old incomplete scans, default value 7 days and input zero or negative
integer value(i.e. -1) if pending scan queue cleanup is not required.

"SCAN_OLD_DAYS_CHANGE_STATUS'
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Agent

This section includes the following topics:

® Agentscan randomization during agent deployment
®  Stop status API polling

® Add timeout for Windows Update Agent (WUA) calls
®  Agent now supports recovery settings

® Support Type 1 scanning for SCCM imports

® Detect missing security updates from Microsoft System Center

Agent scan randomization during agent deployment

SVM now has a command line option to set up arandom scan schedule to stagger the scanning of multiple machines within
a system. This command line applies to all platforms.

csia.exe -c -si <scan interval upper limit>

"si" represents scan interval, and the scan interval's upper limit can be set up by the number of minutes. For example,
csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random minutes, which could be
from 1 to 120 minutes.

Stop status API polling

To prevent the SVM Agent from flooding the server with requests for scan status every second, new polling logic has been
implemented. This new polling logic helps increase the scalability of the web server to support more agents.

Add timeout for Windows Update Agent (WUA) calls

The SVM agent has a new time-out mechanism that enables one to configure a time-out period for WUA searches. This
option prevents the SVM agent from being stuck waiting for the WUA service to return with data. The default timeout is 30
minutes and is configurable via the -- wua-timeout option. A value of zero means the SVM agent will wait indefinitely for the
WUA call to respond back.

Example: csia.exe -l -L - wua-timeout 5

Agent now supports recovery settings

When installing the Software Vulnerability Manager Agent for Windows, Administrators can configure the agent recovery
settings on a per deployment basis. The agent recovery settings are co-located in the agent package with the Run-As-User,
Proxy and Site variables. For the online help reference, see Agent Configuration Options.
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Support Type 1 scanning for SCCM imports

SCCM Imports now support Type 1 scans via ActiveX or the Daemon.
To enable this advanced feature, edit the following registry keys:

®  Forthe Daemon, you can specify the inspection type using the -t command line parameter or the Daemon registry key:
[HKEY_CURRENT_USER\Software\Secunia\Daemon]"InspectionType" = dword:00000001

®  ForActiveX, you can specify the inspection type using the CSI Plugin registry key:
[HKEY_CURRENT_USER\Software\Secunia\CSI Plugin]"InspectionType" = dword:00000001

Detect missing security updates from Microsoft System
Center

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Good to know options

This section includes the following topics:

®  Restarting the Smart Group Daemon Resets the In-Progress State
®  Flexera Software Package System (SPS) Timestamp

® Include --delete-all-settings for Mac agents

® Support Type 1 Scanning for SCCM Imports

® Thread Priority for Agent

® |jve Update for Microsoft Products

®  To skip submitting scan frequency

Restarting the Smart Group Daemon Resets the In-Progress

State

296

If the Smart Group Daemon is shut down unclean, such as when there is an unscheduled database server shutdown, then
the daemon can leave generations in an in-progress state. Previously, the Daemon would reset stuck states after a certain
period of time (hours or days). Now when the Smart Group Daemon restarts, it will check for generations that are in the in-
progress state within intervals as set by the configuration setting.
SMARTGROUP_GENERATION_ABANDON_INTERVAL_PER_SMARTGROUP. If the daemon finds such a generation it will reset
them, so that they could be processed again.
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Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when creating a patch
with the Flexera SPS.

Include --delete-all-settings for Mac agents

The new Mac agent includes the --delete-all-settings parameter that will wipe out all information, including GUID, from the
system to ensure it is clean to accommodate a new installation.

Support Type 1 Scanning for SCCM Imports

SCCM Imports now support Type 1 scans via ActiveX or the Daemon.
To enable this advanced feature, edit the following registry keys:

® Forthe Daemon, you can specify the inspection type using the -t command line parameter or the Daemon registry key:
[HKEY_CURRENT_USER\Software\Secunia\Daemon]"InspectionType" = dword:00000001

®  For ActiveX, you can specify the inspection type using the CSI Plugin registry key:
[HKEY_CURRENT_USER\Software\Secunia\CSI Plugin]"InspectionType" = dword:00000001

Thread Priority for Agent

By default, the agent sets the lowest thread priority (THREAD_PRIORITY_IDLE), and begins background processing mode
so that it can perform background work without significantly affecting activity in the foreground. The thread priority can be
changed via command line (--scan-thread-priority) or registry (ScanThreadPriority) by specifying one of the following
values:

0: THREAD_PRIORITY_NORMAL

1: THREAD_PRIORITY_BELOW_NORMAL
2: THREAD_PRIORITY_LOWEST

3: THREAD_PRIORITY_IDLE

ScanThreadPriority is a DWORD registry value. The agent reads the setting from
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Secunia\CSI Agent when running under the Local System account,
and from HKEY_CURRENT_USER\SOFTWARE\Secunia\CSI Agent when running under other user.

Live Update for Microsoft Products

To include Microsoft products for Live Update:
Include the following configuration option in /usr/local/Secunia/csi/api/config/config.ini file:

INCLUDE_MS_PRODUCTS_FOR_LIVE_UPDATE =1
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To skip submitting scan frequency

Include the following configuration option in [usr/local/Secunia/csi/api/config/config.ini file:

Specifies the frequency of skip submitting scan (.gz file) to server if previously submitted scans match with new scan. It
skips 3 times for value 3.

SKIP_ON_SAME_SCAN_HASH=3
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Appendix F - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Daemon

This section includes the following topics:

Pre-requisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Pre-requisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.
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®  Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.

® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll adevice/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

® Foreach endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e [finstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

Publishing

Once the pre-requisites are completed, you can begin publishing from the SVM console.
To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.
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Step 4 of 4: Ap,

Here you configure the applicability rules for the package.

L Pt 1 e s U s s s,

Language Settings
Configure package applicability rules based on language:
[_] only make package applicable to computers with one of the selected languages.
Select Languages:  Language
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)

Czech v

[—

Export Patch Script

Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files s binary and the applicability paths from Step 3, as your paths may
contain private user data.

[ Do not indude Step 3 Applicability Paths in XML File.

[+ Do not include package file(s) as binary in XML File.

Patch Template (Optional)
Save as template

Template Name: | Enter Template Name...

Publish Options
Select option for publishing Flexera package
Publish package using: () wSsUS (via Activex)
(®) Schedule package to Intune/WSUS
O Altiris
() Export Fatch Script
() Cabinet File (Export)

() save Template

Previous Publish | Cancel

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — ] X

WSUS  Intune  Workspace ONE  SVM  General Output Window Clear Output

[5:34:52 AM] Executing the command:
PaollTasksNow

Distribution System

Distribution To: | Microscft Intune =

Logging

Log File: C:\ProgramData'\Flexera Software' SVM Patchsvmpatch_muttiple

Log Level: LogAlways ~
Check-In Settings

Check-n Frequency: |0 5| Days |0 |5|Hours (5 [ Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.
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Task To configure:
1. Inthe General Tab set the Distribution To: Microsoft Intune.
2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.

3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:

[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}

- T B T o e St e T A S B R Tl
e B g g s, I ] 4. sl s g P o P A £ e 1By it

e e s

4. You can then check for your app in Intune.

i Homs .;. i ¥

s ] Apps | All apps x
= Mlersces
e

Tl Devices

1 rors

stn Gisoga Cheoma BLx v... Windows 3pp (Wind2
Eodpoint secuity

[ eports

& usen

B Groups

2 Vel sdminalrgtion

K Wobishosting + suppust

Hela and support

& Help snc support

5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

® Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

®  Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
® |nstallation status of SPS package logged at C:\windows\SecuniaPackage.log

e [finstall fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.
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® Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

® Check whether the service Microsoft Intune Management Extension is running in endpoint.

® Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

® Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table F-1 . FAQs

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints?
g P ® Onx64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache
® Onx86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch ® It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

tion riehts? ® |tdoes not require PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.
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Patch Daemon

This section includes the following topics:
®  Pre-requisites

® Publishing a Package from Patch Daemon without Local Administrator Rights

Pre-requisites
Patch Daemon requires the following pre-requisites:

® Software Vulnerability Management Patch Daemon needs RSAT (Remote Server Administration Tools) for Windows
10, to manually install for Windows 1809 and below, download from https://www.microsoft.com/en-us/download/
details.aspx?id=45520. For latest Windows 10, Settings > Optional Features > Add Feature > RSAT: Windows Server
Update Services Tools.

® Download SVM Patch Daemon at https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Publishing a Package from Patch Daemon without Local
Administrator Rights

Perform the following steps to publish a package from Patch Daemon without local Admin rights.

XSy

Task To publish a package from Patch Daemon without Local Admin Rights:
1. Install the patch daemon, configure it using local Administrator account and perform the following steps:

a. Add your Flexera Software Vulnerability Manager Patch Daemon service account user (for example: test_user)
to local Administrators and WSUS Administrators groups on your DC.

Note « Some of the security policies in environments do not allow adding users to the local Administrators group
but only to WSUS Administrators.

b. To resolve permission issues when you cannot add a user to the local Administrators group, you would need to
configure the below settings in the machine where the patch daemon is installed to allow your user to publish a
package successfully.

Give your service user account Full control over all the below items and perform all actions using an
administrative account.

c. Ensure that test machine contains WSUS certificate. If not, please export the certificate from WSUS machine from
path Trusted publishers and install in the test machines in Trusted root certification authority and Trusted
publishers.

2. Registry

a. Add permission to the below registries to your service account (test_user) in the test machine where patch
daemon isinstalled.
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HKEY_LOCAL_MACHINE\Software\Flexera
HKLM\SOFTWARE\Microsoft\EnterpriseCertificates\Disallowed
HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\Update Services\Server\Setup

b. Add permission to the below registries to your service account (test_user) in the WSUS machine.
HKLM\SOFTWARE\Classes\AppID
{8F5D3447-9CCE-455C-BAEF-55D42420143B}

You might have to take ownership of this key. A logged-in user, which is used to configure all permissions, needs
full control of this key. This is required when configuring DCOM permissions. Settings for currently logged-in
users can be changed back when all is completed.

c.  Windows Explorer in test machine.

C:\ProgramData\Microsoft\Crypto

C:\ProgramData\Flexera Software\SVM Patch
d. Sharesand groups

® The service user account needs to be added to WSUS administrators.

® WSUS administrators need to have full access to WSUS content location. Share and NTFS.
e. DCOM - Distributed Component Object Model in WSUS machine.

Open Dcomenfg and go to Component Services > Computers > My Computer > DCOM Config, and modify
WSUSCertServer security settings:

® launch and Activation permissions - give Local Launch and Local Activation rights to WSUS administrators
group/your service user

®  Access permissions - give Local Access rights to WSUS administrators group/your service user.
® Reboot the machine, after changing DCOM settings.
3. Service Login and publishing.
a. Change logon user to the test_user and restart the service.
b. Once service restarted you can login to the test machine though your test user and publish patches.

Note - test_user does not have a privilege to restart patch daemon service.
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