{era

Software Vulnerability Manager
(On-Premises Edition)
Release Notes

October 2020

INErOAUCTION ceuuuiiiiiiiiiiiieiiituiittteiiiiitttniiistnenienteassteesssisrsssesssssssssssessssssssssssssssssssssssssssesssssssassssssssnnsss 1

New Features and ENNanCemMENTS .....cccuuiiiiruuiienieniiiieniiiiitnneiietsnnicnteeeiiettessicsssssscsssssssssesssssssssssssssssnses 2
New Host/Product Smart Group Filters .....ccciieiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiiiiiiieiiieiiiiiiiiiesessessssssssesssssssssssssssssssssssssssses 2
NEeW SPS and VPM ProdUCt VIEW...cccueveuuecieeenrmmssnccsssssrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 3
New Missing MS KB Column Available in the Installation Details View 4
Save Silent Parameters for Vendor Patch SUDSCrIPtioN .....iieeeieienieiranicirennierencietsansccsssscssssscssassssssssssssssssssassoes 4

Enforced Special Characters for the Password ....

BiNArY VEISIONS .cveuuiieenieirenierrenssresnesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssnssssssssssssnsssssnnes
RESOIVEA ISSUES..ceuurieeiirniereienreisneierneissnesrsnestssestsscsrsssssesssresssssssssssssssssssssssssssssssssssssssssssssssssssssssansss 6
COMMUNITY BlOZS . uuiiruuiernnnncerrmnnsneerssssnrsessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssses 6
Product FEEADACK ....civuuuuiiiiuniiriieniiiitttniiintuuieiieeiitietiiiiitsneciessesssstesssssttassssssssssssssssssssesssssssasssssssssnsss 6
Legal INfOrmation ...ccciieeiiieiiiieicinnieinnisnnesienesranectssssreseresserssssssssssssssssssasssssssssssssssssssssssssssssssssssssanssss 6

Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager.
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New Features and Enhancements

Software Vulnerability Manager (On-Premises Edition) includes the following new features and enhancements:
® New Host/Product Smart Group Filters

® New SPSandVPM Product View

® New Missing MS KB Column Available in the Installation Details View

® Save Silent Parameters for Vendor Patch Subscription

® Enforced Special Characters for the Password

® Binary Versions

Note - To see the following new features and enhancements in your Software Vulnerability Manager (On-
Premises Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

New Host/Product Smart Group Filters

With this update, there are more filters available to provide more flexibility in creating focused smart groups.

Under the Host Smart Groups, there are two new filters Host Name and Site Name. Similarly, for the Product
Smart Groups, there are four new filters, Product Name, Host Name, Site Name, and Vendor Name. These
filters support options like contains, starts with, and equals.

Configure New Smart Group X

Smart Group Name:

Description: Enter an (optional) description for this Smart Group...
Business Impact: Critical R
Contains hosts that match  all ¥ of the following criteria:

Criteria

HostName | i |sarts with x| [Enter tost heme | e
_ System Score L

¢ System Platform
Last Scan Date

A Site grid will always show the "Name" column for each host. Use this form to control which additional columns are shown in the grid view.
I olumn description.
Host
IC Missing KB Article \stom
CVE Number
Host Name Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform

Site Name
Operating System
Operating System Build

Save Close |
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Configure New Smart Group X

Smart Group Name:

Description: Enter an (optional) description for this Smart Group...
Business Impact: Critical v
Contains products that match |all | ¥ | of the following criteria:

Criteria

Product Name v | is  starts with N

SAID Creation Date -
Last Scan Date

Silent Installation

A Site ts grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the
2 Host x for the column description.

Product

System Platform fstom
Software Type Threat Score [ CVSS Base Score [ Insecure [ End-Of-Life B Secure [ Total [ Affected Hosts Download 3 Product Type
CVSS2 Score

CVSS3 Score

Product Name:

Host Name

Site Name

Vendor Name

Operating System

Operating System Build

| Templates | Close

Another new filter Operating System Build to search for specific operating system build is also now available
for Host / Product smart groups.

|

Operating System Build Selection
Search Search

Available Operating System Builds Selected Operating System Builds

Operating System Build + Operating System Build

MAC 0S X El Capitan

MAC 05 X Mojave

MAC 05 X Sierra

MAC 0S5 X Yosemite

Microsoft Windowis 10 Enterprise Insider Praview, , WinNT, 14971
Microsoft Windews 10 Enterprise, , WinNT, 10240

Microsoft Windovis 10 Enterprise, , WinNT, 14393

Microsoft Windows 10 Enterprise, , WinNT, 15063

Microsoft Windows 10 Enterprise, , WinNT, 16299

Microsoft Windows 10 Enterprise, , WinNT, 17134

Microsoft Windows 10 Enterprise, , WinNT, 17763

Microsoft Windows 7

Microsoft Windowis 7 Enterprise N, , WinNT, 7600

Microsoft Windows 7 Enterprise N, Service Pack 1, WinNT, 7601
Microsoft Windowis 7 Enterprise, Service Pack 1, WinNT, 7601
Microsoft Windows 7 Professional N, Service Pack 1, WinT, 7601
Microsoft Windows 7 Professional, Service Pack 1, WinNT, 7601
Microsoft Windows 7 Ultimate N, Service Pack 1, WinNT, 7601
Microsoft Windows 7 Ultimate, Service Pack 1, WinNT, 7601
Microsoft Windows 8 Enterprise N, , WinlT, 9200

Microsoft Windowis 8 Enterprise, , WinNT, 9200

Microsoft Windevis 8 Pro, , WinNT, 9200

Microsoft Windowis 8.1 Enterprise N, , WinNT, 9600

Microsoft Windows 8.1 Enterprise,

Microsoft Windows 8.1 Enterprise, , WinT, 9600

Microsoft Windows 8.1 Pro, , WinNT, 9600 =

OO00O0O0000000000O00EEE OO

=

4 | Page 2005 b M| & Displaying Available Operating System Builds 3 - 34 of 108

| save ||  cancet |

New SPS and VPM Product View

With this update, in the Product smart groups, you can select to view just products having SPS or VPM packages
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Software Vulnerability Manager ? Hep ] Logout

. Eeenren Showing All Platforms |- Show All Packages Search Sgmi o
Produ... Patch Version saip | Show All Packages Criticality  Threat Sc. CVSSBaseScore | CVSS2BaseScore  CVSS3 BaseScore  Vendor Insecure B
SPS Packa
Scanning 4K Vid. - el - - 0 0 Open Media LLC 0
VPM Package
72ip.. 18x - - - 0 0 0
y; Resuls 72p.. 1805 sa82839 7-2ip Memory C. s - 10 o 2
7. - - - - 0 0 0
sites (12) 72p.. 18X a8 7-2ip Memory C... e - 10 o 0
4 Host Smart Groups ot i . . . o o o
Overview & Configuration
PP accou. $ABS948 Red Hat update ... - - 0 5 2
4 Product Smart Groups 2ceid] - - - - ® 0 0
Overview & Configuration Active. - - - - 0 0 ActiveState 0
4 Configured Product Groups (16) | Adobe.. 2017.01130171 5495170 Adobe Acrobat R... C— 12 ) 88 Adobe Systems 1
Al Products (953) Adobe.. 2015.006.30523.. SAC Adobe Acrobat R.. e 12 0 8.8 Adobe Systems 3
End-Of-Life Products (141) Adobe... - - - - 0 0 Adobe Systems 0
Insecure Products (214) Adobe.. 2017.011.30175  SA97013 Adobe Acrobat R... e 6 0 8.8 Adobe s
MacPlatform Products (51) Adobe... 19 (Continuous) - B B 0 0 Adobe Systems o
Microsoft XML (3)
Adobe... 2015.006.30523... SA95170 Adobe Acrobat R... e 12 0 8.8 Adobe Systems 4
Not Patched (331) =
Patehed Producs (792) Adobe... 2018.011.20058... SAB4627 Adobe Reader / C— A 5 8.8 Adobe Systems 4
BN (1) Adobe... 20 (Continuous) - Adobe Reader / —— - 0 88 Adobe Systems 0
Regulatory Compliance (FROM TEI || Adobe... 2020.012.20041 5497013 Adobe Acrobat R... C— 6 ) 88 Adobe s
G- EOL (6) Adobe... 19 (Continuous) - - - 0 0 Adobe Systems o
SL(97) Adobe... 21.0.0215 - - - - 0 0 Adobe Systems 0
St avail (97) Adobe... 21.x (Mac) - - - 0 0 Adobe Systems 0
SiteName (141) o i . A . B 0 A Q

New Missing MS KB Column Available in the Installation
Details View

Previously for the Installation details grid, missing Microsoft KB data when available overwrote the version
column data. With this update, missing KB will be shown in its own separate Missing MS KB column.

Software Vulnerability Manager ? Help  #] Logout
. Dashboard Showing All Platforms |- Show All Packages v, Search Export ~
Prol [7-zip 18.x X bScore  Vendor Insecure End
7 0 0
Overview | Installations || All Advisories
. Results 74 ) 2
72 Secure End-Of-Life Insecure Export v 0 0
sStes (12) 72 Hosta  SAID Crivcality | Threat... | State Version Missing MS KB Lastscan  Path 0 0
4 Host Smart Groups el 0 0
Overview & Configuration BIRL. - - - Sewe 18600 2months ago  C:\Program Files\7-Zip\7
Configured Host Groups (25) adl cspr.. - - - Secure 18,500 8 months ago  C:\Program Files\7-Zip\7| -5 2
4 Product Smart Groups P AL, - - - Sere 18500 7 months ago  C:\Program Files\7-Zip\7 9 9
Overview & Configuration Adi| AL - - - Secure 185.00 7 months ago C:\Program Files\7-Zip\7| 0 ActiveState o
# Configured Product Groups (16) | [ A3 g w - - Seare 18600 18daysago  Clusersladminstratoriay | 88 Adobe Systems a
AR AdS oaw.. - - - secure 18600 18daysago  c\programdata\chocolar | &8 Adobe Systems 3
peorsemae [ Gl o e e aies R ———— 0
MacPatform Products (51) Aelgaw. - - - Sewe 18500 12 months a... c:\program files\7-zip\7z | 8 Adobe s
Microsoft XML (3) Add qaw.. - - - secure 18500 8 months ago  C:\Program Files\7-Zip\7 Olidcbe yewens 0
Not Patched (331) Add | ogap.. - > - Secure 18.5.0.0 18daysago  c:\program files (x86)\7- 8.8 Adobe Systems 4
Patched Products (792) Ada | ey e - Insecure  18.1.0.0 12 months a... C:\Program Files\7-Zip\7] 88 Adobe Systems 4
PN (1) Add | sysH.. - - - Secure 185.00 18daysago  c:\program files\7-zip\7z 88 Adobe Systems o
Regulatory Compliance (FROM TE! f§ AdS | gy, - - - Secure 18500 9minutes ago  C:\Program Files\7-zipl7 | 88 Adobe O
SG - EOL (6) Add gym.. - N - secure 185.0.0 40 minutes .. C:\Program Files\7-Zip\7. 0 Adobe Systems o
s1(e7) Adg 0 Adobe Systems 0
Sl avail (97) add - . t 0 Adobe Systems 0
SiteName (141) Wil Pagel 1of2| b M| & Displaying hosts 1-14 of 15 o adooe o
testhandbrake (953) s - <
testhandbrake (953) <M Close I >
P re R~ Page]  1[or42| W = Displaying Smart Group's Products 1-23 of 953

Save Silent Parameters for Vendor Patch Subscription

With this update, a user can save silent parameters for the Vendor Patch subscription.
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ﬂ Software Vulnerability Manager ?  Help & Logout

0 F— Search Type. product v . Configure Subscri ive Directory Rights Management Service Client 2.1 (x86) K[ T ][ Configura View —

Prod.. Vendor Pa re Insecure End-Of Life Secure Total
@ Scanning e et 53| O Aways publsh a new patch when a new version s avaiiable e . . ) B

NET.. Microsoft 3 (® Only publish a new patch when any of the following are true: o R o 0 B

E] — ET . Merosofe 2 SAID CVSS3 score is greater than [} N S o o o o

NET... Microsoft . G4bit o 0 0 0

‘LI Reporting NET.. Microsoft 3, Critcality is greater than Not Critical ™ 32:bit 0 0 0 0

1Pass... AgieBits 7 32-bit 0 0 0 0

. n patching 30FZ... 30fow st 4 Threat score is greater than 0 v G4bit o 0 0 0
~ = 4 Vid... Opendedia 4 64bit 0 0 11 1
) s e || rotchedverson greter thon Loa1140 e . e - .

N T 72ip ... lgor Paviov 19 32t 0 s 19 2

G A+ Su.. AVerInformato... 24| O Trigger subscription rule above now for the current version 64bit 0 0 0 0

8 R— ACDS.. ACDsystemsInt.. 20§| (@ Trigger subscription rule above next time a new version is available 321t o 3 o o

ACDS...  ACD systems Int... 20 64bit 0 0 0 0

& Adtive... Microsoft 1 64bit 0 0 0 0

§1@, Comfiouration Adtve... Microsoft 10 package configuration 32bit 0 0 0 0

Actve. AdveState Softe 931 (] Use Flexera custom naming d 0 0 0 0

Active... ActiveState Soft.. 5. 32:bit 0 0 0 o

active... atomiSystems, . 83| | @ sient Parameters | fquiet /morestart G4bit 0 0 0 0

Admin... Microsoft 1 32bit 0 0 0 0

Admin... Microsoft 1 32t ) 0 0 0

Admin... Microsoft 2 32:bit 0 0 0 0

Admin... Microsoft 1 save_[l—cancal_IJf., e 0 0 0 0

»

Pagel 1.0fs5] b M | & Vendor Patches 1 - 23 of 1265

Enforced Special Characters for the Password

With this update, passwords will require at least one special character. This will apply to new user setup,
password reset, and forgot passwords.

[ software Vulnerability Manager

—Tr——
‘ Dashboard Policy Rules

'S @ Scanning Configure the Software Vulnerability Manager password policy for your users.

Results Passwiord must be at least | 8 characters long.
> esul

Users must be prevented from reusing the password for at least 5 changes.

> Ihl Reporting Password must contain at least | 1 digits.

4 n Patching Password must contain at least one lower case, one upper case and at least one special character.
Password must be changed at least every 180 | days.

Flexera Package System (SPS)
Patch Template

Vendor Patch Module
Subscription Status

a & Administration

User Management

Partition Management

IP Access Management
Password Policy Configuration

| Save

3 g‘;“‘r Configuration

Binary Versions
(o

Important - For the current release, binary versions has not changed.
The following are the version of the binaries provided:

Binaries version: 7.6.1.13
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Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (On-
Premises Edition):

Issue Description

10J-2119356 Fixed difference in results SPS vs VPM based on architecture.

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion

Legal Information

Copyright Notice
Copyright © 2020 Flexera.

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.
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Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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