FLE>Xerd

Software Vulnerability Manager

(Cloud Edition)
User Guide

.....

.....
......
-----




Legal Information

Book Name: Software Vulnerability Manager (Cloud Edition) User Guide
Part Number: SVMC-DECEMBER2021-UG00
Product Release Date: December 2021

Copyright Notice

Copyright © 2021 Flexera

This publication contains proprietary and confidential information and creative works owned by Flexera and its licensors, if any. Any use, copying,
publication, distribution, display, modification, or transmission of such publication in whole or in part in any form or by any means without the prior
express written permission of Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this publication shall not
be construed to confer any license or rights under any Flexera intellectual property rights, whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-property.html. All other brand and product
names mentioned in Flexera products, product documentation, and marketing materials are the trademarks and registered trademarks of their respective
owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency, department, or other entity of the United States
Government, the use, duplication, reproduction, release, modification, disclosure, or transfer of the Software, or any related documentation of any kind,
including technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in accordance with Federal Acquisition
Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation Supplement 227.7202 for military purposes. The Software was
developed fully at private expense. All other use is prohibited.


https://www.flexera.com/legal/intellectual-property.html

Contents

1 Software Vulnerability Manager (Cloud Edition) HelpLibrary .......ccoviiviecnecnneecneensss 11
ProduCt SUPPOIT RESOUICES & ot v et ot eeeaneooeooeaeanesocsossssassosssssssssssssassscsossossssssessesssassssss 15

CONtACt US . oot itiitetteeeneeoeoeenseseacosonsoscasossensasosssnssssssssensssssssnssssssssosssssssssssssnss 16

2 INtrodUcCtion ....vvieteereeeeeeeooeeeeooeseesassssesnsesessasscsssssssssssscsnsscesss 17

The Scan Process - HOW DO0eS it WOrK? . ... viitiiitiiitiiieeeieeeeeeseeesaseeasesssesssssossssssssssscssscansns 17
Software Vulnerability Manager Software Vulnerability Management LifeCycle . .....ooviiiiiiiierinsecnnscanccnnns 18
SYSteM REGUINEMENTS . o ¢ttt ittt tineteneeeooeeoessaossssosssasssasssssssssssssnsssnsssasssssssssnsssnsssss 19
PO S S 0N, ettt e e e e e e 20
Software Vulnerability Manager with Scanning and Patching Capabilities............co i 20
System ArchiteCtUre OVEIVIEW .. .vviituiueiirsttoseeooeesnessosssosssssssssssssssssosssssssssssssssssnnssnnss 21

3 Getting Started with Software Vulnerability Manager Cloud Edition ............cccvvveenene.s 23

Logging on to Software Vulnerability Manager Cloud Edition. .......coiittiitriittiiereeseonssesnsesscssnsssnnnns 23
Logging on to Software Vulnerability Manager Cloud Edition Using Single Sign-On. ..ot 24
OPENING ASUPPOIT CASE « ot vetvenetuueeenseeaosssosssossssssssasssnsssssssssssssssssnsssasssssssssnsssnsssss 25
Download and Install the Software Vulnerability ManagerPlug-in ........ccoitiiiiiiiiiiiiriiieriiereneenneennnnes 25
Download and Install the Software Vulnerability ManagerDaemon .. ...coiiiiitiiiiiieeernnneeeeeonsnseensesnnnns 26
Download and Install the System Center PlUug-in......covtuiiiuiiieeeeeeesreseerssssasssssessssssssssssssssssnss 29
Download and Install the Software Vulnerability Manager Patch Publisher ............cciiiiiiiiiiiiiiiiiiiiennnes 30
SUM Patch PUDLiSher. . . e e e e e e 31
Working with SVM Patch Publisher Interface . ... ... e e 32
Toolbarinthe SYM Patch PUDBLISher. .. ... e e e e e e 32
Output/Progress windows in the SVM Patch Publisher. ... ... . e 33

SVM CoNNeCtion SEtEINGS. . ..o ottt e e et e e e e e e 33
DSt DULION SYStOMIS. & . o ettt e e e e e e e e e e e e 35
Adding a New Distribution CONNECLION . ... ...ttt e e e e e e e 35
Adding Windows Server Update Services (WSUS) CONNECLION . .. ... ...t e e e e e e et e 35

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 3



Contents

Adding Microsoft INtUNe CONNECLION . ... .. .. .t e e e e e e e e e e e e 36

Adding VMWare Workspace ONE CONNECLION. . . .....o. e e et e e e e e e e e ettt 38

Deleting an Existing Distribution CONNECtioN ... ... ... it e e 40
Download and Install the Software Vulnerability Manager Client TOOIKit .......cociviietninrrnsrrnsccsnsssnnssnnns 40
Flexera SVM Patch ConfigUuration. . ... ... e e e e e e 42
Flexera WSUS Management TOOL. . . .. u ittt ettt ettt et e e et e et et e e e et ettt e 48
Patching INformation ... ... e e e 49

(00 0 7= =Y o) 52
Flexera SVM Client Data TOOL . ... .ottt e e e et e e et e e e e e e e e 52
Create Database CONNECHION. . . . ...ttt ettt e et e e et e e e et e e e e e e 53

Y Lo 1Y o U o | 55
CONFIGUIE LOZS DINECEONY .. e vttt ettt et e e et ettt et e e e e et e et et e e et e ettt et e e e 55

SYNC DAt . oo e 56
Schedule Automation for SYNC data .. ... 58
Generating Data Trend REPOITS . ... ..ottt e ettt et e e e e e e e 61

Join Flexera’s Customer COMMUNIEY ... viueeeeeeeeeeeeeoseoseessocsossosassaseassasssssssssssssssssssnssnsns 65

4 TheDashboard........eeeeeeeeeeeeeeeeeeeeeeeeeeeeececeoossssssssssssssssssssssssecees 6T

5 AgentDetails ......covviuitieriiiererosrecassessesssssssssossssossossssssssssssssossoss 69

Agent Administrative Privileges .. ...ivii ittt einetensstosstosssssssssssssssssosssanssssssssssssnsssnssas 69
Agent Data ColleCtion .. ..vtuiiiuiieeieeeeeeeeoeeeaosseaosssoessossssnsssasssssssssssssssssnsssnsssnssssonss 70
Agent Thread Priority .. o.ovtuiitiiiiiiiiieeiieeeeeeeoeeeeeeeeneesonessssessessssssssssssssssssesssccsnnns 71
Agent Caching of SCaN RUIES. . v vtviiitiietierenseeoseeaosesososossssnsssosssssssssssssssssssssnssssssssnnss 72

T Y - 1 1111 - c

Agent-based Scan - Requirements for WindoWS . ..o oo vvitetinteierrnesrroessossssosssoesssossssssssssssssssnnss 74
Agent-based Scan - Requirements for Mac OS X ... .ovtuiittiiiiiieeneeeeneeeoeeeseeesoessonsssssssseessccasnnns 75
Agent-based Scan - Requirements for Red Hat Enterprise LINUX (RHEL). .. oot tiieeennnernessensssosssscsssnnssnnns 75
Remote/Agent-less Scan - Requirements (WindoWS) . .. .cvvuvitueerueeeoeeeeeesseosesssssssssssssssssssnssssssss 76
Remote Scanning Via Software Vulnerability Manager (Agent-less Scan). ......cciiiiiiiiiiiiiieiiereeeenneennnnns 77
QUICK SCaN. o oo 7
Yot [ I o 11T o 33 PP 78
Yot 1 I o (0 4 =TSP 79
System Center INVENtory IMPOrt. ... ieiiiiiiiiiiiiiieiieiissssssesssesssssssssssssssssssssssssssssssssnes 79
System Center Import Schedules (Requires the Software Vulnerability Manager Daemon) ...........ooiiiiiiiiiinean... 80
Remote SCaNNING Via AGENTS ..ttt etuiuieeeeeenneeeeeeouseeeeesasseesesssssssssssssassssssssssssssassssanns 81
Software Vulnerability Manager Agent Command Line OptioNns. . ...covvvveiierrneesreesrrosssssssosssssssssnsssns 81
HE .« ottt e e 82
L= 5o PP 82
1413 = PN 82
UNINStall . o e 82
MOdifY SOt ES. .o ettt e e e e e e e e e 83
CoNtrolliNg the SErVICE. . ..t et e e e e e 83

4 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

Scanning from the Command Line . . ... ettt e e e 83
Randomizing the Agent Scan Schedule . ... ... . e e 84
Agent Configuration OPLIONS . . ...t ettt e ettt e e e e e e e e s 84
NetWOrk ApPPliance AZeNtS . .. vu it ttuieeeeeereosroosssossssossssesssnsssnsssssssssssssssssnssssssssssssnnss 89
NEtWOrk APPLIANCE GrOUPS . . . ..ttt ettt e e et e e e e e e et e e e e e e e e e e e e e e e 90
DOWNLOAd NEEWOTK AGENT . . . e ettt ettt ettt e e e ettt e e e e e e e e e e et e e e e e 90
ScannNinNg Via LoCal AGENtS ... .tuuiiitiittiieeieeenneeoneeeseeesesesosssasesssesosssososssnsssanssssssasnssss 920
Yot T 1Y/ 0T 91
SINGLE HOSt A NS, oottt et e e e e e e 91
(D031 YU =T o ToF | A =T o ¥ P 96
Run Scan from System Center Configuration Manager (SCCM). . ..ot tttuiuiiererenneeeeesransesseesssnsesasssnanns 99
SCANNING MACOS X it ttttteneeunoeoneeeaseeassssosssassssasssassssssssssssassssasssassssssssnssssasssassss 103
Download the Software Vulnerability Manager Agent for Apple Mac OS X. .. .o vttt it e 103
PrEParE YOUN MaC. . oottt et e e e e e e e e e e e 104
INSTAllthe Mac AGENt. . . ..ottt e e e e e 105
Scanning Red Hat Enterprise LINUX (RHEL) ...ttt tuneeeeeeeseeesoessonsessesssesssosssonssssssssssssnses 106
Installing the Software Vulnerability Manager Agent for Red Hat LinUX. .. ....ouou oot 106
Filter SCan RESULIES . o v it iiiiiiiiiiiiiiiiiiiiiiiiiiiieeneeneeenaeanasanasanesnnssneasnsassssasanssannns 107
AN PatnS. . e 108
CUSTOM SCAN RULES . .o ettt e et e e e e e e e et et e e e e e e e 109
CoMPLeted SCANS &ttt vttt eeteeeeesoeesocesoceosenosssesosesosesosssssssssscsssssosssosssesssssssssssssnsss 109

T RESUIS. .t viietiieneeeeeeeeeeeeeneseoonassessasscsssssessssassssssssssssssesssssess 113

] | 113
SIMAIT GIOUPS « « v v vttt eeneseannesasessseaonsssnsssssssasssasssssnsssssssssssssssssssssnsssssssssssssnssns 113
HOSt SMArt GroOUPS. ¢ ot v ottt tteeeeeeseoeensesessasosssssasssssssasosssssssosssssssesssssssssssssssssssssss 115
Create @ NeW HOSt SMart GrOUD . ..o ot ettt et e e e e e e e e e ettt e 115
Overview and CoNfigUIatioN . .. ..o e e e e e e e e e 118
ConfigUured HOSt SMart GIrOUPS .. ...ttt ettt ettt et et e et et et et e e e e e et et e e e e neees 119
Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles. ...........ouiiiiiinin i 119
Filter Host Smart Groups on Operating System Build Version .. ...... ... e e 120
Product SMart GrOUPS. « v e vetveeueaneanesoessesssassossossossosassassssssssnssnsssssssssssssossssssssnsans 121
Create @ New Product SMart GrOUP .. ...ttt ettt e e e e e e e et et et e et et et 122
Overview and CoNfIGUIAtION . .« ..ttt ettt ettt et e e e et et et e e e e et e e e 125
Last Scan Date for ProdUct SMart GIrOUPS . ... vttt et ettt e et ettt et ettt e i aeeeans 125
Configured Product SMart GrOUPS . ...ttt ettt et e et e et e et e e et e et e e e et e e e e 126
Filter Product Smart Groups on Operating System Build Version . ... e 127
AdViSOrY SIMAIt GrOUPS « c e ¢t e e vtee et eaneeanesssesssasssasssssssasssssssssssssasssssssssssssssssssssnsss 128
Create a NeW AdViSOry SMart GrOU D . . ...ttt ettt ettt et ettt ettt e ettt e ettt e ettt e et e e et et e 128
Overview and ConfigUIatioN . .. .. .ottt e e e e 130
View/Edit Smart Group Configuration . . ... ...t e ettt e e e e 131
Configured AdVISOrY SMArt GrOUPS. . .« .ttt ettt ettt et e et et et et e e e e e e e et ettt e e e e naee s 131
VIEW ALLAGVISOTIES . . o ettt ettt e e e et e e e e e e e e e e e 132

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 5



Contents

8 RepPOrting ....c.viviiiiiiieeacrcoscoscasssssscsssssssssssssssssssssssssssssssesascssaes 135

RePOrt CoNnfigUration. ..o vt tuniteeieeeeeernnseoneeasesesosesosssasssasssssssososssssssanssssssssssssnses 135
Smart Group Notifications .. .vvviiiiiiiiiiiiniieieeteereerecsecosensensssssosssssssssssssossossossosnesnsas 140
Activity LOg NOtifiCationS « oo v ttiiiiuiieennereneeeoseeoossooessossssosssssssssssssssssnsssnsssnssssssssnns 140
DatabaSE ACCESS . vttt tvttintanneaeneeeneeeneseanssassssassesosssnsssasssasssesssesnsssasssasssssncesnnes 141

Database CONSOLE . . ...ttt et e e e e e 142

Database CleanUp . . ...ttt et e e e e e e e e e e e e e e 142
SChedUled EXPOKtS . « ot v vt eteeueeoeeoeeosonssnsssssssssssssossossossosassnsssssnssssssssssssssssssssssssss 143

9 Patching .......ciiiiiiiiiiieencnceeosococscosssssssscssssssasssscssssssscscscscscses 145

Flexera Package System (SPS) .. .uui ittt tueetoneeonseesesssosssasssasssssssssssssasssasssssssssssssnsssnsns 146
Flexera SPS Page FRatUres . .. ...ttt et ettt e e e e e e et et e e e e e e e e 146
Product Display Criteria for SPS .. ...ttt e e e 146
LangUage SEleCtion fOr SPS .. ..ttt e e e e e e e 148

Patch Update Searches by Common Vulnerabilities and EXposures (CVE) . . ....vtvriii i iie i aieens 148
AdVisOry PUBLIShed Date. . . .. ..ot e e e e e e e e e 148

SPS Concepts and TEIrMINOLOZY . . .« .. c v vttt ettt e et e e et e e et e e et e e e e e e ettt e 149
Components Of @aN SPS PaCKagE . . . ..ttt ettt et e e e e 149
APPLICability RULES . . . oo e e e e e 150

SP S PaCKAEE - .o ettt ettt e e 150
EXECULION FlOW SO Dt ..ottt et ettt e et e et e e e et e e et e 151

Bl S et ettt e e e 151
Creating a Patch with the Flexera Software Package System (SPS)......cvitiiiiiieterriiieeerensescsseronnnanes 151
Create an Update PacKage . ..ottt ettt e et e e et e e e e e e 152
Create an Uninstall PacKage . . . ..ottt e et e e e e e e e e 152
Create @ CUSTOM PaCKage . . ..ottt et et e e et e e et e e e e e e e e e 153
The SPS Package Creation Wizard ... ...ooveeiieiiieiieeeeeieeeseessssnssessssssssnsssnsssssssssssssssssnnnns 153
Step 1 of 4: Package Configuration ... ... ...t e e e e e 154
SteP 2 0f 4: Package CONtENtS . ...ttt ettt et e ettt et e e e e e e e e 156
Step 3 of 4: Applicability Criteria- Paths ... ... .t i e e e e et e e 157
Importing Bulk File Paths in the SPS Package Creation Wizard. . ..ot e 159

Step 4 of 4: Applicability Criteria - RULES. . . . .ottt e e e e e e et e e 160
Vendor Patch Module. . . oo vtiittiittiiitiiittiieteieeeueeeoseeoeeossesssosssnsssssssssssssssssnsesnsasnans 161
Vendor Patch Module Page FEatUIeS . .. ...ttt ettt et e e e e e et et et et 162
Product Display Criteria for Vendor Patch Module. . ..ottt e e e e e e 162

Patch Update Searches by Common Vulnerabilities and EXPOSUIeS .. ... ..ottt 165
Advisory Published Date in Vendor Patch Module .. ... .o e e 165
Threat Score in Vendor Patch Module. . ... ..o e e e 165
Creating a Patch with the Vendor Patch Module . . ... . e e 166
Create an Update PaCKage . . ... v ottt et et et e e e e e 167

VIeW INStallations . . . .ot e 167

PatCh INfOrmation . ... ..o e e 167
Package Creation Wizard in Vendor Patch Module .. ... e e e 168
Step 1 of 4: Package Configuration . ... ... ..o e e e e e e 168

Step 2 0f 4: PacKage CoMtENTS . . ..ttt ettt et et et e e e e e e e e e 169

6 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



10

Contents

Step 3 of 4: Applicability Criteria- Paths. . ... .. . e e e e e 170

Step 4 of 4: Applicability Criteria- RULES . ...t e e e e e e e e 171
Automating Patch Deployment .. ..o e e 173
SUDSCIIDE 10 PaCKagE . ..ottt e e e e e e e e e 174

Edit SUD SO P I ON « oottt et et e et e e e e e e e e e 175
External Package Signing for Software Vulnerability Manager Client Toolkit . ......coiiiiiiiiiiiiiiiiiiiiieeenenn. 176
Agent Deployment . ..ottt ittt ettt tstesttsttsttetttttntttesnesnentannsns 178
Add ProXy Settings. « v v ittt tttuiiieeeeoeueeeeeeeanseeeeeasassesesssssssssssnssssssssssssssssssssssssasssnns 179
WSUS/SYStem CeNter. « ¢ oot vetieeneeneensseeseesesoesossossossossssnsssssnsssssssssssssssssssossossassasnns 181
AVaIlable .. 181
DEPLOYMENT ..ttt e e e e e e e e e 182
Creatingthe WSUS-CSIGPOMaNUally .....couuiitniieuiieeeieeeneeenseeneessesessssssnsesncssssssssssssnanns 183
Deploying the Update Package USiNgWSUS ... ...iueriereeeroserosssasssasssssssssasssanssssssssssssnsssnsss 187
Deploying the Update Package Using System Center. .. ....uuieeiieeiieereeesueeeaeecseessssssssssssssssssssnns 188
Integrate SVM with WSUS/SCCM and DeployaPatch ......cciiiiiiiiiiiiiiieiiiieiiieenneesnsessnessncenncannnns 188
Patch Configuration. ... vvvttit it eteeeeeeeeeeosreosssossssoessosossnsssasssnssssossssssssnsssnssssnsssnns 191
EXternal Package Signing . ...ttt et e e e e 191
WSUS/SYSEEM CONEET . . .ottt ettt e et e et e et e e e e e e e e et e e e e e e e e e e 192
StEP 1 — CONNECHION SEatUS ...ttt ettt e e e e et e e e et e e et e e e e e e e e 193

SteP 2 - CertifiCate StatUS . . ottt e e e e e e 194
StEP 3 = GroUP POLICY StatUs . . oottt et et et e e e e e e e 196
Setting Up Clients t0 ACCESS WSUS . . o ottt et e et e et e e e e e e e e e e e e 197
Third-Party INTegration . . ... .ottt et et e e e e e 198
Create and PUbLish the Package. . . . ...ttt e e e e e e e e e 198
Patch Template .. .oiuiiiiiiitieeeeeeeeereeeesseesocoeeseeoseossssassssssssssssssssssssossosssssssnsansnns 199
QUICKPAtCN .« . ittt ii ittt ieeneeeeaeeoeaaeaoesaoaasaasasssssssssssssaseaseassassassasssssssssssssnssnoss 205
Patch Automation ... ..ouiiiiii ittt titiitiieeeeneaseseesensssssseasssnsesessnsssscsanannns 207
Intune PUBLiShiNg. . ..o ittt i it it tiieteeieenneeaseessneesnsssssssssssssnsssnsesnsessnns 210
Set up a Distribution Connection in Flexera SYM Patch Configuration for Microsoft Intune.............. ...t 211
APP REGISEratiON . . .. 212
Create CliENt SECIet . . .ttt ettt et e e e e e e e e 215

L o I = 0 0 Y o o 3P 216
ASSIENMENT GrOUPS . . o o ettt ettt e e et e et et et et ettt ettt et e e e e 219
Workspace ONE PUBLiShiNg. ... oviviiitiiitinttiiitineeeeeeeesessoesesossssssssssssosssssssssssssssssssssnns 220
Set up a Distribution Connection in Flexera SVM Patch Configuration for Workspace ONE ............coiiiiiiinnienn.. 220
Basic or Certificate AUtheNtiCation TYPe. . ..ot e e e e e 221
Create TeNANT ID /AP Y . ettt ettt e et e et e e et e e et e e e e e e e e e e 224

AMINIStratioN . . oottt ittt ittt eeeeeeeeeeeeoeseeessscssssscsossscsosnsseensssacennse 227

ROLES +itiieiiietiieenieeaseesaeeeaneeeonssasssasssssssesosesnsssssssssssesnsesnnssssssssssssnsesnses 227
USerManagement . ....oeuueuieeeenenneeeeeenanseseeaesensesssanssssesasasssssesanssssssssassssssssannnsns 229
Create @ New AdMiNIStrator . .. ...ttt et e e e e e e e e e e e 229
CrEate @ N W SOl . . oottt e e e e e e e e 229
Active Directory (Requires the Software Vulnerability ManagerPlug-in) . . ....coiiiiiiiiiiiiiiiiiierernnneeacennas 231

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 7



Contents

IP Access Management (Requires the Software Vulnerability ManagerPlug-in) ........cciiiiiiiiniierrnnernnennnns 232

Password Policy Configuration . .......coiiuiiiiiiiiiiiiiiieeieeeneeroneesseessesesosesnnssssssssecssnssnnaes 233

11 Configuration.......cooveeiiiiieeenresrecasressessssssssssssssossossssossssnssesnsenss 235

SO IS o vttt ittteeeeeneeeaossasseanocaseossssssasssanssassssssossssssasssasssssssssscssssssasssascssas 235
RS I =TT L 236
[T U o o - T 236
Collect Network INformation . ... ... ..o e e e 236
Z0MDIE FIle SEtINGS . . o ettt ettt e e e e e 237
Check for Missing Microsoft Security Update SEttINGS . . .. ..o vttt e e e 237
Flexera Software Package System (SPS) TimMeEStamp . . ..ottt ittt ettt e et e et e et 237
Mask paths that Show USer NamEs. . .. ... e e e e e e e e e e e e 238
Configure Agent’s status POLLING . . ..o e ot e e e e e e 238
JaVa ASSESSMENT SEtiNGS . o o et 239
Default RECIPIENt SETtINES . . o o ettt et e e e e et e e e e e e 239
WINdows Update SEttiNgS . . . ..o .ottt et ettt et e e e e e e 239
SiNGLe SIgN-0N (SSO) SEtINES .ttt ittt et ettt et e e e e e e e e e e e e 240
Configure SINGLe SIZN-0N (SSO) .. .ottt ettt et ettt e e e e e e e e 242
Configure Single Sign-0n (SSO) With AZUIe. . . . ..ottt et e e e et 248

Create an Enterprise AP PliCation . ... oot i e e e e e e 249
Assign Users to the Enterprise AppliCation. . . ... ..ot e e e e 251
Set Up SiNgle Sign-0Nn (SSO) IN AZUIE . . o ettt et ettt e e e e e e e et e e e e 253

LOE MESSAES « v veeenneenneenaeeneeaneeasesasaaasaasoassosasossssssssasssssssssssssssssssssssssasssas 256

ACHIVIt Y LOg et v vi ettt tiieeieeeneeeueeenneeeneseseceseessosssosssssssssssesssssnssssnsssssssssscsnnssnns 257

SUEEESt SOftWAIE. . o vt ittt ititiitnetneeeenneonsoseasnossassossossossosassassnssnssnssssssssssssssssossoass 258

S OCUNIEY ¢ v vt vt te et eeoeeoeeoeaneaocaocasasessssassessesssssssssssssssasssseascassnssasssssssssssssnssnses 258
Change PassWOrd . ..ottt e et e e e e e e e 259
PasSWOrd RECOVEIY SEttiNGS . . .ottt ettt ettt e e e e et e e e e e e e e e e 259

A Appendix A-PartitionManagement..........covieterererrseresesecscssesesssssscssnsass 261

INErOdUCHION & . ettt it it ittt ittt eaeeaeeaaeesnsaasssssssnsssssssssssssssssssssssssssssns 261
Partition Management ... ...iuuuittiiitiieeuieeeeeeeeeeeeusesoessssesssesssssesnsssssssssssssssssnsesnsns 261
L0 = 262
LT 0 0T3S0} o PP 263
HOSE ANA USEI LICENSES . . o .t ettt ettt et e et e e et e e e e e e e e e e e e e e e e e e e e 263
Create a New Partition AdminiStrator. ... ...ttt e e e et e et et e 263
Grant User Access to all Completed Scans and Single Host Agent Entries. .. ...ttt 264

B Appendix B - About Secunia Advisories .......ccoeeeeeeeecececcescosssscscsscscsscsscacaces 267

CVSS (Common Vulnerability SCOring System) .. ..o vvuiiuuiiieiieeeeeenesrosssasssssssssssssssssassssssssssses 267
CVE R OIONCES . ¢ ot vttt ttiiiiitetiianeneeeeenaneeeeeasnnseessonsssseesasasssssesansssssssssnssssssannnssns 268
Where (AttaCK VeCTOr) ¢ v v eteeneeeeeeeeeoooesoosossossossossssnsssssasesssssssssassasssssssssssosssssses 268
Criticality (Severity Rating) .. ..oovtuui it iiiieeneeenseeeosteosesassssssssossssasssssssssssssssssnsssnssss 268
IMPACE (CONSEQUENCE). & v vttt eeaeeensesasesosseassessssssasssassesssessssssnsssasssosssssssssnsssasssnnes 269

8 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Contents

C Appendix C-CSV Export File Cross-References. .. ....cceeeveeeeceececascssssssssscascnsass 271

HOSt SMArt GroUP ...t viietentereeeeosesoecensososcessssescssossescssossessssosssssssssssssssssssssnsnsons 272
AdViSOrY SMArt GrOUP « « oottt eeaoeosenossossossoesesossostosesssssasssssssssssssssssssssssssssssssnssnsnns 272
Product SMart GrOUP .. .vcvvueueeeueeeseoosesocesocosscsosssssosesosesosssosssssscsssssosssossssssssssssss 273
Lot T 8 2T | 273
Completed SCaN .. it iitiettteeeeeeeeeeeeoeeoeaeeaseaseasssssssssssssssssssossosssssssnssasansanssnsssss 274
ScCheduled EXPOrtS. o vvitietteeeeeeoseeeocosocoosssssssoasscosssssasssassssssssssssssssssssssssssssssssssans 274
SINGle HOSt AENt. ..t ittt ittt it ttneeeoseeoeessosossosssasssasssnsssssssssnsssnsssasssssssssnsssnssss 275
Smart Group Notifications .. .ooviiiiiiiiiiiiiiitieeteereerecoecosessesssssssssosssssssssssossossossosnssnses 275
USErManaZemMENt ... .ovttuuuneeeeneneneeeeasnessesassssessssansssesssssssssssssnsssssssssssssssssasnnses 276

D AppendixD-ThreatiIntelligence.......ccvviuiiiierireereereresesscnsssescsscssnsnsesnse 277

Evidence of EXPloitation .. ..cveueeiteeteeteeteeteerocaeeoceaseasssssssssssosssssssssssssscsssassanssssnssas 278
Criteria for the Threat Score Calculation .........ciiiiiiiiiiiiiiiieiiieiiereeereoeeeoesssessnssssnssennans 278
Threat Score Calculation - EXamPles. ... vouveeteeeeeeeeeeeeeeeoesoceoeeosaseasesseassssssssssssssssssssssssss 280
Threat Intelligence Data for Operationsand Security ........ooiiiiiiiietiiiiiireeeiiieeeseeenssseescssnsescenns 282
Threat Score LoCations. ..o ovvii ittt iiieieeeneeeaseesseessesesosessssssssssssssssssssssasnsssscocnss 282
Dashboard Treat SCOTE .. ...ttt et e e e et e et e e e e et e et e e 283
Completed SCan Page Threat SCOTE . . ...ttt ettt e e e e e e e e e e 283
ALLAVISOrY POPUP TR At SCOTE . .ottt ettt et e ettt et e e e e e e e et et e e e et et 284
ALLINStallation POPUP Thrat SCOTE. . ...ttt ittt ettt e et e et et e e e e e et et e e et et 285
AdViSOrY SUMMANY TR at SCOME . oottt ettt ettt ettt et e e e e e e et e e et et e ettt it e e 286
HOSt SMart GroUp TRreat SCOTE. . ..ottt et e e e e e e e e et e e e e e e e e e et 287
Product Smart Group Threat SCOIE. . ..ottt et ettt e e et et et e et et e i 288
SMart Group Criteria ThrEat SCOMe ..ottt e et e e et e ettt ettt ettt e et e et e e 288
ALLAVISOIY TR At SCOME. . ottt et ettt e et e e e e e e e e e e et e e et e ettt e e e e et 289
All Advisory Smart Group Criteria Threat SCOIE . ...ttt e et e e e e i ae e 289
Zero Day AdViSOry TRI@at SCOME . . . ..ottt ettt e ettt e et e e e e e e e e e e e e 290
Flexera Package System (SPS) List TRreat SCOIe . . ...ttt e e e e 291

E Appendix E - Troubleshooting Techniques. .........ccoviiiiiiiiiireerecesrecnccossecncanss 295

L T 295
P O UISTEES . . o ottt e e e e e e 295
PUD SN . . o e e e e 296
SVUM Patch ConfigUIation . .. ...ttt ettt e e et e e e e e e e e e 297
SVM Patch Configuration / General Tab . .. ..ot e e e e e 297
LI T0] ot g o T} 4 = T 298
FAQS - e et 299

Lo LoD - T 11T 300
P O qUISIEES . o 300
Publishing a Package from Patch Daemon without Local Administrator Rights ........... .. . .. 300

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 9



Contents

10 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Software Vulnerability Manager (Cloud
Edition) Help Library

Flexera’s Software Vulnerability Manager is a Vulnerability and Patch Management Software Solution that facilitates a
customized Patch Management process. It combines Vulnerability Intelligence, Vulnerability Scanning, and Patch Creation
with Patch Deployment Tool Integration to enable targeted, reliable, and cost-efficient Patch Management.

Vulnerability and Patch Management are critical components of any security infrastructure because it enables proactive
detection and remediation of vulnerabilities before they are actively exploited and your security compromised. With
Software Vulnerability Manager, IT Operations and Security Teams are empowered to prevent vulnerability threats from
both Microsoft and non-Microsoft (third-party) product vulnerabilities, covering Microsoft Windows, Mac OS, and Red Hat
Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration Manager.

Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library

Topic Content

Introduction Provides an overview of Software Vulnerability Manager:
® The Scan Process - How Does it Work?
® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

®  System Architecture Overview
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Getting Started with Provides details of how to perform the following tasks:
Software Vulnerability

. Logging on to Software Vulnerability Manager Cloud Edition
Manager Cloud Edition

® Opening a Support Case

® Download and Install the Software Vulnerability Manager Plug-in

® Download and Install the Software Vulnerability Manager Daemon

® Download and Install the System Center Plug-in

® Download and Install the Software Vulnerability Manager Patch Publisher
® Download and Install the Software Vulnerability Manager Client ToolKit

®  Join Flexera’s Customer Community

The Dashboard Provides an overview of your hosts with the help of various “portlets”. Portlets are a
collection of components that graphically display key data and allow you to create
profiles which can display a unique combination of portlets.

Agent Details Provides details on the following:
® Agent Administrative Privileges
® Agent Data Collection
® Agent Thread Priority

® Agent Caching of Scan Rules
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Scanning Provides details on the following:
® Agent-based Scan - Requirements for Windows
® Agent-based Scan - Requirements for Mac OS X
® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)
® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® System Center Inventory Import
® Remote Scanning Via Agents
®  Software Vulnerability Manager Agent Command Line Options
® Network Appliance Agents
® Scanning Via Local Agents
®  Run Scan from System Center Configuration Manager (SCCM)
® Scanning Mac OS X
®  Scanning Red Hat Enterprise Linux (RHEL)
®  Filter Scan Results

® Completed Scans

Results Provides details on the following:
® Sites
® Smart Groups
® Host Smart Groups
®  Product Smart Groups

® Advisory Smart Groups

Reporting Provides details on the following:
® Report Configuration
® Smart Group Notifications
®  Activity Log Notifications
® Database Access

® Scheduled Exports
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Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Patching

Provides details on the following:

Flexera Package System (SPS)

Creating a Patch with the Flexera Software Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

Agent Deployment

External Package Signing for Software Vulnerability Manager Client Toolkit
Add Proxy Settings

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Integrate SVM with WSUS/SCCM and Deploy a Patch

Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing

Administration

Provides details on the following:

Roles

User Management

Active Directory (Requires the Software Vulnerability Manager Plug-in)

IP Access Management (Requires the Software Vulnerability Manager Plug-in)

Password Policy Configuration

Configuration

Provides details on the following:

Settings

Log Messages
Activity Log
Suggest Software

Security
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Product Support Resources

Table 1-1 « Software Vulnerability Manager Cloud Edition Help Library (cont.)

Topic Content

Appendix A - Partition
Management

Provides an Introduction and details of Partition Management.

Appendix B - About Secunia
Advisories

Explains Secunia Advisory terminology for:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

Appendix C - CSV Export File
Cross-References

When you export data from the Software Vulnerability Manager user interface to a CSV
file, some values may differ. Each data set in this appendix includes a cross-reference
table to explain the different values between the user interface and CSV file.

Appendix D - Threat
Intelligence

This appendix explains how the Software Vulnerability Manager Threat Intelligence
module helps the enterprises to manage their resources and Patching Vulnerabilities
more effectively.

Appendix E -
Troubleshooting
Techniques

This appendix explains the troubleshooting techniques of the Software Vulnerability
Manager.

Product Support Resources

The following resources are available to assist you with using this product:

®  Flexera Product Documentation

®  Flexera Community
®  Flexera Learning Center

®  Flexera Support

Flexera Product Documentation

Help is available from the Software Vulnerability Manager interface help icon located at the top right of the screen or click
fields labeled with a “(?)” to access the contextual help.

You can find documentation for all Flexera products on the Flexera Product Documentation site:

https://docs.flexera.com

Software Vulnerability Manager (Cloud Edition) User Guide
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Contact Us

Flexera Community

On the Flexera Community site, you can quickly find answers to your questions by searching content from other customers,
product experts, and thought leaders. You can also post questions on discussion forums for experts to answer. For each of
Flexera’s product solutions, you can access forums, blog posts, and knowledge base articles.

https://community.flexera.com

Flexera Learning Center

Flexera offers a variety of training courses—both instructor-led and online—to help you understand how to quickly get the
most out of your Flexera products. The Flexera Learning Center offers free, self-guided, online training classes. You can also
choose to participate in structured classroom training delivered as public classes. You can find a complete list of both
online content and public instructor-led training in the Learning Center.

https://learn.flexera.com

Flexera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case or check
the status of an existing case by making selections on the Get Support menu of the Flexera Community.

https://community.flexera.com

Contact Us

16

Flexera is headquartered in Itasca, Illinois, and has offices worldwide. To contact us or to learn more about our products,
visit our website at:

http://www.flexera.com

You can also follow us on social media:
® Twitter

® Facebook

® Linkedin

® YouTube

® Instagram
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Introduction

This chapter introduces the following topics:

® The Scan Process - How Does it Work?

® Software Vulnerability Manager Software Vulnerability Management Life Cycle
®  System Requirements

® System Architecture Overview

The Scan Process - How Does it Work?

The first step in scanning a system is to collect specific metadata from primarily .EXE, .DLL, and .OCX files on the system
being scanned. Metadata is generic non-sensitive text strings embedded in the binary files from the vendors of the
products. This data is collected and then sent to our Secure Data Processing Cloud where it is processed and parsed.

The data is then matched against our File Signatures, which are rules that match the raw metadata to an actual product
installation.

Part of this matching process also results in an exact version being extracted from the metadata. This means that after the
initial parsing Software Vulnerability Manager knows exactly which products are on the system and their exact version - a
precise inventory of software on the system.

The inventory of software is then compared against the unique Secunia Advisory and Vulnerability Database, which
contains the most accurate and current Vulnerability Intelligence available.

The result is a precise inventory of products, their versions, the security state of each, along with a direct reference to any
corresponding Secunia Advisory detailing the exact vulnerabilities and their Secunia assessed criticality and impact.

Since the scan process works by looking at the actual files on the system being scanned, the result is extremely reliable as a
product cannot be installed on a system without the actual files required being present.

This in turn means that Software Vulnerability Manager rarely identifies false-positives and you can use the results from
Software Vulnerability Manager immediately without doing additional data mining.
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Software Vulnerability Manager Software Vulnerability Management Life Cycle

Software Vulnerability Manager is flexible and scalable when it comes to scanning a corporate network and you can choose
to use Agent, Agent-less, or a combination of both scanning methods in the same environment.

For further information about the different Software Vulnerability Manager scanning approaches, see Scanning.

The graphic below summarizes how the Software Vulnerability Manager Agent works and compares the three Scan Types.

HOW THE ASSESSMENT AGENT WORKS

1- checkin

2 — download of inspectionrules

Software Vulnerability Manager Software
Vulnerability Management Life Cycle

Software vulnerability management is a critical component of any security infrastructure because it enables proactive
detection and remediation of security vulnerabilities.

A process to identify vulnerable products, including products not authorized in an organization’s environment, paired with
effective patch management is an absolute must to reduce the window of exposure and eliminate the root cause of a
potential compromise.

Software Vulnerability Manager automates all steps of the software vulnerability management life cycle, allowing
organizations to strengthen the security of their networks.
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System Requirements

To use the Software Vulnerability Manager console, your system should meet the following requirements:
®  Minimum resolution: 1280x1024
® Internet Explorer 11 or higher (Scan results can also be viewed from other browsers)
® Internet connection capable of connecting to https://csi7.secunia.com
® The following addresses should be allow-listed in the Firewall/Proxy configuration:
® New CRL distribution URLs:
®  http://*.amazontrust.com
® http://s.ss2.us
e Ifyou require explicit URLs then allow below URLs:
®  http://crl.rootcal.amazontrust.com
® http://crl.scalb.amazontrust.com
® http://crl.rootg2.amazontrust.com
® http://s.ss2.us
®  Product URLs:
® https://csi7.secunia.com
® https://agent.csi7.secunia.com
® https://dl.csi7.secunia.com

®  https://*.secunia.com
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System Requirements

® Timestamp URL:

® http://timestamp.digicert.com

Note » We recommend allowing domain name (timestamp.digicert.com).

First-Party cookie settings at least to Prompt (in Internet Explorer)
Allow session cookies

A PDF reader

Before starting Software Vulnerability Manager, the following should also be present:

Permissions

Software Vulnerability Manager with Scanning and Patching Capabilities

Permissions

Connect and Select permissions to the user (or service account) at the SQL Server Host of your System Center
database. See Download and Install the Software Vulnerability Manager Daemon.

WSUS Administrator Group privileges (located locally on your WSUS Server)

(Optional) Domain Administrator privileges for Group Policy Object creation - however the Group Policy Object can be
created manually. This is a one-time configuration so the rights are not required on a permanent basis.

Software Vulnerability Manager with Scanning and Patching
Capabilities

&
v =
v

Task To successfully scan and create updates, the following should also be present when using Software Vulnerability
Manager:

1.

20

Internet Explorer 11 or higher with Software Vulnerability Manager Plug-in installed (in order for Software
Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer must be run as
administrator in most cases - right-click and select Run as administrator).

In Internet Explorer Tools > Internet options > Advanced, ensure Use TLS 1.2 are selected.
WSUS Administration Console matching your WSUS server's version.

Visual C++ Redistributable for Visual Studio 2012.

Microsoft .NET Framework runtime 4 or later.

If the WSUS Self-Signed Certificate is going to be used, and the user wishes to provision the certificate through the
Patching > WSUS/System Center > Deployment function, Remote Registry service must be enabled on the clients.

Select the target hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection), right-click
and select Verify and Install Certificate.
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Note « Ifyour organization allows specific URL to access to the Internet, and you are having problems downloading or

verifying a patch, ensure the CRLs are allowed; examine the logs to identify the download's source, and examine the
certificate at that address for its CRL distribution points.

=
Task To successfully run patching on Windows 8.1 and Server 2012 R2:
1. Onthe Windows Server machine, from the Server Manager, go to Add Roles & Features > Features.
2. Select the Appropriate Installation Type (Role-Based & Feature Based as opposed to Remote Desktop Services
Installation).
3. Selectthe local server as the Destination Server for the installation.
4. Click Next to bypass the Server Roles menu and go to the Features menu.
5. Within the Features menu, scroll down the list and find the Remote Server Administration Tools (RSAT).
6. Expand the RSAT feature menu and locate the Role Administration Tools list of features.
7. Expand the list and find Windows Server Update Services Tools.
8. Enable this feature and all additional sub-features listed underneath it (APl and PowerShell cmdlets and User
Interface Management Console).
9. Proceed to the end of the Add Roles & Features Wizard by clicking Next and then Install.

10. Restart Windows and launch Software Vulnerability Manager from a web browser (for example Internet Explorer).

System Architecture Overview

The following screenshots provide a visual overview of the Software Vulnerability Manager system architecture.
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Getting Started with
Software Vulnerability Manager
Cloud Edition

Welcome to Flexera! Thank you for purchasing Software Vulnerability Manager Cloud Edition.

This help section walks you through the steps for getting started with Software Vulnerability Manager Cloud Edition:

Logging on to Software Vulnerability Manager Cloud Edition

Opening a Support Case

Download and Install the Software Vulnerability Manager Plug-in
Download and Install the Software Vulnerability Manager Daemon
Download and Install the System Center Plug-in

Download and Install the Software Vulnerability Manager Patch Publisher
Download and Install the Software Vulnerability Manager Client ToolKit

Join Flexera’s Customer Community

Logging on to Software Vulnerability Manager
Cloud Edition

Software Vulnerability Manager is accessible via https://csi7.secunia.com.

You will be prompted for authentication with your user name/password. Please use the credentials supplied by Flexera
personnel. The initial password issued by Flexera is a one-time only password that must be changed upon the first login.
The new password must contain a minimum of eight characters, or comply with the criteria defined in your custom
Password Policy Configuration.

0

Tip « Once you have changed your password, please set up your Password Recovery Settings, so that you can recover the
Root Admin password without having to open a support case to have the password reset.
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Logging on to Software Vulnerability Manager Cloud Edition

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Logging on to Software Vulnerability Manager Cloud Edition
Using Single Sign-On

Perform the following steps to login to Software Vulnerability Manager using single sign-on for Azure SSO or Okta users.

Task To login to Software Vulnerability Manager using single sign-on:

1. Onthe Login page, click Use Single Sign-On.

Forgot your password?

Use single sign-on

The Single sign-on login page prompts for authentication with your single sign-on email address.
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Opening a Support Case

Single sign-on
Enter your email address

Email

| want to use password sign-in

2. Enteravalid email address and click Login.
Once logged in, the Identity Provider page prompts for authentication with your user name/password.
3. Enteryourvalid user name and password, and then click Sign In.

Upon successful login, Software Vulnerability Manager is accessible.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of
inactivity.

Opening a Support Case

If you have any questions or concerns regarding your Software Vulnerability Manager Cloud account, please open a
support case.

To watch the video which explains how to open a support case via Flexera’s Customer Community, click here.

Download and Install the Software Vulnerability
Manager Plug-in

The first time you login to Software Vulnerability Manager, click the link on the bottom of the page and follow the on-screen
instructions to download and install the Software Vulnerability Manager Plug-in to enable scanning and patching. Please
note that the Plug-in is only compatible with Internet Explorer version 8 or higher.

Software Vulnerability Manager Plug-in is installed locally and must be installed on the machine you are running the
Software Vulnerability Manager console from. Once the Software Vulnerability Manager Plug-in has been installed the
download link is removed from the page.
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Download and Install the Software Vulnerability Manager Daemon

If Internet Explorer is blocking the ActiveX Plug-in, follow the steps below to allow it to load:
1. Open Internet Explorer's Internet options.

2. Gotothe Security tab.

3. Select Trusted Sites.

4. Addyour server's IP or host name to the Trusted Sites.

5. Go back to the Security tab and click Custom level.

6. Scroll down to Initialize and script ActiveX controls not marked as safe for scripting and change the setting from
Disable to Prompt or Enable.

Download and Install the Software Vulnerability
Manager Daemon

26

The Software Vulnerability Manager Daemon is a stand-alone executable that executes various schedules configured in the
Software Vulnerability Manager console. It runs as a background service with no user interaction. To download the
Daemon, click here.

The Daemon integrates a number of local data sources in your network with the Flexera Cloud. It should be deployed to a
node in the network that has high availability (for example, the server running the System Center or SQL server).

Once deployed, the Daemon will regularly scan the following data sources, based on the configuration created in Software
Vulnerability Manager:

®  Active Directory
®  Microsoft® System Center Configuration Manager (“System Center”) Imports
® Scheduled Exports

® \WSUS State Change

[

Important « As the Daemon is connecting directly to the Flexera and System Center database servers unattended, Software
Vulnerability Manager’s System Center Inventory Import page should be configured to include System Center SQL Host, SQL
Port and SQL Database connection details prior to the installation of the Daemon to enable the latter to start executing
unattended schedules correctly and on time.

To be able to pass authentication at the SQL server during an unattended scheduled Import, the Daemon has to be installed
and configured with a user account that has been specifically assigned with Connect/Select permissions at the SQL Server
Management Studio software prior to the installation of the Daemon.

When scheduled imports require it, the Daemon connects directly to the System Center database. This may block upgrades of
System Center. Before upgrading System Center, make sure to stop the Daemon service, and start it again after the upgrade to
System Center is complete.

The Daemon should only be deployed once to avoid two instances competing to retrieve the schedules.

The user or service account that runs the Daemon must have:
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®  Run-as Service privileges

® \Write permission on the location where the exports should be placed and log file written for scheduled CSV file output
and log file creation

® Member of local WSUS group “WSUS Administrators”
® | DAP query privileges
® SQLDataReader privileges

® System Center Configuration Manager Read only Analyst privileges

Task To assign Connect and Select permissions to the user (or service account) that will be used to run the Daemon service:
1. Open SQL Server Management Studio software at the SQL Server Host.
2. Expand Databases and find the name of your System Center database.
3. Right-click the database name and select Properties.
4. Enter the Permissions section from the left-hand side menu.
5. Find the account that will be used to install the Daemon and click on it.

6. While highlighted, review the Explicit permissions of the account below and find and select the Connect and Select
check boxes.

7. Savethe configuration and exit the SQL Server Management Studio.
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Task To install the Daemon:

1. Double-click the Daemon installer icon and follow the wizard instructions.

[

Important - To run the Daemon service successfully note the followings:

®  SVM 2019 Daemon does not require elevated permissions to run once the service has been setup, but it requires that
the installation of it is performed by an account that is at least Local Administrator on the machine where the
service is to be installed.

® The Daemon's service account must not be restricted by a GPO configuration the ability to logon to the server
selected for installation of the Daemon. Such domain policy will prevent the Daemon to run as a service and would
therefore prevent it to perform intended functionality.

2. Accept the End User License Agreement and click Next.

3. Enterthe Daemon Proxy Settings (host name, port, user name and password), if required. The values in populated
fields are fetched from the current user’s Internet Explorer proxy settings. Click Next.

4. Enterthe User Name and Password of your Software Vulnerability Manager account and click Install.

[

Important « The Daemon executes scheduled tasks configured in Software Vulnerability Manager. Therefore, the
Software Vulnerability Manager user account used during the Daemon installation must to be the same one which set up

the scheduled tasks in Software Vulnerability Manager. It can be a user account or an administrator account in Software
Vulnerability Manager.

5. Enterthe credentials for the user account (or service account) that was setup beforehand to grant access for the
Daemon to the SQL Server Host. The user name must be entered in the <username>@<AD domain> format. Click Next.

6. Click Finish to close the Daemon setup.

For reference, the Daemon now outputs reports to a user-configured path. This path is set when the Daemon is installed
and there is a page in the installer to configure the path. Thefile created at that path gets the data and time appended to its
name, so for example, if the user sets the name to all_hosts.csv in Software Vulnerability Manager, then the resulting file
will actually be named all_hosts_2015-11-29_13-00_01.csv, or whatever the date and time were when the file was created.

Also note that, from Daemon version 2.0.0.6 onwards, if the user leaves the path empty when installing the Daemon, then
exporting reports won't work at all. To fix this later, the user will have to reinstall the Daemon and set the path in the
installer.

The Daemon uses the System Center SQL Database Settings that are specified in the Configure dialog. If those settings
haven't yet been specified when the Daemon has been run then it will check for them again in 10 minutes and every 10
minutes afterwards until it gets them.

The Daemon checks with Flexera every 10 minutes to download new schedules or fetch changes to existing schedules as
long as itis not in the process of processing scans and the results are displayed in Software Vulnerability Manager
Completed Scans page.
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Task To disable the daemon security protocol using (--ignore-crl, --ignore-ca, --ignore-cn), choose one of the
following options:

1. Add the security options to the image path of Windows service in the location:
System->CurrentControlSet->Flexera Software Corporate Inspector Daemon->ImagePath
Example of an ImagePath value:

"C:\Program Files\Flexera Software\Corporate Software Inspector Daemon\daemon.exe" --service-launch
--ignore-crl --ignore-ca --ignore-cn -d c:\log.txt -v

Name Type Dita

ab) (Default) REG_SZ (value not set)

4 DelayedAutostart REG DWORD 00000001 (1)

2| Description REG.SZ Exccutes SC2012 Import Schedules or the Flexera Software SC2012 Plugin

38 Displayhame REG 52 Flexera Corporate Scftware Inspector Daemon

) EnorControl REG_DWORD 0:00000001 (1)

REG EXPANDSZ "C:\Program Files\Flexera Software| Corporate Software Inspector Daemon'daemon.exe” --senvice-launch ~ignore-crl ignore-ca --ignore-cn -d ci\log bt -v
28| Objecttame REG.SZ sqlacmrdi2leb

st REG DWORD 00000002(2)

HType REG DWORD 00000010 (16)

2. Add the following options to the Daemon registry key:

[HKEY_CURRENT_USER\SOFTWARE\Secunia\Daemon]
"IgnoreCRL"= dword:00000001

"IgnoreUnknownCA"= dword:00000001

"IgnoreInvalidCN"= dword:00000001

The daemon will add the registry entries when you install it along with the security options as follows:
Daemon.exe -i --ignore-crl --ignore-ca --ignore-cn -R username:password

Note « Ifyou configure the registry settings manually, restart the service for the change to take effect.

Download and Install the System Center Plug-in

The System Center Plug-in should be installed on the same machine that the System Center Configuration Manager
console is installed. You can use the Plug-in on the System Center Configuration Manager Server or on a client machine
where the console is installed.

Download the installer from https://secuniaresearch.flexerasoftware.com/support/download,/.
Double-click the installer icon and follow the wizard instructions.

Launch the System Center Configuration Manager console. The Plug-in can be found under the Software Library > Flexera
Software folder.

Login with your Software Vulnerability Manager Account credentials (User name/Password).

The machine should have access to https://*.secunia.com.
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0

Tip « You can define the sorting of both lines and columns in any grid view to create the layout that best suits your needs. Click
the right hand side of any of the column headings to view the available display options. The column's position can be modified
by dragging and dropping the selected column to the desired position.

0

Tip - You can click Export in any grid view to save the displayed information as a CSV file. You can configure the file by hiding
columns in the grids prior to export.

Download and Install the Software Vulnerability
Manager Patch Publisher

To ease SVM Patch Publisher, you must download and install Software Vulnerability Manager Patch Publisher ToolKit. To
download this tool kit click here.

Upon installing the new tool, SVM Patch Publisher shortcut will be created on the desktop to launch the tool.

o
B SeralEatch
Aulellifaide

Prerequisites

The below prerequisites required to install Patch Publisher:

OS Windows 8 or later

Windows 2012 R2 or later

.Net framework version 4.7.2 or later

RSAT should be enable and needs to be installed
Architecture - 64 bit operating systems

You can install in Local admin/domian admin

Download and Install the SVM Patch Publisher

To download and install the SVM Patch Publisher perform the following steps.
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Task To Download and install:
1. Download the Software Vulnerability Manager Patch Publisher from the SVM Patch Publisher Tool Kit.

2. Double click the set up file, you will be prompted to enter credentials. Click Install.

15 SVM Patch Publisher - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation, é)s

Click Install to begin the installation.
Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: ||

Password: |

InstallShield

< Back Install Cancel

0

Tip - On successful installation, one shortcut for Software Vulnerability Manager Patch Publisher will get created in your
desktop.

3. Onsuccessfulinstallation, click Finish. SVM Patch Publisher windows pane appears. For more information, see SVM
Patch Publisher.

Note - Ifyou are migrating Patch Daemon to SVM Patch Publisher, make sure that the SVM Test connections and Distribution
Connections are Test & Saved.

SVM Patch Publisher

SVM Patch Publisher inherits its current functionalities from the Patch Daemon. SVM Patch Publisher enables you to
configure connections to the SVM server and to the supported end point management systems. The tool polls SYM on a
configured frequency to look for new patches resulting either from a manual publish or Patch Automation to publish
patches to the specified end point management system.

The following section describes how to access the Patch Publisher.

®  Working with SVM Patch Publisher Interface
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® SVM Connection Settings

® Distribution Systems

SVM Patch Publisher

Home

GsEHEHN O

Restart  Force  Save Help Feedback About SVM Patch
Service  Check-in Publisher

SVM Connection

Settings
Properties
SVM Connection
Server Type : [cloud
Distribution Systems ; N
Site Url : - | [JUsessi
Manage Patches (Coming
Credentials:
soon)
Patches Username : (= - = |

Password [Fremeeeenn ]

Check-In Settings

CrecknFroquency: [ Bl oays [T TE]vowrs 50 5] s

[]Get all Iatest subscribed packages

Logging Settings

Log Level [Logatways

Log File : | C:\ProgramDatz\Flexera Software\SVM Fatch\svmpatch.log [

Working with SVM Patch Publisher Interface

The SVM Patch Publisher interface has various Ul elements. This section includes topics that explain how to perform basic
tasks and the use of these elements.

® Toolbarin the SVM Patch Publisher

®  OQutput/Progress windows in the SVM Patch Publisher

Toolbar in the SVM Patch Publisher

32

The SVM Patch Publisher has the following ribbon buttons:

Table 3-1 - SVM Patch Publisher / Ribbon Buttons

Buttons Description

Restart Service Click to restart the daemon service for the changes to take effect. Upon clicking
this button, the state of the service is checked.

Fore Check-In Click and the pull the subscribed packages without waiting for the schedule time
from the server for the Daemon service to execute.

Save Click to save the changes to the settings file.

Help Click to open the SVM help library.
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Table 3-1 « SVM Patch Publisher / Ribbon Buttons

Buttons Description

Feedback Used to provide ideas and / or suggestions.
About SVM Patch Publisher Click to launch the SVM Patch Publisher window and view the information about
the tool.
Home
CI =
& X |
Restart Force  Save Help Feedback About SVM Patch
Service  Check-in Publisher

Output/Progress windows in the SVM Patch Publisher

When you perform any tasks like save, force check-in, and restart service on subscribed packages, the Output Window
appears at the bottom of the interface.

®  |iststhe Errors, Warnings, and other log messages that are generated while perform a task on subscribed package.

® Displays logs while performing functional testing of the subscribed package.

SVM Connection Settings

You can configure connections to the SVM server to the supported end point management systems. Perform the following
steps to configure the SVM connections.

Task To configure SVM connection:
1. On Settings menu, click SVM Connection in the left pane.
The SVM Connection page appears.

2. To configure the SVM connection, enter the following information:

Field Description

Server Type Select one of the following Server Type:
® Cloud

® On-Prem

Site URL Enter the URL for SVM Connection.

Use SSL Select the Use SSL Connection check box if your SYM Connection is configured to
accept SSL connections.
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Field Description

Credentials Enter valid User Name and Password for the specific site url.

Check-In Settings Set the frequencies to pull the relevant packages from the server.

Get all latest subscribed Select if you want to get latest subscribed packages.

packages
Log Level Set one of the Log levels:
® |ogAlways
® (Critical
® Error
® Warning
® Informational
® \erbose
Log File You can edit the folder path to save the action logs of this Tool. By default, the folder
path will be C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log
Test & Save Connection Click to test to see if the settings that you entered can be used to successfully

connect to this SVM server.

3. Onsuccessful connection you will receive a Token in the Output Window.

Home

GSEBEHEHE O

Restart  Force  Save Help Feedback About SVM Patch
Service  Check-in Publisher

SVM Connection

Settings

Properties
SVM Connection

Server Type [ cloud -
Distribution Systems

Site Url - - | Flusesst
Manage Patches (Coming

Credentials:
soon)
Patches Username : [ - ]

Password | —— |

Check-In Settings

checemprequency: [ Bloays o B vours [ BS mines

[] Get all latest subscribed packages

Output

[07:54:19] Attempting to Connect to SVM Server: https: s ]

[07:54:19] Successfully connected to:https:// s e

[07:54:19] Connection Successful.

[07:54:19] Token fetched: B T —— — —_—
[07:54:19] Finished testing SVM connection.

4. Click Restart Service ribbon for the change to take effect.
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Distribution Systems

In Distribution Systems, you can configure multiple distribution connections.
This section includes the following topics:
® Adding a New Distribution Connection

® Deleting an Existing Distribution Connection

Adding a New Distribution Connection
You can add connections for the following Distribution Systems.
® Adding Windows Server Update Services (WSUS) Connection
® Adding Microsoft Intune Connection

® Adding VMWare Workspace ONE Connection

Adding Windows Server Update Services (WSUS) Connection

To add Windows Server Update Services (WSUS) connection, perform the following steps.

Task To add WSUS connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.
2. Click Add New.

3. Use the following fields to add the Windows Server Update Services (WSUS) connection:

Distribution System Select distribution system type as Windows Server Update Services (WSUS).

Type

Connection Name Enter the connection name.

Server Enter the server details.

Port Enter the port number.

Use SSL Only select the Use SSL Connection check box if your WSUS is configured to accept
SSL connections.

Load Groups Click load group.
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Field/Button Description

Groups to auto deploy Displays a list of computer groups configured in WSUS Server. Select the computer
groups which you wanted to deploy the packages.

Note - Only displayed when Load Groups button is clicked.

Cleanup packages files If you enable, old package will be removed during the publish. By default this option

on WSUS when removing  will be unchecked.
old patch

Sign packages manually Select Sign package manually check box to external package signing.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to

this service. You will receive a successful message in the Output Window.

Distribution Systems
~ e . i @ AddNew  © Delete

Scttings

SVM Connection

Distrbution System Type : [W

Distribution Systems

Manage Patches (Coming soon) Server

output

5. Onsuccessful connection, the WSUS Distribution System is added to the connections.

6. Restart the SVM Patch Publisher so that the selected groups will be assigned for the end point deployments.

Adding Microsoft Intune Connection

To add Microsoft connection, perform the following steps.

Task To add Microsoft Intune connection:
1. On Settings menu, click Distribution Systems in the left pane.
The Distribution Systems pane appears.

2. Click Add New.
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Use the following fields to add the Microsoft Intune connection:

Field Description

Distribution System Select distribution system type as Microsoft Intune.

Type

Connection Name Enter name of the connection.

Application (client) ID Enter the registered application (client) id. For more information on generating

Application (client) Id, see App Registration.

Directory (tenant) ID Enter the registered directory (tenent) id. For more information on generating
Directory (tenant) Id, see App Registration.

Client Secret Enter client secret. For more information on generating Client Secret, see Create
Client Secret.

App Category Enter the application category.
Assignment Groups Choose a group or multiple groups and make assignments for end point
deployments.

Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.

Home

GEERBAN O

Restart  Force  Save | Help Feedback AboutSVM Patch
Service  Checkan Publisher

Distrbution Systems

Settings
~ 3 Comections i @ AddNew © Delete
SVM Connection G Intune Connection 1
3 Workspaceone Cornection 1 Distribution System Type : [Microsoft Intune
Distribution Systems Connection Name [1ntune Connection 1+ ]
Manage Patches (Coming soon) Application (dient) ID: [ cFo — - — ]
Patches Drectory (terany 0: [ ]
Cont et [ ]
App Category : [Flexera Packages ]
Assgrment Groups : 32 [

Output

03:09:17] Creating Workspace One authenticaton context
0:09:17] Invoki
03:09:17) Cann

03:09:18] Test Connaction Succe:
103:09:18] Saving distribution system connaction datai: to SVM complstd.

Output

On successful connection, the Microsoft Intune Distribution System is added to the connections.

Click Restart Service ribbon for the change to take effect.
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Adding VMWare Workspace ONE Connection

To add VMWare Workspace ONE connection, perform the following steps.

Task To add VMWare Microsoft Intune connection:

1. On Settings menu, click Distribution Systems in the left pane.

The Distribution Systems pane appears.

2. Click Add New.

3. Use the following fields to add the VMWare Microsoft Intune connection:

Field Description

Distribution System
Type

Select distribution system type as VMWare Workspace ONE.

Connection Name

Enter connection name.

Server

Enter the server details.

Authentication Type

Select one of the authentication type:

® Basic - If you select this authentication type, then enter the valid credentials of
the VMWare Workspace ONE.

® Certificate - If you select this option, you can select the registered certificate.

For more information, see Basic or Certificate Authentication Type.

Thumbprint

Choose required certification for the authentication.

Note - This field appears only when you select Authentication Type as Certificate.

Tenant ID/API Key

Enter the registered tenant id. For more information, see Create Tenant ID / API Key.

Organization Group ID

Choose the required organization group id.

Assignment Groups

Choose a group or multiple groups and make assignments for end point
deployments. For more details, see VMWare Workspace ONE Assignment Groups.

4. Click the Test & Save Connection button to ensure the settings you entered can be used to successfully connect to
this service. You will receive a successful message in the Output Window.
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Home

Bl =

B cx {

Restart Force Save | Help Feedback AboutSVMPatch
Service  Checkin Publisher

Settings Distribution Systems

v [ Connections © AddNew  © Delete
SVM Connection () Intune Connection 1
S w e Distrbution System Type: ~|VMware Workspace ONE
Distribution Systems
y: Connecton Name™: WorkspaceOne Connection 1 ]
Manage Patches (Coming soon) — R
Servert: — ]
Patches
Authentication Type: Basic
Username : [ . ]
Password®:  [eeeemee ]
Tenant ID/API Key™: I G 35gxd/Y = ]
Organization Group ID™: 64949 [
Assignment Groups: FLEXERA SOFTWARE LLC - 0062J00000nuB60QAU / AdminStudo
AdminStudio Smart Group(FLEXERA SOFTWARE LLC - 0062J00000nU860QAU)
Output X

[03:13:03] Fetching smart groups from Wl server. This might take 3 while,
[03:13:03] Fetching assignment groups.

[03:13:03] Creating Workspace One authentication context.

[03:13:03] Invoking Workspace AP1 call.

03:13:04] Smart groups fetched successfully.

[03:13:07] Finished fetching assignment groups.

5. Onsuccessful connection, the VMWare Workspace ONE Distribution System is added to the connections.

6. Click Restart Service ribbon for the change to take effect.

VMWare Workspace ONE Assignment Groups

To make assignments for end point deployments in the SVM Patch Publisher for Workspace ONE publishing, perform the
following steps.

Task To make assignments for end point deployments in the SVM Patch Publisher:

1. InAssignment Groups (optional) field, click context menu icon. The Workspace ONE Smart Group window appears.
Select the desired groups from the list and then click Ok.

Home

(=4
GsBraw o0
Restat Foce Save | Hep Feedback AboutSVMPatch
Service  Checkn Publsher

Distribution Systems

Settings
v [J Connections © AddNew © Delete
SVM Connection G intune
Owst Distrbution System Type : [VMWare Workspace ONE
IR workspace ONE Smart Group - u} X
Distribution Systems R e
Manage Patches (Coming soon
9 (Coming soon) f— — 3] [Swart Group Name Smart Group Gad I
Patches FLEXERA SOFTWARE LLC - 0062 J/... bSct i =
Authentication Type : Basic ‘ | FLEXERA SOFTWARE LLC l 0!
AdminStudio Smart Group(FLEXERA SOFTWARE LLC ... 7d120e77-4f95-427-8659-9c544fe0d0c
(== l'—"@ﬁem“‘ [7] FLEXERA SOFTWARE LLC I
Al Corporate EXERA SOFTWAR. 7ba797b-4d9f-452fb:
Password:  [eeeeeeneene [l e o T =
All Devices(FLEXERA SOFTWARE LLC - 006200000n... b93dea le-039c-46¢8-8d07-769fc2060173
Tenant ID/API Key : KL6kr9HeEU9eYOwbzus8HON
Organizatin GroupID: 64949 o it

e

Test & Save Connection
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2.

3.

Note « Make sure that the Assignment Groups are selected before restating the service.

Click Restart Service ribbon for the change to take effect.

The selected groups will be assigned for the end point deployments.

Deleting an Existing Distribution Connection

To delete an existing Distribution Connection, perform the following steps.

To delete a connection:

3.

4.

On the Settings menu, click Distribution Systems. The list of connections appears under the Connections pane.

Select required connection form the list and click Delete.

Home

GsEHEN O

Restart ~ Force  Save Help Feedback About SVM Patch
Service  Check-in Publisher

Sett'lngs Distribution Systems

~ [ Connections
&R Wsus Connection 1
G5 Intune Connection 1

SVM Connection
Distribution Systems

Manage Patches (Coming
soon)

Patches

Click Yes and confirm to proceed the changes.

¢ @ Add New € Delete

Distribution System Type : |Windows Server Update Services (WSUS)
Connection Name: [Wsus Connection 1 |
Server : [om < - - ]

Groups to auto deploy : - Computers

[~] Cleanup package files on WSUS when removing old patch

[]sign packages manually

Load Groups

Flexera SVM Patch Automation will connect to the WSUS server under the running Windows user context.

Test & Save Connection

Upon confirming, the selected connection will be removed from the Connections pane.

Download and Install the Software Vulnerability
Manager Client ToolKit

To ease patch automation and WSUS management you must download and install Software Vulnerability Manager
Client ToolKit. To download this tool kit, click here.
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On successful installation of Software Vulnerability Manager Client ToolKit, below
tools will get installed and their respective shortcuts will be created in your desktop.

®  Flexera SVM Patch Configuration
®  Flexera WSUS Management Tool

® Flexera SVM Client Data Tool

[

Important « You must install Software Vulnerability Manager Patch Client ToolKit to utilize the Vendor Patch Module and
SPS Automation, see Automating Patch Deployment and Patch Automation.

Prerequisites
The below prerequisites are required:
® 64 Bit Operating System. Windows 7 +

® Windows Server Update Services (WSUS) administrative console (RSAT) needs to be installed. You need to install the
administrator tools version that corresponds to your WSUS server.

®  Access Privileges to run the Daemon as a service.

®  Access Privileges to makes changes to the WSUS server.
® Internet Connection - SSL/TCP to a SVM server.

® .NetFramework 4.6.1 or above.

® OSRequirements:

® |Install Software Vulnerability Manager Client ToolKit in Windows Server 2012 or Windows 8, for Windows 2012
WSUS.

® Install Software Vulnerability Manager Client ToolKit in Windows Server 2016 or Windows 10, for Windows 2016
WSUS.

® |Install both the Software Vulnerability Manager Client ToolKit and WSUS in the same domain.

Task To download and install the tool kit follow the below steps

1. Download the Software Vulnerability Manager Patch Configuration Tool from the SVM Tool Kit. Save it in your desired
folder path.

2. Doubleclick the set up file, welcome wizard appears. Click Next.
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) Software Vulnerability Manager Client Toolkit - InstallShield Wiza...

(o}

Welcome to the InstallShield Wizard for
Software Vulnerability Manager Client Toolkit

The InstallShield{R) Wizard will install Software Vulnerability
Manager Client Toolkit on your computer. To continue, dick
Mext.

WARNING: This program is protected by copyright law and
international treaties.

3. You will be prompted to enter your system credentials. Click Install.

# Software Vulnerability Manager Client Toolkit - InstallShield Wiza...
Ready to Install the Program

The wizard is ready to begin installation. @\

Click Install to begin the installation.
Launch Daemon as User

Enter a user name and password to run the Patch Automation Daemon service. Leave
it blank to log on as Local System account.

User Name: I- - ——

Password: || LTTITTYIY)

Installshield

< Back Install Cancel

0

Tip « On successful installation, one shortcut for Flexera Software Vulnerability Manager Patch Configuration and
one shortcut for Flexera WSUS Management Tool will get created in your desktop.

4. Onsuccessful installation, click Finish. Flexera SVM Patch Configuration windows pane appears, see Flexera SVM
Patch Configuration.

Flexera SVM Patch Configuration

Flexera Software Vulnerability Manager Patch Configuration integrates Software Vulnerability Manager application with
the configured WSUS server to achieve the automation for subscribed packages.

On successful installation of Software Vulnerability Manager Client ToolKit, a shortcut with a name Flexera SVM Patch
Configuration will get created.
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Note « You will get 400 error message when the SVM Token has expired. To re-generate the token, follow the steps as
mentioned below in the SVM Connections (point 12 and 13).

Task To use Flexera Software Vulnerability Manager Patch Configuration follow the below steps:
1. Double click on the shortcut created on your desktop, Flexera SVM Patch Configuration windows pane appears.
2. Itconsist of five tabs:
® WSUStab
® Intunetab
® Workspace ONE tab
® SVYMtab

® General tab

[ Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output |
Server: [
[] use SSL
Groups to auto deploy:
- Computers

[] Cleanup package files on WSS when removing old patch
[] Sian packages manually

Flexera SWVM Patch Automation will connect to the WSUS server under the running
Windows user context.

Load Groups

3. InWSUS Connection tab, enter the WSUS server details and the port number, click Load Groups.

4. In Groups to auto deploy, you can see the list of computer groups configured in WSUS Server.
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5. Select the computer groups which you wanted to deploy the packages. To know more about a package publishing,
see Automating Patch Deployment.

6. To external package signing, select Sign package manually option.

[3 Flexera SVM Patch Configuration - O x
WSUS Intune Workspace ONE  SVM  General Output Window: Clear Outout |
[6:49:45 AM] Attempting to connect to WSUS:
Server: I. TR TEIE LT psccm scom test:8530 Use SSL:False

[6:49:45 AM] Successfully connected

Port: to;psccm scem test: 8530

[6:49:45 AM] Connection Successful

[ Use ssL [6:49:45 AM] ServerString: Default
[6:459:45 AM] Serverld: e 76ae 74-10314a41-a747-
Groups to auto deploy: de17ef069db0
[6:49:45 AM] TargetingMode: Server
=[] All Computers ~ [6:49:45 AM] ProxyServerPort: 80
[ ]Unassigned Computers [6:49:45 AM] Attempting to obtain the computer
i Cwin7 target groups from WSUS.
:Dw'n‘lﬂ [6:49:45 AM] Number of computer target groups: 5
I win
[ Iwing8 v

[] Cleanup package files on WSS when removing old patch
[] Sian packages manually

Flexera SWVM Patch Automation will connect to the WSUS server under the running
Windows user context.

| Load Groups

7. InIntune Connection tab, you will be prompted to enter your Intune credentials like Application (Client) ID, Directory
(tenant), Client Secret. To know more details on configure Intune credentials, see Set up a Distribution Connection in
Flexera SVM Patch Configuration for Microsoft Intune.

8. InAssignment Groups (optional) field, choose a group or multiple groups and make assignments for end point
deployments. For more information, see Assignment Groups.

9. Click Test Intune Connection button, on successful connection you will receive a successful message in the Output
Window.
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[ Flexera SVM Patch Configuration — O ped
WSUS Intune  Workspace ONE SVM  General Output Window: | Clear Output |
[5:41 50 AM] Attempting tolconned to htulua server
Application (client) 1D: Idga:'" SR S 094 1118d99 ‘ with Client Id, Tenant Id, Client Secret details.

| [5:41:51 AM] Successfully connected to Intune

[Server,

[5:41:51 AM] Connection Successful

Directory fenant) ID: | 7d95 % & 0 6w b 3894a07cd 50

Client Secret: ’ooooooooooonooooooonoo-.ooooooonoo |

App Category: ’Hexera Packages |

AD SyncAdmins
ADSyncBrowse
Assignment Groups: | ADSyncOperators
AR Support Group
Artur_Device_Group

Test Intune Connection

10. In Workspace ONE tab, you will be prompted to enter the valid Workspace ONE connection details like Server name,
Authentication Type, Tenant ID/API Key, and selecting Organization Group ID. To know more details on configuration,
see Set up a Distribution Connection in Flexera SVM Patch Configuration for Workspace ONE.

11. Click Test Workspace ONE Connection button, on successful connection you will receive a successful message in the
Output Window.

E Flexera SVM Patch Configuration

- O X
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Outout |
[1:44:21 AM] Attempting to connect to Workspace
Server. [m"'" 0 40 com l gﬁ:’zml%'m%wm space
e | Basic e | ﬁriﬁze'lw:;‘l] Connection Successful
Uner Names: [ ————— [S‘Ie:'t:ozej AM] ProductMName: AirWatch Platform
Password: ssssssseee [1:44:21 AM] ProductVersion: 21.7.0.0

Tenart ID / API Key: | KL69He EUSe Y Owbzus8HOKv6vmtwgCVECGY3Sgxd/ Y|
Organization Group ID: 64349 1[-]

Test Workspace ONE Connection

12. In SVM Connection tab, you will be prompted to enter your Software Vulnerability Manager Cloud credentials.
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13. Click Test SVM Connection button, on successful connection you will receive a Token in the Output Window.

E Flexera SVM Patch Configuration

- O s
WSUS Intune Workspace ONE SVM  General Output Window: | Clear Output
[7:04:27 AM] Attempting to Connect to SVM Server:
Connect to On-Prem SVM Server https://csi7.ga secunia.com/
: [7:04:27 AM] Successfully connected
Site URL: (e o - | Lo hitps:// s s see 800 m/
r [7:04:27 AM] Connection Successful
Use SSL [7-04:27 AM] Token
Bx 7o AbgOduzirb F 1FDrduvLSnW.J 30idx TXYp Y2I80T
User Name: - hH1eAFcAgVRYXJYGFGOG T
Password: [esssesses .
Test SVM Connection
14. Inthe General tab, you can set any one of the below distribution system.
®  Windows Server Update Services (WSUS)
® Microsoft Intune
® VMWare Workspace ONE
E Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: Cear Qutput
Distribution System
Distibution To: | Microsoft Intune vl
Windows Server Update Services (WSUS
Logging VMWare Workspace ONE
Log File: |C:\nga'nData\Flexera Software\SVM Patch‘\svmpatch log || |
loglevel: | LogAlways v
Check-In Settings

Checkeln Frequency: |0 [3{Days 5 |¢] Hours [0 |5| Minutes

[] Get all Latest Subscribed Packages

Force Check-In Now ‘

© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Product Version: 5.0.412
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15. You can edit the folder path to save the action logs of this Tool. By default, the folder path will be
C:\ProgramData\Flexera Software\SVM Patch\svmpatch.log.

16. You can set any one of the below preferences to save the log files:
® LogAlways
® (ritical
® Error
® Warning

® [Informational

® \erbose
ﬂ Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: | QearOutput |
Distribution System
Distribution To: Microsoft Intune ™
Logging
Log File: \C:\ProgramData\Flexera Software\SVM Patch\svmpatch log ||
Log Level:

4 Hours [0 13| Minutes

Verb
Get al Latest Sumscroen
Force Check-In Now ‘
@ 2020 - 2021 Flexera. All rights reserved. Data Privacy., Product Version: 5.0.412

Note » The Log times will be in UTC format.

17. In Check-In Settings, you can set the frequencies to pull the relevant packages from the server.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 47



Chapter 3 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Client ToolKit

[ Flexera SVM Patch Configuration - | X
WSUS  Intune Workspace ONE SVM  General Output Window:  Clear Output
Distribution System i.‘.".‘.'.'_. - gty
1‘ A d) - - - -
Distribution To: Microsoft Intune “ i
{- M) . .—-' v -
— s 3 e S5 e
250 M0 o -
Log File: |C;\Pruga'nDa‘la\Flexera Software.SVM Patch‘svmpatch log || e : : : :::"Q‘-::‘ .
e
Log Level: LogAlways ~ : : :--’.. _- :,‘
- A ey, - SR P e g
Check-In Settings !“.":' - —
Check-n Frequency: 0 |2 Days |5 |%Hou's|0 | Minutes i-:u-_‘ - » S—
. o - -
Get all Latest Subscrbed Packages bias =
L - Py v - -
I Force Check-In Now I i . }
P - @ - - - -
b ’
[‘ . o -
IS T —
LT —
© 2020 - 2021 Flexera. All ights reserved. Data Privacy. Product Version: 5.0412 |, = 5wt = »

Note - Force Check-In Now button can be used to pull relevant packages immediately.

18. Click check box button if you want to get all latest subscribed packages.

19. To run the services, click close button. You will be prompted to enable Start SVM Patch Daemon in the closing
window. Click Yes to restart the Patch Daemon for the change to take effect.

Flexera SVM Patch Configurati..  — O X

Do you want to save changes?

[~ Start SVM Patch Daemon

Yes No Cancel

Note « If any changes added in the Workspace ONE tab or SVM tab, then make sure that Test Connection to be done and then
Restart the Patch Daemon for the changes to take effect.

Flexera WSUS Management Tool

Flexera WSUS Management Tool allows you to manage the packages and configuration settings of WSUS.

On successful installation of Software Vulnerability Manager Patch Configuration Tool, along with the Software
Vulnerability Manager Patch Configuration Tool shortcut, one shortcut for Flexera WSUS Management Tool will get
created in your desktop.
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It consist of two tabs:
®  Patching Information

® Configuration

Patching Information

Patching Information tab prompts you to connect to the WSUS server to view the packages, based on the selected filter
option, either 3rd party, Microsoft updates, or both. It also allows you to approve, delete, decline the selected patches and
select a computer groups where you want to deploy these approved patches, at the set deadline.

It consist of three sections:
®  Filter Update List
®  Group Approvals

® SetApproval Deadline
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=
Task To use WSUS Management Tool follow the below steps:
1. Double click on the shortcut Flexera WSUS Management Tool in your desktop, Windows Server Update Service
Management Tool home page opens.
M Windows Server Update Service Management Tool -0
WSUS Server |pscem scem test Pot |8530 [] Uss S5L
{Paiching réomaion | Confy
er Update List Group Approvals
Set Approval Deadline
12/ 972019
9:23:09PM s
Connect to Server and Refresh Approve Groups
State Title Vendor Approval Installed Pending Not Installed
In the Filter Update List, you can either select 3rd Party Patches, Microsoft Updates, and All. You can enter the patch
name or vendor name in the Text Filter box to fetch a quick patch list.
Click Connect to Server and Refresh, list of patches based on the selected Filter Update List appears.
Right click on a patch, you can perform a below function:
® Decline Selected Updates
® Delete Selected Items
®  Export SDP file
®  Properties
In Group Approval section, you can select a desired computer groups from the WSUS server.

SVMC-DECEMBER2021-UG00
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M Windows Server Update Service Management Tool -0
WSUS Server |pscem scom test Pott 8530 |[] Use s5L
Patching Infomation | Confi
Filter Update List
® rd Party [] Set Approval Deadine
© Mirosaft Updates SL]A Computers 12/ 972019 E
Om ‘[ ] Unassigned Computers @
Tm,m - . 92309 PM =
Totfiter s | “[Owin10
Connect to Server and Refresh wi | Aoprove Goups
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed o)

Ready Deployment package for Software ... Secunia Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Fexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Flexera Software Unknown 0
Ready Deployment package for Software ... Secunia Unknown 0
Ready Update 4K Video Downloader, ver...
Ready Update 7-Zip (x&4), version 19.00....
Ready Update 7-Zip (x64), version 19.00....
Ready Update 7-Zip (x64), version 19.00....

Decline Selected Updates
Delete Selected ltems
Export SDP file

anoa:caacnainaancac

[
0
0
Properties 0
Ready Update 7-Zip (x64), version 13.00.... L 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0
Ready Update 7-Zip (x64), version 19.00.... lgor Paviov Unknown 15 0 v
< >

6. Select the Set Approval Deadline, you can set the date and time to deploy the approved patches.

0

Tip « WSUS management tool allows you to Approve, Decline, and Delete multiple patches at the same time.

A Windows Server Update Service Management Tool - b n
WSUS Server [pscom scomiest Port (8530 | Use ssL
Patching Irformation | Conf
Fiter Update List Group Approvals
(® 3rd Party = Computers Set Approval Deadiine
O Microsoft Updates =[] Al Computers -
On [ JUnassigned C s 1/ 172020 ]
- i 12:00:00 AM 5
Text Fitter: Flexera Dw,n? s
[Jwin10
Connect to Server and Refresh [wing | Approve Groups
Number of Updates Found: 30
State > Title Vendor Approval Installed Pending Not Installed (a]
Ready Deployment package for Software ... Secunia Unknown 0 0 13
Ready Deployment package for Software ... Flexera Software Unknown 0 0 18
Ready Deployment package for Software ... Flexera Software Unknown 0

Deploymert package for Software __

Deployment package for Software ... Flexera So&ware l.hk:nown

eacb Deployment package for Software __
Deploymert package for Software o 7|
Ready Update .NET Core Runtime 3.1 0& Microsoft ﬂppmvad D 0 D

Update 4K Video Downloader, ver.. DpenMedu Unknown
T e T S S S  S—
Update 7-Zip (<64) version 19.00... ___

Update 7 Zp (1:64) version 19 DU Igor Paviov Lhknown
___
Ready Update 7- Zp 6:64) version 19.00.... Igor Paviov Unknown 0
Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 (] 0
Ready Update 7-Zip (x64), version 13.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00.... Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00....  Igor Paviov Unknown 15 0 0
Ready Update 7-Zip (x64), version 19.00....  lgor Paviov Unknown 15 0 0 v
<

7. Toapprove the selected patches, click Approve Groups. You can see the Approved status from the Approval Column.
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Configuration

In Configuration tab, you can perform the below WSUS configuration actions:

® TestWSUS
® Test GPO Settings
°

® |nstall Signing Certificate

Generate New Signing Certificate

®  Export Signing Certificate from WSUS
® Delete Signing Certificate in WSUS
°

® Dump All GPO Informations

Create / Update SVM Group Policy Settings

6} Windows Server Update Service Management Tool

— O B

WSUS Server |pscem scem test

Pot [8530 [] Use SSL

Patching Information | Configuration
Operations to run:
Test WSUS Test GPO Settings

WSUS Certificate Functions
Generate New Signing Certificate
Set Extemal Signing Certificate
Path: || Browse
Password:

Set Signing Certfcate in WSUS

Install Signing Certficate
Export Signing Certificate from WSUS
Delete Signing Certfficate in WSUS
Group Policy Functions
GPO Name: 'WSUS - CSI

GPO to Support SCCM Patch Deployment
[] GPOto Install WSUS Certficate

Create / Update SVM Group Policy Settings
Dump All GPO Information

Output Window:

Flexera SVM Client Data Tool

Flexera SVM Client Data Tool will allow you to pull and store your SVM data in a Microsoft SQL database to keep for as long
as you wish.

52

On successful installation of Software Vulnerability Manager Client ToolKit, a new shortcut SVM Client Data tool will get
created in your desktop.

To pull data, perform the following process:

Create Database Connection

SVMC-DECEMBER2021-UG00
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® AddAccount

® SyncData

Alongside the SVM Client Data Tool, PowerBI templates have been included. With these Power Bl templates, you can
generate trend reports for the existing data. For more information on generating reports, see Generating Data Trend
Reports.

Create Database Connection

To create a Database connection in Client Data Tool, perform the following steps.

Task To create a Database connection:
1. Double click on the shortcut created on your desktop, Flexera SVM Client Data windows pane appears.

2. Click Database Connection button. The Database Connection window appears.

A svM Client Data - O X
Add Account
Database Connection I
Site URL: https: f/csi7.secunia.com
‘ ttps:/f | Sync Data |
User Name: ‘ ]
Password: ‘ [ patabase Connection %
‘ Add Account to Ui
Server: |
A Authentication: | -
Logs Directory: |C:_ S v
3 Login ID: |
Drag a column header here to group by that column Password: I
I User Name | Site Url Device Lag Catalog: |

b
[+] save & Connect automatically

Connect Create | | Close
T
M4 44 ¢« Recordlofl *» v w4 = F o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

3. InServerfield, enter SQL Server name.

4. InAuthentication field, you can select authentication type as either Server Authentication or Windows
Authentication.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 53



Chapter 3 Getting Started with Software Vulnerability Manager Cloud Edition
Download and Install the Software Vulnerability Manager Client ToolKit

SVM Client Data - a
Add Account
I Database Connection
Site URL: [htms:ﬂcsi'f.secuia.mn ‘ l F—
User Name: [ ]
Password: [ Database Connection
[ Add Account to L
Server: SVM-TESTA |
Authentication: | Windows Authentication |~
Logs Directory: |C: i
e | Server Authentication
Login ID:
Windows Authentication
Drag a column header here to group by that column Password:
User Name | Site Url Device Laf Catalog:
3
|v| save & Connect automatically
[ Connect | | Create l Close
e 4 ¢« Recordlofl » » »i 4 = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2
5. Ifyou select Server Authentication, then enter Login ID and Password.
6. In Catalog field, enter the catalog name.
7. After entering the details, click Create button.
SVM Client Data - O
Add Account
I Database Connection
Site URL: [htms:ﬂcsi'f.sec\n'a.mn | l Sync Data
User Name: [ ]
Password: [ [ patabase Connection
[ Add Account to Ui
Server: | SVM-TESTA \
) Authentication: [Sewer Authentication - ‘
Logs Directory: | C: i
Login I0: [ |
Drag a column header here to group by that column Password: ‘ | ‘
User Name | Site Url Device Laf Catalog: \ua test ‘
3
[/] save & Connect automatically
I Connect | ‘ Create I Close
e 1 ¢« Recordlofl » » »id = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

8. Upon successful action, Database created in the Microsoft SQL Server.

9. Once Database created, you can Connect to the Database.

54
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Add Account

To add account in Client Data Tool, perform the following steps.

Note « Make sure that the Database is connected. For more information, see Create Database Connection.

Task To add account:
1. InAdd Account, by default Site URL will be displayed
2. Enterthe User Name and Password, and click Add Account to List button.

Added account will then be listed in the below section.

[ svM Client Data - 0O %
Add Account
Database Connection |
Site URL: https: /R
‘ - | Sync Data |
User Name: ‘— Cow CESEEESE e S |
Password: ‘ e —— | Cancal
i Add Account to List { |
Logs
Logs Directory: |C:\ I - sae
Drag a column header here to group by that column p
| User Name | Site Url Device LastRun Device History LastRun | Software History Las ‘ Status
v vommman hitps: /M | 10/25/20215:53AM | 10/25/2021 5:53AM | 10/25/2021 5:53 AM
M4 44 ¢« Recordlofl *» v w4 = F o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Configure Logs Directory

To configure logs directory, perform the following steps.

Task To configure Logs directory:

1. InLogs Directory field, enter desired path in the text box orclick ~~ icon and select the path that you want to save
the log files generated.

2. Click Save button to take effect.
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[ svM Client Data - 0O X
Add Account [
Database Connection |
Site URL: https: //csi7. secunia.com
‘ | Sync Data |
User Name: [ .| |
Password: ‘ [P —— | Cancel
‘ Add Account to List | |
Logs
| Logs Directory: | -] save |
Drag a column header here to group by that column p
IUser Name | Site Url Device LastRun Device History LastRun I Software History Las \Status
RN R https: /I  10/28/2021 4:02 AM  10/28/2021 4:02 AM | 10/28/2021 4:03 AM
M4 44 ¢« Recordlofl *» v w4 = F o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

Sync Data

To pull data to Microsoft SQL server, perform the following steps.

Note « Make sure that the Database is connected and SVM account is added. For more information, see Create Database
Connection and Add Account.

To pull data to Microsoft SQL server:

=Y

. InClient Data Tool, click Database Connection and connect to the database server. for more information, see Create
Database Connection.

2. Ifrequired, you can add multiple SVM accounts. For more details on adding the account, see Add Account.

3. Ifrequired, you can configure the log directory where the log files are getting generated. For more details, see
Configure Logs Directory.

4. Click the Sync Data button. It starts pulling data to the Database.

5. Upon successful action, sync details will display in the below section.
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[ svM Client Data - 0O X
Add Account |
Database Connection |
Site URL: https: f/csi7.secunia.com
| ttps: | S |
== - T W |
Password: ‘ e ——— | Cancal
‘ Add Account to List | Logs |
Logs Directory: | C:\ I — - sae
Drag a column header here to group by that column p
User Name Site Url Device LastRun Device History LastRun | Software History Las ‘ Status
b | https: /M. | 6/22/20215:24AM  |6/22/20215:24AM | 6/22/20215:24AM | Success
-t hitps: /RN | 6/22/2021 5:24 AM 6/22/2021 5:24 AM 6/22/2021 5:24 AM Success
M4 44 4« Recordlofl *» w4 = 2 o/ x
© 2020 - 2021 Flexera. All rights reserved. Data Privacy. Version: 1.2

6. Syncdata will be available in tables and views.

Connect~ ¥ " = 7 & &

= @ SYM2019-WIN10 (SOL Server 15.0.2000.5 - SVM201¢
= Databases
System Databases
Database Snapshots
B | SVM
Database Diagrams
Tables
Systern Tables
FileTables
External Tables
Graph Tables
B dbo.Device
FR dbo.DeviceHistory
FH dbo.History
ER dbo.PropertyValue
B dbo.SoftwareHistory
FF dbo.Userfccount
FH dbo.XPObjectType
= Views
Systern Views
dboswwDeviceStatusBySystemScore
dbowwProductCriticalityByDate
dboswProductStatusByDate
dbowwSoftwareCriticalityForDevices
External Resources

FEREEEEBE

B BB

BB

+

B B

[E3]

] Svnonvms

7. You can manually sync data or you can schedule automation for the data sync. To schedule automation, see Schedule
Automation for Sync data.
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Schedule Automation for Sync data

To schedule automation for sync data, perform the following steps.

Task To schedule automation for Sync data:
1. Type Task Scheduler in the Windows Start menu and click on Task Scheduler to launch task scheduler.

2. OntheActions tab menu, select Create Task option. The Crete Task dialog box appears.

(@ Task Scheduler - X
File Action View Help
= Connect to Another Computer...
On ic Task... hary (Last refreshe /2021 6:30:05 PM)
Import Task..
— o Connect to Another Computer...
isplay All Running Tasks B . . i § o R .
ate P carry out you specify. To begin, click a command in the Action 9 i Task.
Disable All Tasks History B create Basic Task.
& Create Task...
AT Poount G . . . X . . . . . .
ored Library. perform 2n ops the y port Tk
menu.
Refresh

[ Display All Running Tasks

Help ) ] Disable All Tasks History

AT A nfiguration
Status of tasks that have started in the following time period: Last 24 hours - View »
Summary: 231 total - 1 running, 225 succeeded, 3 stopped, 2 failed G Refresh

Help

Task Name RunResult  Run Start Run End Triggered By -
) NET Framework NGEN v403031..
B NET Framework NGEN v403031..
AC Power Install (last run succee...
[ Adobe Acrobat Update Task (last...
B AdobeAAMUpdater-10-FLEXER...

@ 10

re=ns 2

et e

Summry: 122 total

Task Name Next Run Time, Triggers Location -
MicrosoftEdgeUpdateTaskMachine.. 6/28/2021 63052 PM At1030AM every day - - \

Office Serviceability Manager 6/28/2021 64015 PM At210PM every day - Af.. \Microsoft\Office

GoogleUpdateTaskMachineUA 6/28/2021 70552 PM At1005PM every day -\ v

Last refreshed at 6/28/2021 6:3005 PM

3. It consists of five tabs:
® General
® Triggers
® Actions
® Conditions

®  Settings
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(5 Create Task

General Triggers Actions Conditions Settings

Name: |

Location:  \

Author: FLEXERAY, s — —
Description:

Security options

When running the task, use the following user account:

FLEXERA), SENS——
®) Run only when user is logged on

(O Run whether user is logged on or not

Change User or Group...

Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for:  Windows Vista™, Windows Server™ 2008

Cancel

4. In Generaltab.

Software Vulnerability Manager (Cloud Edition) User Guide

In Name field, enter the task name.

In Description field, enter description for the task.

In Security options section, you can configure which administrator account can run the task.

Select the Run whether user is logged on or not option.

Select the Run with highest privileges option, If the task requires the highest privileges.

Select the Hidden option, If you want to hide the task.

The Configure for settings are changed only when you are required to use a different compatibility option.

Click Ok button.

SVMC-DECEMBER2021-UG00
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(5 ClientData Properties (Local Computer) 4

General Triggers Actions Conditions Settings History

Name: ClientData
Location:  \
Author: SVM2019\Administrator

Description: | to store SVM data

Security options

When running the task, use the following user account:

Administrator Change User or Group...
(O Run only when user is logged on

(® Run whether user is logged on or not

[[] Do not store password. The task will only have access to local computer resources,

] Run with highest privileges

[4] Hidden Configure for  Windows Vista™, Windows Server™ 2008 -

I 0K I Cancel

5. InTriggers tab.
® Click the New button. The New Trigger dialog box appears.
® Click the Begin the task drop-down and select one of the triggers from the list.

® Select Daily, Start date and time, and then enable the settings. Click Ok to schedule the task.

@ Create Task New Trigger X
General Triggers Actions Conditions| Beginthetask: Ona schedule -
Settings

When you create a task, you can specify

) Onetime Start: | 6/30/2021 T+ | |12:54:00 AM 5 ||:| Synchronize across time zones

rigger Details @ Daily
O Weekh Recur every: | days

O Monthly

Advanced settings
[] Delay task for up to (random delay): -
[[] Repeat task every: - vtk

stop all running tasks at end of repetition du

[[] Stop task if it runs longer than: 3 days]

D B(pire: 6/30/2022 12:54:25 AM : Synchronize across time zones

[4] Enabled

Edit... Deld

| 0K | ‘ Cancel

6. IntheAction tab.
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®  Click the New button. The New Action dialog box appears.

® Click the Action drop-down and select one of the actions from the list.

® Under the Settings section, in the Program/script field, specify the path for the application (SVMClientData.exe).
® Inthe Add arguments (optional) field, you can specify Sync Data.

® Inthe Startin (option) field, specify the installation folder of the SVMClientData.exe

®  After selecting the above fields, click the Ok button.

.jE._‘. Create Task New Action X
General Triggers Actions Conditions Setting You must specify what action this task will perform.

When you create a task, you must specify the al  Action:  Starta program =

Settings

Action Details )
Program/script:

‘ogram Files\Flexera Software\Client Toolkit\Client Data.exe| Browse...

Add arguments (optional): SyncData |

Start in (optional): Ira Software\Client Toolkil|

Gar.  Delee

7. After completing the steps, authenticate with your account credentials, and then the task will run automatically on
schedule or event using the specified settings.

Generating Data Trend Reports

With the Power Bl templates you can generate a trend reports for the existing data. To generate a data trend reports,
perform the following steps.

Task To generate Data Trend Reports:
1. Download Power Bl Desktop (https://powerbi.microsoft.com/en-us/downloads/).
2. Open the Power Bl Desktop.

3. Click on the File menu, select Import, and select Power Bl Template.
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4.

5.

©

New Import

Open report

Power Bl template
Save " | P

Save as

B Power Bl visual from file
Get data

@ Power Bl visual from AppSource

Power Query, Power Pivot, Power View
Publish

Options and settings

Get started

Select the desired template from the Client Data Tool\Report Templates\Power BI folder.

Note - Alongside the SVM Client Data Tool, Power Bl templates have been included.

Once the template is selected, change the database source as mentioned in the below steps:
® Click on the File menu, select Options and settings, and select Data source settings.

The Data source settings dialog box appears.
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®

New Options and settings
Open report

Opti
S {C:)} ptions

Save as

D?} Data source settings

Get data

Import
Export

Publish

Options and settings

Get started

® Inthe Data source settings, select Data sources in current file by clicking on the radio button, and click the
Change Sources button. The SQL Server database dialog box appears.

Data source settings

Manage settings for data sources that you have connected to using Power Bl Desktop.

¢ Data sources in current file O Glaobal permissions
Search data source settings ﬁ‘l
Change Source... | ‘ Export PBIDS ‘ ‘ Edit Permissions... ‘ ‘ Clear Permissions| - |

Close

® Inthe SQL Server database, enter the server (port) details and the database details. Click Ok button.
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SQL Server database

Server (i)
[ sve iy |

Database

A

» Advanced options

oK
® Upon successful action, the database source is updated.
Fle  Home Insert Modeling View Help Format  Data/Drill
cut 4= 4%
ul G bEe® L B 4Ad
e B Copy Get Excel PowerBl SQL Enter Dataverse Recent | TronsformRefresh  New Text More | New  Quick Publish
< Format painter | data~ datasets Server data sources~ | datav visual box visuals~ | measure measure !
Clipboard oata Queries nsert Cakeutations Sersiity | Share ~
W fDevices by Criticality @ - Productiame Crticatty Year Quatier Week Day 4 L N
et P e e L = < Visualizations > Fields >
Extramely Critical @ Highly Critical ' Moderately Critical 1 Less Critical @ Nt Crtical CSITWINDOWS10  Google Chroma 72x Exuemely Critical 2020 Qtr 1 |
CSTWINDOWS10  Google Chirome 72 Extremely Critical 2020 Qtr | 6 6
& ® 10 103 5 03| CSIPWINDOWSI0  Google Chrome 72.x Extremely Critical 2020 Qtr 1 7 1 < EBEMENB  5sam
= CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 1 3 1. - ] & ba B i 2
CSIWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qtr 2 ) F ML QM - & wsoftwreric
S 5 .,
CSITWINDOWS10  Google Chrome 72x Extremely Critial 2020 Qtr 2 E R a B
CSITWINDOWS10  Google Chrome 72x Evemaly Crtcal 2020 Qu2 16 13 C¥amER
CSITWINDOWS10.  Google Chrome 72 Extremely Critical 2020 Qtr 2 20 15 EEERMNE
CSITWINDOWS10  Google Chrome 72x Extremely Critial 2020 Qtr 3 7 1 *
CHTWINDOWSI0 GoosleCvama 72 Exvamely Gl 020 Q'3 36 1 4NES
CSITWINDOWS10  Google Chrome 72x Extremel 2020 Qu3 34 18 ? @
CSITWINDOWS10  Google Chrome 72 Extrem 2020 Qu3 30 19
CSIPWINDOWS10  Google Chrome 72x Extromel 2020 Qu3 19
" CSITWINDOWS10  Google Chrome 72.x Extremely Critical 2020 Qtr 3 ET
g CSITWINDOWS10  Goagle Chrome 72x Extromely Critical 2020 Qua 46 11 Date i
'H CSITWINDOWS10  Google Chrome 72x Extremely Critical 2020 Qr 4 4% 1 Vear e
(= CSITWINDOWS10  Google Chrome 72 Extremely Critical 2020 Qur 4 4 2% Quarter *
CSITWINDOWS10 Google Chrome 72 Extremely Critical 2020 Qur 4 49 30 Wesk T
DESKTOP-ORIICTG  Adobe Flash Flayer 28 Extremely Critical 2020 Qtr 1 14
DESKTOP-ORIICTG  Adobe Fiash Flayer 28x Extremely Critical 2020 Qtr 1 6 6 Day VX
DESKTOP-ORSICTG  Adobe Flash Player 28x Extemely Critical 2020 Qur 1 T n
25 | DESKTOP-ORSLCTG  Adaoe Flash Prayet 28 Extremely Critical 2020 Qtr 1 ERE ) Legend
DESKIOP-ORSLCTG  Adoe Flash Player 28 Exremely Critial 2020 Qur 2 1
DESKTOP-ORILCTG  Adobe Flash Player 28x Extremely Critical 2020 Qur 2 a s Add data fields here
DESKTOP-ORICTG  Adobe Fiash Player 28x Extremely Critical 2020 Qe 2 % 13
DESKTOP-ORSLCTG  Adobe Flash Player 28 Exvemely Crineal 2020 Q2 20 15 e
DESKIOP-ORSLCTG  Adabe Flash Player 28x Extremely Critial 2020 Qtr 3 a1 Eererhy Gl o
DESKIOP-ORBLCTG  Adobe Flash Player 28 Extremely Critical 2020 Qtr 3 % 1
DESKTOP-ORSLCTG  Adooe Flash Plaver 28 Extremely Critical 2020 Qtr 3 34 18 Highly Critical e
DESKTOP-ORSICTG  Adobe Flash Player 28 Extremely Critical 2020 Qtr 3 0w Moderately Crtical '
DESKTOP-ORLCTG  Adobe Flash Player 28 Extremely Critieal 2020 Qtr 3 3 19 =
DESKTOP-ORSLCTG ~ Adobe Flash Player 28 Extremely Critical 2020 Qtr3 T Less Critical hitd
L Date Quarter Woek 4 DESKTOP-OR3LCTG _ Adobe Flash Player 28 Exremely Citcal 2020 Qe 4 46 11 Not Criical v
Pagel. § "'J Secondary values

7. You can generate reports:

® (Criticality status by device

Criticality status by product
® Device status by system score and date
® Secure status by product
8. Onthe File menu, click Save to save your changes.

9. OntheFile menu, click Save As. The Save As dialog box opens. The Save As dialog box lets you specify the name and
location where you want to save the template.

10. To export the report, select Export > Export to PDF from the File menu.
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©®

New Export
Open report

Power Bl template
Save 4 ‘ P

Sa
ave as or] Export to PDF

[

Get data

Publish

Options and settings

Get started

Join Flexera’s Customer Community

Join Flexera’s Customer Community - the place to go for case management, knowledge base articles, and product forums.
A community of customers is waiting to meet you! To get started:

® Register (https://rebrand.ly/welcome-to-flexera) for a Welcome to Flexera session. These sessions are hosted by our
Customer Success team. You’ll get a high level overview of Flexera and its product and support resources.

® Visit our Customer Community (https://community.flexera.com/t5/Software-Vulnerability-Manager/ct-p/Software-
Vulnerability-Manager). We extend case management privileges to two individuals per organization. If you need to
update your technical contacts in Flexera’s Customer Community, the following video explains how to do that: https:/
/www.youtube.com/watch?v=bSD28T432QA&list=PLCuhlHqgMRwWqqBAOs0_DKa30XElim50RR&index=6

® Anticipate an email from our Community containing your user credentials. Your organization’s administrative contact
(many times an individual in procurement or finance) has the ability to assign case management privileges.

® Request (https://community.flexerasoftware.com/register.php) access to our product forums! It’s a great way to
exchange best practices and tips and tricks with other customers like you!
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The Dashboard

The Dashboard provides an overview of your hosts with the help of various “portlets”. Portlets are a collection of
components that graphically display key data and allow you to create profiles which can display a unique combination of
portlets.

The first time you login to the Software Vulnerability Manager console the Dashboard page will only display the Overview
portlet. Select the Dashboard elements you want to view from the drop-down list on the upper left of the page. You can
then either save the profile or, if you have created several profiles, set it as the default profile. You can also delete, add a
new profile or reload the current profile view.

= [ sofvare Wlnrabity Manoger LY

%

Tip « Click ®lin any portlet to refresh the data displayed. You can further filter the data in portlets that allow Smart Group
selection.
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0

Tip « Click i any portlet for more detailed information on the data displayed.

Note « You can only load one unique portlet at a time.

0

Tip - You can toggle between Full screen and Standard views and click Export to download a PNG image of the current
Dashboard Profile.
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Agent Details

Software Vulnerability Manager Cloud Edition requires an Agent to be installed on your server to scan your environment for
vulnerabilities. Installing the Software Vulnerability Manager Agent file csia.exe requires administrative privileges. When
scanning your environment, the Agent collects data from each device that is scanned.

The following sections provide further details:
® Agent Administrative Privileges

® Agent Data Collection

® Agent Thread Priority

® Agent Caching of Scan Rules

Agent Administrative Privileges

The Software Vulnerability Manager Agent requires administrative or root privileges for the following functionality:
® Install or uninstall the service

® Update configuration data stored in per-machine locations (Examples: MachineGUID (written once); last scan time
(updated each scan))

® Scan the entire hard drive for vulnerable software (non-administrative users cannot read other users’ local files)

Note « At this time, it is not feasible to skip parts of this functionality when installing the Agent without administrative or root

privileges.
The Software Vulnerability Manager Agent requires network connectivity (HTTP/HTTPS) to https://csi7.secunia.com.

See the diagram below for an overview of the Software Vulnerability Manager Cloud System Architecture.
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INTELUGENCE BY SECUNIA RESEARCH
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Cert Revocation Check
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httpy//ftimestamp.digi
cert.com

Flexera

Agent Data Collection

After scanning your environment, the Software Vulnerability Manager Agent collects the following data, which is
summarized into a single POST to https://csi7.secunia.com. The Agent collects data from Windows, Red Hat Enterprise
Linux (RHEL) and Mac OS X operating systems. The data collected varies by operating system as described below.

70

All operating systems
® Machine name

°

°

® |Paddress

® MAC address

® Time (GMT, local)
Windows

® Distinguished name
°

°

MachineGUID (generated by Flexera)

System type (architecture / operating system)

List of security Knowledge Base articles installed or pending, source thereof

List of vulnerable and unrecognized applications from the File System scan:

Sends only:
®  File path
® Filesize
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® Metadata from the Portable Executable (PE) header to recognize known software (Examples: timestamp,
machine architecture)

® Metadata from the Version Block to recognize known software (Examples: product name, product version,
company name, original file name, internal name, file version, comments, file description, legal copyright,
legal trademarks, private build, special build)

®  Files collected are filtered by scan rules or type
® Locations of well-known system folders (Example: C:\Program Files)
® List of drives discovered or scanned

®  Processing time and other profiling measures

Red Hat Enterprise Linux (RHEL)
® |jstofinstalled Red Hat Package Managers (RPMs) from rpm

® |ist of packages with security updates using the Yellowdog Updater Modified (YUM) tool

Mac OS X
® |jst of applications from the File System scan of .plist sends only:
®  File path

® Metadata from the plist used to recognize known software (Examples: author; description; CFBundle: display
name, identifier, short version string, version, executable, get info string, name, package type;
NSHumanReadableCopyright)

® List of operating system updates queried from the system

Agent Thread Priority

Agent sets the lowest thread priority (THREAD_PRIORITY_IDLE) by default, and begins background processing mode so
that it can perform background work without significantly affecting activity in the foreground. The thread priority can be
changed via command line (--scan-thread-priority) or registry (ScanThreadPriority) as explained below:

All Agents-specifics

SVM Agents will begin background processing mode so that it can perform background work without significantly affecting
activity in the foreground. By default, SVM Agents for Windows, Linux, MAC OSX will be installed with lowest thread priority:

THREAD_PRIORITY_IDLE

Windows/Linux-specifics

The thread priority can be changed via the command line using the following optional command-line parameter supported
by the Agent for Windows/Linux:

--scan-thread-priority
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Windows-specifics
On Windows hosts (SVM Agent for Windows), the configuration of thread priority is more flexible.

You can also configure the default thread priority of your Agents through the Windows registry entry ScanThreadPriority by
specifying one of the following available values:

® 0: THREAD_PRIORITY_NORMAL

® 1: THREAD_PRIORITY_BELOW_NORMAL

® 2: THREAD_PRIORITY_LOWEST

® 3: THREAD_PRIORITY_IDLE

ScanThreadPriority is setup as a DWORD registry value in the Windows Registry.

The agent reads the setting from HKLM\SOFTWARE\Wow6432Node\Secunia\CSI Agent when running under the Local
System account, and from HKCU\SOFTWARE\Secunia\CSI Agent when running under a different domain service user
account.

See SetThreadPriority Windows API for more details about the parameters of thread priority.

The Software Vulnerability Agent doesn’t use the background processing mode when THREAD_PRIORITY_NORMAL is
specified.

MAC OSX-specifics

The scan thread priority for MAC OSX-based SVM Agents cannot be changed due to known performance problems when
different than the lowest thread is being used by the SVM Agent on OSX hosts.

Agent Caching of Scan Rules

72

New scan agents available with this release, will now cache scan rules. Agents servers will determine if the agent needs a
new set of rules and will only push these rules if needed. This will result in decrease in the amount of network traffic
generated by the scan agents which will be especially beneficial in very large environments. To take benefit of this
enhancement, the current version of the scan agent in your environment should be upgarded to the new version of the
agent-7.6.0.15
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Scanning

Software Vulnerability Manager allows scanning of target hosts using the following approaches:

® Single Host Agent-based scans are conducted by the Software Vulnerability Manager Agent that can be installed in
different modes: Single Host mode, Network Appliance mode, or Command Line mode.

® Alternatively, you can scan the target hosts by launching a scan from the system where the Software Vulnerability
Manager console is running. By using this approach, no software is installed in the target hosts. The scanning is
performed using standard operating system services. This scan is also referred to as a “remote scan”.

The various types of scan are listed and shown below:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for Mac OS X

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)
® Remote/Agent-less Scan - Requirements (Windows)

® Remote Scanning Via Software Vulnerability Manager (Agent-less Scan)
® Remote Scanning Via Agents

®  Scanning Via Local Agents

®  Run Scan from System Center Configuration Manager (SCCM)

® Scanning Mac OS X

® Scanning Red Hat Enterprise Linux (RHEL)

Below is a visual overview of the Software Vulnerability Manager scanning options:
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ASSESSMENT/SCANNING OPTIONS

<\
&
INVENTORY
IMPORT

HTTP(S)

HTTP(S) HTTR(S)

FLEXEra

Note - Ifthe WSUS Self-Signed Certificate will be used to sign the update packages created by Software Vulnerability
Manager, you can use a different certificate as an alternative.

[

Important « Administrators must ensure that Software Vulnerability Manager, and its scanning Agent respectively, have
access to all necessary system and online resources which allow the application to run as intended. The following addresses
should be allowed in the Firewall/Proxy configuration to ensure that the client system is allowed access to these online
resources: crl.verisign.net, crl.thawte.com, http://*.ws.symantec.com, and https://*.secunia.com/

Agent-based Scan - Requirements for Windows

The flexibility offered by Software Vulnerability Manager ensures that it can be easily adapted to your environment.

If you choose to scan using the installable Agent (Agent-based scans), as described in Single Host Agents, the following
requirements should be presentin the target hosts:

® Administrative privileges (to install the Software Vulnerability Manager Agent - csia.exe)
® Microsoft Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019

®  Microsoft Windows Operating System 7 Service Pack 1, 8.1, 10

® Internet Connection - SSL 443/TCP to https://*.secunia.com/

® Windows Update Agent 2.0 or later
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Agent-based Scan - Requirements for Mac OS X

The following requirements should be met before installing the Single Host Agent on an Intel-based Mac OS X machine:
® Supported Systems:

® 10.8 Mountain Lion

® 10.9 Mavericks

® 10.10 Yosemite

® 10.11ElCapitan

® 10.12Sierra

® 10.13 High Sierra

® 10.14 Mojave

® 10.15Catalina

® 11BigSur
® Administrator privileges at minimum (‘root’ privileges required for the installation)
® Internet Connection - SSL 443/TCP to https://*.secunia.com/
® The userinstalling the Agent must have 'execute' permissions on the file (chmod +x)

Note « To install and scan Mac Agent in Mac OS Big Sur with ARM Architecture, you need to install Rosetta software.
softwareupdate --install-rosetta

Agent-based Scan - Requirements for Red Hat
Enterprise Linux (RHEL)

Note « The csia agent for RHEL is architecture independent (that is, it works for 32- and 64-bit).

To install the Single Host Agent on a Red Hat Enterprise Linux (RHEL) machine, the user:
® Must be a member of the sudoer group.

® Must have write access to the /etc/csiafolder to save configuration data.

®  Must have a RHEL machine that supports the following operating systems:

® RHEL 6: requires bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

® RHEL 7:requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

For further RHEL agent installation information, see Installing the Software Vulnerability Manager Agent for Red Hat Linux.
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Remote/Agent-less Scan - Requirements (Windows)

Note « It may be possible to install the scan Agent on RHEL operating systems and configurations other than those described
above. However, these have not been tested and are not supported by Flexera.

Remote/Agent-less Scan - Requirements
(Windows)

If you prefer to scan without installing the Software Vulnerability Manager Agent (Agent-less scans), the following
requirements should be present in the target hosts:

Ports 139/TCP and 445/TCP open inbound (on hosts)
File sharing enabled on hosts
Easy/simple file sharing disabled

Windows Update Agent 2.0 or later

Required Windows services started on hosts:

Workstation service
Server service
Remote Registry service (by default is disabled on Win7/Vista)

COM+ services (COM+ System Application: Set to Automatic)

In order for a remote/Agent-less scan to succeed, the user executing the scan - whether that’s the user running the
Software Vulnerability Manager console or the user for the service running the network appliance - must have local
administrative privileges on the scanned hosts.

When performing Remote/Agent-less scans, the result may be displayed as Partial in the Completed Scans page. This is
caused by the Windows Firewall default settings that block the RPC dynamic ports.

On the host, in Windows Firewall, the user should create an inbound rule to allow inbound traffic for all products that use
RPC dynamic ports.

=
Task To create the rule:
1. From Windows Control Panel (View by Category) > System and Security > Windows Firewall, select Advanced settings
2. Select Inbound Rules in the Windows Firewall with Advanced Security on Local Computer pane and then select New
Rule in the Actions pane
3. The New Inbound Rule wizard opens
4. Select Custom rule and click Next
5. Select All programs and click Next
6. Inthe Protocol and Ports window:
7. From the Protocol type: drop-down list, select TCP
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8. From the Local port: drop-down list, select RPC Dynamic Ports

9. Click Next until the Profile window appears

10. Clear Private and Public, select Domain and click Next

11. Give the rule a name, for example: Software Vulnerability Manager
12. Click Finish

Once you have created the rule, use the Software Vulnerability Manager console to perform a remote scan of the PC. The
host will connect to Windows Update and the scan status should be displayed as Success in the Completed Scans page.

Remote Scanning Via Software Vulnerability
Manager (Agent-less Scan)

These scans are performed in an Agent-less manner and the credentials used by Software Vulnerability Manager to
authenticate on the target hosts will be the same as those of the user that launched the Software Vulnerability Manager
console.

This section describes the features for this Agent-Less Scan:
® Quick Scan
® Scan Groups

® Scan Progress

(o

Important « Please consider the system requirements for the Scan Groups/Agent-less scans, described in Remote/Agent-less

Scan - Requirements (Windows).

Quick Scan

Use this page to conduct quick, on-demand, scans from your Software Vulnerability Manager console against remote hosts
on your network or your local PC. Enter the scan type and IP address range for the hosts you wish to scan in the Enter hosts
to scan screen and click Scan Hosts.

For local host scanning, click Include this computer in scan.
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Enter hosts to scan
Scan Type

(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

IP Range
From: | Enter IP address

To: |Enter IP address

IP Addresses or Computer names

Enter host names and ip addresses here

Scan this computer (localhost)

[ Include this computer in scan

| Scan 1 Host |

To make sure that you are able to remote scan the target host, please ensure that all the system requirements for the
remote scan are in place.

The progress can be seen under Scan Progress.

Scan Groups

This page displays a list of Scan Groups you have created. To start a scan, right-click the group name and select Scan
Group.

Scan 1 selected group  Mew Scan Group

Scan Group =

ChrisTe
Edit Group
Scan Group
Delete Group

If you are scanning remote hosts, your current login credentials, or the ones you supplied via “Run as...” will be used to
authenticate against the remote hosts when conducting the scan.

Click New Scan Group to create and configure a group of hosts to be scanned.

New Scan Group: #

Name & Scan Type IP Ranges IP Networks Hosts & IPs

Name: |

Scan Type: () Type 3: Inspect all .dll, .exe, and oo« files (Slow)
(®) Type 2: All Paths (Recommended)
() Type 1: Default Paths

Microsoft Update: Check for missing Microsoft security updates has been globally enabled by the
partition administrator.

| Cancel |
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After navigating through the different tabs: Name & Scan Type, IP Ranges, IP Networks and Hosts & IPs, click Save to create
the scan group.

Scan Progress

Use this page to track the scans being conducted. You can also configure the number of simultaneous scan threads (the
default value is set to 5) as described in Settings.

Overall Scan Progress
Time Elgpsed: 10 seconds
Scans Completed: 0
Scans Remaining: 1

Overal Scan Progress:

|- ‘
Thiead 10f5:

Thiead 2f5:
Theead 3 of5:
Thiead 4 of5:
Thread 5 of5:

Thiead 6 of5:

| Sop Al Stans |

System Center Inventory Import

Scan results are obtained from the data collected by the System Center software inventory agent, which avoids the need to
install the Software Vulnerability Manager Agent on each client.

To set up an import schedule, see System Center Import Schedules (Requires the Software Vulnerability Manager Daemon).

System Center integration requires the following prerequisites:

®  Setting up authentication. The user running the Software Vulnerability Manager console must have access to the
database containing the data of the System Center. For System Center Configuration Manager the database is named
CM_ssite_code> and for System Center Configuration Manager 2007 it is named SMS_<site_code>. To add

permissions, open SQL Server Management Studio, right-click the appropriate database, navigate to permissions and
add Connect and Select.

®  Setting up the software inventory agent. Assuming that the System Center site has been set up, open the System
Center console and ensure that the System Center client (agent) is installed on the hosts to be scanned. In System
Center Configuration Manager, go to Devices and right-click Install client. Then go to Administration > Client Settings >
Properties > Software Inventory. To configure the broadest possible pattern, select File Detail: full and add the
patterns *.dll, *.exe, *.ocx. Do not exclude the Windows directory. Less data will be generated by specifying a narrower
pattern, however, the quality of the scan result will suffer.

® |naddition, you might want to consider increasing the software inventory file size from the default of 5 MB to 12 MB.
To accomplish this, change the following registry key on the System Center Server:
HKLM\Software\Microsoft\SMS\Components\SMS_SOFTWARE_INVENTORY_PROCESSOR\Max File Size
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Click Configure System Center. In the Software Vulnerability Manager System Center Configuration page, enter the System
Center Server Name. Select the Use System Center Collection Name as Site name for imported hosts check box to use the
Collection name as a host's Site name during Collection import and click Save.

r i Center C i * 1
System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.
(®) Automatic
System Center Server Name:

) Manual
System Center Import Settings
Choose whether or not to automatically create a Site name from the System Center Collection Mame and assign it to

imported hosts.
[+ Use System Center Collection Name as Site name for imported hosts

If you select Manual, enter the SQL Host, SQL Port and SQL Database connection data and click Save.

r 1] i Center G i B3 T

System Center SQL Database Settings

Choose automatic to get the SQL connection data from System Center server or specify your own connection data with
manual option.
() Automatic
(®) Manual
SQL Host:
SQL Port: | 1433

SQL Database: | CM_IND

System Center Import Settings

Choose whether or not to automatically create a Site name from the System Center Collection Name and assign it to
imported hosts.
[«] Use System Center Collection Name as Site name for imported hosts

L [ save J

In the System Center Inventory Import page, click Import Selected Collections or Import All Collections.

[

Important « The scan result is based on the data collected by the software inventory agent, which may not be of the same
quality as that of the Software Vulnerability Manager Agent (csia). This means that there could be discrepancies between a
scan performed by the System Center integration and the csia. It may also result in some products not being detected
correctly. For higher quality scan results Flexera recommends using the csia.

System Center Import Schedules (Requires the Software
Vulnerability Manager Daemon)

80

Click New System Center Import Schedule and enter:
The Schedule Name.
The Next Run date and time.

The Frequency (Hourly, Daily, Weekly or Monthly) that the import will be performed or select the One-Time Import check
box.
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Define the schedule for importing System Center scan data. After the schedule has been created you will be
prompted to add the collection whose scan data you want imported.

Schedule Name: | |

You must choose a

:ext Date and Time in
L the future.
Frequency:  Hourly ¥ or [ One-Time Import

| Save | | Close |

Click Add Collections and enter the Collections to include in the Import Schedule.

Right-click an Import Schedule in the grid to edit or delete the schedule.

Remote Scanning Via Agents

You can use Network Appliance Agents for scanning one or more networks at scheduled intervals without having to install
the Software Vulnerability Manager Agent in every single target host.

With the csia.exe installed in Network Appliance mode, you will have the ability to schedule remote scans.
The hosts to be scanned can be identified by an IP-range, IP-network or Host-name.

The Software Vulnerability Manager console allows you to easily manage the scans being performed by the Network
Appliance Agent.

[

Important - Please consider the system requirements for the Scan Groups/Agent-based scans, described in Agent-based
Scan - Requirements for Windows and Agent-based Scan - Requirements for Mac OS X.

Software Vulnerability Manager Agent Command
Line Options

You can use the following command line options for the Software Vulnerability Manager Agent.

® Help

® \ersion
® |nstall

® Uninstall

®  Modify Settings

®  Controlling the Service

® Scanning from the Command Line

® Randomizing the Agent Scan Schedule

® Agent Configuration Options
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Help

Run the Software Vulnerability Manager Agent to get instructions and a list of command line options (ignores all other
command line options, prints instructions and exits immediately). Also prints version as with
-V. Exclusive:

csia.exe -h

Version

Print the version number of the Software Vulnerability Manager Agent on the command line (exclusive):

csia.exe -V

Install

Install the Software Vulnerability Manager Agent from the command line, with configuration options. Installs as current
user, prompts for password, settings saved to HKCU:

csia.exe -i <config options>

Install the Software Vulnerability Manager Agent from the command line to run as LocalSystem, with configuration
options. Saves settings to HKLM:

csia.exe -i -L <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with configuration options.
Prompts for password and saves settings to HKEY_<user>:

csia.exe -i -R <user> <config options>

Install the Software Vulnerability Manager Agent from the command line to run as <user>, with <password> with
configuration options. Saves settings to HKEY_<user>:

csia.exe -i -R <user>:<password> <config options>

Install the Software Vulnerability Manager Agent from the command line but not write anything to the registry (also works
with-Rand-L):

csia.exe -i -N

Uninstall

Uninstall the Software Vulnerability Manager Agent service, remove all settings and delete the key from the registry where
the service reads them from:

csia.exe -r
Note - The -L and -R options are irrelevant when uninstalling.
If the service is installed but cannot be removed, then the registry settings aren't removed.

If the service is not installed, does nothing.
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If the registry settings cannot be removed, a warning is given and the service is removed regardless.
To uninstall the Software Vulnerability Manager Agent service, while leaving the registry settings intact:
csia.exe -r -N

To remove the service, if installed, and delete the \Software\Secunia\Software Vulnerability Manager Agent registry key
from everywhere in the registry (exclusive):

csia.exe --delete-all-settings

Modify Settings

Save command line setting to the registry, so the service will use it. The settings are saved to the location based on where
installed the Software Vulnerability Manager Agent reads the settings from. If no agent is installed, or the settings cannot
be saved to the correct location, nothing is saved, an error is printed and the command aborts:

csia.exe -S <config option>

Controlling the Service

Starts the service if it is not running (exclusive):

csia.exe --start
csia.exe --restart

Stops the service if it is running (exclusive):

csia.exe --stop

Scanning from the Command Line

Run Software Vulnerability Manager Agent with immediate command line scan, with options. Ignores registry settings and
server settings:

csia.exe -c <config options>

Run Software Vulnerability Manager Agent locally in service mode as current user, reading options from command line,
registry and server, with command line options taking precedence, then server options, then registry options. To stop the
service once it is running, press CTRL+C:

csia.exe -fg <config options>

If possible, run the Software Vulnerability Manager Agent locally in service mode as a different user with -L and -R. This will
read options in exactly the same way as a service, with the exception of <config options> on the command line override
which, unlike a service, has no command line:

csia.exe -fg -L <config options>
csia.exe -fg -R <user> <config options>

Order of precedence:
®  Settings given on command line take precedence but, when running as a service, there is no command line.

®  Settings from server take precedence over settings read from registry.
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Randomizing the Agent Scan Schedule

Set up arandom scan schedule to stagger the scanning of multiple machines within a system. This command line applies
to all platforms.

csia.exe -c -si <scan interval upper limit>
i A A , L A
si” represents scan interval, and the scan interval’s upper limit can be set up by the number of minutes.

For example, csia.exe -c -si 120 would mean that the scanning agent will start scanning after a delay of random
minutes, which could be from 1 to 120 minutes.

Agent Configuration Options

The following table lists the Agent configuration options.

Table 6-1 « Agent Configuration Options

Configuration Option Description
Program Options:
-A/--network-appliance Run in Network Appliance mode.
-c/--cli Run software inspection from the command line using command-line settings and
server-supplied settings.
Exit codes returned:
0 - SUCCESS
1- SERVER BUSY
2 - OPERATION FAILED
3- SERVICE FAILED
-d <path> --debug <path> Write diagnostic information to the specified file.
--getfileinfo <path> Directory for output file
-h/--help Display this message and exit.
-n/--checkin-interval <interval> Set the check-in interval for the service. This setting is in the format INTEGER
followed by M/H/D representing minutes, hours, or days.
Example: 10M for a 10-minute interval or 2H for a two-hour interval
-o/--outdir <path> Directory for output file
-oc/--output-csv <file> Output inspection results to a CSV file.
-ox/--output-xml <file> Output inspection results to an XML file.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

-si/--scantime_interval <minutes>

Set a random range to delay running software inspection. 0 means no random
range, or 1-60 minutes.

--skip-wait/--skipwait

Skip the initial 10 minute wait before the first check in.

-v --verbose

Display or log additional diagnostic information.

-V/--version

Display program version information and exit.

Use this option when you want to check the version of the agent.

Customer Area Option:

-g/--group <group>

Create host as a member of <group>in your Software Vulnerability Manager
Account (defaults to domain or langroup if unspecified).

Mac Agent Option:

--delete-all-settings

Deletes all information, including Globally Unique Identifiers (GUID), from the
system to ensure it is clean to accommodate a new installation.

Network Settings:

-D --direct-connection

Bypass proxy, use direct connection.

--forcehttps Force HTTPS, regardless of port.
When this option is not specified, we default HTTPS on port 443 and HTTP on
other ports. This option is for debugging purposes.

--ignore-ca Ignore unknown certificate authority.

--ignore-cn Ignore invalid Common Name in cert.

--ignore-crl Ignore Certificate Revocation list.

--pac-url <url>

Proxy Autoconfig url

--request-timeout <minutes>

Sets a timeout on network connections. Set for 1-10 minutes or use 0 for no
timeout.

Use this option to increase the timeout period of HTTP requests to prevent the
timeout error when the server does not respond in 2 minutes.

-U <user:pass> --proxy-user
<user:pass>

Set proxy credentials (saved in encrypted form).
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

--use-network-winhttp

Description

Enable WinHttp network stack (default).

Use WinHTTP when you want the agent to control the behaviors of the HTTP
Internet protocol. We default WinHTTP to force using TLS 1.2. Also, the command
line options for proxy such as -x, -U, and -D are designed to work in conjunction
with WinHTTP. This option is for debugging purposes.

--use-network-wininet

Enable WinInet network stack.

Use WinINet when you want to control the behaviors of HTTP Internet protocol
using the Internet Options. Since WinINet does not have services support, the
agent running as a service ignores this option. This option is for debugging
purposes.

-X <proxy:port> --proxy
<proxy:port>

Set proxy.

Proxy Options:

-D/--direct-connection

Force direct connection, overriding default internet proxy settings.

--pac-url <URL>

Specify the URL of the Proxy Auto Configuration file (.pac/.dat).

-U/--proxy-user <user[:pass]>

Specify Proxy authentication.

-x/--proxy <host[:port]>

Use HTTP proxy on given port.

Scan Options:

--check-wmi

Use WMI to get Windows updates.

Use this option to query Windows updates on SCCM using WMI in addition to a
query using Windows Update Agent.

This option could be used to see if the SCCM client on the device/host can be used
for reporting missing KBs.

-t/--type

Software Inspection Type: 1, 2 (default), or 3.

1: Inspect applications in default locations only.
2: Inspect applications in non-default locations.
3:Inspect all .dll, .exe, and .ocx files.

For details, see Scan Types.

-w/--no-os-update/--no-win-
update

Do not connect to Windows Update.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--wua-proxy <0,1 or host[:port]>

Configure proxy settings for Windows Update.
0: Use the default setting.
1: Use the proxy configured with -x/--proxy.

<host[:port]> Manually set the proxy host and port.

Scan settings that server can
override:

-g <group> --group <group>

Group name for association

-n <minutes>M --checkin-interval
<minutes>M

-n <hours>H --checkin-interval
<hours>H

Set Check-in interval.

-w --no-win-update --no-os-update

Disable windows update check.

Security Options:

--ignore-ca Ignore Unknown SSL Certificate Authority (CA).
--ignore-crl Ignore SSL Certificate Revocation Check.
--ignore-cn Ignore Invalid SSL Certificate Common Name (CN).
Server Options:

--userid <userid>

Set the Software Vulnerability Manager access user ID.

--token <token>

Set the Software Vulnerability Manager access token.

--host <hostname>

Set the Server hostname.

--port <port>

Set the Server port.

Service Options:

--delete-all-settings

Delete all settings related to this program from the registry.

Deletes these settings from all registry keys.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

--dry-run/--dryrun

Description

Run up to the point of scanning without writing any changes and then exit (useful
to log the configuration).

Use this option to examine if the agent is able to run and communicate with the
server. It will exit before scanning and won't make any changes to the system. You
can use this option along with -c.

-i/--install

Install service.

-L/--localsystem

Run the service as the LocalSystem user.

--manual

When installing, set service to only be started manually, rather than automatically

-N/--no-registry-write

When installing, do not write any settings to registry.

When removing, do not delete settings from registry.

-p/--copy <dest>

Before installing, copy executable file to <dest>and install the service to run from
<dest>.

-r/--remove

Remove service.

-R/--runas <user[:pass]>

Specify the user the service should run as.

For a domain user type "user@domain" or "domain\user"

-S/--only-save-settings

Only save settings from the command line to registry, as the relevant user.
Does not run, install or remove.

Use this option when you want to modify the agent registry settings after the
agent is installed. You need to restart the agent service to make the changes
effective.

This option could be used to edit the server options like userid/token/host/port
stored in the registry.

This setting is the opposite of “-N” options. If -N is used, no registry setting will be
edited.

Service Recovery Settings:

--service-failure-actions <actions>

Failure actions and their delay time (in milliseconds), separated by / (forward
slash) - e.g., run/5000/reboot/800. Valid actions are <run|restart|reboot>.
(Must be used in conjunction with the --service-failure-reset option)

--service-failure-command
<command line>

Command line to be run on failure.
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Table 6-1 « Agent Configuration Options (cont.)

Configuration Option

Description

--service-failure-flag

Changes the failure actions flag setting of a service. If this setting is not specified,
the Service Control Manager (SCM) enables configured failure actions on the
service only if the service process terminates with the service in a state other than
SERVICE_STOPPED. If this setting is specified, the SCM enables configured failure
actions on the service if the service enters the SERVICE_STOPPED state with a
Win32 exit code other than 0 in addition to the service process termination as
above. This setting is ignored if the service does not have any failure actions
configured.

--service-failure-reboot <message>

Message broadcast before rebooting on failure.

--service-failure-reset <period>

Length of period of no failures (in seconds) after which to reset the failure count to
0 (may be INFINITE).
(Must be used in conjunction with --service-failure-actions)

Network Appliance Agents

Use this page to view a list of the hosts which have Network Appliance Agents installed. Right-click a host to configure the
Network Appliance Agent installed on that host.

@& Dashboard

@, Scanning

Remote Scans Via Agents
Network Agent
Network Groups

Download Agent

Dashboard Network Appliance Agents X

Search for host name m

Host 1

WANE £t Configuration |

Edit Site Configuration

Remove

To scan using a Network Appliance Agent you must:

® |Install the Agent in Network Appliance mode

® Create a Network Appliance Scan Group

A schedule links the above to perform scans of the group at set intervals.

To create a target group to be scanned by a Network Appliance agent, see Network Appliance Groups.

To download the network agent, see Download Network Agent.
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Network Appliance Groups

Use this page to create a target group that will be scanned by a Network Appliance Agent. Click New Group to create a new
target group that will be remotely scanned by one of the Network Appliance Agents previously installed.

Download Network Agent

Use this page to download the csia.exe file as well as read an explanation on how to install the Network Appliance Agent.

[

Important - Ensure that the Agent file csia.exe is available in the system that will host the Agent in Network Appliance mode.

Example: If you want to scan three different networks (for example Germany, United States, and United Kingdom) without
having to install the Agent in Single Host mode, then you can install three instances of csia.exe in Network Appliance mode,
one on each network.

Afterwards you will be able to scan all the hosts on the three locations at scheduled intervals by creating the appropriate

scan groups in Network Appliance Groups and assigning each group to its respective and previously installed Network
Appliance Agent.

Result: 15 minutes after installing a csia.exe in Network Appliance mode, the Network Appliance Agent will appear in
Scanning > Remote Scanning Via Agents > Network Appliance Agents.

To specify the target host to be scanned by the Network Appliance Agent, please configure the scan group in Scanning >
Remote Scanning Via Agents > Network Appliance Groups.

Install the Network Appliance Agent from the command prompt using:
>csia.exe -A —i
It is essential that the csia.exe is installed with the correct credentials.

The user installing the Network Appliance Agent must have administrator rights to all the target hosts that will be scanned
by the Network Appliance Agent.

Example of an installation:

C:sJDocuments and Settings“Administratorcd "“Program Files“Secunia“~CSI"

C:sProgram FilessSecunia“~C8I>csia.exe —A —-i
Enter password for user 'Administrator’:
Starting ‘'Secunia CS5I Agent’ service
'Secunia CE] Agent’ service started
*Secunia CS51 Agent’ successfully installed

C:Program Files“Secunia~C8I>

Scanning Via Local Agents

920

Software Vulnerability Manager provides different scan approaches, enabling you to select the one that best suits your
environment. The Agent-based deployment is more robust and flexible for segmented networks or networks with mobile
clients (for example, laptops). Once installed, the Agent will run silently in the background.
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This is the recommended scanning approach due to its flexibility, usage convenience, and performance.

(o

Important « Please consider the system requirements for the Scan Groups/Agent-based scans, described in:

® Agent-based Scan - Requirements for Windows

® Agent-based Scan - Requirements for Mac OS X

® Agent-based Scan - Requirements for Red Hat Enterprise Linux (RHEL)

The Scan Process - How Does it Work? graphic references agent configuration options that are compared in Scan Types.

To scan using the Agent installed in Single Host mode, see Single Host Agents.

To download the local agent, see Download Local Agent.

Scan Types

When configuring the agent, you will be asked to select an Inspection Type or scan type, which are compared below.

Table 6-2 « Scan Types

Scan Type

Minimal Scan - Scan Type 1

Folders Searched

Default folders only

Example: Program Files

File Name Match

File names are matched
first; then metadata is
matched

Example: c: \Program
Files\Mozilla
Firefox\Firefox.exe

Applications Detected

Known applications in
predefined locations on a
host

Optimal Scan - Scan Type 2

Note « Scan Type 2 is the
default scan type.

All files and folders

File names are matched
first; then metadata is
matched

Example: c:\Custom
Mozilla Firefox
Folder\Firefox.exe

Known applications in
any location (“portable
applications”) on a host

Full Scan - Scan Type 3

All files and folders

Metadata only

Example: c: \Custom
Mozilla Firefox
Folder\myFirefox.exe

Renamed applications
that match a pattern
detected in the first two
scan types such as .exe,
.dll, and .ocx in any
location on a host

Single Host Agents

This page allows you to:
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® Search for a site name to edit the configuration for agents joined to different sites.

® Manage configurations and schedule scans for the hosts where the Agent is installed as a service in Single Host mode.

Task

To search for a site name to edit the configuration for agents joined to different sites:

1. Navigate to the Single Host Agents view.

Scans Via Local Agents Agents for this account

Single Host Agents Search for host name.... m

Download Agent

2. Inthe Scan 1 selected host search box, enter the site name and host name using the “OR” condition to show the
respective result.

Task

92

To manage the configuration of the selected Agent and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Double-click a host or Right-click a host name and select Edit Configuration.

@ Dashboard Dashboard  Single Host Agents %
@ Scanning Agent Status Overview
R Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
(©%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
etk Ce (25%)1 OK: Everything appears to function correctly

Agents for this account

Search for host name. Export v

St Host T site Platform LastAgent Check-In | Last Scan Next Scan Agent Version
Hm_ mlj e L“| Edt Co ] | NotregisteredinA...  Red Hat Linux 25th Nov, 2021 15...  19th Nov, 202115 26th Nov, 2021 15:... 76018
Scan Paths (0) D cat Ste Confguration Not registered inA...  Windows 4th Nov, 2021 16:21 As so0n as possible 76.0.18
Custom Scan Rules Sl scan Now Not registered inA...  Red Hat Linux 20th Sep, 2021 17...  28th Sep, 2021 15...  As soon as possible 76018
o e S Remove Computers Windows 15th Nov, 2021 14 As s00n as possible 76018

The Agent Configuration for Host wizard opens.

SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter6 Scanning
Scanning Via Local Agents

Agent Configuration for Host: @ n

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager.

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency:

&

Time unit: M:Minutes hd

Schedule Scans

Days between 7
scans

Start the scan
after

Schedule Next Scan

[J Scan host as soon as possible

Or insert date

) 2021-11-19 15:52
and time:

Save Configuration

2. Change the below settings as required:
® Inspection Type
® Agent Check-In Frequency
® Schedule Scans
® Schedule Next Scan

3. Select Save Configuration to save the changes.
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Task To manage the configuration of the selected Site and change its settings (Inspection type, Check-in frequency, Days
between scans):

1. Right-click a host name and select Edit Site Configuration to manage the configuration for all the hosts in that Site.

@ Dashboard Dashboard  Single Host Agents %
@ Scanning Agent Status Overview
. Agents in your partition Recommendation
(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed
Network Agent
(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
CEmEeTD (25%)1 OK: Everything appears to function correctly
Download Agent Tatat " e
Agents for this account
Download Agent
Host 1 Site Platform Last Agent Check-In ~ Last Scan Next Scan Agent Version
Filter Scan Results = . . .
dit Configu B | Not registered inA...  Red Hat Linux 25th Nov, 2021 15.... 19th Nov, 2021 15....  26th Nov, 2021 15:... 76018
Scan Paths (0)
) D 7
EatSie Configuration Not registered inA._.  Windows 4th Nov, 2021 16:21 As s00n as possible 60.18
Custom Scan Rules SUscan Now Not registered inA...  Red Hat Linux 20th Sep, 202117...  28th Sep, 202115 As soon as possible 76018
S| Remove Computers Windows 15th Nov, 2021 14. As so0n as possible 76018

2. Select Yesin the Confirm Edit alert box.

Confirm Edit

e Confirm that you wish to edit/overwrite the scheduling settings for the standalone agents

within the specified site?
[ o |

3. Agent Configuration for site wizard opens, you can change the below settings as required:
® Inspection Type
® Agentcheck-in frequency
® Schedule Scans
® Schedule Next Scan

Note - ASite is linked to multiple hosts, Edit Site configuration reflects the setting changes in all the hosts in that Site.
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Agent Configuration for site- Not registered in Active Directory

Configure details regarding the inspection conducted on the hosts running the Agent. The changes will
automatically be updated in the database and applied to the Agents the next time they check-in with
Software Vulnerability Manager

Inspection Type

Agent Check-In Frequency

Agent check-in 25
frequency

L 2

Time unit: M:Minutes v

Schedule Scans

Days between 7
scans:

Start the scan
after:
Schedule Next Scan

[J Scan host as soon as possible

Or insert date

j 2021-10-06 15:41
and time:

Save Configuration

4. Select Save Configuration to save the changes.

[

Important « When selecting options under Edit Site Configuration, note that:

® Anyedits to the scan schedule will come into affect only after the currently scheduled scan has completed. Each agent
could potentially have a scan scheduled at different times. Therefore, any new scan configuration edit will affect the scan
schedule at various times.

®  Anyedits made to the Agent Check-In Frequency option or selecting the Schedule Next Scan option Scan host as soon
as possible will come into effect only after an agent has checked in as per the previously set scan frequency.

® The scan configuration settings set on the Software Vulnerability Manager website are not automatically transmitted to
the agents. The agents have to connect to the Software Vulnerability Manager website as per their prior scheduled Agent
Check-In Frequency before the agents become aware of the new scan configuration edits.

The hosts scanned with the csia.exe will be grouped by Site. By default the domain name will be used as a Site name.

To change a Site name, please refer to Sites. You can also specify a Site name when installing the Agent, by using the -g
parameter or by specifying a site name in the additional parameters when creating the Agent deployment package
described in Agent Deployment.
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Note « When the agent runs as a service agent, It reads CSIAUser, CSIAToken, CSIAHost, CSIAPort, ProxyURL, and other
optional settings from registry HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Secunia\CSI Agent.

When the agent runs manually from the command line, the agent reads only CSIAUser, CSIAToken, CSIAHost, and CSIAPort
from the registry unless required settings are specified on the command line or embedded in the executable. Other optional
settings such has ProxyURL to be specified on the command line. The Agent doesn't read them from the registry.

5. The color coding are as mentioned below:

® LastAgent Check-In
e |fdateis morethan 7 days (604800 seconds) => Red
® [fdateis more than 1 day (86400 seconds) => Yellow
e |[fdateislessthan 1day=>Green

® lastScan
® [fdateis more than 32 days (2764800 seconds) => Red
e |fdateis more than 8 day (691200 seconds) => Yellow

® |[fdateislessthan 8 day=>Green

Dashboard Dashboard  Single Host Agents %

@ Scanning Agent Status Overview

Agents in your partition Recommendation

(75%)3 Error: Something is wrong with the Agent, a new scan is needed, or a newer agent must be installed

(0%)0 Warning: Something may be wrong with the Agent, a new scan is suggested, or a newer agent should be installed
(25%)1 OK: Everything appears to function correctly

Tatat

Agents for this account

BRI | search for host name Ex Export v
Host 1 Site Platform LastAgent Check-In | Last Scan Next Scan Agent Version
csit php?.com Not registered inA...  Red Hat Linux 250 Noy, 2021 15...  19th Nov, 2021 15:..| ~ 26th Nov, 2021 15.... 760.18
DESKTOP-L6TD3D9 Not registered inA...  Windows 4th Noy, 2021 16:21 As s00n s possible 76018

Not registered in A. Red Hat Linux 20th Sep, 2021 17. 28th Sep, 2021 15 As soon as possible 76.0.18
Computers Windows 15th Nov, 2021 14 As s00n as possible 76.0.18

Download Local Agent

96

Use this page to download the signed and unsigned Agents (csia.exe) as well as read an explanation on how to install the
Agent in Single Host mode. For the signed Agents you shall download the token file csia_token. ini.

The following unsigned Agents are available:
® Download Agents with Token
® Microsoft Windows (ver. 7.6.0.10)
® Macintosh OS X - 64bit (ver. 7.6.0.10)
® Macintosh OS X - 32bit (ver. 7.6.0.7)
® Red Hat Linux 7.x (ver. 7.6.0.10)
® Red Hat Linux 6.x (ver. 7.6.0.10)

The following Signed Agents are available:
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® Download Signed Agents without Token
®  Microsoft Windows (ver. 7.6.0.10)

® Macintosh OS X - 64bit (ver. 7.6.0.10)

[

Important « Note the following for Signed Agents:

® Toinstall signed agent for Windows, download csia_token.ini and place it in the same folder where agent is saved.

® Toinstall signed agent for MacOS, see Prepare Your Mac.

If your intention is to deploy the Software Vulnerability Manager Agent through WSUS/System Center please refer to Agent
Deployment for further information.

[

Important « Ensure that the Agent (csia.exe) is available in a local folder on the target PC before installing.

Example

Install the csia. exe (Agent) in Single Host mode; download the Agent from the Software Vulnerability Manager console
under Scanning > Scanning via Local Agents > Download Local Agent.

@ Dashboard Dashboard Download Local Agent x

@ Scanning

Recommended For

e Laptops and hosts that can not be scanned remotely, .. hosts that are not always online

Network Agent Example

Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Internet they will check-in with server to verify if a new scan should be done. After scanning, the results will automatically
Network Groups show up in the Resuits Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network
Dovnload Agent Result

Scans Via Local Agents Hosts scanned in Single Host mode will show in the Results Database similar to all other scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,
. . - where the hosts automatically appear after being setup with the agent.
Instructions

1. Download the Agent using the links shown below.

ownload Ag:
2. Transfer the Agent to the host where it should be installed

Filter Scan Results 3. Login to the host and install the agent. For help, press F1

Scan Paths (0) 4. Signed agents obtain the tokens from external configuration file, csia.ini

Download Agents with Token

Cusl can Rules
Microsoft Windows (ver. 7.6.0.18) (2)
Complete s Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 7.6.0.18) (2)

Red Hat Linux 6 x (ver. 7.6.0.18) (2)

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)

Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token.ini

Administration
Email Agent details

Email age! etails.
Configuration mall agent defal
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= csia.exe Properties X

General Compatibility Security Details Previous Versions

csia.exe

)

Type offile: Application (.exe)

Description: Flexera Software Corporate Software Inspector Agent
Location: C:\Users\MKoppen\Downloads
Size: 894 KB (915,968 bytes)

Size ondisk 896 KB (917,504 bytes)

Created: Today, November 27, 2017, 1T minute ago
Modified: Today, November 27, 2017, T minute ago

Accessed: Today, November 27, 2017, T minute ago

Attributes: [JRead-only [ _]Hidden Advanced...

Security: This file came from another computer
and might be blocked to help protect Unblock
this computer.

Note - Make sure to right click on the .exe in the deployment share to “Unblock” it. Click Apply > OK.

Once the Agent is installed, every time, for example, the laptop goes online (Internet connection) it will verify if a new scan
should be conducted.

After scanning, the result will be displayed in Scanning > Completed Scans in the Software Vulnerability Manager console.

[

Important « When the Agent is installed a unique identifier is generated so that each Agent has its own unique ID. For this
reason, the Agent should not be included in OS images. Doing so will result in having several instances of the same Agent and
in the inability to correlate the scan results with the scanned hosts.

Result
Hosts scanned with the Agent in Single Host mode will be displayed in Results > Host Smart Groups.

When and how the hosts are scanned can be controlled from the Software Vulnerability Manager console under Single Host
Agents. Right-click a host name and select Edit Configuration to change the Agent settings.

Install the Agent from the command prompt with Local Admin account using:
csia.exe -i -L

Example of an installation:
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C:~Documents and Settings~Administrator>cd "“Program Files“Secunia~C5I"

C:“Program Files“Secunia“~CSI*csia.exe —i -L
Starting ‘Secunia C8I Agent’ service
‘Secunia C8I Agent’ service started
'Secunia C8I Agent’ successfully installed

C:“Program Files“Secunia“~C8I>

By using the -L parameter, the Agent will be installed as a service running under the LocalService user account. For further
information, refer to: http://msdn.microsoft.com/en-us/library/windows/desktop/ms684190%28v=vs.85%29.aspx

If you are a member of a domain and you do not use the -L switch, the service will be installed under the user account
performing this action, granting the “logon as a service” privilege.

However, this privilege is usually removed in the next GPO background refresh since domain policies will not allow it. As a
consequence, the Agent will stop working after the privilege has been removed.

Refer to Agent Deployment to deploy the csia.exe through WSUS/System Center for further information of how to deploy
the csia.exe via Group Policy.

[

Important - The csia.exe file is a customized executable, unique and private for your Software Vulnerability Manager
account. This means that the csia.exe automatically links all scan results to your Software Vulnerability Manager account.

Once the Agent is installed it will automatically scan after ten minutes. You can also initiate an on demand scan by

executing csia.exe —c.

Run Scan from System Center Configuration
Manager (SCCM)

The Software Vulnerability Manager Agent does not have to be installed on the local host to do a scan. You can create a
traditional package in SCCM and run the scan on a weekly basis. To do this, you first need to be able to connect to https://
csi7.secunia.com.

To run the Software Vulnerability Manager Agent inside an SCCM package:

1. Download the latest Software Vulnerability Manager Agent as per Download Local Agent.

2. Launch the ConfigMgr console. Select Software Library > Application Management > Packages.
3. From theribbon, click Create Package.

4. Complete the package information and click Next.
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\-} Create Package and Program Wizard K
a

g Package
Specify information about this package

Program Type
Standard Program

Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
Application Catalog, use an application instead.

Summary
Progress
Tomrern Name: |F|aoa|a CSl Scan Package
Description:
Manufacturer: |F|axera
- Veen: 75011
[] This package contains source files
Source folder:
‘\\:cm]G\SauDe\Padcage:\CSI_Agerl | f Browse.. i

< Previous Next > Summary Cancel

5. Onthe Program Type page, ensure Standard Program is selected and click Next.
6. Onthe Standard Program page, configure the following settings and click Next.
® Name: CSI Scan

® Command Line: csia.exe -c -si 120 -v -d c:\windows\temp\csiscan.log (creates a scan logfile up to 16
MB in size)

® Run:Hidden

®  Program can run: Whether or not a user is logged on
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ﬂ Create Package and Program Wizard

@ Standard Program

Package Specify information about this standard program
Program Type
dard Program
Requirements Name: |CSI Scan |
LI Command ine: [csia.exe <  d c:\windowstemp\csiscan Jog | Bowse. |
Progress
i Startup folder: \ |
Completion
Run: | Hidden |
Program can run: \meiwornotaussisbmedm bl
Run mode: Run with administrative rights b

[] Allow users to view and interact with the program installation

Drive mode: Runs with UNC name v

Reconnect to distribution point at log on

< Previous | Next > Summary Cancel

7. Onthe Requirements page, complete the requirements as shown below and click Next.

(5 create Package and Program Wizard X
@ Requirements

boazre Specify the requirements for this standard program

Program Type

Standard Program
Summat

ry Browse

Progress

Completion

Aiways run this program first
Platfom requirements
@ This program can run on any platform

O This program can un only on specfied platforms

All Windows RT ~
All Windows RT 8.1

All Windows 10 (32b#)

Al Windows 10 (64-bi)

Al Windows 7 (458)

Al Windows 8 (64bit)

All Windows 8.7 (64-bt)

Windows Embedded 8 Industry (6452)

Windows Embedded 8 Standard (64-bit)

Windows Embedded 8.1 Industry (64-t) v
T o
Maximum allowed run time (minutes): 60 “

<Previous | [ Net> || summary Cancel

8. Finish the wizard.

9. Distribute the package to all Distribution Points or groups using the Distribute Content feature.
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!}* Manage Access Accounts
E. Create Prestaged Content File

Create Program

=

Export
Refresh F5
Delete Delete

Deploy
Distribute Content

B X2 3

Task To create the initial scan and the weekly reoccurring scan:
1. Select the Package and click Deploy on the ribbon.
2. Onthe General page, select the target collection and click Next.
3. Onthe Content page, verify that the content is distributed and click Next.

4. Onthe Deployment Settings page, ensure the purpose is Required and click Next.

5. Onthe Scheduling page, in the Assignment schedule click New. Schedule a scan for as soon as possible and create a
weekly scanning schedule. Also configure the Rerun behavior deployment to Always rerun program.

= Deploy Software Wizard X

8’ Scheduling

. Specify the schedule for this deployment

Content

Deployment Settings
This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora
User Experience Iater time below. For required applications, specify the assignment schedule.

Distribution Points

Summary [ Schedule when this deployment will become available:
Progress [11A772017 10:01 AM &]] (] utC
ORI [ Schedule when this deployment wil expire:

[111772017 10:01 AM ] O

As soon as possible
QOccurs every 1 weeks on Friday effective 11/17/2017 10:02 AM

Rerun behavior: Always rerun program e

< Previous Next > Summary Cancel

0

Tip « For larger environments, it is recommended to spread out the execution schedule of the scan package to avoid spikes of

network traffic.
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6. Onthe user Experience page, click Next.
7. Onthe user Distribution Points page, select Download content, and click Next.

w» Deploy Software Wizard

9! Distribution Points

General Specify how to run the content for this program according to the type of boundary

Content the client is connected to

Deployment Settings
LA Select the deployment option to use when a client uses a distibution point from a cumrent boundary group.
User Experience
Depioymertctors
Summary Download content from distribution point and run locally )
Progress Select the deployment option to use when a client uses a distribution point from a neighbor boundary group orthe
default site boundary group.
Completion
Deployment options:

Download content from distribution point and run locally

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.
Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

[J Allow clients to share content with other clients on the same subnet
D Allow clients to use distribution points from the default site boundary group

< Previous Next > Summary Cancel

8. Finish the wizard.

You can now monitor the scanning results from the Software Vulnerability Manager console.

Scanning Mac OS X

To scan Apple Mac OS X machines, you need to deploy the Single Host Agent locally on the target system.

The installation can only be done under the Mac Terminal, as the Agent will be installed as a daemon (service) under the
LocalSystem account.

Installation of Local Services on Mac OS X systems requires root privileges. The ‘root’ account is disabled by default on Mac
systems; therefore you need to enable it to proceed.

Before scanning Mac OS X machines, please see the following sections:

® Download the Software Vulnerability Manager Agent for Apple Mac OS X

® Prepare Your Mac

® |[nstall the Mac Agent

Download the Software Vulnerability Manager Agent for
Apple Mac OS X

The Software Vulnerability Manager Agent for Mac OS X (csia) is a small, simple, customizable and extremely powerful

Software Vulnerability Manager scan engine that offers a fully featured command line interface (CLI) to the Software
Vulnerability Manager scanning functionality.
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This allows you to run Software Vulnerability Manager scans directly from the command line, or to launch scans by using
the Software Vulnerability Manager console.

You can download the Agent binary under Scanning > Scanning via Local Agents > Download Local Agents.

(o

Important « Ensure that the Agent is always available in a local folder on the target host.

Prepare Your Mac

104

Installation of daemons (services) on Mac OS X systems requires root account privileges. This means that root account
should always be used when installing the Software Vulnerability Manager Agent.

You can switch to your local root account by using the command “su root” in your Mac Terminal. You will be prompted to
provide the password for the root account.

bash-3.2% su root
Password:

Provide the password for “root” if you know it. If you are not certain about the password, you may want to try entering
“toor”, which is the default password for the root account, or you may also try with the current password of your
Administrator account. Both ways may work, but if the account is disabled on the system, none of the passwords would
work.

[

Important « The Terminal window will not display the password you typed in. Once you have entered the password correctly,

press ENTER and wait for confirmation.

If you do not know the password for the root account, or the latter is currently disabled, you can perform the following
actions to enable the account and set a new password:

® Open Terminal

® Type sudo passwd root

®  Provide a new password

For more details on how to enable root account on Mac OS X systems, please refer to:

http://support.apple.com/kb/ht1528

[

Important « If you cannot enable the “root” account on the Mac, or you prefer to not use it directly, you can alternatively use
the “sudo” switch before each command associated with Agent activities. For example: “sudo ./csia -i -L” can be used to
install the Agent on the system.

Once you are ready with setting/logging the root account you are one step away from installing the Agent.

When you download the Agent on a Mac system, normally the file is being set with limited file permissions on the system.
You must check whether the file is allowed execution on the system by using the “Is -1” command which will list the file and
will show its file permissions.
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—rwxrwxrwx 1 csc staff BB3460 May 30 11:84 csia
—rwxr-xr—x@ 1 csc  staff BA3460 Jun 11 13:84 csia cschB

In case the permissions do not include execute rights (the “x” character) for any user, you should set them for the root
account by using the chmod +x command.

chmod +x csia
(If you are not using the root account, add sudo before chmod)
Note « For MacOS Catalina and Mojave note the following:

® /n Scanning > Scanning Via Local Agents > Download Local Agent, download the disk image and csia_token.ini.

@ Dashboard Dashboard Download Local Agent x

@ Scanning

Recommended For

Remote Scans Via Agents Laptops and hosts that can not be scanned remotely, e.g. hosts that are not always online

Network Agent Example

Install the Agent in Single Host mode on corporate laptops. Everytime the laptops connects to the Intemet they will check-in with server to verify if a new scan should be done. After scanning, the results will automatically
Network Groups show up in the Results Database. Thus enabling you full control to scan and view results of hosts that are not always connected to your network
Download Agent Result

Scans Via Local Agents Hosts scanned in Single Host mode will show in the Results Database similar to all oher scan result. When and how they are scanned can be remotely controlled and configured from the Agent Management window,

- - where the hosts automatically appear after being setup with the agent
le H s .
Instructions

Download Ag 1. Download the Agent using the links shown below.
2. Transfer the Agent to the host where it should be installed

Filter Scan Results 3. Login to the host and install the agent. For help, press F1
) 4. Signed agents obtain the tokens from external configuration file, csia.ini
Download Agents with Token
Microsoft Windows (ver. 7.6.0.18) (2)
Completed Scans Macintosh OS X - 64bit (ver. 7.6.0.18) (2)
Macintosh OS X - 32bit (ver. 7.6.0.7) (2)
Results Red Hat Linux 7 x (ver. 7.6.0.18) (2)
Red Hat Linux 6 x (ver. 7.6.0.18) (2)

Custom Scan Rules

Reporting Download Signed Agents without Token
Microsoft Windows (ver. 7.6.0.18) (2)

Patching Macintosh OS X - 64bit (ver. 7.6.0.18) (2)

Configuration file: csia_token.ini

Administration
Email Agent details

Configuration Email agent defails.

®  Double-click the downloaded disk image to view the csia executable file.

® Drag & drop the csia executable file and csia_token.ini to your desired location to install the Mac agent.

Install the Mac Agent

The traditional way of installing the Software Vulnerability Manager Agent is as a daemon (similar to local service in
Windows) as it will operate under the Mac OS X LocalSystem account.

Task Install the binary by using the Mac Terminal services as follows:
1. Open Terminal:
® sudo su
® Pass: (Administrator password)
® whoami(should be root)
2. Browse to the directory where you have placed the csia binary file:

® chmod +x csia
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® Type the following command to install the Agent: sudo ./csia -i

® Type the following command to launch the Agent scan: . /csia -c

C5C-Mac:Downloads csc$ sudo .fcsia -1

[81/28 13:40:49,.294] Initializing Flexera Software Corporate Softwa
[B1/28 13:48:48,311] GUID : F34DGBESR-AFC4-4B1C-AGBT-4D3CACIBEAGE43
[81/28 13:4@:49,318] 'com.secunia.csia' service started

The Agent shows in the Software Vulnerability Manager console approximately 15 minutes after the installation.

Use the “-h” switch to see a full list of parameters supported by the Agent.

Scanning Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL) 6 and 7 are the only operating systems officially supported by Flexera for the Software
Vulnerability Manager RHEL scan Agent. It may be possible to install the scan Agent on operating systems and
configurations other than those described. However, these have not been tested and are not supported by Flexera.

The scan Agent for RHEL uses the inventory which is already present (RPM) and displays this in the Software Vulnerability
Manager after being processed by Flexera Detection/Version Rules. To download the Software Vulnerability Manager Agent
for Red Hat Linux, go to Scanning > Scanning via Local Agents > Download Local Agents. For further information, see
Installing the Software Vulnerability Manager Agent for Red Hat Linux.

Installing the Software Vulnerability Manager Agent for Red
Hat Linux

Note « This is a sample reference implementation that you can use to help guide your setup.

To install the Software Vulnerability Manager Agent for Red Hat Linux:

The RHEL 6 Agent requires: bash, gzip, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32),
libuuid(x86-32), yum, yum-security

The RHEL 7 Agent requires: bash, sed, gawk, procps, coreutils, glibc(x86-32), libcurl(x86-32), libconfig(x86-32), libuuid(x86-
32), yum

Login as root at the RHEL machine and install/update the package (the same command line option works for both cases):

su root
yum localinstall --nogpgcheck <path>/csia_linux-7.x.X.xx-x.noarch.rpm

Specifying proxy settings for the scanner (recommended method):

You can update the proxy setting to override the environment variables:
Update the proxy setting in the configuration file /etc/csia/csia.conf
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)
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OR

systemctl restart com.secunia.csia.service (RHEL 7)

Specifying the LAN Group of the machine:

This setting will be overridden if the DNS domain name of the machine is publicly available (check with the
“dnsdomainname” command).

Update the LanGroup setting in the configuration file /etc/csia/csia.conf
Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)

Immediately update the RHEL Agent configuration:

If you have set the Agent check-in time to, for example, 1 day, it will be 1 day until the RHEL Agent picks up any
configuration changes. If you want the RHEL Agent to immediately adapt to configuration changes, you can use the
commands below to accomplish this by simply restarting the Agent service.

Login as root and restart the scanner service:

su root
service com.secunia.csia restart (RHEL 6)

OR

systemctl restart com.secunia.csia.service (RHEL 7)

Uninstalling:
Login as root and uninstall the scanner RPM package:

su root
rpm -e csia_linux

[

Important « Software Vulnerability Manager supports scanning Red Hat Enterprise Linux 8.

Filter Scan Results

Software Vulnerability Manager has the following scan features to restrict the locations inspected by the scan and to create
and maintain custom rules for scanning customer created programs, drivers, and Plug-ins.

® Scan Paths

® Custom Scan Rules

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 107



Chapter6 Scanning

Filter Scan Results

Scan Paths

108

Use this feature to create either a Allow list or Block list of paths/locations to restrict the locations inspected by the
Software Vulnerability Manager scan.

You can add environment variables to the Allow list and Block list in the Scan Paths view. The environment variables will be
resolved to the full path by the windows agent while scanning a host and will appropriately be either scanned or skipped.

For Example:

If %windir% is added to the Block list in the Scan Paths, then the agent will skip C:\Windows folder and its subfolders
while scanning a host.

Click Add Allow list Rule or Add Block list Rule and enter the Name, Path and Site (optional) details.

New Scan Path rule for Allow List

Name:
Note: Paths are case-insensitive
Path:

Site (optional):

Cancel

[

Important « This feature is not applicable to RHEL.

If using the Allow list, all the locations listed will be inspected by the scanner and any other locations are excluded from
Software Vulnerability Manager inspections.

If using the Block list, all the locations/paths block-listed will be ignored and any other paths are inspected by the Software
Vulnerability Manager scan.

[

Important « Use this feature with caution. By using the Scan Path Rules some of your paths will be excluded from the scan
and Software Vulnerability Manager will not alert you towards excluded insecure products, even if they potentially expose
your hosts to security threats.

[

Important « It is not possible to simultaneously use both a Block list and a Allow list.

Note « To exclude Microsoft One Drive files from agent scan, add "\OneDrive\" to you block list.

To exclude Dropbox files from agent scan, add "\Dropbox\" to you block list.

To exclude Box.net files from agent scan, add "\Box\" to you block list.
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Custom Scan Rules

Use the Custom Scan Rules page to create and maintain custom rules for scanning customer created programs, drivers,
and plug-ins. Click New Custom Scan Rule and enter a Name for the rule and the Filename to scan. Click Browse to search
for the file you want to add to the rule.

Custom Scan Rule *

Name:

Filename: Browse...

Cancel

Right-click a rule in the grid to edit or delete the rule.

(o

Important « The file to be scanned must contain valid File Version Information.

Completed Scans

Use this page to view a summary of the scans conducted. Double-click an entry for further details or right-click and select
View Scan Result.

Dashboard Dashboard  Completed Scans %
@ Scanning 2021-11-11 & 20211125 @ | Search for host name. Export v
T REE TN S Time 1 Host ScanStatus | Result Exists | ScanType  Zombie Insecure | End-of-Life Secure Total
Network Agent 19th Nov, 2021 15:53 csi7 php7.com Success: 0K Yes 3 included 62 6 224 202
§ 15th Nov, 2021 1506 Success: OK  Yes 2 included 44 18 336 398
Network Groups
17%h Nim 2004 1560 csiT_php7.com Success: OK  Yes 3 included 62 6 224 202
Dovnload Agent View Scan Result

Scans Via Local Agents
Single Host Agents.

Download Agent

Results

Reporting

# Patching

& Administration
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[ =
Overview Scan Results

Host Details

Host i L .

Domain SCCM

Site Computers
Scan Details

Last Scan

Last Scan Type
Scans Conducted
Scan & Vulnerabilities
Flexera System Score:
Vulnerabilities
State of Product
Insecure:
End-of-Life
Secure

15th Nov, 2021 15:06
2
2

84%
266

44
18
336

Total

398

Proudcts: 336

@ Secure (336) © End-of-Life (18) @ Insecure (44) }

Scan Status:

Success

The scan was completed successfully.

Partial

The Software Vulnerability Manager scans consists of two parts; the first part is the scan of third-party applications, the
second part is collecting information about Microsoft patching status from the Windows Update Agent (WUA).

If the Software Vulnerability Manager scan engine is not able to obtain the required information from the WUA, the scan
result will be Partial. Check the setting that controls the behavior of the WUA when a scan is completed (refer to Settings for
further information).

Failed

Software Vulnerability Manager was not able to connect to the remote target to perform the scan. Refer to Remote/Agent-
less Scan - Requirements (Windows) for further information.

Possible Reasons for Scan Status

After you complete a scan, you will see a Completed Scans page. This page includes a Scan Status column. The following
table explains the possible reasons for the Scan Status.
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Table 6-3 « Possible Reasons for Scan Status

Scan Status Possible Reasons
Success: OK Scan executed successfully.
Partial Success Scan executed with partial success.

Partial: Windows Update  The scan was partially successful. An error occurred during the Windows update
Failed check due to possibly one or all of the following reasons:

1. Itappearsthat the RPC service is not running or that the Host is firewalled to
disallow access to the RPC service.

2. You do not appear to have specified the correct login credentials to perform
Windows Update checks on the Host.

3. Checkthat the Windows Update service is running on the Host and that you
use the correct administrative login credentials.

NOTE: This means that certain Microsoft products for this Host are listed with a
potential incorrect security state.

Failure Scan failed.
Failed: License Limit You have reached the limit of your CSI License Key. To resolve this issue:
Reached

1. Please make sure that you have removed all retired machines from your CSI
console using the database cleanup tool.

2. You may need to purchase more host licenses. Please contact
sales@flexera.com for more licenses.

Failed: No Connection Could not connect to Host. Check that the Host is not blocked by a firewall.
Failed: Resolving Host Could not resolve Host. Please verify that you typed the host name correctly.
Failed: Access Denied The scan failed. Please verify that you are using the correct administrative login

credentials for the Host.

Failed: Error Connecting  Check that you have sufficient privileges to access the Host. Check that the Host
is not blocked by a firewall.

Failed: Partial Success The scan started, but it could not be completed due to possibly one or all of the
following reasons:

1. Please verify that you are using the correct administrative login credentials
for the Host.

2. ‘Easy File Sharing’ is disabled on the Host.

3. TheHostis not blocked by a firewall.

Failed: No Data The scan started, but it could not be completed. Please verify that you are using
Retrieved the correct administrative login credentials for the Host. ‘Easy File Sharing’ is
disabled on the Host. The Host is not blocked by a firewall.
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Table 6-3 « (cont.)Possible Reasons for Scan Status

Scan Status Possible Reasons
Failed: IP/AD The user who installed the agent on the specific machine is not allowed to scan a
Restrictions machine with that IP address.

Failed: Communications  There has been a communications error between the agent and the Host. This
Error could be a temporary issue, so rescanning may resolve this issue.
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Results

After scanning your system, you can use the following options to view your scan results:
® Sites

® Smart Groups

® Host Smart Groups

® Product Smart Groups

® Advisory Smart Groups

Sites

Use this page to view the Sites maintained within your account. You can double-click a Site name to see all the hosts
grouped under that Site name.

Right-click a Site to view its Hosts or delete the Site.

Scanned hosts will be grouped in a Site with the same name as the domain they log on to.

[

Important « Switching to Active Directory will remove your current Sites structure (your existing data will be backed up).

Smart Groups

Smart Groups are the medium by which a Software Vulnerability Manager user views scan results. You are able to see the
hosts, products, and associated advisories that are available to you, based on your view of the network as configured by
your administrator. Furthermore, you are able to create custom filtered views of each of these using a variety of predefined
criteria. The All Hosts, All Products, and All Advisory default Smart Groups are created by Flexera, and cannot be edited or
deleted. They represent an unfiltered view for their respective content. Use the filters when creating additional Smart
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Groups to effectively customize the data you are most interested in, and want to see, create reports on, receive alerts and
notifications about, and see dashboard portlet data on. Smart Groups are the basis by which most data in Software
Vulnerability Manager is viewed, and can be used effectively to optimize your workflow.

Note » Smart Groups are generated periodically, and the data you see is only as current as the last time the Smart Group was
compiled. At any time you can queue the recompilation of a Smart Group to get the most current data.

Within the Smart Group grids, you can double-click to view/edit an existing group’s configuration. Alternatively, right-click
a Smart Group to view, edit, compile or delete the group.

Select a Smart Group and click Queue For Compilation to update the data and notifications for the group. The group will
usually update within minutes.

Click Create New Smart Group to configure a new Smart Group. Click + and - to add or remove criteria.

Click Templates, where available, to open the Smart Group Example Use Cases page. Select an appropriate use case and
click Use Template to populate the Smart Group Overview and Configuration page, which you can then edit to match your
specific requirements.

Configure New Smart Group

Smart Group
Name:

Description Enter an (optional) description for this Smart Group...

Business Impact: Critical hd

Contains that match: all = of the following criteria:

Criteria

L
-+

System Score - 5 atleast - 80

Customize Columns

(O SelectAll (®) Select Custom

[ System Score [ Last Scan @ Insecure [ End-Of-lLife & Secure (& Total (& Site Name [ Scan Engine [ Software Platform

Lo |

Important « If you edit a configured Smart Group, all existing log files and notifications for the Smart Group will be deleted.
New logs will be created after your changes have been saved.
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Important « Content can be available in multiple Smart Groups at the same time. For example, if you have a Smart Group
showing all insecure products and another showing all products from Adobe, then if a host has an Adobe product installed
that is insecure, this will be displayed in both Smart Groups. Also note that when you first run a scan you won’t see the hosts in
All Hosts, or any reports, until the Smart Group is compiled.

Note - You can click Export to export a single page, all pages or schedule an export. The exports are saved in CSV format.

Host Smart Groups

This section describes how to:

® Create a New Host Smart Group (see Create a New Host Smart Group)

® View existing configured Host Smart Groups (see Overview and Configuration)
® Configure new Host Smart Groups (see Configured Host Smart Groups)

®  Filter Host Smart Groups on missing Microsoft Knowledge Base (KB) articles

®  Filter Host Smart Groups on Operating System Build Version

Create a New Host Smart Group

This page describes how to create a new Host Smart Group.

Task To create a new Host Smart Group:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

Sites

Host Smart Groups (1) v

_

All Hosts (3)
Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Alist of created Host Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.
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4.

5.

@ Dashboard Dashboard Host: Create & Edit %
@ Scanning Create New Smart Group ‘

Name T Description Business Impact Compilation
B Results

All Hosts Smart Group conta Complete

s
nart Groups (1)
Create & Edit
Al Hosts (3)

Product Smart Groups (4)

Advisory Smart Groups

Reporting

Patching

Administration

Configuration

The Configure New Smart Group dialog box opens.

Data Last Compiled

25th Nov, 2021 18:26

Export v

Modified Date Average Score Hosts Installations

29th Sep, 2021 1452 3 252

Configure New Smart Group

Smart Group
Name:

Description
Business Impact: Critical -

Contains that match all « of the following criteria

is atleast - 80

4

System Score -

(®) Select All () Select Custom

Enter an (optional) description for this Smart Group...

Close

Enter the valid name in the Smart Group Name field.

Enter the description of the smart group (optional) in the Description field.

SVMC-DECEMBER2021-UG00
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6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-1 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and

locally exploitable Denial of Service vulnerabilities. It resembles the green color.

7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-2 « Smart Group Criteria Options

Smart Group Criteria

Description

System Score

Filter by system score.

System Platform

Filter by system platform.

Last Scan Date

Filter by last scan date of the host.

Site Filter by site name.

Host Filter by host name.

Missing KB Article Filter hosts with missing Microsoft KB article.

CVE Number Filter host by CVE Number from selected CVE list.

Host Name Filter host name using begins with, starts with, and contains condition.
This filter supports options like contains, starts with, and equals. Then enter the
Host name in the text field.

Site Name Filter site name using begins with, starts with, and contains condition.

This filter supports options like contains, starts with, and equals. Then enter the
Site name in the text field.
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Table 7-2 « Smart Group Criteria Options

Smart Group Criteria Description
Operating System Filter by operating system from selected list.
Operating System Build Filter by specific version of the Operating System.

For more details, see Filter Host Smart Groups on Operating System Build Version.

8. After updating the above fields, click Save button to create a new Host Smart Group.

Overview and Configuration

This page describes how to view existing configure Host Smart Groups and to configure new Host Smart Groups.

To view the existing configured Host Smart Groups and configure new Smart Groups:

1. Navigate to Host Smart Groups > Create & Edit.

B Resulis

Host Smart Groups (1)
Create & Edit
All Hosts (3)

Product Smart Groups (4) P

Advisory Smart Groups ... P

2. Right-click anitemin the grid to view, edit, compile or delete the Smart Group.

@ Dashboard Dashboard Host: Create & Edit %

Name T Description Business Impact Compilation Data Last Compiled Modified Date Average Score Hosts. Installations
[AnHosts | smantGrowconta.. < Complete 25th Nov, 2021 19:26  29th Sep, 2021 14:52 3 252
busig | o Crom Contguatn Complete 25th Nov. 2021 07:16  27th Mar. 2019 16:16 9% 144 379

View Smart Group Contents

B Results

Queue Smart Group For Compilation

Delete Smart Group

3.  When the View/Edit Smart Group menu appears, make the needed changes to the Smart Group.

Note « All Hosts is the default Smart Group and cannot be edited or deleted.
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Configured Host Smart Groups

Use this page to view the information for each Host Smart Group you created. Right-click an item in the grid to view the
scan result or delete the selected host.

x

@ Dashboard Dashboard  Host: All Hosts
Scanning Showing Al Sites ¥ Showing All Platforms Search Last Compiled: 25th Nov, 2021 20:26 Export v
Results Host T System Score Last Scan Insecure End-Of-Life Secure Total Site Name Scan Engine Software Platform
s CSIT_ gy Scan Result | 20th Sep, 2021 . 6 11 73 9 sccum 76015 Windows
o DESK Dejete Host 25th Nov, 2021 9 3 72 84 WORKGROUP 76015 Windows
HostSnart Cons OIS DESKTOP-VOS 20th Sep, 2021 8 2 68 78 WORKGROUP 760.15 Windows

Create & Edit

Al Hosts (3)

Filter Host Smart Groups on missing Microsoft Knowledge
Base (KB) articles

One option for filtering Host Smart Group information is by Microsoft KB articles to create a report of hosts that are missing
one or several specific KB articles. This filtering can be used for new or existing Host Smart Groups.

Task To create a new Host Smart Group for missing Microsoft KB articles:

=Y

. Navigate to Host Smart Groups > Create & Edit.
2. Inthe Criteria field, select the Missing KB Article and the appropriate in or Not in option.
3. Inthe KB Article Selection, search for the available KB articles.

4. Place a check mark in front of the appropriate KB article to include in the Host Smart Group and click Save.

Search Search

Available KB Articles Selected KB Articles

KB Article

Q

KB Article

(

KB5004954
KB5003681
KB5003671
KB5003636
KB5003220
KB5003209
KB5003165
KB5001393
KB5001382
KB5000853
KB5000848
KB5000809

KB5003681
KB5004954
KB5003209

alls]  [sl=Ms] @
CO Y]

000

m]
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[

Important « The following conditions affect the availability of selecting and listing missing Microsoft KB’s.

1. Theselection of a particular KB in the Available KB Articles field is based on whether the PC’s in the partition
currently have a list of missing KB’s.

2. When anew KBis released, it will appear using the in criteria filter after the scan is completed. To include future KB’s,
use the Not in filter and choose the oldest Available KB Articles list.

3. Only machines with missing KB’s will be listed in the new host smart group. If a machine does not have any missing
KB’s, then the KB will not be listed in either the in or Not in filter.

Task To create a report of missing Microsoft KB articles:

=Y

. Navigate to the Completed Scans view.

2. Click Export to save the report as a CSV file.

Overview Scan Results
—

(0 Secure & End-Oflife & Insecure Export =
Name T Version State SAID Criticality CVSSB.. ThreatS.. Issued Vulner... Missing M.
Microsoft Access 2019 / 16.0.138 Insecure SA104635 — E—— 86 17 days 4
Microsoft Excel 2019/ 0. 16.0.138 Insecure SA104635 S 86 17 days 4
Microsoft Excel 2019/ 0.. 16.0.138...  Insecure SA104635 S 86 17 days .. 4
Microsoft Malware Prote. 1.1.1380 Insecure SA104932 —— 2 17 days 1
Microsoft Malware Prote. 1.1.1380...  Insecure SA104932 - ——— 2 17 days .. 1
Microsoft Qutlook 2019 / 16.0.138 Insecure SA104635 S 86 17 days 4
Microsoft PowerPoint 20...  16.0.138...  Insecure SA104535 NS 86 17days.. 4
Microsoft Publisher 2019 16.0.138 Insecure SA104635 — — 86 17 days 4
Microsoft Silverlight 5.x 5.1.3051... - -
Microsoft Skype for Busi 16.0.138 Insecure SA10435 — —— 86 17 days 4
Microsoft Skype for Busi. 16.0.138...  Insecure SA104535 S 86 17days .. 4
Microsoft Windows 8.1 Windows_ Insecure SA104961 87 17 days 15 5007247
Microsoft Word 2019/0...  16.0.138...  Insecure SA104635 NS 86 17 days .. 4
Mozilla Firefox 76.x 76017 - - - -
Mozilla Firefox 79.x 79.0.0.7... = = = =
Mozilla Firefox 92 x 9201 - - - -
Mozilla SeaMonkey 2.x 2531 Insecure SA105229 20 10 days 3
Mozilla Thunderbird 78.x 78.14.0.... - - -
OneNote for Windows 10 16.0.138 Insecure SA104635 S 86 17 days 4

Page 1 of 2 > » g Displaying products 1 - 30 of 44

Close

Filter Host Smart Groups on Operating System Build Version

One option for filtering Host Smart Group information is by Operating System Build. This filtering can be used for new or
existing Host Smart Groups.

To create a new Host Smart Group for Operating System Build:
1. Navigate to Host Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.
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Configure New Smart Group
Smart Group

Description: Enter an (optional) description for this Smart Group.

Business Impact Critical -

Contains that match: all ~  of the following criteria:

Operating System - (0 selected...) ‘

@® SelectAll O Select Custom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place acheck mark in front of the appropriate Operating System Builds to include in the Host Smart Group and click
Save.

Search Search

Available Operating Systems Selected Operating Systems

Operating System Operating System

Red Hat Enterprise Linux Server 6 Red Hat Enterprise Linux Server 6

Linux Kernel 2.6.x Linux Kernel 2.6 x

Red Hat Enterprise Linux Server 7 Microsoft Windows 8.1

QRERQ

Linux Kernel 3.10.x Microsoft Windows 10
Red Hat Enterprise Linux 8

Microsoft Windows Server 2016

Microsoft Windows 8.1

Microsoft Windows 10

Microsoft Windows 7

UUE@UU 0O O EE O

Microsoft Windows Server 2012

Page 1 of 2 > > Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

(¢

Product Smart Groups

This section describes how to:
® Create a new Product Smart Group (See Create a New Product Smart Group)
® View existing configured Product Smart Groups (see Overview and Configuration)

® Configure new Product Smart Groups (see Configured Product Smart Groups)
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®  Filter Product Smart Groups on Operating System Build Version

Create a New Product Smart Group

This page describes how to create a new Product Smart Group.

To create a new Product Smart Group:

1. Navigate to Product Smart Groups > Create & Edit.

B Results

Sites

Host Smart Groups (1) b

Product Smart Groups (4) ¥

Create & Edit

All Products (72)
End-Of-Life Product. ..
Insecure Products (14)
Patched Products (53)

Advisory Smart Groups ... P

2. Alist of created Product Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.

@ Dashboard Dashboard  Product: Create & Edit %
@ Scanning Create New Smart Group ‘
Name 1 Description Business Impact | Compilation Data Last Compiled
B Results o P P o
All Products Smart Group conta... ~ SESG—-——— Complete 26th Nov, 2021 17:28
= End-Of.Life Products ~ Smart Group conta L Complete 26th Nov, 2021 17:28
Host Smart Groups (1)~ » Insecure Products Smart Group conta C— Complete 26th Nov, 2021 17:28
Product Smart Groups (4) v  [IECICSEEES Smart Group conta Complete 26th Nov, 2021 17:28

Create & Edit
All Products (72)
End-Of Life Product
Insecure Products (14)

Patched Products (53)

Advisory Smart Groups ..

3. The Configure New Smart Group dialog box opens.
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Unique Products Installations Hosts  Modified Date
72 332 4 29th Sep, 2021 14
15 19 4 20th Sep, 2021 14
14 24 4 29th Sep, 2021 14
53 289 4 20th Sep, 2021 14
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Configure New Smart Group

Smart Group
Name

Description: Enter an (optional) description for this Smart Group...

Business Impact: Critical A

Contains that match all « of the following criteria:

Criteria

Product Status ~ is End-Of-Life -

Customize Columns

@ Select All O Select Custom

T

4. Enterthevalid namein the Smart Group Name field.
5. Enterthe description of the smart group (optional) in the Description field.

6. From the Business Impact list, select the type of impact you want to add. You have the following options:

Table 7-3 « Business Impact list

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service
vulnerabilities and for vulnerabilities that allow system compromises but require
user interaction. It resembles the yellow color.

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.
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7. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Table 7-4 « Product Smart Group Criteria Options

Smart Group Criteria Description

Product Status Filter by product status.
Criticality Filter by criticality.

Threat Score Filter by threat scores.

SAID Creation Date Filter by SAILD creation date.

Last Scan Date Filter by last scan date of the host.
Silent Installation Filter by silent installation.

Site Filter by site name.

Host Filter by host name.

Product Filter by product name.

System Platform Filter by system platform.
Software Type Filter by software type.

CVSS2 Score Filter by CVSS2 score.

CVSS3 Score Filter by CVSS3 score.

Product Name Filter product name using begins with, starts with and contains condition. Then

enter the Product name in the text field

Host Name Filter host name using begins with, starts with and contains condition. Then
enter the Host name in the text field.

Site Name Filter site name using begins with, starts with and contains condition. Then
enter the Site name in the text field.

Vendor Name Filter vendor name using begins with, starts with and contains condition. Then
enter the Vendor name in the text field.

Operating System Filter by operating system from selected list.

Operating System Build Filter by specific version of the Operating System.

Fore more information, see Filter Product Smart Groups on Operating System
Build Version.

8. After updating the above fields, click Save button to create a new Product Smart Group.
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Use this page to view the existing configured Product Smart Groups and to configure new Smart Groups. Right-click an
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item in the grid to view, edit, compile or delete the Smart Group. To filter Product Smart Groups by the Last Scan Date, see

Last Scan Date for Product Smart Groups.

All Products is the default Smart Group and cannot be edited or deleted.

The other default Smart Groups for End-Of-Life Products, Insecure Products, and Patched Products have been pre-created
for you by Flexera. You can right-click to view, edit, compile or delete these Smart Groups.

Dashboard Dashboard  Product: Create & Edit %
@ Scanning Create New Smart Group
e Neme 1 Description Business Impact  Compilation
All Products Smart Group conta, S— Complete
(EIEHOTLED FEIES E View/Edit Smart Group Configuration EoiEis
art Groups (1) Insecure Products  § Complete

= View Smart Group Contents

Product Smart Groups (4) v [EREISICEICRTES Complete

 Queue Smart Group For Compiltion
Create & Edit Delete Smart Group

All Products (72)

End-Of-Life Product.

Insecure Products (14)

Patched Products (53)

Advisory Smart Groups ... b

Last Scan Date for Product Smart Groups

Product Smart Groups can be filtered by Last Scan Date. This filter option lists products that were detected within a

Data Last Compiled
26th Nov, 2021 17:46
26th Nov, 2021 17:46
26th Nov, 2021 17:46
26th Nov, 2021 17:46

Unique Products

Installations Hosts.
332
19
24
289

S N

Export v
Modified Date

29th Sep, 2021 14

20th Sep, 2021 14:...

29th Sep, 2021 14.
20th Sep, 2021 14

specified time interval using one of the following Last Scan Date options: exactly, prior to, after, older than, and within last.

For example: if machinel was scanned on 26 November 2021 and a product was detected, then the product will be a result

when searched using a Last Scan Date greater than 25 November 2021.

Configure New Smart Group

Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact: Critical -
Contains that match all «  of the following criteria:
Criteria
Last Scan Date v is priorto A4 2021-11-26 ﬁ

Customize Columns

(®) Select All (O Select Custom
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Configured Product Smart Groups

Use this page to view the information for each Product Smart Group you created. Right-click an item in the grid and select
View Installations.to display the installation details.

126

X

Dashboard Dashboard  Product: All Products
Scanning Show All Packages ¥ Search  Last Compiled: 26th Nov, 2021 17:46 Export v
Results Product Nam PatchVe... | SAID Advisory. Criticality  Threat cvss Vendor Insecure | End-O. Secure Total  Affect Download | Product
EZOAviow instatations_ 1= 0 1 0 1 1 Download  Program
7-2ip 19 0 0 3 3 2 Downloa.. Program
Adobe A 2021.00. SA1041 Adobe A — 8 v3: 8.8 SR 1 0 1 2 2 Download  Program
AdobeB.. 1141 Adobe 0 0 2 2 2 Download  Program
Create & Edit Adobe FI. Product Adobe 0 3 0 3 1 Download  Program
RS Amazon 1.0138.1 Amazon 0 0 1 1 1 Downloa.. Program
Amazon 8312071  SA104602  Amazon 2 V3168 Amazon 3 0 3 6 2 Download  Program
End-Of-Life Product.
Apple iT. 12.12 SA104253  AppleiT. —— 6 v3: 8.8 N 1 0 0 1 1 Download  Program
Insecure Products (14) Blender 2 x Blender 0 0 3 3 2 Downloa Program
Patched Producs (53) CPU-Z 1x CPUID 0 0 1 1 1 Program
Advisory Smart Groups . > IR S X eMule 0 0 1 1 1 Download  Program
FileZilla 3480 0 0 2 2 2 Download  Program
FileZilla 0959 SAT3342  FileZila 7 2 0 0 2 1 Download  Program
Reporting Firebid2x 257 Firebird 0 0 2 2 2 Downloa Program
Google 94x Google 0 1 0 1 1 Downloa Program
Patching Google 96.0.466 Google 0 0 1 1 1 Downloa.. Program
Administration Google 733 Google 0 0 1 1 1 Download  Program
Google Product Google 0 2 0 2 1 Downloa.. Program
Configuration KeePass... 1.1.80 0 0 1 1 1 Downloa.. Program
LibreOffi..  6.4.4 SAGS673  LibreOffi 4 3133 The Doc 1 0 0 1 1 Download  Proaram
Page 1 o3 [ > » | & Displaying Smart Group's Products 1 - 30 of 72
Adialog box opens with the installation details of the selected item.
7-zip 16.x
View from the context of Smart Group: = All Products -
Overview Installations All Advisories
—
[ Secure @ End-Of-life & Insecure Export w
Host T SAID Criticality Threat S State Version Missing MS KB Last Scan Path
BLR-DT-101 - 16.4.00 15 months ago C:\Program Files\7-Zip\7zFM.exe
CSIT_QA_W l:l - 16.0.0.0 14 months agoe c\program files\7-zip\7zfm exe
DR-APPSER.. - 16400 8 months ago c\program files\7-zip\7zfm exe
QA_WIN81 - Secure 16.0.0.0 23 months age  c:\program files (x86)\7-zip\7zfm.exe
Page 1 of 1 & Displaying hosts 1 -4 of 4

Note » For RedHat Linux 6, RedHat Linux 7, and Microsoft products updating via KB will have blank Patched version in
Product Smartgroups.
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Filter Product Smart Groups on Operating System Build
Version

One option for filtering Product Smart Group information is by Operating System Build. This filtering can be used for new or
existing Product Smart Groups.

Task To create a new Product Smart Group for Operating System Build:

1. Navigate to Product Smart Groups > Create & Edit.

2. Inthe Criteria field, select the Operating System Build and the appropriate in or Not in option.

Configure New Smart Group

Smart Group
Name
Description: Enter an (optional) description for this Smart Group.
Business Impact: Critical hd
Contains that match all «  of the following criteria:
Criteria
Operating System v is in - ( 0 selected...) n -
Customize Columns
(®) Select All (O Select Custom

3. Inthe Operating System Build Selection, search for the available Operating System Builds.

4. Place a check mark in front of the appropriate Operating System Builds to include in the Product Smart Group and
click save.
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X
Search.. Search
Available Operating Systems Selected Operating Systems
(0  Operating System [ | Operating System

O  Linux Kemel 2 6.x

[J  Microsoft Windows 8.1
[0  Microsoft Windows 10

[0 Microsoft Windows Server 2012

Page 1 of 2 > »

(]

Displaying Available Operating Systems 1 - 10 of 14

Save Cancel

Advisory Smart Groups

This section describes how to:
® (Create a new Advisory Smart Group (See Create a New Advisory Smart Group)
® View existing configured Advisory Smart Groups (see Overview and Configuration)

® Configure new Advisory Smart Groups (see Configured Advisory Smart Groups)

Create a New Advisory Smart Group

This page describes how to create a new Advisory Smart Group.
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Task To create a new Advisory Smart Group:

1. Navigate to Advisory Smart Groups > Create & Edit.

@ Dashboard

@, Scanning

B Resulis

Host Smart Groups (1) »

Product Smart Groups (4) P

Advisory Smart Groups ... *
All Advisories (14)

Zero-Day Advisories. .

2. Alist of created Advisory Smart Groups appears. To create a new Smart Group, click Create New Smart Group link.
The Configure New Smart Group dialog box opens.

x

B Dashboard Dashboard  Advisory: Create & Edit
Scanning Create New Smart Group. Export v
Results Name 1 Description BusinessIm... = Compilation | DatalastC..  Modified Date Advisories | Vulnerabil Hosts Products | Installations | Zero-Day
All Advisories  Smart Group... S Complete 26th Nov, 20 291h Sep, 20. 14 86 4 14 2 0
ZeroDayA.  SmartGroup. S | Complete 26th Nov, 20...  29th Sep, 20. 0 0 0 0 0 0

art Groups (1)

3. Enterthevalid name in the Smart Group Name field.
4. Enterthe description of the smart group (optional) in the Description field.

5. From the Business Impact list, select the type of impact you want to add. You have the following options:

Impact Type Description

Critical This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the red color.

High This value is typically used for remotely exploitable vulnerabilities that can lead to
system compromise. It resembles the orange color.

Medium This value is typically used for remotely exploitable Denial of Service vulnerabilities
and for vulnerabilities that allow system compromises but require user interaction. It
resembles the yellow color.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 129



Chapter 7 Results
Advisory Smart Groups

Impact Type Description

Minor This value is typically used for cross-site scripting vulnerabilities and privilege
escalation vulnerabilities. It resembles the light green color.

Low This value is typically used for very limited privilege escalation vulnerabilities and
locally exploitable Denial of Service vulnerabilities. It resembles the green color.

6. From the Criteria list, select the type of smart group criteria you want to add. You have the following options:

Smart Group Criteria

Description

Criticality Filter by criticality.
Threat Score Filter by threat scores.
Advisory Published Filters by Advisory published date.

Zero-Day Status

Filters by zero-day or non-zero day.

Impact Type Filters by Impact type of the advisory.
Attack Vector Filters by on attack vector.
CVSS Base Score Filters by CVSS2 or CVSS3 score.

Solution Status

Filters by solution Status.

CVSS2 Score

Filters by CVSS2 score.

CVSS3 Score Filters by CVSS3 score.

7. After updating the above fields, click Save button to create a new Advisory Smart Group.

Overview and Configuration

Use this page to view the existing configured Advisory Smart Groups and to configure new Smart Groups. Right-click an
item in the grid to view, edit, compile or delete the Smart Group.

All Advisories is the default Smart Group and cannot be edited or deleted. For further details, see View/Edit Smart Group

Configuration.

@ Dashboard Dashboard  Advisory: Create & Edit <

& Results Name T Description Business Im. Compilation Data Last C Modified Date Advisories Vulnerabili. Hosts Products Installations Zero-Day
All Advisories  Smart Group. —— Complete 26th Nov, 20. 29th Sep, 20. 14 86 4 14 24 0
(20 cman Goup Comauianon T ComBle 200Nax 20, 20 59,20.. o o o o ° o

View Smart Group Contents
Queue Smart Group For Compilation

art Group cannot be deleted

Zero-Day Advisories reference a vulnerability that is actively exploited prior to its disclosure. These advisories can be
filtered by Advisories that Affected You and All Advisories.
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@ Dashboard Dashboard

Zero-Day Advisories

@ Scanning Scope of Data:  (2) Advisories that Affected You O Al Advisoires

B Resuts Zero-Day SAID  Advisory Description

SA104568
SA104567
SA104124
SA104120
SA103660
SA103133
SA103132
SA102675
SA102392
SA102390
SA102083
SA101469
Patching SA101465
SA100914
Administration SA100521
SA100008
Configuration SA08970
SAWBT15
SAS7080
SAQ7079

W Reporting

Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Muliple Vulnerabilities
Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Multiple Vulnerabilities

Criticality

Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple
Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Muliple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Muliple Vulnerabilities

Google Chrome Multiple Vulnerabilities

Microsoft Windows Server 2012 / Windows RT 8.1/ 8.1 Multiple Vulnerabilities

Microsoft Windows Server 2019 / 2016 / Windows 10 Mutiple
Adobe Acrobat Reader / Acrobat Multiple Vulnerabilties
Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilties
Microsoft Edge (Chromium-Based) Arbitrary Code Execution Vulnerabilty
Microsoft Internet Explorer Multiple Arbitrary Code Execution Vulnerabilities
Microsoft Windows Server 2019 / 2016 / Windows 10 Multiple Vulnerabilities
Microsoft Multiple Products Privilege Escalation Vulnerabilty

Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Multiple Vuinerabilties
Microsoft Windows Server 2012 / Windows RT 8.1/8.1 Multiple Vulnerabilities
Microsoft Windows Server 2016 / Windows 10 Multiple Vuinerabilties

Page 1 of2 | > » &

View/Edit Smart Group Configuration

For each Smart Group, you can create or edit the advisory criteria using the Zero-Day Status and Advisory Published
criteria. Both criteria include dates, which are created using the Coordinated Universal Time (UTC). Therefore, the local
zone date of the user could be different from the zone the advisory data was saved in, which may lead to a difference in

advisory lists.

Advisory Published
12th Oct, 2021
12th Oct, 2021
14th Sep, 2021
14th Sep, 2021
10th Aug, 2021
13th Jul, 2021
13th Jul, 2021
13th Sep, 2021
8th Jun, 2021
8th Jun, 2021
11th May, 2021
13th Apr, 2021
19th Apr, 2021
9th Mar, 2021
9th Feb, 2021
12th Jan, 2021
10th Nov, 2020
1st Nov, 2020
11th Aug, 2020
11th Aua. 2020
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Export v
Threat Score Vulnerabilies  Affected Installa

99 28 1
99 44 3
99 26 1
99 34 3
99 27 3
99 49 1
99 82 3
90 1 1
99 19 1
99 26 3
83 14 4
99 79 3
84 1 7
92 2 8
99 28 3
80 1 21
91 33 1
99 53 3
99 58 1
99 88 3

Displaying Zero-Day Advisories 1 - 30 of 50

In the View/Edit Smart Group menu, you can filter results by date for the following criteria: Advisory Published, Last Scan

Date, and Secunia Advisory ID (SAID) Creation Date. This filtering by date creates a list of all Advisories published on that

date.

Save/Edit Smart Group

Advisory Published = s | prior to

Customize Columns

(® SelectAll O Select Custom

Smart Group
impactType
Name: P e
Description Enter an (optional) description for this Smart Group.
Business Impact: Low -
Contains that match: all w  of the following criteria:
Criteria

w  2019-03-27

i3

Configured Advisory Smart Groups

Use this page to view the information for each Advisory Smart Group you created. Click a Secunia Advisory ID (SAID) in the
grid to display the details. For further details, see View All Advisories.
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Dashboard Dashboard  Advisory: All Advisories
Scanning Search Type: | CVE - Search  Last Compiled: 26th Nov, 2021 19:46 Export v
Results SAID Advisory Description T Citicality Threa Zero-Day | Advisor..  Vulne Solutio cvs. Attack Impact Instal Prod Hosts
SA104 Adobe Acrobat Reader /A, ~ Se—" 8 No 14th Se 18 Vendor FromR...  SystemAcc 1 1
SA104 Amazon Corretto Multiple 23 No 20th Oc 11 Vendor FromR...  Exposure of 3 1
glosShatc s SA104 Apple iTunes Multiple Arbi... ~ SE— 6 No 21stSe 4 Vendor FromR..  SystemAcc 1 1
Product Smart Groups (4) SA73342  FileZila Server OpenSSL 7 No 28th Oc 7 Vendor FromR...  Exposure of 2 1
S SA95673  LibreOffice Multiple Secur 4 No 9th Jun, 2 Vendor FromR...  Security Byy 1 1
GO SA105 Microsoft Edge (Chromiu. — 8 No 22nd N 20  Vendor FromR. undefined, ¢ 2 1 1
SA103 Microsoft Multiple Product 2 No 10th Au 1 Vendor From L Privilege Es 2 1 1
SA104. Mozilla Firefox ESR Multi — 23 No 2nd No. 10 Vendor From R Security Byy 1 1 1
Zero-Day Advisori SA104 Mozilla SeaMonkey Multi ——— 17 No 28th Se 3 Vendor FromR. Security Byy 1 1 1
SA103 Mozilla Thunderbird Mutt — 17 No 8th Sep. 3 Vendor XX rFomR..  Securty By 1 1 1
— SA91115  Notepad++ Scintilla Mem — 2 No 18th Se 1 Vendor BEE] rFomR.  SystemAcc 2 1 2
eporting
SA103 OpenVPN Security Bypas 2 No 6th Jul, 1 Vendor Va5l FromL..  Security By 2 1 1
Patching SA102 VLC Media Player Multipl - No 10th Ma 4 Vendor FromR...  undefined, ¢ 2 1 2
SA103 WinSCP URL Handiing Ar. 3 No 10th Au 1 Vendor EEX] FomR..  SystemAcc 3 1 2

Administration

Configuration

View All Advisories

132

Under the Configured Advisory Group view is a listing of All Advisories. For each advisory, you can click the corresponding
number listed in the Installations, Products, and Hosts columns. After clicking the number in the Installations column,
you will see a list of affected installations per host.

SA103765 Affected Installations

Product Version Host 1
Adobe Acrobat Reader DC 21.x 21520058.47883...  DESKTOP-V0SO.
Adobe Acrobat Reader DC 21.x 21520048.43252...  SVM-TESTA

Page 1 of 1 Displaying Installations Affected By Advisory 1-2 of 2

The All Advisories list affecting a product shows all current and past advisories that affect a product. Note that the Secunia
Advisory ID number (SAID) listed under the SAID column could be related to different platforms.

Adobe Acrobat Reader DC 21.x
View from the context of Smart Group: | All Products -

Overview Installations All Advisories

Export w
SAD | Advisory Criticality Threat S.. Advisory Solution S.. Attack Ve Zero Day CVssBa. Vuinera,

SA1041T1 Adobe Acr. -——— 8 20210914  VendorPa.. Fromremote No 20
SA103765 Adobe Acr... ~S—— 80 2021-10-12 VendorPa...  Fromremote No 4
SA102993 Adobe Acr. — 61 2021-07-13 VendorPa_.  Fromremote No 16
SA102334 Adobe Acr. — 8 2021-06-08 VendorPa_.  Fromremote No 5
5A102083 Adobe Acr. — 83 2021-05-11 VendorPa . Fromremote Yes 14

Page 1 o

Q

Displaying advisories 1 -5 of 5
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Reporting

This chapter describes the following Software Vulnerability Manager reporting features:
® Report Configuration

® Smart Group Notifications

® Activity Log Notifications

® Database Access

® Scheduled Exports

Report Configuration

Use this page to view a list of reports that have been configured and scheduled for generation. You can configure a new
report by clicking Generate New Report or right-click an existing report to view, edit or delete it. The Software Vulnerability
Manager reporting capabilities allow the user to schedule and fully customize the intended report.

Task To configure a report:

1. Choose between PDF and CSV as the format for the report.

Report Format

Specify the format for the report.

Select Reporting Format. v
PDF
csv

Note « When using the CSV option for the report format, unused options are disabled. For more information, see Select
the CSV Option for the Report Format.
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2. Choose between a One-time only report or a recurring one (daily, weekly, monthly) and click Configure to select the
report distribution date or frequency schedule.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

() One-Time Report - Generate only one report at a specific time

(=) Recurring Report - Generate based on the a configured recurrence schedule.

Configure

Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.

3. Choose to include the Executive Summary Report which provides an overall summary with the general state of
vulnerability and patch management.

Executive Summary Report
Here you can choose to include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch

management taday, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution.

[ Include Executive Summary Report

4. Choose the dashboard profile to be included in the report.

Dashboard Profiles

Specify the dashboard profile to be included in the report.

Search Search
Available Dashboard Profiles Selected Dashboard Profiles
©  Profile & | Profile

Displaying Available Dashboard Profiles 1 - 1 of 1

(]

Page 1 of 1

5. Choose which sites should be included together with which statistics to include.
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Site Level Statistics
Select Sites
Specify the sites whose data will be used for the report
(3) All sites for all selected users
() Use a custom selected group of sites

() Use a custom selected group of host-smart groups

Using data from all sites for users selected above (default)
Site Level Statistics to Include
Specify the site-level statistics that will be included in the report. If none of the statistics is selected, this section will not be included into the report
() Overall Summary Statistics
() Qverall Criticality Statistics
[ Overall Impact Statistics
() Overall Attack Vector Statistics
() By-Site Statistics on Secure Products
() By-Site Statistics on Insecure Products
() By-Site Statistics on End-of-Life Products

[ Include Detailed Site Specific Data for Each Site

6. Choose a Host Smart Group to be included together with which statistics to include.

Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup.

All Hosts v

Specify the statistics that will be included for each selected host in the report.

() Overall Summary Statistics

) Add Host Details

Additional filter: Only include insecure installations with a rating of: of Above.

7. Choose a Product Smart Group to be included together with which statistics to include.

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup

All Products v

Specify the statistics that will be included for each selected product in the report
() Overall Summary Statistics

[ Add Product Details

Additional filter: Only include insecure installations with a rating of: or Above
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8. Choose the email address of the person(s) receiving the report or, if you do not want to send the report via email, do
not select any recipients.

Select Email Recipients

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select
any recipient.

[J Use default recipients defined in Settings page

Search Search
Available Email Recipients Selected Email Recipients
() ' Name Email J Name Email
O - ¢ “lera.com
] - W @flexera.com
Page 1 of 1 S Displaying Available Email Recipients 1 -2 of 2

9. Choose the name for the PDF file, set the report title, and specify if you would like to include the report parameters in
the report itself. All the reports available through this feature are provided in a PDF format and will be emailed to the
defined email addresses in accordance with the schedule and recurrence specified. Once generated, a report can also
be downloaded directly from the main page.

General Configuration Options

Report File Name
Here you can specify a custom output file name for the generated report.

[ Set the file name for the PDF report file generated

Report Title
Here you can specify a custom title for the front page of the report.

[ Set the report title

Report Title: | Flexera Custom Report

Publish Report Parameters
Here you can choose whether the report parameters (configured here) should be included in the report for reference.

() Show Report Options and Generation Parameters

(o

Important « The emails containing the PDF reports will be sent from the Flexera Data Cloud - no-reply@flexerasoftware.com.
Be aware that the email server from the recipient may block/filter the email if, for example, the size of the attachment exceeds
a certain pre-defined threshold. If no email is being received, please check the email Spam filter and/or the Junk folder in the
email client.

Select the CSV Option for the Report Format
When you select the CSV option for the report format, the following sections and options are disabled:

® Executive Summary Report, Dashboard Profiles, Site Level Statistics, and Overall Summary Statistics Check box
for both Host Level Statistics and Product Level Statistics are disabled.
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Configure New Report

Report Format

Specify the format for the report.

Ccsv v

When using the CSV option for the report format, all configured sections will be rendered into a separate CSV file and then compressed into a single ZIP file
Please note that some of the configuration options below will have no effect on the resulting data in the CSV files.

Report Generation Schedule

Specify the generation schedule for the report. Configure the details using the button to the right. Note: a report will always use the most current data
available at the time of generation

(O One-Time Report - Generate only one report at a specific time

(®) Recurring Report - Generate based on the a configured recurrence schedule.
Configure
Reports will be generated on Saturday November 27th, 2021, and every 1 month thereafter.
Executive Summary Report

Here you can choose fo include the Executive Summary Report. This is an overall summary document of the general state of vulnerability and patch
management today, and the security state of your system in the context of current threats, methods for securing and staying secure, and the consequences
and implications of a proper patch management solution versus not choosing such a solution

Dashboard Profiles

Specify the dashboard profile to be included in the report.

® Insecure Installation Details for both Host Level Statistics and Product Level Statistics are enabled only when you
select Add Product Details and Add Host Details respectively.

Configure New Report

Host Level Statistics

Specify the hosts whose data will be used for the report by selecting a smartgroup

All Hosts -

Specify the statistics that will be included for each selected host in the report.

[+ Add Host Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove
[} End-of-Life Installation Details

[ Secure Installation Details

Product Level Statistics

Specify the products whose data will be used for the report by selecting a smartgroup.

All Products v

Specify the statistics that will be included for each selected product in the report

[ Add Product Details

[ Insecure Installation Details

Additional filter- Only include insecure installations with a rating of = Show Al ¥  orAbove

(0 End-of-Life Installation Details
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® PDF Filename tab and Publish Report Parameters sections are disabled.

General Configuration Options

Here you can specify a custom output file name for the generated report.

Report Title
Here you can specify a custom title for the front page of the report.

[+ Set the report title.

Report Title: | Flexera Custom Report

Here you can choose whether the report parameters (configured here) should be included in the report for reference

Smart Group Notifications

Use this page to create and configure reminders, notifications, and alerts for a Smart Group based on the current state or

changes to a group.

Click Configure New Notification, enter the required information and then click Save.

Configure New Notification

Notification Details

Name Enter a name (or short description) for this notification..

Smart Group: | Select a Smart Group

pey

Choose the conditions under which you will receive an Alert.

Recipients Selection

Select Email Recipients

[J Use default recipients defined in Settings page

Name & Applicability
‘You must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the nofification will apply.

If you wish to receive the reports via email, please specify at least one email recipient below. If you do not want to send the report via email, do not select any recipient.

Search... Search
Available Email Recipients Selected Email Recipients
O | Name Email O Name Email

Activity Log Notifications

Use this page to schedule multiple notification digest for the respective events through emails.
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Creating Notifications for the Activity Log

Task To create Notifications:

1. Click Create Notification.

# Dashboard Dashboard  Activity Log Notifications X

Name | Activity Log Monitored Next Scheduled Check Aways Notify Frequency Date Created/Modified

Results

No Notifications configured

4 Reporting

ot Configuration

‘Smart Group Notifications

Database Cleanup.

Scheduled Exports

2. The Configure New Log Notifications dialog box opens.

Configure New Log Notification

Notification Details

Name & Applicability
You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: | Enter a name (or short description) for this netification

Event Selection

Select events

Available Events Selected Events

O Name O | Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

JO0O00O0OO0ODO0OO0ODO

Prenntn Crnn Fenin

Alert Conditions
How often should this notfification rule run? Scheduled is based on when the rule is saved/modified

Choose Frequency - Choose time -
[J NOTIFY me when the conditions are NOT met. |.e., leave unchecked for a 'no news is good news' policy.

Recipients Selection

3. Describe notification name, select the required events, and then select notification schedules.

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Database Access

® To access Flexera’s SQL database, see Database Console.

® To delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain criteria,
see Database Cleanup.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 141



Chapter 8 Reporting
Database Access

Database Console

Use this page to access Flexera’s SQL database. You can access the content of each table by selecting the table name in the
Tables pane. Expand the table name to view the objects and data types within that table.

To create an SQL query, right-click a table and select Show Data to automatically create a SELECT * FROM table query from
the specific table. You can also right-click a table and select Schedule Query to create Scheduled Exports for the table and
save the output to a CSV file.

The Details and Results panes display the status of the query.

Dashboard Dashboard  Database Console %
@ Scanning Tables Details

£ W vw_Cs|_devices

& Results B8 v o oovco v ;  Time 1 Status Table Query
= = Show Data

3 Success SELECT * from vw_csi_devices_cve

L4 Reporting Schedule Query

B vw_host_insecure
8 vw_host_unpatched_os

Refresh Clear

Results

Export v
nsi_device_id host site cve
1 % sceum CVE-2021-38492,C
2 1 WORKGROUP CVE-2021-38503,C.
# Patching 3 I WORKGROUP CVE-2021-39836,C
4

SCCM CVE-2021-3331
& Administration

& Configuration

Summary of the SQL Data in the Database Console Tables

The following table lists the SQL Data in the Database Console Tables:

SQL Data Description

vw_csi_devices List of hosts with mac address & ip address

vw_csi_devices List of hosts affected by CVE
_cve

vw_host_eol List hosts with End of Life software

vw_host_unpat List hosts with insecure operating system and operating system version
ched_os

vw_host_insec List hosts with insecure software and software version
ure

Database Cleanup

Use this page to delete hosts from your Software Vulnerability Manager account by configuring rules that check for certain
criteria.

You can use this page, for example, to delete all the hosts that have not been scanned for more than 15 days.
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Click Add Rule, enter the required information, and then click Save.

New Rule

Action Delete Host
Name: 15 Days Rule

Criterion: Last Scanned Time ~ Morethan |15

Save Cancel

The rules can be based on Last Scan Time, Last Check-in Time or for Host that have been Never Scanned. Once a rule has
been configured you can see which Affected Hosts meet the criteria defined in the rule and will be deleted from your
Software Vulnerability Manager account.

Once you have checked the hosts to be deleted you can choose to run the rule. Right-click the rule name and select
Execute Rule.

Dashboard Database Cleanup

Rules

Name 1

15 Days Rule

Execute Rule

Delete Rule

Scheduled Exports

Use this page to view, edit or delete automated data extraction schedules.

[

Important - To schedule exports you must first download and install the Software Vulnerability Manager Daemon from
https://www.flexera.com/svm-download.

Right-click a table in the Database Console and select Schedule Query. You can configure the file by hiding columns in the
grids prior to export.

In the Export Schedule Setup screen, enter:
® The Name of the scheduled export.
® The Filename that you want to save the CSV file as.

® The Next Run date and time.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 143


https://www.flexera.com/svm-download
https://www.flexera.com/svm-download

Chapter 8 Reporting
Scheduled Exports

® The Frequency (Hourly, Daily, Weekly or Monthly) that the export will be performed or select the One-Time Export
check box.

Export Schedule Setup

Action

Name: Enter a name (or short description) for this scheduled export.
Table scheduled_exports

Cutput

Filename: Enter a filename ending with .csv extension

Schedule

These settings define the schedule at which the export will be performed

MNext run: 2021-11-27 BB | 20:30 hd

Frequency: - + or [J One-Time Export

e

Right-click a Scheduled Export in the grid to edit or delete the export.
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Patching

After scanning your system and analyzing the appropriate vulnerabilities to patch, the next step is to patch your system.
The following topics describe how to configure and deploy Software Vulnerability Manager’s patching function.

Flexera Package System (SPS)

Creating a Patch with the Flexera Software Package System (SPS)
The SPS Package Creation Wizard

Vendor Patch Module

External Package Signing for Software Vulnerability Manager Client Toolkit
Agent Deployment

Add Proxy Settings

WSUS/System Center

Creating the WSUS-CSI GPO Manually

Deploying the Update Package Using WSUS

Deploying the Update Package Using System Center

Patch Configuration

Patch Template

QuickPatch

Patch Automation

Intune Publishing

Workspace ONE Publishing
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Flexera Package System (SPS)

This section provides further information regarding:
®  Flexera SPS Page Features

® SPS Concepts and Terminology

Flexera SPS Page Features

The Flexera Package System (SPS) page displays a list of products for which Software Vulnerability Manager can
automatically create an Update/Uninstall package. Right-click any of the listed products to view the available options.

P Dashboard Dashboard  Flexera Package System (SPS)

Scanning Search Type: Product v Searchtext View from the context of Smart Group: | Al Products B Configure View Export v

Results Product T | Vendor T | Patched Vers Architect.. = SAID Crificality  Threat Detected | Adviso Insecure  End-O. Secure Total Hosts  Uninst
7.2ip 19.x Windows 0 0 2 2 2 No
W Reporting FileZilla 3480 Windows... - 0 0 1 1 1 Yes
Notepad 77 Windows...  SAQit1s S 18th Sep 1 0 1 2 2 No
ESEE PUTTY 0x 074 Windows 0 0 2 2 2 No
RealTer Windows 0 0 1 1 1 No
e et Uttmate Windows 0 0 2 2 2 No
WinDirst Windows 0 0 2 2 2 No
Vendor Patch Module WinSCP. 5.47.10 Windows 2 0 3 5 5 No
CEENLET IS TS Adobe A Adobe 21,0072 Windows 0 0 1 1 1 No
e Amazon .. Amazon.. 11.01381 Windows.. - 0 0 1 1 1 No
Amazon . Amazon.. 8312071 Windows.. SA104602 20th Oct, 3 0 0 3 1 No
Configuration CPUZ1x  CPUID Windows 0 0 1 1 1 No
eMule0x  eMule 047266  Windows 0 0 1 1 1 Yes
Google Google 96.0.466...  Windows 0 0 1 1 1 No
Goog Google 733 Windows 0 0 1 1 1 No
Google Product..  Windows... - 0 2 0 2 1 No
Microsoft  96.0.105..  Windows... SA105276 = 8 1day.9.. 220dNo 2 0 3 5 3 No
Microsoft Windows 0 0 3 3 3 No
Microsoft  1.1.1870...  Windows 0 0 4 4 2 No
Microsoft Windows 0 0 3 3 3 No
Page |1 o2 [ > » & Displaying Products 1 - 30 of 47

The Flexera Package System (SPS) features include:
®  Product Display Criteria for SPS

® Language Selection for SPS

Patch Update Searches by Common Vulnerabilities and Exposures (CVE)

Advisory Published Date

Note -« Flexera SPS page now available in non-1E browser also. In order to use complete feature of patching, need to install
Software Vulnerability Manager Plugin.

Product Display Criteria for SPS

Click Configure View to select the criteria that will be used to display the products in this view.
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Configure View
You can customize the view of the products displayed using the following configurable options:

(¥ Group products where patched version and architecture are identical

(¥ Display only End-of-Life or Insecure products

(¥ Display only products for which silent update packages can be created automatically
() Hide Microsoft products

(] Highlight products for which update packages have been created

Note: The Software Vulnerability Manager should not be used for creating patches for Microsoft
products. The updates should come from Microsoft

o

Chapter9 Patching
Flexera Package System (SPS)

When the Group products where patched version and architecture are identical check box is selected, the SPS page rows
will be grouped by the product, architecture, and the patch required to update them to a secure version.

If a row represents two or more product versions that require the same update, then the Product column will not show the

product version. For example, if Firefox 32.x and Firefox 37.x both require updating to patched version 40.x, then the

Product column will display “Firefox” only.

This means that if, for example, four products previously required the same update, rather than listing them four times

they will be listed once. This allows you to create fewer packages to target the same number of installations.

Dashboard Dashboard  Flexera Package System (SPS)
Scanning Search Type: Product v Searchtext View from the context of Smart Group | All Products -
Resuls Product T | Vendor T | PatchedVers Architect.. = SAID Criticality  Threat Detected | Adviso. Insecure  End-O Secure
7-2ip 19.x Windows... - - 1day,9 0 0 2
W Reporting FileZilla 3480 Windows... - - 2daysago 0 0 1
Notepad 77 Windows SA91115 — 2 1day,9 18th Sep 1 0 1
Patching PUTTY 0.x 074 Windows - - 2daysago 0 0 2
Flexera Package System RealTer Windows... - - 2daysago 0 0 1
R Ultimate Windows... - - 2daysago 0 0 2
WinDirSt Windows... - - 1day,9 0 0 2
¥ecoubatch Modae WinSCP. 517.10 Windows... - - 1day9 ) 0 3
FEELITEIEE AdobeA..  Adobe 21.0072..  Windows... - - 2daysago 0 0 1
Administration Amazon .. Amazon 1101381  Windows... - 0 0 1
Amazon ... Amazon 8312071  Windows.. SA104602 23 20th Oct, 3 0 0
Configuration CPUZ1x  CPUID Windows. 0 0 1
eMule 0x  eMule 047266  Windows 0 0 1
Google Google 96.0466..  Windows. 0 0 1
Google Google 733 Windows 0 0 1
Soogle Google Product Windows 0 2 0
Microsoft ~ 96.0.105..  Windows... SA10527 S 8 22nd No. 2 0 3
Microsoft Windows 0 0 3
Microsof... ~ Microsoft ~ 1.1.1870...  Windows 0 0 4
Microsof...  Microsoft Windows. 0 0 3
Page 1 of2 [ > » | &

Total

Export v

Hosts  Uninst

2
1
2
2
1
2
2
5 No
1
1
1
1
1
1
1
1
3
3
2

[ P N R R N N B T R I VR VS SN

3 No

Displaying Products 1 - 30 of 47

Note - An SPS package created when the Group products where patched version and architecture are identical check box is
selected (grouped mode) can cover multiple product rows that are displayed when the check box is not selected (ungrouped
mode). Consequently this can lead to a discrepancy when determining whether an update for the product already exists if you
are switching between the grouped and ungrouped modes. For example, if you create an update for a product in grouped
mode, the update may not be accurately detected when using the ungrouped mode. For this reason it is recommended to only
use the grouped mode when creating updates.
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Language Selection for SPS

You can target specific languages and approve packages before they are published. The package configuration, based on
the product family, is retained for future use.

Patch Update Searches by Common Vulnerabilities and Exposures (CVE)

In the Flexera Package System (SPS) Search Type field, you can search patch updates by CVE, which are referenced in
Secunia Advisories. The CVE results help identify affected hosts, advisories, and patches across entire organizations.

Dashboard Flexera Package System (SPS) x

Search Type: CVE ¥ || Search text. View from the context of Smart Group: | All Products v Export w

Product T| Vendor T Patched Version ~ Architecture SAID Criticality = Threat Detected Advis. Insec. End-. Secure Total Hosts Unin...

7-zip 19.x Windows32-bit - - 1day9h - 0 0 1 1 1 No

Advisory Published Date

The Advisory Published date is listed in the Flexera Package System (SPS) grouped and ungrouped views. This date
provides a quick reference for the latest patching information.

Note « Inthe Flexera Package System (SPS) ungrouped view which lists each product version separately, there will be no

Secunia Advisory IDs (SAID) listed for End-of-Life (EOL) products. Therefore, the Advisory Published date will be blank for EOL
products.

Dashboard  Flexera Package System (SPS) ™

SeachType: | Product < [Searcnton IEETER v from he contetof Smart Group. | A Prducts - ot +
Product T Vendor 1 Patched Version | Architecture SAID Criticality Threat Score Detected | Advisory P. Insecure End-Of-Life Secure Total Hosts. Uninstallable

B Product 7-2ip 16.x (1 tem)

7-2ip 16 18x Windows32-bit - - 5 days ago - 0 1 0 1 1 No
B Product Adobe Acrobat Reader DC 21.x (2 ltems)

AdobeAcrob...  Adobe 210072009..  Windows32-bit  SA103765 — 80 5daysago| 12th Oct 2021 2 0 0 2 2 No
AdobeAcrob...  Adobe 2021.00720...  Windows32-bit  SA10417 — 8  1monthago| 14thSep, 2021 1 [ 0 1 1 No
B Product Amazon Corretto 8.x (3 ltems)

Amazon Corr.. Amazoncom 8312071 Windows64-bit ~ SA104602 23 2daysago [ 20th Oct, 2021 5 0 0 5 2 No
Amazon Cor..  Amazoncom  831207.1 Windows32-bit  SA104602 23 2daysago | 20th Oct, 2021 5 0 0 5 2 No
Amazon Cor..  Amazoncom  8302.08.1 Windows64-bit  SA103200 6 tmonthago| 21stJul, 2021 3 0 0 3 1 No

B Product Apple iTunes 12.x (1 ltem)

Apple iTunes Apple 1212 Windows64-bit ~ SA104253 — 6 215t Sep, 2021 1 0 0 1 1 No
B Product FileZilla FTP Client 3.x (1 ltem)

FileZilla FTP 3480 Windows32-bit  $494916 - 2monthsago | 29th Apr 2020 1 0 0 1 1 Yes
B Product: Google Chrome 87.x (1 Item)

Google Chro. Google 96x Windows64-bit - - 5 days ago - 0 1 0 1 1 No
B Product: Google Chrome 91 (2 Items)

Google Chro...  Google 96x Windows64-bit - - 5 days ago - 0 1 0 1 1 No
Google Chro...  Google 9104472114 Windows32bit  SA102473 — 87 2monthsago | 17th Jun, 2021 1 0 0 1 1 No
B Product Google Chrome 95 (1 Item)

Google Chro. Google 96x Windows32-bit - - 2 days ago - 0 1 0 1 1 No
B Product IrfanView 4.x (1 ltem)

IfanView 4x  IrfanView 437 Windows32-bit  SA54959 — - 2monthsago | 17th Dec, 2013 1 0 0 1 1 Yes
B Product Mozilla Firefox 53:x (1 Item)

Mozila Firefo... ~ Mozila Foun..  94x/91xESR  Windows32-bit - - - 0 1 0 1 1 Yes

& Product: Mozilla Firefox 66.x (1 ltem)

Figure 9-1: Flexera Package System (SPS) ungrouped view
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Figure 9-2: Flexera Package System (SPS) grouped view

SPS Concepts and Terminology

Software Vulnerability Manager users should become familiar with the concepts and terminology described in this section.

Components of an SPS Package

The package consists of two parts; applicability rules and SPS package. The applicability rules are used by WSUS to only

Components of an SPS Package

Applicability

SPS Package

Rules

Execution Flow Script

Files

[N}

Dete
8 mont
16 mon
2 mont
2 mont
2 mont
9 mont
14 mon
8 mont
2 days
2 mont
2 mont
2 mont
1 mont.
2 mont
16 mon
4 mont
3 days
2 days
2 day

2 days

Advisory Published

1st May, 2018
1st May, 2018
29th Apr, 2020
29th Apr, 2020
18th Sep, 2019
18th Sep, 2019
14th Aug, 2019
10th Aug, 2021
12th Oct, 2021
12th Oct, 2021
10th Dec, 2019
20th Oct, 2021
20th Oct, 2021
21st Sep, 2021
21st Sep, 2021
15th Nov, 2021
15th Nov, 2021
2nd Nov, 2021
2nd Nov, 2021
3rd Nov, 2021

Insec

execute the package on computers that are applicable for the selected package.

The SPS package consists of the payload that is then executed on the computer.
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Export v
Total Hosts  Unins

4 4 No

1 1 No

1 1 Yes

2 2 Yes

3 3 No

6 6 No

4 2 No

23 22 No

1 1 No

21 21 No

2 2 No

2 8 No

7 3 No

3 3 No

1 1 No

8 8 No

56 54 No

171 38 Yes

171 63 Yes

2 21 No

Displaying Products 1 - 30 of 33
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Applicability Rules

SPS Package
(Index 0) Executive Flow
(Index 1) File 1

(Index 2) File 2

(Index n) File n

The following sections explain in greater detail all the components that make a SPS package.

Applicability Rules

The applicability rules are rules used to decide whether or not a package should be offered to a client. These rules are as
follows:

IsInstallableApplicabilityRule - Obtains the rules for determining whether or not this item is installable on a given
computer. It generally consists of paths and version information of relevant files.

IsinstalledApplicabilityRule - Obtains the rules for determining whether or not this item is already installed on a given
computer. It generally consists of keys and value information of relevant registry keys.

IsSupersededApplicabilityRule - Obtains or sets the rules for determining whether or not this item is superseded by
another update on a given computer. It generally consists of paths and version information of relevant files.

SPS Package

150

The SPS package must always consist of at least one file that is placed at index “0” this is the execution flow script, and any
additional files will be numbered accordingly in ascending order. The execution flow script is either JScript (JavaScript),
VBScript or Powershell script; by default a JavaScript example is provided in the SPS Package Creation Wizard.

The script will be automatically extracted from the SPS package and executed. Based on the execution flow more files can
then be extracted and executed from the SPS package, referenced by their index order.

[

Important « When using Powershell Scripting as the execution controlling script of the package, you must ensure that
Microsoft Visual C++ 2012 Redistributable (x86) is installed on the target hosts you are deploying the update package to.
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Execution Flow Script
This execution flow script is always executed. This is the file with index 0, and as such it will always be the first to run.

In the execution flow script you can define any other files to be extracted and executed. The default execution flow
template that is provided in the SPS Package Creation Wizard will extract the first file supplied in the package with the
specified silent parameters (usually this is the patch file provided by the vendor). Any other files added to the package will
NOT be extracted or executed when using the example script.

If you create your own execution flow, no user interaction is available. To make your execution flow totally unattended, use
log files accordingly for easy troubleshooting.

Files

The SPS package supports additional files besides the execution flow script. The added files will have array indices from 1
to n where the first file will have index 1, and the additional files are numbered in ascending order.

Creating a Patch with the Flexera Software
Package System (SPS)

The Flexera Software Package System (SPS) page displays a list of products that you can create updates for.

Click Configure View to customize the list and limit the types of products shown, as well as highlight products for which
packages have or have not been created.

If highlighted, products for which SPS packages exist will be shown in green.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide silent installation parameters. If
you choose to patch one these products, you must provide (import) the .MSI/.MSP/.EXE file together with the parameters
for the unattended installation. Software Vulnerability Manager will then repackage and publish the update through the
standard workflow. Packages cannot be automatically created by Software Vulnerability Manager for these products.

If you wish to create a new custom package that does not necessarily patch an existing product, for example to deploy new
software, you can click New Custom Package. In this case you should provide the files/installer that will be executed on the
target client together with the execution flow script.

With Software Vulnerability Manager you are able to create three different kinds of packages. Right-click a product and
select one of the available options:

® Create an Update Package
® Create an Uninstall Package
® Create a Custom Package

For the Update and Uninstall packages a default execution flow script is provided in the SPS Package Creation Wizard (Step
2 of 4: Package Contents), which will fulfill most of the common needs.
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The execution flow script for an Update package can also be customized for additional functionality. You can also configure
your patching package SPS Installer Parameters using dynamic check box options (where applicable) based on product
functionality, including:

® Remove End User License Agreement

® Disable Automatic Updates

® SilentInstall

® Update to lowest secure version

® No reboot necessary

® Cumulative updates in one package

®  Set Security Level

® Remove system tray icon

® Restrict Java Applications

® Uninstall Prior to Installing

® PreventInstallation of Certain Components
® Prevent Collection of Anonymous Usage Statistics

® Remove Desktop Shortcut

Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click or double-click one of these
Products and select Create Update Package to start the SPS Package Creation Wizard.

Software Vulnerability Manager retains Product Family Settings that you previously used. Click Yes to prefill the SPS
Package Creation Wizard with the available settings.

Product Family Settings x |

9 It is possible to prefill the wizard with some of the settings you previously used with Mozilla
\.{'/ Firefox. Do you want to proceed?

| Yes I No |

Create an Uninstall Package

152

Any Products that are listed as Yes in the Uninstallable column are available to have an uninstall package created in a 3
step process exactly as the update packages in blue.
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x

Dashboard Dashboard  Flexera Package System (SPS)
® Scanning Search Type Product v | | search text View from the context of Smart Group: | All Products - Eme Export ¥
N R Product T | Vendor T | PatchedVersior Architec.. = SAID Criticallty  Threat Detec Advisory Insecure | End- Secure Total | Hosts | Uninstallable
7.2ip 19.x Window... - - 2days 0 0 1 1 1 No
4 Reporting FileZilla 3480 Window... - - 3days 0 0 1 1 1 Yes
Notepad 77 Window... ~ SAg1is e 2 2days 18th Sep, 2. 1 0 1 2 2 No
Patching PUTTY 0.x 074 Window . -~ 2days 0 0 2 2 2 No
RealTe: Window... - - 3days 0 0 1 1 1 No
Uttmate Window... - - 2days 0 0 2 2 2 No
WinDirs Window... - - 2days 0 0 1 1 1 No
WinSCP. 5.17.10 Window... - - 2days 1 0 3 4 4 No
CEENLET IS TS Adobe A Adobe 21.007 200 Window - - 3days 0 0 1 1 1 No
e Adobe B..  Adobe 1141 Window... - - 2days 0 0 1 1 1 No
Amazon.. Amazon.. 1101381  Window. 2days 0 0 1 1 1 No
Configuration Amazon.. Amazon.. 8312071  Window..  SA104602 23 3days 20th Oct, 2 3 0 0 3 1 No
Blonder .. Blender Window... - - 2days 0 0 1 1 1 No
PUZ1x  CPUID Window... - - 2days 0 0 1 1 1 No
eMule0x  eMule 0.47.266 Window... - - 3days 0 0 1 1 1 Yes
Fiebird .. Firebird 257 Window... - - 2days 0 0 1 1 1 No
Google .. Google 960466445  Window... - - 2days 0 0 1 1 1 No
Google Google 733 Window... - - 3days 0 0 1 1 1 No
Soogle Google ProductDis... ~ Window... - - 3days 0 2 0 2 1 No
0 0 6 6 2

Microsof. Microsoft Window - - 2days No

For Products listed as No in the Uninstallable column you must customize the execution flow script to successfully
uninstall the product. This can be done by starting the SPS Package Creation Wizard and selecting the Edit Package
Content check box in Step 1.

If you have an SPS XML template you can import it by clicking Import Package in the first step of the wizard. Once this is
completed, all the fields in the wizard will be automatically populated, including the execution flow script.

Special attention should be given to the files mentioned in the execution flow script. These files can be files originally
provided by the SPS template creator or they can be dynamically downloaded.

[

Important « You should only import SPS packages if you trust the author of the package and the source from where you
downloaded/obtained the package.

Create a Custom Package

Software Vulnerability Manager allows creating custom packages that can be deployed through WSUS/System Center. By
creating a custom package you can do a wide range of actions; everything from updating and uninstalling third-party
applications to handling complex execution flows with multiple files.

The creation of a custom package can be done in two different ways. Either:

® Right-click a productand choose Create Custom Package. By doing this the product applicability rules will be included
in the package; this will mean that the Custom Package will only be applicable for computers with the selected
product installed.

OR

® Click New Custom Package to start the SPS Package Creation Wizard. In this case no applicability rules will limit the
installation base.

Independently of the chosen approach, in both cases the SPS Package Creation Wizard will be initiated.

The SPS Package Creation Wizard

The following steps explain how to create the SPS Package:
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® Step 1 of 4: Package Configuration
® Step 2 of 4: Package Contents
®  Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

In Step 1, no action is required if the selected product was in blue. You should only check Edit Package Content (Optional) if
the product was in gray or there is a need to customize the update patch by selecting a different file(s) and/or defining a

different execution flow script.
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Step 1 of 4: Package Configuration
Use this form to set the name and description of the 5PS package, or edit the properties of an existing one. In the following steps you will configure the package contents
and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Import XML (Optional)
‘You can start by importing an existing 5PS Package File. This will populate all of the wizard data fields with the package data, which you can then view i
and/oer edit,
NOTE: You should only import packages if you trust the author of the package and the source from where you downloaded [ retrieved the SPS package.
| Import XML |
Package Name
The package will be created with the following name. Choose a new name If desired.
Mame: Update Google Chrome, version 66.x, Moderately Critical
Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.
Description:
Reference Id (Optional)
Here you can assign an Id to this package if desired.
Reference Id:
Sps ller Par ers (O 1)
Here you can configure optional parameters you want to pass to the installer. This set of options is unigue to this product. Some parameters have warning
message associated that should be read and understood before moving forward
Configure Package (8 Default (?)
Behavior:
() Disable checking for running Chrome processes (7)
(") Kill any running Chrome processes (7)
Select Installer: (@) Install Enterprise version
() Install Stable version
Edit Package Content {Optional)
If you choose to edit the package contents, in the next Step of the wizard you will have the aption to view/edit the package contents. If nat, you will be
directed immediately to Step 3.
| | Edit Package Content
v
Vendor & Product Naming
| Next | Pi 1| Cancel

The Import Package feature allows you to import a SPS template in XML format that will automatically populate all the
fields of the SPS Package Creation Wizard. This feature will be especially relevant when creating custom updates or when
creating update packages for the products in gray.
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ollx
Use this form to sef the name and descrption of the 5°5 package, or edit the properties o an existing one. In the following steps you will configure the package contents _
and parameters before creating and publishing the package, or exporting it as an XML formatted file.
fn Package [WSUS Connected]
Import XML (Optional) hitecture saID Crticalty Detected Insecure End-Of Life Patched
You can start by importing an existing SPS Package File. This will populate all of the wizard data fields with the package data, which you can then view A | jpdowass-oe ) 2y 30 2 4 e
and/or edit. indows32-bit - ago 0 8 0
NOTE: You should only import packages if you trust the author of the package and the source from where you downloaded / retrieved the SPS package. Indows32-bit — 21 days ago 0 1 0
; Indows6d-bit e age 0 1 0
[ 1mport x| S
ndows32-bit S— 6 days ago 1 0 0
Packnge Name @ Choose File to Upload =
The package will be created with the following name. Chaose a new name if desired.
G " ®© ~ b L « Documents » MySPSTemplates w| & | | Search My SPS Templates »
Name: | Update Google Chrome, version 66.x, Moderately Critical
Organize v New folder e [0 @
Description (Optional) P — Name Date modified Type Size
Here you can give a description of the package. For example, what it does, the contents, usage, etc. T T e — T Y VR I e— 7
Description: 8 This PC
€ Network
Reference Id (Optionaly
Here you can assign an Id to this package if desired.
Reference Id:
< >
SPS Installer Parameters (Optional) File name: | package_content_chrome v | | AlFiles (1) v
Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning 1
message associated that should be read and understood before moving forward Open | Cancel
Configure Package (@) Default (7)
Behavior:
" O Disable checking for running Chrome processes (7) g
/o | Next | Publsh | Cancel

In Step 4 of the wizard you will also have the option to export the XML template for the package being created.

After clicking Next, and if Edit Package Content (Optional) was not selected, you will go directly to Step 3 of 4: Applicability
Criteria - Paths.

Step 2 of 4: Package Contents

Step 2 becomes available when Edit Package Content is selected in Step 1. The first section of Step 2 is the Execution Script
where you select JScript (Javascript), VBScript or Powershell Script and then review or create a customized execution flow.

You are also able to change the files that are included in the SPS package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

To test a newly created execution flow together with the added files click Create SPS File. A SPS.exe file is created that can
be executed locally prior to being published into the WSUS server.

This SPS.exe file will include the execution flow script and the files to be included, but not the applicability rules.

156 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Chapter9 Patching
The SPS Package Creation Wizard

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script incduded, and the files included.

Execution Script
iew/Edit the execution flow and script type for this SPS package.
Script Type: | JScript (Javascript) o
Execution Flow: |var Title = "Update Google Chrome, version 66.x, Moderately Critical”;
var GUID = "1535edBd-b052-45ab-8665-9544alee7a7d"; ~

var silentFarama = /5"

var optionalParams = " /business":

// The follewing four wariahbles have been embedded by the CS5I at the
// stare of this scripe

// var GUID = "";

// var Title = "";

// var silentParams = "";

// wvar opticnalParams = "";

var ret = 1;
function main{) {

if { 1GUID ) |
server.logMessage| "Mo GUID supplied for package " + Title ): N
return 1;

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded

dynamically {i.e., in the case of URLs) or if they are local files, You can add additional files via the 'Add File' button, as well as chooase from additional language
packages available via the 'Show Localised Files' button. To remave a files, right-click and select 'Remove’.

File(s) to include in the package Status
http://dl.secunia.com/5P5/GoogleChrome_£6.0.3359.139_64-bit_5P5.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation {Language) File |

Create SPS File

You also have the option of creating an SPS File from this package, should you wish to.

| Create SPS File |

Previous | Mext | Publish | Cancel

Step 3 of 4: Applicability Criteria - Paths

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and
KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path” dialog and to

show advanced options in the grid.
[T] show Advanced Options

| Add Path |

Always Install Option
The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable” W3US rule which will ignore all system paths when decdiding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as "Always Installable™

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 55.0.0.0

'] Path « Information
[¥] €:\Program Files (x86)\Google\Chrome\Application\chrome.exe 1

Previous Mext | Publish | Cancel
For packages that should not have any paths for applicability, select the Mark Package as “Always Installable” check box to
ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version. Note: the version you enter must
also be supported by the installer itself - you cannot enter arbitrary values here.
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Importing Bulk File Paths in the SPS Package Creation Wizard

To help with situations where you wish to include specific file paths for scanning software, you can now import multiple file
paths by providing a CSV file during Step 3 of the patch/template creation process.

Chapter9 Patching
The SPS Package Creation Wizard

On the Step 3 of 4: Applicability Criteria - Paths panel, click Add Path to open the Import Path Applicability Rules for

Package dialog box, and select a local CSV file which contains file paths.

Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Balow you will find any relevant paths already found or configured for the package. You can

deselect paths in the grid or add paths as needed via the "Add Path™ button. Check the "Advanced Options™ bax to enable additional options in the "Add Path” dialog and

to show advanced options in the grid.

| € [<] [

m‘x:‘rﬂfk lick "Browse’ to choose a local csv file which contains file paths. fou cannot enter
Minimum Version: €SV file: | C:\Users\Administrator\Desktop\Patches\export csv x |
Browse
| Path Options
\Google\Chrome\A mFiles%
C:\Windows.old\Pr
C:\Users\P711107:
C:\Program Files (; e
C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir7076_1072\old_chrome.exe 1] nfa
| C:\Program Files (x86)\Google\Chrome!\Temp\scoped_dird108_1690650753\old_chrome.exe ] nfa
| C:\Program Files (x86)\Google\Chrome\Temp\scoped_dir26444_18370\0ld_chrome.exe 0 nfa
1 C:\Program Files \Googhe\Chrome!\Temp\scoped_dir12364_25971\0ld_chrome.exe 0 nfa
C:\Program Files (x86)\Google\Chrome'\Temp\scoped_dirl0304_2754\old_chrome. exe o nja
C:\Program Files (x85)\ e\ Ch  Appli i_chrome.exe 1 nfa
C:\Program Files (x86)\Goagle\Chrome\Application|chrome. exe 10 nfa
C:\SWINDOWS. ~BT\NewOS\Program Files (x86)\Google\Chrome\Application\new_chrome.exe o n/a
C:\SWINDOWS.~BT\NewD5 \Program Files (x86)\Google\Chrome\Application\chrome. exe 0 nfa
Previous | Ned Cancel

& Show Advanced Options

Add Path Import Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you €an bypass the
“isInstallable™ WSUS rule which will igmare all system paths wihen deciding if this package can be applied. Note - this will not bypass the rules for checking if

something is already installed, or is superseded by a more recent version.
] Mark Package as "Always Installable™

Import Path Applicability Rules for Package

Minimum Versio
The purpose of th Import New Path's

hjor version. You

=11k

Figure 10: Import Path Applicability Rules for Package Dialog Box

This enables you to target specific file paths or to include file paths discovered in other partitions in order to create a single
patch for deployment that covers all desired file paths.

CSV File Format

When creating a CSV file for import, file paths entered in the following formats are acceptable:

C:\Users\Administrator\AppData\Local\Temp\Acme\acinstall\tools\acmeinstall\tools\7z.exe
C:\Program Files\Acme\tools\7z.exe
%ProgramFiles%\Acme\tools\7z.exe

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00

159



Chapter9 Patching
The SPS Package Creation Wizard

Note « The CSVfile does not need to have comma-separated values, but just a list. You don’t have to use quotes when there
are spaces in a file path. The CSV file can essentially be a text list with just one column. As a single column list of values, simply
provide one file path per line (no header row or additional columns should be included).

Step 4 of 4: Applicability Criteria - Rules

160

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will repackage
and publish the update package into the WSUS/System Center. To export a package select File System (Export) and click
Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

SEIELL Lallgudyes:  |anguage

Arabic ~

A
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v
Frmich
Export Patch Script
Before publishing XML patch script to your file system, you have the opftion to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files as binary and the applicability paths from Step 3, as your paths may
contain private user data.
["] Do not include Step 3 Applicability Paths in XML File.
[] Do net indude package file(s) as binary in XML File.
Patch Template (Optional)
Save as template: | Enter Template Name...
Publish Options
Select option for publishing Flexera package
Publish package using: (®) WSUS (via ActiveX)
() Schedule package to Patch Publisher
) Altiris
) Bxport Patch Script
() Cabinet File (Export)
() Save Template
v
Previous Publish | Cancel

To publish a package to the Patch Publisher, select the Publish Options to Schedule a package to Patch Publisher, and
then select the required connection from the Patch Publisher Connections (Required) drop down.

Note « Patch Publisher Connections are available only when you install the Patch Publisher.
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Publish Options
Select option for publishing Flexera package
Publish package using:
(®) Schedule package to Patch Publisher
O Altiris
() Export Patch Script
O save Template

Patch Publisher Connections (Required)

Select connection: | intune ( Intune ) v

If a reboot is required after the package has been installed this can also be configured in the second part of this step as well
as checking if Java is running.

To configure your package to only be applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

In this step you are also able to export the package that you have already configured to be used for future reference. You
have the option to include or exclude Step 3 applicability paths and the installer as binary.

The two options (Do not include Step 3 Applicability Paths in XML File and Do not include the package file(s) as binary in
XML File) are taken into consideration only when exporting the package to the File System (Export), otherwise the selection
will be disregarded.

Vendor Patch Module

Vendor Patch Module represents the largest set of patch data on the market today. It is designed to integrate several
hundred out of the box patches for prioritization and publishing within SVM. Additionally, it exposes details which helps
you to be aware what patches exist, and to provide as much detail as possible to make bringing your own patch to SVYM
easier. These additional entries are typically missing something like the actual setup file (because the vendor does not
make it publicly available) or because we don’t have default applicability criteria (but can leverage assessment results for
your environment).

0

Tip - To know more about the Vendor Patch Module, click here.

This section provides further information regarding:
® \Vendor Patch Module Page Features

® Creating a Patch with the Vendor Patch Module

®  Package Creation Wizard in Vendor Patch Module

® Automating Patch Deployment

[

Important « Vendor Patch Module is an optional feature and must be purchased separately:

® for pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html

® [fthe feature is not purchased, you can view the list of available patches but cannot use them.
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Vendor Patch Module Page Features

The Vendor Patch Module page displays a list of products for which Software Vulnerability Manager can automatically
create an Update/Uninstall package. Right-click any of the listed products to view the available options.

Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype:  Product v | | search text m View from the context of Smart Group: | Not Selected - Export v
— Product | Vendor | Patch.. Deplo.. SAID  Criic.. = Thr Advis... | Archit.. | Ins En se. Total | Hosts  Upda.. Down.. File Subs... | Subs
NET.. Mico.. 228.. Yes - - Wind 1ith Down.. 2339.. No
Reporting NET.. Mico.. 228.. Yes = - - Wind 1ith Down. 2104 No
NET.. Mico.. 312 Yes - - Wind 23rd Down.. 2492.. No
Patching NET Micro. 312 Yes - - Wind 23rd Down. 2232 No
e NET.. Mico.. 314.. Yes - - Wind. 23rd Down.. 1269.. No
R NET.. Mico.. 314.. Yes - = - Wind. 23rd Down.. 176.. No
NET.. Mico.. 311 Yes - - - Wind 1stM..  Down. 5177.. No
Vendor Patch Module NET.. Mico.. 3.1 Yes - - - Wind. stM.. Down.. 4634.. No
Patch Deployment Status NET.. Micro.. 501 Yes - - - 23rd Down.. 2328.. No
e NET.. Mico.. 501 Yes - = - Wind 23rd Down.. 2512.. No
NET.. Mico.. 501 Yes Wind 23rd Down.. 2258.. No
Configuration NET.. Mico.. 543. Yes - - - - 23rd Down.. 1305.. No
NET.. Mico.. 543.. Yes - - Wind 23rd Down.. 1461.. No
NET.. Mico.. 543. Yes - - = Wind 23rd Down.. 1358.. No -
1Pas..  Agile 798.. Yes SA10 - 1sto..  Wind 23rd Down.. 1133.. Yes 29th
30F 3Dflo.. 4530.. Yes = = = Wind 15th Down.. 1859.. No
3DF 3Dflo..  4530.. Yes - - Wind 16th Down.. 1859.. No
30F 3Dflo.. 4530.. Yes - - Wind 19th Down.. 1859.. No
4KVi.. Open.. 418 Yes - - Wind 23rd Down.. 8872.. No -
7Zip.. IgorP.. 21600 Yes SAgy. = 2 1stM..  Wind 26th Down.. 177 Yes 29th

The Vendor Patch Module features include:

® Product Display Criteria for Vendor Patch Module

®  Patch Update Searches by Common Vulnerabilities and Exposures
® Advisory Published Date in Vendor Patch Module

® Threat Score in Vendor Patch Module

Product Display Criteria for Vendor Patch Module

Click Configure View to define a criteria from either or both the Show drop down and the Add more filters check boxes.
This criteria will be used to display the filtered products in this view.
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Configure View

Show All available Vendor patches v

All available Vendor patches
Add moreé Qnly those Detected in my environment
) ©Only these Not detected in my environment
¥ Deployment ready patches
[J Only Mac patches

[J Hide Microsoft products

Search... Search

Available Languages Selected Languages

Name [J  Name
African

Brazilian

Chinese (Simplified)

Chinese (Traditional

Croatian

OO00OO0ODO0O .

Czech

Page 1 of 4 > » I & Displaying Available Languages 1 - 9 of 31

The following display criteria are available.

Table 9-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Show Select one of the following options:

® Allavailable Vendor patches—Displays all the list of out of the box patches available in
the module. (Default)

® Only those Detected in my environment—Displays a list of out of the box patches
available for applications which are already installed in the user environment.

® Only those Not detected in my environment—Displays a list of out of the box patches
available for other applications which are not deployed in the user environment.
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Table 9-1 « Product Display Criteria for Vendor Patch Module

Drop Down Options

Add more filters Select one or more following check boxes to add more criteria defined in the Show drop
down:

® Download available—Displays a list of out of the box patches available to download

® Deployment ready patches—Displays a list of deployable out of the box patches which
have no missing details. These patches are highlighted in Blue color in the products list
and have a high rate of success in mass deployment.

®  Only Mac patches—Displays a list of out of the box patches for MAC OS, You can easily
download them for deployment in your Mac management solution of choice.

® Hide Microsoft products—Hides only a list of out of the box patches provided by the
vendor Microsoft.

® Highlight products for which packages have been created—Displays a list of
products in Green color for which packages have been created successfully.

Note « MSP packages are currently Not deployment ready, but deployment is possible depending on the environment that
these packages are ready to be deployed as is.

Select Package Language

You can target specific languages and approve packages before they are published. The Configure View settings in the
Vendor Patch Module can be retained for future use.

By default, the following package language is selected:

® English

® English (UK)
® English (US)
® EnglishGB
® English US
® Multi

You are also able to change the default selected language and select new package languages.
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Patch Update Searches by Common Vulnerabilities and Exposures
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In the Vendor Patch Module Search Type field, you can search a patch updates by CVE, which are referenced in Secunia

Advisories. The CVE results help identify affected hosts, advisories, and patches across the entire organizations when

appropriate Smartgroup filters are chosen.

fd Dashboard

Scanning

Results

W Reporting

Patching

Advisory Published Date in Vendor Patch Module

The Advisory Published date is listed in the Vendor Patch Module provides a quick reference for the latest patching

information.

@ Dashboard
Scanning
Results

W Reporting
Patching
Flexera Pack:
Patch Template

Vendor Patch Module

Patch Deployment Status

Administration

Configuration

Dashboard  Vendor Patch Module %

Searchtype:  CVE v | [searchtext
Product | Vendor Patch. Deplo. SAID Critic.
4K Vi, Open. 4.18. Yes

7Zp.. lgorP.. 21600 Yes

7-Zip IgorP.. 2106.. Yes

NET.. Mo 543 Yes

Dashboard

Search type:

Product
Fire
Fire
Fire.
Fire
Fire.
Fire.
Fire
Fire.
Fire
Fire.
Fire
Fire.
Fire.
Fire
Fire.
Fire
Fire
Fire.
Fire

Fire.

Ven
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz
Moz

Moz

Vendor Patch Module

x

Product

v | Search fext
SAID | Criti
sA -
SA -
sA -
sA -
——
w -
SA -
SA -
sA -
—

| Search |
Thr. Advis. Archit Ins
Wind.
Wind.
Wind.

IEZE]  view from the context of Smart Group: | Not Selected

Threat Score

Advisory Published

2nd Nov, 2021 05:30
;nd Nov, 2021 05:30
%nd Nov, 2021 05:30
%nd Nov, 2021 05:30
VZHd Nov, 2021 05:30
;nd Nov, 2021 05:30
;nd Nov, 2021 05:30
Van Nov, 2021 05:30
%nd Nov, 2021 05:30

2nd Nov, 2021 05:30

Figure 9-1: Vendor Patch Module Advisory published date

Threat Score in Vendor Patch Module
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No

No
No
No
No
No
No

Export v

Subs.

16th

The Threat Score provides the Threat Score information for the out of the box patches listed in the Vendor Patch Module.

Note « Threat Score is available only for users with Threat Intelligence Module

Software Vulnerability Manager (Cloud Edition) User Guide

SVMC-DECEMBER2021-UG00



Chapter9 Patching
Vendor Patch Module

x

@ Dashboard Dashboard  Vendor Patch Module
Scanning Searchtype:  Product v | searchtext View from the context of Smart Group: | Not Selected Rl conigure View Export v
— Product Ven.. = Pat. | Dep.. SAD | Ci ThreatScore | Advisory Published  Arc.. | In E s T H Upd.. Do.. Fi Sub...  Sub.

Fie.. Moz 94 Yes sa. == 23 | 2ndNov, 20210530 Win 1 0 0 1 1 2. Do. 50 No
Reporting Fie.. Moz.. 94.. Yes - =||= Win 0 1 1 2 2 2r. Do. 51 No
Fie.. Moz 04 Yes  sA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 1 2%, Do. 50MB No
FEE Fie.. Moz. 52 Yes - == Win 0 1 1 2 2 30t. Do. 45 No
R Fie.. Moz. 52 Yes sA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 130t. Do. 43 No
Fie.. Moz. 52 Yes - ol Win 0 1 1 2 2 3. Do. 45 No
Patch Template
Fie.. Moz. 52 Yes  sA. == 23 | 20dNov, 20210530 Win 1 0 0 1 130t. Do. 43 No
Vendor Patch Module Fire.. Moz.. 60 Yes - BIE Win 0 1 1 2 2 30t Do ar. No
Patch Deployment Status Fie.. Moz. 60.. Yes SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 130t. Do. 34 No
Administration Fie.. Moz. 60.. Yes - o|[= Win 0 1 1 2 2 3. Do. 37 No
Fire.. Moz. 60.. Yes SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 130t Do. 34 No
Configuration Fie.. Moz.. 68.. Yes - =|[= Win 0 1 1 2 2 30t. Do. 46 No
Fire.. Moz.. 68.. Yes SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 130t. Do. 45 No
Fire. Moz 68.. Yes - |- Win 0 1 1 2 2 30t. Do. 46 No
Fie.. Moz.. 68.. Yes SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 130t Do. 45 No
Fire.. Moz. T78.. Yes - = |[= Win 0 1 1 2 2 6. Do. 52 No
Fite.. Moz. 78.. Yes  SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 1 o6h. Do. 51 No
Fire.. Moz.. T78.. Yes - e Win 0 1 1 2 2 eh.. Do. 51 No
Fie.. Moz. T78.. Yes SA. == 23 | 2ndNov, 20210530 Win 1 0 0 1 1 6h.. Do. 50 No
Fie.. Moz.. o1 Yes - ol[= Win 0 1 1 2 2 2. Do. 53 No

Figure 9-2: Vendor Patch Module Threat Score

Creating a Patch with the Vendor Patch Module

The Vendor Patch Module page displays a list of products that you can create updates for.
Click Configure View to customize the list and limit the types of products shown in the list as per your requirements.

A product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
product listed in blue is available to have an update created in a simple 3 step process.

Some products are presented in gray because the vendor of the product does not provide setup files to deploy, Packages
cannot be automatically created by Software Vulnerability Manager for these products.

With Vendor Patch Module you can update a package. Right-click a product you can see the following options:
® Create an Update Package

® View Installations

®  Patch Information

To Update packages a default execution flow script is provided in the (Step 2 of 4: Package Contents), which will fulfill most
of the common needs.

[

Important « The following color codes are used in the Vendor Patch Module products list:

® Blue color patches - Out of the box patches are ready to deploy with no missing details, so no extra details needed to
deploy these patches.

® Black color patches - Patches that are missing some information, but are available to download. To create a patch, any
missing details must be provided.

®  Gray color patches - Patches that are missing some information including the vendor setup files. To create a patch, the
vendor setup must be provided along with any missing details.

®  Green color patches - Patches for which publishable packages have already been created.
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Create an Update Package

A Product will be displayed in blue if the vendor provides unattended/silent installation parameters for its patches. Any
Product listed in blue is available to have an update created in a 3 step process. Right-click one of these Products and
select Create Update Package to start the Package Creation Wizard.

To Create Update Package using 3 step process, see Package Creation Wizard in Vendor Patch Module

Note « You can not Create Update Package for MAC OS patches.

View Installations

To see the installation details of a product in the Vendor Patch Module, Right-click on a product and select View
Installations to open the wizard.

The View Installations wizard provides the following details:
® Overview - Provides the details of State of Detected Installations with a pie chart representation.
® Installations - Provides the list of Host machines where product is installed.

® AllAdvisories - Provides the list of Secunia Advisory ID and its criticality details.

View from the context of Smart Group: = All Products -

Overview Installations All Advisories

State of Detected Installations
Insecure
End-Of-Life
Secure:
Total
Other Info
Research Created 11th Feb, 2018

Sooo

@ Secure (6) © End-of-Life (0) @ Insecure (5) |

Close

Figure 9-3: View Installations Wizard

Patch Information
To know the details about any patch in the Vendor Patch Module, Right-click and select Patch Information.

Patch Information provides the following details of a selected patch:

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 167



Chapter9 Patching
Vendor Patch Module

® Product Name

® \endor

®  Patched Version

® Architecture

® Uninstall Parameters (If required)
® File Sizein MB

® Date Modified

® Deployment ready status

® Download link

Amazon WorkSpaces ¥
Product Name = Amazon WorkSpaces
Vendor : Amazon Web Services, Inc
Patched version : 2.5.8
Architecture : MNeutral
Silent parameters : REBOOT=ReallySuppress ARPNOMODIFY=1
Uninstall parameters : ;I;ﬁxgg:gfééfﬂ&ﬂsaﬂ}lﬂm4gﬁﬁﬂsm—
File size : 40.94 MB
Date modified : 2019-06-21 00:01:12
Deployment ready : fes
Download : Download

Package Creation Wizard in Vendor Patch Module

The following steps explain how to create update Package:
® Step 1 of 4: Package Configuration

®  Step 2 of 4: Package Contents

® Step 3 of 4: Applicability Criteria - Paths

®  Step 4 of 4: Applicability Criteria - Rules

Step 1 of 4: Package Configuration

168

In Step 1, if the selected product was in Black and Gray you will get a Warning message. click Yes to initiate the Package
Configuration wizard.

Warning: Review/Update ired *®

q

' This patch is not ready to deploy as provided and requires review/update prior to publishing. Do
= you want to create the update anyway?

| Yes || Mo |

In the Package Configuration wizard, click Next.
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ax

Step 1 of 4: Package Configuration

Use this form to set the name and description of the VPM package, or edit the properties of an existing one. In the following steps vou will configure the package
contents and parameters before creating and publishing the package.

Package Name

The package will be created with the following name. Choose a new name if desired.

Name: | Update Amazon WorkSpaces, version 2.5.8.0

Description (Optional)
Here you can give a description of the package. For example, what it does, the contents, usage, etc.

Description:

Reference Id (Optional)
Here you can assign an Id to this package if desired.

Reference Id:

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package to
Flexera and strip the product version from the product name.

|:| Use Flexera Custom Naming

Cancel

Step 2 of 4: Package Contents
Step 2 provides the following package details:
®  Silent Parameter
® Filesto Include
® Add Local File

® Add Download Link
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| o)X
|
|

Step 2 of 4: Package Contents

| Here you configure the package contents, including the silent parameters, and the files induded.
Silent Parameters
Here you can provide silent parameters for the package

Silent Parameters: | REBOOT=ReallySuppress ARPNOMODIFY=1

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically {i.e., in the case of URLs) or if they are local files. You can add additional files via the "Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status

Amazon+WorkSpaces. msi To Be Dynamically Downloaded
| Add Local File | | Add Download Link |

Previous | Next Cancel

You are also able to change the files that are included in the update package, which can either be local files or links to be
dynamically downloaded upon publishing of the package.

Click Next to open the Applicability Criteria - Paths wizard.

Note « Note the following:

® [fthe selected product was Blue and Black in color, you can see the file(s) to include in the package.

® [fthe selected product was Gray in color, you need to add the file(s) or download link manually.

Step 3 of 4: Applicability Criteria - Paths

170

In Step 3 you should select the paths/locations to which this package should be applied. These are usually populated by
Software Vulnerability Manager based on the scans previously conducted.

Please be advised to only choose paths that are valid to avoid any update loops. You can also use paths with CSIDL and

KNOWNFOLDERID if you select the Show Advanced Options check box. These variables should be used with their decimal
value.
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Step 3 of 4: Applicability Criteria - Paths

Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can
deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path” dialog and
to show advanced options in the grid.

] show Advanced Options

| Add Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
"isInstallable” WSUS rule which will ignore all system paths when deciding if this package can be applied. Note - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version.

[ Mark Package as "Always Installable”

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version. You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 2.0.0.0

[] path Information Advanced Options
V| ‘\Amazon Web Services, Inc\Amazon WorkSpaces\workspaces.exe Default Install Path %%:ProgramFiles(x86)%
Previous | Next Cancel

For packages (except .msi and .msp) that do not have any paths for applicability, select the Mark Package as “Always
Installable” check box to ignore all paths. Paths for App-V and Mac OS X are filtered out since they are not supported for
patching.

Use the Minimum Version Option to update older products. Normally, a product is updated to its secure version within the
same major version. You can alter this behavior by specifying a custom minimum version.

Click Next to open the Applicability Criteria - Rules wizard.

Note « The minimum version you enter must also be supported by the installer itself - you cannot enter arbitrary values here.

Step 4 of 4: Applicability Criteria - Rules

In Step 4 you should specify if you want to limit the package to 32-bit or 64-bit systems or computers with specific
operating system languages. The patch file to be deployed will be automatically downloaded in the background by the
Software Vulnerability Manager console. Once this is completed the Software Vulnerability Manager console will publish
the update package into the WSUS/System Center.
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To export the package select Cabinet File (Export) and click Publish.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.
Apply Package To:
(®) 64-bit Systems Only

Language Settings
Configure package applicability rules based on language:
["] Only make package applicable to computers with one of the selected languages.
Select Languages:  |anguage
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)
Czech v

Pinmirk

Publish Options

Select option for publishing Flexera package

Publish package using: (@) WsSUS
() schedule package to Patch Publisher

() Altiris
() Cabinet File (Export)

Previous Publish | Cancel

To publish a package to the Patch Publisher, select the Publish Options to Schedule a package to Patch Publisher, and
then select the required connection from the Patch Publisher Connections (Required) drop down.

Note « Patch Publisher Connections are available only when you install the Patch Publisher for the account.

Publish Options
Select option for publishing Flexera package
Publish package using:
(®) Schedule package to Patch Publisher

) Altiris

Patch Publisher Connections (Required)

Select connection: ‘Intune Connection 1 ( Intune )\ ‘v

To configure your package to only applicable for certain languages of the operating system, select Only make package
applicable to computers with one of the selected languages and select the relevant language.

After deployment, you can see the patches for which packages have been successfully created are highlighted in Green
color in the Vendor Patch Module products list. See Product Display Criteria for Vendor Patch Module.
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[ Software Vulnerability Manager ? Hep  #] Logout
. e |Search Type: Product | v | Search fext Search | View from the context of Smart Group: Not Selected v | Configure View Export +
Product Vendor Patched Version  Deployment Rea.. SAID Crificalty  Threat Score  Advisory Publis... Architecture Insecre | End-OFlfe  Seare  Total  Hosts  Updated On Download
@ Scanning DVDStyier (x86) Alex Thring 3.00 Yes - - -- Windows 32-bit o o o o 0 12hJu,20191.. Download
Algodoo Agorye 2100 No = = == Windows 32-bit. o o 0 o 0 2ndMay, 20190... Download
Results Altaro Hyper-V Backup Ataro 41430 No - - - - Windows 32-bit. 0 o 0 0 0 7thMay,20192.. Download
Kindle Amazon 126055076 Yes s === - 10th Jan, 2017... Windows 32-bit o o 0 o 0 12thMay,2019.. Download
Ihl Reporting Amazon WorkSpaces Amazon Web Services, L. 2.5.8.0 Yes - - - ‘Windows 32-bit 0 0 0 0 0 20thJun, 2019 1. Download
Anaconda 3 (:64) “Anaconda Tnc. 5100 o 2 = == Windows 64-bit o o o o 0 2ndMay, 20190... Download
) n Patching Anaconda 3 (x86) Anaconda Inc. 5100 Yes - - -- Windows 32-bit 0 0 0 0 0 11thJu,20191.. Download
PDFsam Basic Andrea Vacondio 4030 No = = == Windows 32-bit. o o 0 o 0 30th May, 2019..  Download
Flexera Package System (5PS)
s tomplnte Android Studio Android 3420 No - - -- Windows 32-bit. 0 o 0 0 0 10thu,20191.. Download
Agest Desloymet Android Studio for Mac  Android 3420 No = - 2 Mac Intel 64-bit o o o 0 0 10th3u,20191.. Download
Vendor Patch Module HeidisoL Ansgar Becker 9304984 No - - -- Windows 32-bit. 0 0 1 1 1 2ndMay, 20190... Download
4 WSUS / System Center AnYCAD Viewer 2011 AnyCAD Solution 2010 Yes = = == Windows 32-bit. o o o o 0 2ndMay, 20190... Download
Availzble AnyDesk AnyDesk Software GmbH  5.2.2.0 Yes - - - - Windows 32-bit 0 0 0 0 0 13th1u,20191..  Download
‘CD:;;:;";:"‘ AnyDesk for Mac AnyDesk Software GmbH  4.3.0.0 No = = == Mac Intel 32-bit. o 0 0 o 0 15th1u, 2019 1. Download
etemal Package Sgning Any DWG to PDF Converter  AnyDWG Software Inc.  2015.0.0.0 No - - - - Windows 32-bit. o 0 o o 0 2ndMay, 20190... Download
WSUS / System Center (Connected) | NetBeans IDE (64) Apache 11000 No - - == Windows 64-bit o o 0 o 0 2ndMay, 20190... Download
Altis Configuration NetBeans IDE (x86) Apache 11000 No - -- Windows 32-bit 0 o 0 0 0 2ndMay, 20190... Download
N & e Openoffice (English UK) Apache 4.16.0 Yes SAB7068 = 2 15th Jan, 2019... Windows 32-bit 0 1 1 2 2 25thJun, 2019 1. Download
Openofice (English US) ~ Apache 4160 Yes s0es S 2 15thJan, 2019... Windows 32-bit. o 1 1 2 2 25thJun, 2019 1. Download
T — Openoffce (English US) ~ Apache 34.10 Yes ser0es S 2 15thJan, 2019... Windows 32-bit. o 1 1 2 2 2n03u, 2019 17... Download
Tomeat Apache 90220 No suspe === - 3rdJun, 2009 Windows 32bit. 0 o 0 0 0 19thJu,20191.. Download
Tomeat Apache 70940 No suspe === - 3rdJun, 2009 Windows 32bit. o 0 o o 0 2ndMay, 20190... Download
Tomeat Apache 85430 No suspe === - 3rdJun, 2009 Windows 32bit. 0 0 o 0 0 10thu,20191.. Download
AirServer Universal (64)  App Dynamic 5570 Yes = - == Windows 64-bit o o o o 0 4th3u, 2019 17:.. Download
AirServer Universal () App Dynamic 5570 Yes - - - - Windows 32-bit 0 0 0 0 0 4th3u, 2019 17:... Download
Free AppDeploy Repackager  AppDeploy 12530 Yes = == Windows 32-bit. o o 0 o 0 2ndMay, 20190... Download
Applicaton Support (x64)  Apple 7600 Yes s S - 25th Apr, 2013... Windows 64-bit 0 o 0 0 0 24thJu, 2019 1.. Download
Application Support (x86)  Apple 7600 Yes sl S - 25th Apr, 2013.. Windows 32.it o o o o 0 24thJu,20191.. Download
icloud (64) Aople 713014 No - - - Windows 64-bit 0 0 0 0 0 24thJu,20191.. Download
icloud (x86) Aople 713014 Yes = = == Windows 32-bit o o o o 0 24thJu,20191.. Download

Automating Patch Deployment

In Vendor Patch Module, new option Subscribe to Package has been added to right click menu which helps user to
automate deployment of patches.

Subscribed packages will be deployed automatically to configured WSUS using a new tool called Software Vulnerability
Manager Client ToolKit, see Download and Install the Software Vulnerability Manager Client ToolKit.

To use this option, navigate to Patching >> Vendor Patch Module or Patching >> Patch Template. List of patches
appears.

You can know a patch whether it is already subscribed and its status in the Subscribed and Subscription Status column.
Right click on a patch, select the below option:
® Subscribe to Package

®  Edit Subscription

Note - Install Software Vulnerability Manager Client ToolKit to utilize the Vendor Patch Module - Automation.
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Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype:  Product v | [ search text m View from the context of Smart Group: | Not Selected - Export v
Results Product Ven.. Pat. | Dep.. SAD | Cril ThreatScore  Advisory Published | Arc.. | In E s T H Upd.. Do.. Fi Sub...  Sub.
[Ado | Ado. 12 Yes sA. 23 20thOct 20210530 Win. sth. Do. 32 No
W Reporting 4 Create Update Package SA 23 20th Oct, 2021 05:30  Win 8th Do 28, No
| View Instalations SA 23 20thOct, 20210530 Win 7. Do. 31 No
ESEiR J Patch Information SA 23 20th Oct, 20210530 Win 7. Do. 28 No
sA 23 201 0ct 20210530 Win 7. Do. 38 No
{ Publish with QuickPatch SA 23 20thOct, 20210530 Win 7. Do. 34 No
Ado. Ado. 15 Yes  SA 23 20t 0ct, 20210530 Win .. Do. 37 No
Vendor Patch Module Ado.. Ado.. 15 Yes  SA 23 20th Oct, 20210530  Win 8th Do 33 No
[ m——— Ado.. Ado. 16.. Yes  SA 23 20th Oct, 20210530 Win 2%t Do 31 No
Administration Ado.. Ado.. 16.. Yes SA 23 20thOct, 20210530 Win 2. Do. 27 No
Adv.. Cap. 8. Yes - Win 2. Do. 151 No
Configuration Agent Foté  80.. Yes - = = Win 2n. Do. M0. No
AM. Ate. 50.. Yes - . Win 2. Do. 13 No
A  App. 56.. Yes Win 2. Do. 14 No
Ar.  App.. 56.. Yes Win 2. Do. 13 No
Alw. Bot. 21 Yes Win 2. Do. 10 No
Alw.. Bot. 21 Yes Win 2. Do. 97. No
Am..  Am. 1 Yes  sA 23 20th Oct, 20210530 Win 0 0 1 1 1 2. Do. 161 No
Am. Am. 15 Yes Win 14t Do. 168.. No
Am.  Am. 6. Yes Win 4. Do. AT1. No

Subscribe to Package

Subscribe to package option provides interface to define the threshold for automation. It helps you to set the below
preferences, based on your requirements.

Either one of the below preferences can be defined:
® Always publish a new patch when a new version is available - Publishes when new version of the patch is available.

® Only publish a new patch when any of the following are true: Publishes when any one of the defined preferences
are met. To know more about the below preferences, see Appendix B - About Secunia Advisories.

® SAID CVSS3 score is greater than
®  (Criticality is greater than
®  Extremely Critical
® Highly Critical
® Moderately Critical
® |essCritical
® NotCritical
® Threat score is greater than
® Patched version greater than - By default current version of a patch will be displayed
Either one of these option must be selected to define the deployment schedule based on the above preferences:
® Trigger subscription rule above now for the current version - Publishes the package right away

® Trigger subscription rule above next time a new version is available - Start publishes the package when newer
version is available

® Silent Parameters - Saves custom silent parameters for VPM subscription
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Task To automate a patch deployment do the below following:

1. Rightclick a product or multiple products, select Subscribe to Patch option. Configure Subscription wizard appears.

Configure Subscription - AdoptOpenJDK JRE with Hotspot 12 (x64)

Patch Publisher Connections (Required)
Select connection Intune Connection 1 (It +

(O) Always publish a new patch when a new version is available

(=) Only publish a new patch when any of the following are true

SAID CWSS3 score is greater than 0 -
Criticality is greater than: Not Critical -
Threat score is greater than: 0 -
Patched version greater than 120210

() Trigger subscription rule above now for the current version

(=) Trigger subscription rule above next time a new version is available

Package configuration
[J Use Flexera custom naming

[J Silent Parameters

Save Cancel

2. Choose your preferences and select your deployment schedule. Click Save.

Note « To unsubscribe the subscription, see Edit Subscription

If you have installed Patch Publisher, then you can select the Patch Publisher Connections while subscription.

Note « The Patch Publisher Connections are available only when you install the Patch Publisher.

Edit Subscription

If the package is already subscribed as explained in Subscribe to Package, you can right click and select Edit Subscription
to edit the configured preferences. To unsubscribe the subscription, click Unsubscribe button.
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Configure Subscription - 7-Zip (x64) %

Subscription started on 9th Dec, 2019 16:50

() Always publish a new patch when a new version is available

(@ Only publish a new patch when any of the following are true:

SAID CVSS3 score is greater than 0 oV
Criticality is greater than Mot Critical 2V
Threat score is greater than 0 2V
Patched version greater than 18.00.00.0

(®) Trigger subscription rule above now for the current version

() Trigger subscription rule above next time a new version is available

Package configuration

[] Use Flexera custom naming

Silent Parameters  REBOOT=ReallySuppress

| Unsubscribe || Save || Cancel

External Package Signing for Software
Vulnerability Manager Client Toolkit

Using Manual Signatures (also known as External Signatures) allows separating the privilege of Windows Server Update
Services (WSUS) administration from the privilege to mark a package as trusted for deployment. With automatic signatures
(typically, but not always, using a self-signed certificate), the WSUS administrator has full access to a digital certificate and
private key that is trusted by all the machines within the organization. With Manual signatures, WSUS, and thus the WSUS
administrator, does not require access to the private key.

Prerequisites
The below prerequisites are required:
® pfx certificate needs to be installed in WSUS m/c in Trusted publisher and Trusted CA.

® pfx certificate needs to be installed in Trusted publisher and Trusted CA in the m/c where patch daemon is installed.
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Task To External Package Signing, perform the following steps:

1. InPatch daemon, select Sign package manually option.

8 Flexera SVM Patch Configuration - o IEN|
WSUS Connection | SVM Connection | General Output Window: Clear Output
Server:
Port:
[] UseSSL
Groups to auto deploy:
Computers

Cleanup package files on WSUS when removing old patch
Sign packages manually

Flexera SVM Patch will connect to the WSUS server under the running
Windows user context.

2. Restart the patch daemon.
3. Subscribe VPM packages and wait for patch daemon to fetch the tasks.
4. Patch daemon creates unsigned .cab files and places in the unsigned folder location.

5. The Unsigned folder location is available in the subscription status page as an unsigned path.

Subscription Status

Search Type: Package | v | Search fext Search Export ~
Packa.. Vendor Type  Version Unsigned Path Signed Path Status ~ Published to De(
Updat.. Google vPM 83.0.4103.116 C:\Pr h i Waiting for sign
Updat. Videol AN veM 3.0.11.0 C:\P \ i d911-4edf-b684-909bf0fa7474\vic-3.0.11-win32. Waiting for sign.

Updat... FileZilla VPH 3481 C:\ProgramData)\Flexera ch i 9622-4360-9eea-b01 lezilla_3.49.1_w... Waiting for sign...
Updat.. Google vPM 84.0.4147.89  C:\ lexera ch i dbga-47b hromest. Waiting for sign.
Updat.. Google veM 84.0.4147.89  C:\Pr h i 1529-b d Scc Waiting for sign
Updat. FileZilla vPM 3.49.1 C:\p i 1813-78ed-4057-8429- leZilla_3.49.1_w... Waiting for sign.
Updat.. MartinPriknd  VPM 547.7 C:\ProgramData\Flexera ch I0\Unsi 0d7-baf1-4073-ba50-ef78a12728e6\WinSCP-5.17.7-S. Waiting for sign

6. Sign the cab file using the format below and place the signed .cab file in the signed folder.

For example:

C:\ProgramData\Flexera Software\SVM Patch\SVMPatch 10\Signed\package_id\

Note - Private Keys are typically stored in .pvk files, and public keys are stored in .cer or .pfx files.

7. During the next check-in, the daemon picks and publishes the signed cab files.
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Agent Deployment

178

If you choose to scan the target host by using the Software Vulnerability Manager Agent in Single Host mode
(recommended), you can easily distribute and install the Agent by deploying it through WSUS/System Center.

Click Create CSI Agent Package under Agent Deployment to start the Software Vulnerability Manager Agent Package
wizard.

Agent Summary

Below is a summary of the Software Vulnerablity Manager Agents currently installed in the network.
NOTE: The statistics are based on scan results thus may be out of synchronisation with vour WSUS/System Center server if a scan has not been recently performed.

Overall Agent Statistics

Total Number of Hosts: 65
Mumber of Hosts with an Agent Installed: 36
Mumber of Hosts without an Agent Installed: 29

Version Statistics for Installed Agents

Hosts with the Newest Agent Installed (= 7.6.0.2) : 2
Hosts with an Older Agent Installed (= 7.0.0.0 and < 7.6.0.2) : 34
Hosts with an Outdated Agent Installed {< 7.0.0.0) : 1]

Deploy the Software Vulnerablity Manager Agent through your Microsoft WSUS/System Center Server
Click "Create Software Vulnerablity Manager Agent Package" to start the Software Vulnerablity Manager Agent Package wizard.

| Create Software Vulnerablity Manager Agent Package |
The Software Vulnerability Manager Agent Package can be created and managed just like any other SPS package.

SVM Agent Deployment Package Configurations

The Agent Deployment package allows the configuration of a variety of agent installation options that can be used to
customize the agent prior to deploying the package.

The command-line options of the agent can be set in the script that is provided at step 2 of the SPS Agent Deployment
package configuration wizard.

Execution Script

View/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) v

Execution Flow: |7/ ver silentParams = ;

// The following variables can be optionally modified and will be

// used accordingly

var proxylUsername = "";

var proxyPassword = "";

var proxyHeost = "";

var proxyPort = "";

var runfAsUsername = ""; // If a domain i3 used please use: userfidomain
var runAsPassword = "";

var sitcelame = "";

Configure runAsUsername when you intend to install and run the agent under service account different than
LocalSystem. You are required to configure the runAsPassword together with that.

Configure runAsUsername and runAsPassword when the network proxy will block LocalSystem to perform online
connections. Then you will be required to use a service account to run the agent as an authenticated user to have it easily
bypass network blocking.
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Configure ProxyUsername and ProxyPassword variables when the username and password for the network proxy are not
shared with active directory and are verified only against the proxy server.

Configure proxy host and proxyPort variables when you want to specify which proxy should be used by the local agent to
successfully connect to its target online servers at Flexera.

Configure the SiteName variable when you want to define a custom site grouping in the management interface. This
method should never be combined with the use of Active Directory feature in Software Vulnerability Manager. You must
decide which you will use and stick to it.

SiteName is also used when extra options like debugging parameters or scan interval randomization commands must be
included in the installation command of the agent.

The next command will install the agent with custom site Hi, scan interval 30 minutes, and will create a log file of the
installation of the agent that will run until you uninstall the agent.

siteName = “Hi -si 30 -d c:\agent-log.txt -v”;

Preliminary Package Testing

After your settings are configured in the script SPS gives you the option to export the file on the local file system and
execute it. The exported file is always called sps.exe. This executable is ready to install, and it includes the settings you
have set in the execution flow script.

For each script change, you can export different package and test until you get a working package. This is your final goal, an
agent deployment package that installs an agent that successfully communicates with its server without errors.

Create SPS File

You also have the option of creating an SPS File from this package, should you wish to.

| Overwrite SPS File |
SPS File Status: Created C:\Users\sgladm\AppData\Local\Temp\Corporate Software Inspector Plugin\fob68c8e-ad81-417¢-95fe-2db02c7¢6b47\

Agent Package Applicability

The agent deployment package enables you to publish the installer as a software update to WSUS. Its applicability rules
are set to always install. It will execute on any endpoint where it has not been installed, or where a previous agent version
exists without having to pass SCCM package applicability evaluation which is traditional for every other 'update' type of
package published through SVM.

Add Proxy Settings

You can add proxy settings to the installation script in the SPS wizard when creating the agent deployment package. In
Step 2 of 4: Package Contents, modify the variables in the Execution Flow field.

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 179



Chapter9 Patching

Add Proxy Settings

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Execution Script
iew/Edit the execution flow and script type for this SPS package.

Script Type: | JScript (Javascript) >

Execution Flow:
~
/¢ The following variables can ke optionally modified and will be

// used accordingly
var proxylUsername = ""; // NOTE: If proxyUsername is entered you must enter

runfalUsername and runAsPassword as well)
var proxyPassword = ""; f/ NOTE: If proxyPasmword is entered you must enter
runAsUsername and runfAsPassword as welll
Ar proxyHost =
ar proxyPort =
rar runislsername
ar runfsPassword
siteName = "";

":; // If B domein is used please use: userddemai

function main() {

if { 1GUID ) { v
server,logMessage| "No GUID supplied for package "™ + Title );

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be included, and if they will be downloaded
dynamically (i.e., in the case of URLs) or if they are local files, You can add additional files via the 'Add File' button, as well as choose from additional language
packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status

http://dl.secunia.com/5P5/GoogleChrome_66.0.3359.139_64-bit_SP5.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation (Language) File |
Create SPS File
You also have the option of creating an SPS File from this package, should you wish to.

| Create SPS File |

Previous | Mext | &

SVM Agent Deployment Logic to Avoid Proxy Blocking

When there is a proxy on the network, in many cases you might be best suited to install agents under managed domain
service account which can authenticate through the proxy successfully, especially when the LocalSystem account is
disallowed to connect online by Proxy or local domain policies.

When there is no proxy or the existing proxy does not require client/user authentication to allow online access, installing
the Single Host Agent under LocalSystem account and setting up the netsh winhttp forwarding to the correct proxy server
is sufficient to have the Agent bypass the network successfully.

You should use this logic flow to match the correct way to set up your Agent based on the networking requirements of your
estate. -L symbolizes installation under "LocalSystem" while -R symbolizes "RunAs" installation under a managed domain

service account.

This type of planning can save you from having to revert to a different configuration because of network proxy blocking
and permission problems that prevent SVM 2019 Agents to report back scan results.
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Installation of SVM
Agent on Windows +
Workstation/Server

No Install Agent with

Got a : .
command: csia.exe —i —L

Proxy?

Yes

-—

Create AD User Account Yes Proxy ' No Install Agent with
(Service Account for the AUTH? command: csia.exe —i —L
Agent) and login once to it =X ProxyName:Port

Install SVM Agent with command
(running CMD as —R account):

AUTH Yes - =
i S Csia.exe —i R +
user@domain.com:password —x :
ProxyName:Port  Agent reports
No check-ins and scans —
to the Cloud/UI?

Install Agent with:
csia.exe —i —L -x
ProxyName:Port

: Repeat the last command
Install with command: you ran, but append to it

csia.exe - -R : .
Create new Private Proxy user@domain.com:password logging parameters “-d
. @ . Nl
User and configure the log.txt —v'. Escalate to 2™ Agent is
=X ProxyName:Port —U tier including all relevant installed!

ProxyUser:Password case data and the ‘log.txt’.

same name/password as
you've set for the AD User

You can use automated deployment and configure the correct parameters in the Agent configuration. For more
information see, SVM Agent Deployment Package Configurations.

WSUS/System Center

The following sections describe the WSUS/System Center:
® Available

® Deployment

Available

Right-click a package for more options such as Approve, Decline or Delete or double-click a package to display additional
status details.
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criica R — || nettition State: | A1 =
e T e A i | S P I [T T PR pu———

Update LbreOffce 5.1, version 5.4, Moderately Crtical secunia Approved Rovroved Ready B 0 v o 23 26t aer, 2018 0240
Update Libreoffice 5.x, version 5.4.5, Moderately Critical_VA Socunia Declined NotApproved  Not Needed o o o 0 0 22nd Mar, 2018 22:28
Update Google Chrome, version 66.x, Highly Critical Secunia ‘Approved Approved Ready 0 L] 0 o 23 2nd May, 2018 05:06
Update Goagle Chrome, version 66.x, Highly Critical Secunia Approved Approved Ready 0 0 0 o 23 23rd Apr, 2018 22:30
Update Goagle Chrome, version 65.%, Highly Critical_39_userl Secunia Not Appraved Mot Approved Ready o o o L] 23 27th Mar, 2018 04:26
Update Google Chrome, version 65.x, Highly Critical - Group Staging Google Declined Mot Approved Not Needed 0 L 0 o 0 20th Mar, 2018 03:53
Updae Googl Checme, verson 66.0.5985.181, Moderatly Crlica Goosie Becined Mot dpprovad ok Haodod 0 o 0 0 o Biskbar, 2018 1734
Update Google Chrome, version 64.x, Highly Critical Secunia Declined Mot Approved Not Needed 0 o 0 o 0 20th Mar, 2018 06:26
Update Google Chrome, version 64.x, Highly Ciitical Google NotApproved Mot Approved  Ready o o o 0 23 7th Mar, 2018 01:11
Update Google Chrome, version 63.x, Highly Critical 64 bit Secunia Not Approved Not Approved Ready o o o o 23 16th Mar, 2018 06:33
Update Google Chrome 65.x, version 66.x, Highly Critical Secunia Approved Approved Ready o 0 o o 23 27th Apr, 2018 02:02
Update Google Chrome 63.x, version 64.x, Moderately Critical Secunia Declined MNet Approved Not Needed o o o o 0 215t Mar, 2018 02:43
Update Goole Chrome 6., versan 64., Highly Ctical s4bit Google NotAppioved  NotApproved  Ready v o 0 0 2 tsthmar 20181102
Updote Gosgle Chome 6., version §4., Highly Cicl 326t Secunia Topraved Soprivad Reody 0 o 0 0 23 20 mar 2018 0609
Update Google Chrome 63.x, version 64.x, Highly Critical 32bit Secunia ‘Approved Approved Ready o 0 o o 23 27th Mar, 2018 00:11
Update Google Chrome 63.%, version 64.x, Highly Critical Google Not Approved Not Approved Ready o 0o o o 23 7th Mar, 2018 01:08
Update Goagle Chrome 61.x, version 65.x, Highly Critical_19Mar Secunia Declined Mot Approved Not Needed o L] 0 o 0 19th Mar, 2018 22:38
Update Google Chrome 61.x, version 62.x, Highly Critical Secunia Approved Approved Ready 0 0 0 L 23 2nd May, 2018 05:15
Update Google Chrome 61.x, version 62.x, Highly Critical Secunia NotAppraved  HotApproved  Ready o o o o 23 1t Mar, 2018 18:54
Update Google Chrome 60.x, version 62.x, Highly Critical 64 bit Secunia Declined Not Approved Not Needed 0 0o o o 0 25th Mar, 2018 23:15
Update Google Chrome 58.x, version 64.x, Moderately Critical Secunia Declined Mot Approved Not Needed o o o o 0 21st Mar, 2018 09:28
Update Google Chrome 58.x, version 64.x, Moderately Critical Secunia Declined Nt Approved Not Needed 0 o 0 o 0 215t Mar, 2018 02:35
Updte Flezil 3.1, vrsin 5,210, Moderately Ctcal seaunia Notsppiovel  Notdppmesd ety 0 o 0 o 25 27 mar, 2018010
Update eMule Plus 1., version 1.2.5.0, Less Critical Socunia Declined NotApproved  Not Needed 0 o 0 0 0 215t Mar, 2018 00:08
Update eMule Plus 1., version 1.2.5.0, Less Critical Secunia Approved Approved Ready 0 o 0 o 23 26th Apr, 2018 02:49
Update Callbre 2.x, version 3.x, Moderately Critical Secunia Declined NotApproved Nt Needed o o o 0 0 20t Mar, 2018 05:49
Updote Apple Tunes 12 version 12,73, Highly Grtcal e Socia Decined NotApproved ot Necded o o o o o 215t M, 2018 03:19
Update Apple iTunes 12.x, version 12.7.3, Highly Critical Secunia Declined Mot Approved Not Neaded o 0 0 o 0 22nd Mar, 2018 04:28
Update Appl Munes 12, verson 12.7.1 (12-bR) Highty 7" seania NetApproved  NatApproved  Ready o o o o 23 27t Mar, 2018 0302
Update Apple iTunes 12.x, version 12.6.2 (32-bit), Highly Cri e Secunia Not Approved Not Approved Ready 0 o 0 o 23 18th Mar, 2018 21:40
Update Adobe Shackwave Player, version 12.3.0.201, Highty & it Adobe Systems Declined Not Approved Nt Needed ) o ) o 0 20th Mar, 2018 03:43
Update Adabe Shockwave Player 10.x, version 12, Highly et Secunia Declined Mot Approved ok Needed o ) o o 0 15th Mar, 2018 15:16.
Update Adab Shockwave Player 101, version 12., Highly Cikcr—rre pacemge secunia Decined NotApproved  NokNesded v o v o o 1ot mar, 2018 1535
Update Adobe Reader XI 11.x, version 18.x (Continuous), Highly Critical Secunia Not Appraved Mot Approved Ready o o L o 23 27th Mar, 2018 01:03
Update Adobe Reader XI 11.x, version 11.0.23, Highly Critical Secunia Not Approved MNot Approved Ready o L o o 23 26th Apr, 2018 02:03
Updte Adabe Flash Plyer,varsion 2.1 (NPAPT),Highly Crcal_sushma-voerl Secunia Decined Mot Approved Nk Neoded B o B o 21t or, 2018 05:42
Update Adabe Flash Player, version 29.x (NPAPI), Highly Critical_28thMar Secunia Not Appraved Mot Approved Ready 0 o 0 o 23 28th Mar, 2018 04:40
Update Adobe Flash Player, version 27.x (NPAPI), Highly Critical 32/64 Adobe Systems Not Appraved Not Approved Ready o 0 o o 23 27th Mar, 2018 00:08
Update Adobe Flash Player 27.x, version 28.x (NPAPI), Moderately Critical Secunia ‘Approved Approved Ready o (] o o 23 2nd May, 2018 05:13
Update Adobe Flash Player 27.x, version 28.x (NPAPT), Moderately Critical Secunia Declined Mot Approved Not Needed 0 0 o o 0 16th Mar, 2018 02:40
Updote Adsbe Acrbat Reader, version 11 Highy Cicel Soria Decined Mot Approved N Hocded o o 0 o o 20 M, 2018 0636
Update 7-zip 9.x, version 16.x, Highly Critical_user1_rhel? Secunia Not Approved Mot Approved Ready 0 o o o 23 27th Mar, 2018 04:30
W 4 leme] sloral ¥ M@ Displaying packages 85 - 126 o1 164

[

Important « Once the updates have been published into the WSUS, the same rules previously configured for the Microsoft
updates will apply to the updates created by Software Vulnerability Manager. If the updates automatically appear with the
Approved status, this means that this setting is being inherited from the WSUS.

Deployment

Use this page to view a host's information collected from the WSUS Server. Use the Installation State drop-down list to
filter the hosts being displayed.

Right-click a host and select Information to view additional details such as: Scan Result, Patch Information, Patches
Available and Overview.

You can also right-click a host listed in this view and select Verify and Install Certificate to install the required certificate
created or imported in Step 2 - Certificate Status.

Usually the certificate is installed through a GPO as described in Step 3 - Group Policy Status.

In order for Software Vulnerability Manager to connect to WSUS and to create packages successfully, Internet Explorer
must be run As Administrator in most cases (right-click and select Run as administrator). Also note that the Remote
Registry must be enabled on hosts for which you intend to install the certificate using the Software Vulnerability Manager
GUL. The remote registry is not needed if distributing the certificate through GPO.

The WSUS Self-Signed Certificate can also be installed through a manually created Group Policy.
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Creating the WSUS-CSI GPO Manually

Task To create the WSUS-CSI GPO manually:
1. Export the WSUS Self-Signed Certificate.

2. Onthe Domain Controller, click Start > Administrative Tools > Group Policy Management. Right-click your Domain
name and select Create a GPO in this domain, and Link it here. Alternatively you can edit an existing GPO.

Remoke Deskiop Services 3
Active Directory Administrative Center

Active Directory Domains and Trusks

B &

Active Directory Module For Windows Power Shell

Active Directory Sikes and Services

Active Directory Users and Compukers
ADSI Edit

Component Services

Computer Management

Data Sources (ODBC)

CMS

Ewent Yiewer

== f@roup Policy Managemeant
o

o [l ) [ N

Group Policy Management

@
- i i J f: « |allows management of Group Policy across sikes, domains, and
< Active Directory Users and i!l organizational units within one or more Forests,
Camputers —
csC n'ﬁ\)_ Performance Morikar
DS _i;, Security Configuration YWizard
Documents T4 Server Manager
Command Prompt <} Services
p Computer L3 Share and Storage Management
e Internet Explorer 4 Storage Explorer
L Mebwork = BREe
W\I Syshern Configuration
Motepad 3
- | Control Panel @ Task Scheduler
== l i Evesiays Dame o and @ Windows Firewall with Advanced Security
E Trusts Devices and Printers (3] Windows Memary Diagnastic
= ) EX Windows PawerShel Modules
| Event Viewer
=] @ Windows Server Backup
L’:'_I Syskemn Configuration Help and Support
=
_{/f ADSI Edit Run...
|
tg:g Active Direckory Sikes and Services Windows Security
3 All Programs
I Search programs and files F2)  Logoff ’l

3. Right-click the GPO that you created/edited in the previous steps and select Edit.

4. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
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184

5.

4 & Computer Configuration
| 4 [ | Policies |
p [ ] Software Settings
la T Windows Settings |
I+ [ -] Name Resolution Policy
\=| Scripts (Startup/Shutdown)
I M= Deployed Printers
4 i Security Settings
I ;é Account Policies
j Local Policies
.jﬂ Event Log
|4 Restricted Groups
[T System Services
|4 Registry
g File System
___g' Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Secur
[ ] Network List Manager Policies
call Wireless Metwork (IEEE 802.11) Policies

v v T W v W W W

I
b [ ] Public Key Policies
b || Software Restriction Policies
I || Network Access Protection
p || Application Control Policies
[» ,g IP Security Policies on Active Directory
p || Advanced Audit Policy Configuration
I gl Policy-based CloS
p [~ Administrative Templates: Policy definitions (4
I || Preferences
a 4%, User Configuration
B | Policies
b [ Preferences

<] [T [ >

| Encrypting File System

[] Data Protection

| BitLocker Drive Encryption

[ BitLocker Drive Encryption Network Unlock Certificate
_| Automatic Certificate Request Settings

|j Trusted Root Certification Authorities |

[ Enterprise Trust

[l Intermediate Certification Authorities

|:I Trusted Publishers

[ Untrusted Certificates

I Trusted People

’ng] Certificate Services Client - Certificate Enrollment Policy
@ Certificate Path Validation Settings

[7] Certificate Services Client - Auto-Enrollment

Trusted Publishers store contains 1 certificate.

Right-click Trusted Root Certification Authority and select Import. Import the certificate that you exported in Step 1.

4 (& Computer Configuration
4 [ | Policies
p [ ] Software Settings
4[] Windows Settings
p [ Name Resolution Policy
| Seripts (Startup/Shutdown)

I M= Deployed Printers
4 fh Security Settings
:d Account Policies
.jﬂ Local Policies
j Event Log
|4 Restricted Groups
& System Services
I8 Registry
|4 File System
i_'g[ ‘Wired Metwork (I[EEE 802.3) Policies
] Windows Firewall with Advanced Secur
1 Network List Manager Policies
I @ Wireless Network (IEEE 2802.11) Policies
p [| Public Key Policies
|| Software Restriction Policies
I
4
[

v v W W W W W W W

| Metwork Access Protection
[ ] Application Control Policies
‘g IP Security Policies on Active Directory
p || Advanced Audit Policy Configuration
I+ gliy Policy-based QoS
p [ Administrative Templates: Policy definitions (4
] Preferences
4 %, User Configuration
b 2] Policies
[ | Preferences

[ Encrypting File System

|| Data Protection

[ BitLocker Drive Encryption

[ BitLocker Drive Encryption Network Unlock Certificate
[| Automnatic Certificate Request Settings

85| Trusted Root Certification Authorities
[ Enterprise Trust lT‘

[ Intermediate Certification Authorities All Tasks »
[ Trusted Publishers

| Untrusted Certificates
[ Trusted People Help
[7] Certificate Services Client - Certificate Enroliment Policy
[7] Certificate Path Validation Settings

@ Certificate Services Client - Auto-Enrollment

Refresh
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6. Repeat Step 4 and import the certificate for Trusted Publishers.

4 i Computer Configuration | Encrypting File System
4 || Policies | Data Protection
I J Software Settings | BitLocker Drive Encrypticn
4[| Windows Settings _| BitLocker Drive Encryption Network Unlock Certificate

[ Mame Resolution Policy
| Scripts (Startup/Shutdown)

=

| Automatic Certificate Request Settings
Deploved Pri | Trusted Root Certification Authorities
b 288 Deployed Printers | Enterprise Trust

4 % ;E'cuﬁrcl?uiit:::ricies | Intermediate Certification Authorities
-:3 Event Log _| Untrusted Certificates
# Restricted Groups ;JTrusted People All Tasks 3
Systern Services [5 Certificate Services Client
& Registry 5] Certificate Path Validation
4 File System |7 Certificate Services Client Help
j__';g' Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Secur
| Metwork List Manager Policies
jg' Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
] Metwork Access Protection
| Application Control Policies
g IP Security Policies on Active Directory
I || Advanced Audit Policy Configuration
I gl Policy-based QoS
p [ Administrative Templates: Policy definitions (4
I || Preferences
4 @ User Configuration
I | Policies
I || Preferences

Refresh licy

v v v vV VW W W

7. Navigate to Computer Configuration > Administrative templates > Windows Component > Windows Update.

4 [l F.omuterConﬁurat\on A ~1 Wind Update
o

_| Software Settings -
b - Select an item to view its description.  Setting State Comment

| s = \:;nd_w;: S;ttm.?: i Poler deFnE o not display 'Install Updates and Shut Down' option in Sh...  Not configured No
4 ministrative Templates: Poli inition|
j = Cortrol Panel P & o not adjust default option to 'Install Updates and Shut Do...  Not configured Mo
| Control Panel
b f NG nabling Windows Update Power Management to automati..  Not configured Mo
= g Always automatically restart at the scheduled time Mot configured Mo
v B system anfigure Autamatic Updates Mot configured Mo
- Windows Components ‘ Specify intranet Microsoft update service location Enabled Mo

| Active Directory Federation Services utomatic Updates detection frequency Mot configured Mo

| ActiveX Installer Service
| Add features to Windows 8
| App Package Deployment
| App runtime
| Application Compatibility
| AutoPlay Policies
p [] Backup
| Biometrics
» [ BitLocker Drive Encryption
| Credential User Interface
Desktop Gadgets
Desktop Window Manager
Device and Driver Compatibility
Digital Locker
Event Forwarding
Event Log Service

llow non-administrators to receive update notifications Not configured Mo
urn on Software Notifications Not configured No
llow Automatic Updates immediate installation Mot configured Mo
urn on recommended updates via Automatic Updates Mot configured Mo
Mo auto-restart with logged on users for scheduled automat... Mot configured Mo
e-prompt for restart with scheduled installations Mot configured Mo
Delay Restart for scheduled installations Mot configured Mo
eschedule Automatic Updates scheduled installations Mot configured Mo
nable client-side targeting Mot configured Mo

llow signed updates from an intranet Microsoft update ser... Enabled Mo

V
o I

-
L e

Event Viewer
Family Safety
File Explorer
File History
| Game Explorer
1 HomeGroup
p (] Internet Explorer

B

Lo e

Internet Information Services
| Windows Update

8. Ontherightside menu, double-click Allow signed updates from an intranet Microsoft update service location.
Select Enabled and click OK.
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Allow signed updates from an intranet Microsoft update ser... Enabled No

@ Allow signed updates from an intranet Microsoft update service location

O Not Configured ~ Comment:
® Enabled

() Disabled
Supported on:

Previous Setting | | Mext Setting

At least Windows Server 2003 operating systems or Windows XP Professional with A
5P1, excluding Windows RT

w |

Help:

This policy setting allows you to manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
service location,

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer.

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft.

Mote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Mote: This policy is not supperted on Windows RT. Setting this
policy will not have any effect on Windows RT PCs.

=

9. Ontherightside menu, double-click Specify intranet Microsoft update service location. Enable this setting and modify
the existing empty fields with the intranet address of your WSUS Server. This step is only valid for WSUS integration

ok || cncal || appy |

and is not required for System Center Configuration Manager integration.
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|i=] Specify intranet Microsoft update service location Enabled Mo
o Specify intranet Microsoft update service location == -
E‘ Specify intranet Microsoft update service location | Pz s | | Next Sefting |
C) Net Configured Comment: ~
® Enabled
O Disabled e
Supported on: [ st eact Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, |~
excluding Windows RT
W
Options: Help:
Set the intranet update service for detecting Specifies an intranet server to host update_s from Microso_ft ~
updates: Update. You can then use this update service to automatically

update computers on your network.

| http:/my-wsus:80 |

This setting lets you specify a server on your nebwork to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on
||'1ttp:_a_a my-wsus:30 | your network, i

[example: hitp://IntranetUpd01) To use this setting, you must set two servername values: the

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
waorkstations upload statistics. You can set both values to be the
Same server,

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization den't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying | v

| oK || Cancel || Apply |

10. Link the created GPO to an Active Directory container appropriate for your environment.

=5 Administrator: Command Prompt =2

N>gpupdate sforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

The clients affected by the created GPO will install the certificate being distributed (either the WSUS Self-Signed Certificate
or your own CA certificate) and acknowledge the Windows Update settings that you have specified in the GPO.

By default, Group Policy refreshes in the background every 90 minutes, with a random offset of 0 to 30 minutes. If you want
to refresh Group Policy sooner, you can go to a command prompt on the client computer and type:

gpupdate /force

Refer to http://technet.microsoft.com/en-us/library/cc720539 for further information on how to configure Automatic
Updates by Using Group Policy.

Deploying the Update Package Using WSUS

To deploy the update package using WSUS, the update package must be approved. After publishing the package into the
WSUS, and assuming that the update is visible under Available, right-click the package name and select Approve.
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You will be prompted to select the computer target groups for which you would like to approve the update. These target
groups are configured in the WSUS.

The same approach should be used if you wish to decline a previously approved update.

Deploying the Update Package Using System
Center

The actions Approve and Decline are only applicable if the package is to be deployed through WSUS. If you are using the
Microsoft System Center, the package created with Software Vulnerability Manager will be available in your System Center.

Integrate SVM with WSUS/SCCM and Deploy a
Patch

188

Users often require additional help for the logical process workflow when it comes to integrating the Software Vulnerability
Manager 2019 software to their internal WSUS or SCCM servers for patching.

In most, users need additional elaboration on what is the right sequence of steps to integrate SVM and what actions will be
needed to troubleshoot expected errors that come in their way as part of the deployment process.

Flexera has made a logic flow map that provides essential knowledge of the steps involved to integrate the SVM to your
internal server infrastructure and the steps to troubleshoot basic errors or exceptions that might come in your way while
you're performing this process. We also provided an extensive amount of additional information that can help you
investigate package errors in the different phases of the deployment process of a package made with SVM and handled for
deployment in WSUS/SCCM/CCM.

Customers are highly encouraged to follow this diagram at their best effort, before reporting support cases to Flexera
Support, as they would also receive a greater knowledge in learning each step of the integration while following the
diagram.
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Figure 9-4: Logic Flow Map

You can download the attached PDF document under this KB for a better resolution of the logic map.

Customers are highly advised to include the relevant log files that enable visibility when they send their cases to the Flexera
Support team. Depending on where the problem occurred (in which phase), the following log files can be relevant:

Patch Creation phase

If there was a technical problem not covered by the logic flow map, the first course of action should always be to search the
error you see inside this Flexera Community site, as Flexera Support issues KBs for each new error that is detected with
customers. The chance of finding a solution here is very high.

If that did not help you solve the issue or move further in the mapping process, find the "%userprofile%\My
Documents\csi_pluginlog.txt" file on the system where you tried creating a patch and submit that to our Support team
adding as much as information about your case as possible.

Patch Deployment phase

The patch was published successfully, but there is an issue with your WSUS server not sending the update to the recipients
you approved it for. This may be expected if the recipients did not have the same software already installed (hence, the
patch is not applicable, that's why it is not showing up). This is where you have to check the patch applicability rule
configured in the SPS wizard -> steps 3 and 4 and verify all enabled requirements of the patch against the clients not
receiving it.
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190

If the patch was published to SCCM, you should first and foremost ensure that your SCCM/WSUS (SUP) configuration is
intact. Ifitis and you're successfully publishing Microsoft patches that way, then you can troubleshoot the wsynclog.log file
for errors that might shed more light on what is causing a problem with the synchronization of the patch between the
WSUS DB and the SCCM's own database.

Patch Download/Installation phase

If the patch has shown up and you've deployed it to hosts, but the hosts failed to install it, you can look into the respective
client logs for the CCM Client service, Windows Update, or the Secunia Logs as well:

® Check C:\Windows\SecuniaPackage.log for any traces of installation - did package ran to install?
If it ran - patch applicability rules are fine - there's an execution error, however.

Ifit did not run at all and there are no traces of that - there are most likely patch applicability issues or management
point download issues. Such problems can be diagnosed in the log files (to name a few):

C:\Windows\CCM\Logs\UpdatesDeployment.log
C:\Windows\CCM\Logs\UpdatesHandler.log

e |fthe patch ran and there's an obvious error in the SecuniaPackage.log file - check the
"C:\Windows\WindowsUpdate.log" file next. You can also find more information on the CCM->WUA patch passing
in the C:\Windows\CCM\Logs\WUAHandler.log file.

Windows Update is the last service to touch the patch upon execution and the first one to handle the incoming errors -
disregarding if you use SCCM or WSUS - that's the case for both scenarios. This log file will contain many lines of error
description that you can check against MS Technet first.

e |fyou deploy patch via SCCM and your WUA service, CCM service, and SecuniaPackage.log all indicate that the
package was installed correctly (hence, exit code = 0), but your SCCM is showing wrong compliance of the patch,
then you are likely to be looking at a known bug in the CCM "state message" handling of the CCM service that
transmits the wrong execution status to its server (for which you can only talk to Microsoft about as Flexera
cannot be helpful to solve known CCM-related bugs).

This issue can be identified using some of the following logs:
C:\Windows\CCM\Logs\StateMessage.log
C:\Windows\CCM\Logs\SCNotify_<domain>@>WindowsUsername>

C:\Windows\CCM\Logs\SCClient_<domain>@>WindowsUsername>

as well as the following local WMI classes where CCM stores the incorrectly handled package execution status, and the
incorrect state messages being sent to the SCCM server database (to name a few):

root\ccm\SoftwareUpdates\UpdatesStore -Class CCM_UpdateStatus
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_TargetedUpdateEx1l
root\ccm\SoftwareUpdates\DeploymentAgent -Class CCM_AssignmentCompliance
root\ccm\ClientSDK -Class CCM_SoftwareUpdate

root\ccm\SoftwareUpdates\WUAHandler.
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Patch Configuration

The following patch configurations are available in Software Vulnerability Manager:
®  External Package Signing

® \WSUS/System Center

® Setting Up Clients to Access WSUS

®  Third-Party Integration

® Create and Publish the Package

External Package Signing

Software Vulnerability Manager allows you to export packages as Cabinet files (.cab) which can be used to publish signed
cab files using the Software Vulnerability Manager Daemon. To enable this feature, you must run daemon.exe -S --
publish-dir <PATH> after the Daemon has been installed. This will initiate a monitoring feature in the Daemon which will
look for Cabinet files in the directory <PATH>/Flexera Software IO/.

Note » <PATH> must be an existing directory that is accessible by the user the Daemon is running as and the subdirectory
Flexera Software IOisadded by the Daemon for security reasons.

External Package Signing Configuration
External Package Signing Settings

Configure whether to use external signing when publishing packages to W5US server.
Enable External Package Signing

I

| Save External Package Signing Settings |

Select Enable External Package Signing on the configuration page and provide a path to where the packages will be
exported. Similar to the Software Vulnerability Manager Daemon, a subdirectory (Flexera Software IO)will be added for
security reasons.

Specify the recipients who will receive an email notification when a package is published or if it failed to do so.

External Pack Signing Recipient Settings

These settings define the external package signing email redpient L\\ﬁs used for notifications about published or failed
packages. Select email addresses and dick "Save" to update your redipients.

Search... Search
Available Email Redpients Selected Email Recipients
Name Emiil Name Email
[
[
[
| Page 10f3) b M| & Displaying Available Recipients 1 - 4 of 11

| Save Recipient Settings |

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 191



Chapter9 Patching
Patch Configuration

If the External Package Signing option is enabled the SPS Package Wizard will by default select the Cabinet File (Export)
option in Step 4.

Publish Options
Select option for publishing Flexera Software package
Publish package using: (") wWsUs
() Altiris
() File System (Export)
(®) Cabinet File (Export)

An export will create a Cabinet file which includes the files required to patch applicable components.

To publish these packages you must sign them and place them in the Daemon monitoring directory. The WSUS server must
be set up correctly with the certificate used to sign the packages. Once a Cabinet file has been exported it can be signed
using your favorite signing method. Then, after placing it in the directory monitored by the Daemon, it will be picked up
and published to the WSUS server. You must ensure that the WSUS server can verify the certificate used for signing.

A notification email will be sent to the account email of the user running the Daemon to inform the user know about
success or failure for published packages.

Note « The export and monitoring directories should not be the same since it will try to publish unsigned Cabinet files which
will not be allowed.

WSUS/System Center

192

Use this option to configure the integration of Software Vulnerability Manager with your WSUS server(s). If you have a
single WSUS server, which is connected to the Microsoft Updates site, running the Configure Upstream Server wizard will
be sufficient for setting up Software Vulnerability Manager with WSUS.

After clicking Configure Upstream Server, a configuration wizard will be initiated.

WsUS Configuration
Configure WSUS Upstream Server

1. Click "Configure Upstream Server” to configure the integration of the Software Vulnerablity Manager with your WSUS server.

2. The wizard guides you through three configuration steps: "Connection”, "Certificate”, and "Group Policy” all necessary to use the Software
Vulnerablity Manager with W5US,

3. In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your WSUS server.

4, The "Configure Signing Certificate” window enables you to install, export, and import a signing certificate to your W5US server,

5. The "Group Policy” window allows you to configure the group policy options to be used with your WSUS server,

|  Configure Upsiream Server |

Configure WSUS am Servers

1. Click "Configure Downstream Servers” to configure your W5US Downstream servers.

2. The wizard guides you through two configuration steps: “Connection” and "Certificate”.

3. In the "Connection” window, please specify the server, port, and if you wish to use S5L to connect to your WS5US Downstream server,
4, The "Configure Signing Certificate” window enables you to import an existing signing certificate to your W5US Downstream server.

Follow the wizard steps to successfully integrate Software Vulnerability Manager with your Microsoft WSUS.

® Step 1-Connection Status
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®  Step 2 - Certificate Status

® Step 3-Group Policy Status

Step 1 - Connection Status
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In Step 1 you should provide the relevant information (NetBIOS name and port number) for the main Upstream WSUS

server. After inserting the required information, click Connect.

To check the status of the connection, expand Step 1. Connection Status.

B W "

Step 1. 5 e Vil blity M. WSUS C

Connect to WSUS Server

WSUS Server Name: |wsus.domain.ﬂd| X

WSUS Server Port: 8530
[] Use 851 Connection

| Connect |

Below you can see the connection status between the Software Wulnerablity Manager and your WSUS server,

‘Connection successfully established to pscom.scom.test

Step 2. Certificate Status
Step 3. Group Policy Status

Mext

If you are unsure of which port number to use, check your WSUS configuration as shown.
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_ﬁ Update Services
351 File Action View Window Help

|
,ﬁ Update Services CSC-WSUS-NOSCCM
4 35 CSC-WSUS-NOSCCM

[ @' Updates

%_‘[ Use this snap-in to quickly and reliably deploy the latest updates to your computers.
4 ¢ Computers

[ m All Computers

5 Downstream Servers To Do

I3 Synchronizations

| . 11 computers have not reported status for more than 30 days. Learn about troubleshooting computer connection issues,
Reports

Options . 70 security updates are waiting to be approved.

1 critical updates are waiting to be gpproved.

® 3 new products and 0 new classifications have been added in the past 20 days. View products and classifications

Overview
Computer Status Synchronization Status
‘ B Computers with errors: 0 Status: Idle
| Computers needing updates: 18 Synchronize Mow
I Computers installed/not applicable: 4 Last synchronization: 2011-05-31 21:46
Last synchronization result: Succeeded
Update Status Download Status
B Updates with errors: 0 Updates needing files: 0
~ 7] Updates needed by computers: 128
I Updates installed/not applicable: 252
Server Statistics Connection
Unapproved updates: 91 Type: Mon-55L
Approved updates: 343 Port: &0
Declined updates: P User role: Administrator
Computers: 27 Server version: 3.2.7600.226

Computer groups: 10

[

Important « If you have a WSUS server hierarchy with one or more Downstream Replica WSUS server(s) connected to an
Upstream WSUS server, please run the Configure Downstream Servers after running the Configure Upstream Server wizard.

[

Important « The port number used to connect to your WSUS depends on your settings. Ports 80 or 8530 are commonly used

when SSL is not configured. Only select the Use SSL Connection check box if your WSUS is configured to accept SSL
connections.

[

Important « Refer to http://technet.microsoft.com/en-us/library/bb633246.aspx for further information on how to configure
WSUS to use SSL.

Step 2 - Certificate Status

194

A code-signing certificate is needed to publish third-party updates to WSUS/System Center so they can be deployed as
patches. In this Step Software Vulnerability Manager can request the WSUS to create and install the WSUS Self-Signed
Certificate.

To create and install a WSUS Self-Signed Certificate in all appropriate certificate stores, click Automatically create and
install certificate.

The WSUS Self-Signing Certificate must be installed/provisioned in the following systems:
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® \WSUS Server

The system running Software Vulnerability Manager (note that the certificate must also be installed on the system
running the Software Vulnerability Manager console)

® Clients receiving the Update

The created certificate is required and it will be used for all future publishing. Without it, only packages from Microsoft
Update will be installed.

If you would like to use your own CA certificate instead of the Microsoft WSUS Self-Signing Certificate, click Import Signing
Certificate.

At Step 3 - Group Policy Status, the certificate created/imported in this step will be provisioned to all clients through a
GPO.

Step 2. Software Vul blity M; ‘WsUs Confi tion | *

Configure Signing Certificate

Here you can create and install a WS5US Self-Signed Certificate in all appropriate certificate stores. A WSLS signing
certificate is required to create and install local packages. Without it, only packages from Microsoft Update will be
installed,

Click "Automatically create and install certificate’ to install the certificate in the appropriate certificate stores. The
certificate will be installed on this system and on your W5US server In the following stores:

1) "Trusted Root Certification Authorities”
2) "Trusted Publishers"

| Automatically ereale and install cerificate |

= | Certificate Options
The WSUS Self-Signed Certificate can be imported and exported. Please use the options below.

If the WSUS Self-Signed Certificate exists you can export the certificate to a file. Click 'Export Certificate” to export the
certificate to a file.

Here you can import the WSUS Self-Signed Certificate. Click 'Import Certificate’ to impaert the certificate. Please be aware
that this feature requires that you are connected to your WSUS server through an 550 connection.

| Import Signing Certificate |

Step 1. Connection Status
Step 2. Certificate Status

Step 3. Group Policy Status

Previous Next Close

[

Important « Be careful not to re-provision a signing certificate on a WSUS server that already has a signing certificate
assigned. Doing so can cause issues with certificate validation at the WSUS server and target computers unless BOTH
certificates (new and old) are left in the appropriate certificates stores (Trusted Publishers and Trusted Root Authorities). It can
also cause issues with troubleshooting.

Once a certificate is either inserted or created it does not need to be re-created until it expires or needs to be replaced.
Click Automatically create and install certificate. The certificate will be installed on the WSUS server in the following stores:
® Trusted Root Certification Authorities

® Trusted Publishers

® WSUS - The certificate in this location must also contain the private key
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Expand the Certificate Options to access the import and export certificate features.

Step 3 - Group Policy Status

196

A Group Policy is required to distribute certificates and locally created packages. Software Vulnerability Manager can easily
create this GPO so the WSUS Signing Certificate is distributed to all clients. Please choose to use WSUS or System Center.
Once this is completed expand the Group Policy Options.

If you are creating the Software Vulnerability Manager WSUS Group Policy for the first time, proceed by selecting all the
options and then click Create Group Policy.
Step 3. Software Vulnerablity Manager WSUS Configuration Wizard ¥
Group Policy
A Group Policy is required to distribute certificates and locally created packages. Please specify if you use System Center

or WS5US to distribute packages. Te apply additional configuration options please goto "Group Policy Options™.

(®) Use WSUS to distribute packages.
() Use System Center to distribute packages.

| Create Group Policy |
~ | Group Policy Details

~ | Group Policy Options

Step 1. Connection Status

Step 2. Certificate Status

Step 3. Group Policy Status

Below you can see the status of the Software Vulnerablity Manager Group Policy.

Group Policy could not be created - please check Flexera FAQ @

Previous Close

[

Important « Besides distributing the certificate through the Software Vulnerability Manager WSUS GPO, it is also possible to
provision certificate to the target computers by going to Patching > WSUS/System Center > Deployment, selecting the target
hosts where the certificate is to be installed (CTRL+ mouse click for multiple selection) and then right-click and select Verify
and Install Certificate.

Remote Registry service (disabled by default on Win7/Vista) should be enabled and started for the certificate to be
successfully installed.

If you prefer to create your own Group Policy to distribute the WSUS Signing Certificate, please refer to Creating the WSUS-
CSI GPO Manually. If you prefer not to create the Software Vulnerability Manager WSUS Group Policy, the existing Windows
Updates GPOs must be edited in accordance with Setting Up Clients to Access WSUS.

[

Important « If you use Microsoft System Center Configuration Manager please make sure you do not select the first option
Use the WSUS Server specified in Software Vulnerability Manager.
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[

Important « If you already have the Windows Updates being configured through a Group Policy, we suggest you select the
first 3 options in the Create a new Software Vulnerability Manager WSUS Group Policy page.

(o

Important « The Software Vulnerability Manager WSUS Group Policy will be created but not linked to your domain. This way
you can easily check the details of the newly created GPO and verify that the existing WSUS GPOs are correctly configured.

Setting Up Clients to Access WSUS

If you choose not to create a new Group Policy using the Software Vulnerability Manager WSUS Group Policy wizard,
please edit your existing WSUS Group Policy as follows:

1. Inthe Group Policy Management Console (GPMC), browse to the Group Policy Object (GPO) on which you want to
configure WSUS and click Edit.

2. Inthe GPMC, expand Computer Configuration, expand Administrative Templates, expand Windows Components, and
click Windows Update. Select:

® Enable: Configure Automatic Updates (choose your settings)
® Enable: Specify intranet Microsoft update service location (add the host name/IP of your WSUS server)

® Enable: Allow signed updates from an intranet Microsoft update service location (Important - enables WSUS to
distribute patches through Software Vulnerability Manager)

3. If Windows update not working, then check whether:

®  WUServer contains WSUS server, WSUSStatusServer contains WSUS server:portnumber,
AcceptTrustedPublishedCerts:1 in location

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate]

"WUServer"="psccm.sccm.test"
"WUStatusServer"="psccm.sccm.test:8530"
"ElevateNonAdmins"=dword:00000001
"AcceptTrustedPublisherCerts"=dword: 00000001

® Inregistry location, [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU],
check"UseWUServer"=1

[

Important - For installing the WSUS server in your environment we recommend reading the Step by Step Installation Guide
provided by Microsoft:

http://technet.microsoft.com/en-us/wsus/default.aspx
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Third-Party Integration

Software Vulnerability Manager provides you with the capability of publishing packages using third-party patch
deployment solutions, for example Altiris. To support this feature, Flexera has enhanced the package export feature. The
exported xml file contains additional information that can be helpful in creating packages in other tools, including:

® The version numbers
® The executable itself
® The vulnerability/criticality

Flexera has retained the simplicity of the xml file by giving you the options to exclude large binary files and applicability
paths from the file, in the form of check boxes in the package creation wizard. To perform a complete export, clear the Do
not include package files check box during Step 4 of the SPS Package Creation Wizard.

In order for Software Vulnerability Manager to integrate with other patch deployment solutions, you need to create a
configuration file, a script file and an applicability check script file:

® Configuration file. The configuration file is actually a representative of the tool and a visual integration between
Software Vulnerability Manager and that tool. The file is an xml file that should contain the tool name, script name and
the input/setting fields required to configure the settings for the tool (text fields, radio buttons and check boxes are
supported). When Software Vulnerability Manager is launched it checks for the presence of any configuration file and,
if there is a valid configuration file in the Extensions folder in the Software Vulnerability Manager path, it dynamically
loads a GUI under the Patching menu of Software Vulnerability Manager. The configuration file also acts as an input
file for the script.

®  Script file. This script file corresponds to the SDK that the user has created to create and dispatch the package in the
respective tool. The script file can be an executable, Java, VB, Python, or Perl script. Click Publish to execute the script
file.

® Applicability Check script file. This script file runs the sps.exe on the computer if the applicability checks are cleared.
This file is published together with the package to establish if the package is applicable to the system or not.

[

Important « Running the script is a very strong feature. Use caution and ensure the sanity of the script file before publishing.

Create and Publish the Package

=
Task To create and publish the package:
1. Place the configuration and script files in the Extensions folder. The Extensions folder should be created in the same
folder as the csi.exe.
2. Launch Software Vulnerability Manager. If the configuration file format is valid, a configuration option will be visible
under the Patching menu (for example, Altiris Configuration).
3. Click the configuration option to open a page where input and settings can be provided and saved.
4. Go to the SPS creation wizard. Complete all the package wizard fields or import a package. In Step 4 of 4: Applicability
Criteria - Rules, there will be radio buttons allowing you to select the tool that you want to publish the package with.
There will be as many selection options as there are valid configuration files.
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5. Clicking Publish for any tool other than WSUS will run the script placed in the Extensions folder and named in the xml
file.

6. Software Vulnerability Manager waits for the script to finish and, depending upon the execution of the script being
successful or not, displays a message.

7. After successful publishing, the package can be seen in the respective tool.

Patch Template

The Software Vulnerability Manager Patching tab includes a Patch Template feature so that users can save a template of
their patches for a product. With the Patch Template feature, the user can prepopulate Flexera’s Software Package System
(SPS) four-step deployment process and publish directly to WSUS using previously selected options.

x

Dashboard Dashboard  Patch Template
@ Scanning Searchtype:  Template Name v | | search text m Export v
~ G Template Name T Product Name | Vendor Patched Ver... | Minimum Architectre  Updated On | Subscried Subscription
7.zip, version 18.x 7-2ip UnknownVe... 18 9000 Windows64-bit 15t Apr, 20..  Yes 15th Apr, 20
14 Reporting VLC Media Player 2. VLC Media VideoLAN 3013 2000 Windows32-bit ~ 26th Mar, 20 No
firefox Mozila Firef..  Mozila Foun... 92x/91xE.. 45000 Windows32-bit  1stDec, 201 No
# Patching Tunes1 Apple iTune Apple 1294 12200 Windows32-bit  1st Dec, 201 No

Flexera Package System

femplate

Creating a Patch Template

To create a patch template, perform the following steps.

Task To create a Patch Template:

1. From the Patching > Flexera Patching System (SPS) tab, select an insecure product from the grid. Right click and
choose an option from the context menu. For example, select Create Update Package.

2. InStep 1 of 4 of the SPS wizard (Package Configuration), select the appropriate SPS Installer Parameters and choose
whether you want to edit the package contents. Click Next when done.
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Step 1 of 4: Package Configuration
Use this form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents
and parameters before creating and publishing the package, or exporting it as an XML formatted file.

Reference Id (Optional)

Here you can assign an Id to this package if desired.

Reference Id:

sps ller Par: ers (O 1)
Here you can configure optional parameters you want to pass to the installer. This set of options is unique to this product. Some parameters have warning
message associated that should be read and understood before moving forward

Configure Package (@) Default (?)

Behavior: _
() Disable checking for running Chrome processes (7)

(") Kill any running Chrome processes (7)

Select

t (@) Install Enterprise version

(73 Install Stable version

Edit Package Content (Optional)

1f you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be
directed immediately to Step 3.

| | Edit Package Content

Vendor & Product Naming

Choose this option to overcome limitations in the number of categories that can be published in the SCCM. This will set the vendor attribute of the package
to Alexera and strip the product version from the product name.

I:l Use Flexera Custom Maming &

MNext | Publish | Cancel

3. Step2of4ofthe SPS wizard (Package Contents) lists the latest files to include in the package. Click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be induded, and if they will be downloaded
dynamically (i.e., in the case of URLs) or if they are local files, You can add additional files via the "Add File' button, as well as choose from additional
language packages available via the 'Show Localised Files' button. To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status
http://dl.secunia.com/5P5/GoogleChrome_66.0.3355.139_64-bit_5P5.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localization (Language) File |

4. InStep 3 of 4 of the SPS wizard (Applicability Criteria - Paths), select the appropriate paths to save the package. Click
Next.

Note » The Patch Template will always shows paths based on the latest assessment.
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Step 3 of 4: Applicability Criteria - Paths
Here you can define the path-based applicability rules for this package. Below you will find any relevant paths already found or configured for the package. You can

deselect paths in the grid or add paths as needed via the "Add Path” button. Check the "Advanced Options” box to enable additional options in the "Add Path” dialog and to
show advanced options in the grid.

[T] show Advanced Options

| Add Path

Always Install Option

The purpose of this option is to allow installations of new software. For custom packages which are not updates to existing installations, you can bypass the
“isInstallable” W5US rule which will ignore all system paths when deciding if this package can be applied. Mote - this will not bypass the rules for checking if
something is already installed, or is superseded by a more recent version,

[] Mark Package as "Always Installable™

Minimum Version Option

The purpose of this option is to allow for updating of older products. Normally one updates a product to its secure version within the same major version, You
can alter this behaviour by specifying a custom minimum version. Mote: the version you enter must also be supported by the installer itself - you cannot enter
arbitrary values here.

Minimum Version: 55.0.0.0

'] Path « Information
[¥] C:\Program Files (x86)\Google\Chrome\Application\chrome.exe 1

Previous | Mext | Publi Cancel

5. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select the appropriate System Applicability, Special
Rules, and Language Settings.

Step 4 of 4: Applicability Criteria - Rules

Here you configure the applicability rules for the package.

System Applicability
Configure the system type(s) the package will be applied to.

Apply Package To:

(@) 64-bit Systems Only

Special Rule

The fellawing special rule is available to configure:

| | Reboot is required after package has been installed.

Language Settings
Configure package applicability rules based on language:

[ ] Only make package applicable to computers with one of the selected languages.
Select Languages: Language

Arabic ~
Chinese (Hong Kong SAR)

Chinese - (Simplified)

Chinese - (Traditional)

Czech v

e

6. Inthe Patch Template (Optional) field, enter the Template Name and select Save Template. Click Publish to create
the new template, which is saved under the Patch Template tab.
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Step 4 of 4: Applicability Criteria - Rules

Patch Template (Optional)

Save as template

Template Name: | Enter Template Name.

Publish Options
Select option for publishing Flexera package
Publish package using: () WSUS (via ActiveX)
(®) Schedule package to Patch Daemon
O Altiris
() Export Patch Script
() Save Template

Previous Publish | Cancel

Note - Providing a template name while publishing a package to WSUS will publish and create a template at the same
time. If the template name is empty, it will only publish the package as a reqular workflow.

A patch template only needs to be created once for the life of the product, provided that there are no changes to the
product’s architecture (32-bit versus 64-bit) or to the SPS Installer Parameters from Step 1 of 4: Package Configuration.
Over time, the product’s Patched Version listed under the Flexera Package System (SPS) menu will increase. Patch
Templates automatically update up to within three patched versions as listed under the Flexera Package System (SPS)
menu. After three patched versions, you can edit the Patch Template to deploy the latest patched version to your system.

@ Dashboard Dashboard  Patch Template %
Scanning Searchtype:  Template Name v | | searchtext Export v
Results Template Name 1 Product Name  Vendor Patched Ver.. | Minimum Architecture Updated On Subscribed Subscription
7.zip, version 18.x 7.zip UnknownVe.. 18 9000 Windows64-bit  15th Apr, 20 Yes 15th Apr, 20
Reporting VLC Media Player 2.x VLC Media VideoLAN 3013 2000 Windows32-bit  26th Mar, 20 No
firefox Mozilla Firef. Mozilla Foun. 92x/91xE. 45.0.00 Windows32-bit  1st Dec, 201 No
FEEDY Tunes1 AppleiTune..  Apple 1294 12200 Windows32-bit  1stDec, 201 No

Flexera Package System

Patch Template

Editing a Patch Template or Publishing From a Patch Template

To edit a patch template or publish from a patch template, perform the following steps.

1.

202

To edit a Patch Template or to publish from a Patch Template:

From the Patching > Patch Template tab, select a template and select Publish/Edit Template from the context
menu.

Dashboard Dashboard  Patch Template %
@ Scanning Searchtype:  Template Name v | [ search text Export
Resuts Template Name T Product Name  Vendor Patched Ver..  Minimum Architecture  Updated On | Subscribed  Subscription
Z I — 72p Unknown Ve, 18 9000 Windows64.bit 15t Apr, 20, Yes 15th Apr, 20
' ' g
Reporting VLCY 1 eto Tomplato VLCMedia .. VideoLAN 3013 2000 Windows32:bit  26th Mar, 20..  No
firefos Mozilla Firef..  Mozila Foun... 92x/91xE.. 45000 Windows32:bit  1stDec,201...  No
Patchin Edit Subscription
9 iTu Apple iTune...  Apple 129.4 12200 Windows32:bit  1stDec,201...  No

ne
Publish with QuickPatch
Flexera Package System

Patch Template
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2. Step1of4 of the Flexera SPS wizard will open with the SPS parameters prefilled. From the same SPS wizard, you can
either publish the package to various channels or you can save only the template.

3. Toupdate the Patch Template to the latest patched version:

a. Select Edit Package Content in the Edit Package Content field and click Next.

Step 1 of 4: Package Configuration

Jse this form to set the name and description of the 5P5S package, or edit the plopemes of an existing one. In the following steps you will configure the package contents and
sarameters before creating and publishing the package, or exporting it as an XML ft i file.

SPS Her P; ters (Opti D]

Here you can configure optional parameters you want to pass to the installer. This set of options is unigue to this product. Some parameters have warning message
associated that should be read and understood before moving forward

~

Configure Package (@) Default (7)
Behavior: ) .
() Disable checking for running Chrome processes (7}

() Kill any running Chrome processes (7)
Select Installer: (@) Install Enterprise version
() Install Stable version

Edit Package Content (Optional)

If you choose to edit the package contents, in the next Step of the wizard you will have the option to view/edit the package contents. If not, you will be directed
immediately to Step 3.

[ Edit Package Content

[

Important « If you need to publish the package from the template without updating the template, update the
Package Name in Step 1 of 4 of the SPS wizard to identify the package version that you deploy to your system. The
package will be published with the updated settings.

b. Confirm the updated patched version file appears under Files to Include in Step 2 of 4 of the Flexera SPS wizard
and click Next.

Step 2 of 4: Package Contents
Here you configure the package contents, including the execution script included, and the files included.

Files To Include

Configure the files to include in this package. The grid below shows the files that are currently scheduled to be incduded, and if they will be downloaded dynamically
{i.e.; in the case of URLs) or if they are local files. You can add additional files via the 'Add File’ button, as well as choose from additional language packages available
via the 'Show Localised Files' button, To remove a files, right-click and select 'Remove’.

File(s) to include in the package Status
http://dl.secunia.com/SP5/GoogleChrome_66.0.3359.139_64-bit_SPS5.exe To Be Dynamically Downloaded

| Add Local File | | Add Download Link | | Add Localisation (Language) File |

c.  When Step 3 of 4 of the Flexera SPS wizard appears, click Next.

d. When Step 4 of 4 of the Flexera SPS wizard appears, click Publish.

Deleting a Patch Template

To delete a Patch Template, perform the following steps.

To delete a Patch Template:
1. From the Patching > Patch Template tab, select a template and select Delete Template from the context menu.

2. Select Yes or No to confirm whether or not to delete the Patch Template.
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Publishing a Patch Template to WSUS

To publish a Patch Template to WSUS, perform the following steps.

Task To publish a Patch Template to WSUS:

1. From the Patching > Patch Template tab, select the template to be published to WSUS. Right click and select
Publish/Edit Template from the context menu.

2. When Step 1 of 4 of the SPS wizard (Package Configuration) appears, update the Package Name to indicate this
package is for WSUS publishing and click Next.

Step 1 of 4: Package Configuration

Jse thiz form to set the name and description of the SPS package, or edit the properties of an existing one. In the following steps you will configure the package contents and
sarameters before creating and publishing the package, or exporting it as an XML formatted file.

Package Name

The package will be created with the following name. Choose a new name if desired.

Mame: |Update Google Chrome, version 66.%, Moderately Critical X

3. When Step 3 of 4 of the SPS wizard (Applicability Criteria - Paths) appears, click Next.

4. InStep 4 of 4 of the SPS wizard (Applicability Criteria - Rules), select WSUS for the publishing option and click
Publish.

Step 4 of 4: Applicability Criteria - Rules

Publish Options
Select option for publishing Flexera package
Publish package using: (O) WSUS (via ActiveX)
(@) Schedule package to Patch Daemon
() Altiris
() Export Patch Script
(O Save Template

5. The Attempting to Publish Package - Please Wait status appears. After the WSUS package is successfully created, a
Success pop-up window appears. Click Approve package.

[Pt ><
Package Successfully Created.
To view the update, statistics, and to approve the update, dick "Available” in the menu.

| Approve package | | Close |

6. When the Approve Updates pop-up window appears, select the appropriate computers to deploy the WSUS package
to, select the appropriate date and time to deploy the WSUS package, and click OK.
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i Approve Updates
=[] Al Computers
=[] unassigned Computers

5 [ win10

=] Jwins
| win?
= winz012
Package Deadline
Date: Fri,Bth May 2020
Time: |'u?;ud

OK

Cancel

=

7. When the Success - Package successfully approved pop-up window appears, click OK.

| S

x|

Package successfully approved.

oK ‘
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8. You can confirm the WSUS package listing under Patching > WSUS / System Center > Available Packages.

QuickPatch

QuickPatch

This is a new and quick way for non-I1E browsers to publish patches from SVM to an end-point management system with no
dependency on ActiveX. QuickPatch publishes patches to end-point management system via Patch Daemon using defaults

(no customizations).

To do so, right click on any SPS template or VPM patch and select Publish with QuickPatch from the context menu.

Dashboard

Scanning

Results

W Reporting

Patching
Flexera Package System
Patch Template

Vendor Patch Module

Patch Deployment Status

Dashboard Vendor Patch Module

Searchtype:  Product

Product Ven.. = Pat.. | Dep

Ado.. Ado.. 12 Yes

[Agc e on
Create Update Package

Ade

agl View Installations

Agq Pateh Information

Ad( Subscribe to Patch

g Publish with QuickPatch

x

v | | Search text
SAID | Criti Threat Score
SA 2
23
2
2
2

S

LrrrRRRIE!Y
NN N
B8 88

N
5

Advisory Published

20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30
20th Oct, 2021 05:30

Arc.

Figure 9-5: Select Publish with QuickPatch from the Context Menu

IEZE]  view from the context of Smart Group: | Not Selected

o

H

Upd
8th

8th ...

17t
17t
17t
17t
sth
8th
25t,

o
8
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No
No
No
No

No
No
No
No

In the Publish with QuickPatch dialog box, select Silent Parameters (if required), and then click Publish.
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Publish with QuickPatch - AdoptOpenJDK JRE with Hotspot 12 (x86)

Patch Publisher Connections (Required)
Select connection Intune Connection 1 (Il +

Package configuration
 Use Flexera custom naming

] Silent Parameters

Figure 9-6: Click Publish

Note - Ifyou have installed the Patch Publisher, then you can select the Patch Publisher Connections for the Quick Patch
publish.

Click Ok and agree the confirmation dialog which appears.

Success x

i Package is created and successfully scheduled for publish by the SYM Patch Daemon during
\\) its next check-in time

OK

Figure 9-7: Click Ok

The selected patch will be published to Patch Daemon.
Once the patch published, status in the Patch Deployment status will appear as Success.
If the same version of patch is published, then an error popup will be shown that Already sent to Patch Daemon.

Note - Patches are published based on the versions.

Warning

o Already Sent to Patch Daemon

[ o< ]

Figure 9-8: Error popup appears
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Patch Automation

With Software Vulnerability Manager, you can automate publishing of patches. To do so, right click on any SPS template or
VPM patch and select Subscribe to Patch from the context menu.

Dashboard Dashboard  Vendor Patch Module %
Scanning Searchtype:  Product ~| [ searchtext IEZE]  view om the context of Smart Group: | Not Selected - Export v
Results Product Ven.. Pat. | Dep.. SAD | Ciit ThreatScore  Advisory Published | Arc.. | In E s T H Upd.. Do.. Fi Sub...  Sub.
Ado.. Ado.. 12 Yes  SA 23 20h Oct, 20210530 Win 8h.. Do. 32 No
Report . ' . ; - . 5
eporting B Croate Update Package sA 23 20t Oct, 20210530 Win. 8h.. Do. 28 No
A sA 23 201 0ct 20210530 Win 7. Do. 31 No
Falsily A ' SA 23 20thOct 20210530 Win 7. Do 2 No
Patch Information ;
e —— A sA 23 20t 0ct, 20210530 Win 7. Do. 38 No
Pt Tomm  Subscribe to Patch SA 23 20thOct, 20210530 Win 7. Do. 34 No
atch Template
4 Publish with QuickPatch SA 23 20h Oct, 20210530 Win 8h.. Do. 37 No
Vendor Patch Modle Ado.. Ado.. 15 Yes  SA 23 20hOct 20210530 Win 8th Do 33 No
Patch Deployment Status Ado.. Ado.. 16.. Yes SA 23 20th Oct, 20210530 Win 25t Do. 31 No

Figure 9-9: Selecting Subscribe to Patch from the Context Menu

On the Configure Subscription dialog box, you can choose to always publish a new patch when a new version becomes
available, or you can choose to only automate publishing a new patch when certain criteria are met (recommended).

Configure Subscription - AdoptOpenJDK JRE with Hotspot 12 (x86

Paich Publisher Connections (Required)
Select connection Intune Connection 1 (I ¥

(O Always publish a new patch when a new version is available

® Only publish a new patch when any of the following are true
SAID CVSS3 score is greater than 0
Criticality is greater than Not Critical
Threat score is greater than 0

Patched version greater than 12.02.10

O Trigger subscription rule above now for the current version

(® Trigger subscription rule above next time a new version is available

Package configuration
O Use Flexera custom naming

0) Silent Parameters

Figure 9-10: Configure Subscription Dialog Box

Patch automation is delivered via a new version of the Flexera SVM Patch Configuration (Version 2.x) tool, which is part of
the Software Vulnerability Manager Client Toolkit. For more information on the toolkit, visit the SVYM Toolkit blog in the
Flexera Community.

The SVM Toolkit installer contains updates to the Flexera SVM Patch Configuration tool as well as some optional tools
documented in our online community. The SVM Toolkit installer can be downloaded at:

https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Note - Ifyou are already have the SVM Toolkit installed, the installer will upgrade you to the latest version.
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ﬂ Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SVM  General Output Window: Clear Outout
Server: | |
Authentication Type: Basic v
User Name:

Tenant ID / AP Key:

| |
Password: | |
| |
Organization Group 1D: | |

Test Workspace ONE Connection

Figure 9-11: Flexera SVM Patch Configuration Dialog Box

You can see the status and details of patches published automatically on a new page named Patch Deployment Status,
which is opened by selecting Patch Deployment Status on the Patching menu.

Dashboard Dashboard Patch Deployment Status >
Scanning Search Type: Package v Search text Export v
— Package Name Vendor Type Version Publishedto | Deployedto  Status Triggered On | Last status upd  Message Published .
Update AdoptOpenJDK JRE with Hotspot 12 (.. | AdoptOpen... VPM Quick..  12.0.2.10 Success 29th Nov, 2. 29th Nov, 2 WIN-37S5.
W Reporting Update 7-Zip (x64), version 21.6.0.0 IgorPaviov  VPM Subs 216.0.0 Success 26th Nov, 2...  26th Nov, 2 WIN-37S5.
Update 1Password 7, version 7.9.828 AgileBits VPM Subs. 7.9.828 Success 24th Nov, 2. 24th Nov, 2 WIN-37S5
Patching Update Enterprise Mode Site List Manager, ve Microsoft VPM Quick. 12.0.0.0 Win-375558. All Comput. Success 23rd Nov, 2. 23rd Nov, 2. WIN-37S5.
Flexera Package System Update Google Chrome 93 x, version 95.x, Hi..  Google SPSWizard  93.999.999 Success 20th Oct, 2. 23rd Nov, 2 WIN-37S5
pateh Templat Update COM Port Manager (x64), version 1.1 Uwe Sieber  VPM Quick..  1.12.0 win-37s558...  All Comput...  Success 23rdNov, 2. 23rd Nov, 2 WIN-37S5.
atch Template
Update 1Password, version 7.9.822 AgileBits VPM Subs. 7.9.822 Success 20th Oct, 2. 20th Oct, 2 DESKTOP-
Vendor Patch Modul
ndor Patch Module Update Mozilla Thunderbird, version 91.x, Hig... ~ Mozila Fou... SPSWizard  68.9999.99 Success 20 Oct, 2. 29th Oct, 2 DESKTOP-
Patch Deployment Status Update 7-Zip (x64), version 19.00.00.0 Igor Paviov VPM Subs. 19.00.00.0 Success 29th Sep, 2 29th Sep, 2. DESKTOP-.
Update 1Password, version 7.7.818 AgileBits VPM Subs 7.7.818 Success 20th Sep, 2. 29th Sep, 2 DESKTOP-

Administration

Figure 9-12: Patch Deployment Status Page

All the patch level activities are also recorded in the Activity Log, which is opened by selecting Activity Log on the
Configuration menu.
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Dashboard

Scanning

Results

Reporting

Patching

Administration

Configuration
Settings
Log Messages
Activity Log
Security

Change Password

sword Recovery

Dashboard

Activity Log

x

Showalllogs | From:

Activity Name
Package Creation
VPM QuickPatch
User Login

User Login

User Login

User Login

User Login

Delete Host

User Login

User Login

User Login
Package Creation
User Logout

User Account Crea
User Login

User Login

User Login

User Login

User Login

User Login

2021-08-29

Activity Status
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful

Successful

Figure 9-13: Activity Log Page

& To
User

P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma
P4_sushma

P4_sushma

2021-11-29

& | Searchtype: v S

Time 4

16:46 29th Nov, 20
16:41 29th Nov, 20
16:04 29th Nov, 20
13:23 29th Nov, 20
13:23 29th Nov, 20
17:24 28th Nov, 20
17:24 28th Nov, 20
20:04 27th Nov, 20
19:38 27th Nov, 20
17:55 27th Nov, 20
17:55 27th Nov, 20
22:46 26th Nov, 20.
17:48 26th Nov, 20
17:46 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:44 26th Nov, 20
17:26 26th Nov, 20
17:26 26th Nov, 20

Activity Information

Update AdoptOpenJDK JRE with Hotspot 12 (x64), version
QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), ve
Authentication by cached UID

Login (Software Vuinerability Manager)

Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

2 Hosts: Deleted

Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon)
Logout (Software Vulnerability Manager)

Created user gauri_p2

Authentication by cached UID

Login (Software Vulnerability Manager)

Login (Software Vulnerability Manager)

Authentication by cached UID

Login (Software Vulnerability Manager)

Authentication by cached UID

Unsubscribe Automatic publishing of the Patches

To unsubscribe automatic publishing of the patches, right click on any subscribed VPM Patch, and then select Edit

Subscription from the context menu.

Dashboard
Scanning
Results
Reporting
Patching
Flexera Package
Patch Template

Vendor Patch Module

Patch Deployment Status

Administration

Configuration

Dashboard

Vendor Patch Module

Search type:  Product

Product Ven.. & Pat.. | Dep
Acti 28 vae
g PUblSVEdit Template

ag Delete Template

g [Edit Subscription

Ad.. Publish with QuickPatch

Ad Micr 10. Yes
Ad Micr.. 1.0 Yes
Ad Micr... 20 Yes
Ad Micr.. 30 Yes
Ad Micr... 1.0 Yes
Ad Micr... 1.0 Yes
Ado.. HA 33 Yes
Ado... Adobe 21 Yes
Ado.. Adobe 45 Yes
Ado.. Ado.. 12 Yes
Ado.. Ado.. 12 Yes
Ado.. Ado.. 13 Yes
Ado.. Ado.. 13 Yes
Ado. Ado. 14 Yes
Ado.. Ado.. 14 Yes

x
v | | Search text

SAID | Crit

SA -

grRERERE
RrRREREER

Figure 9-14: Select Edit Subscription

On Configure Subscription dialog box, select Unsubscribe.
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Configure Subscription - 7-zip

Subscription started on 15th Apr, 2021 15:10
(=) Always publish a new patch when a new version is available

(O Only publish a new patch when any of the following are true

(=) Trigger subscription rule above now for the current version

() Trigger subscription rule above next time a new version is available

Package configuration
[ Use Flexera custom naming

Figure 9-15: Select Unsubscribe

Click Ok and agree the confirmation dialog which appears.

Intune Publishing

Software Vulnerability Manager (Cloud Edition) can now publish SPS/VPM patches to Microsoft Intune.

This new capability requires a new version of patch daemon, released as a part of SVM Toolkit that can be downloaded at
SVMClientToolkitInstall.msi

To publish patches to Intune, it will be necessary to configure patch daemon with valid Intune credentials and token. For
more details, see Set up a Distribution Connection in Flexera SVM Patch Configuration for Microsoft Intune.

For Intune publishing, you can now choose a group or multiple groups and make assignments for end point deployments
in the SVM Patch Configuration. For more details. see Assignment Groups.
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[ Flexera SVM Patch Configuration - | x

WSUS Intune  Workspace ONE SVM  General Output Window: Clear Output

Application (client) ID: [ |

Directory fenart) ID: | |

Cliert Secret: | |

App Category: |Flexera Packages |

Assignment Groups:

Test Intune Connection

Figure 9-16: Intune Tab
Once this is setup, you can use either Patch Automation to publish SPS/VPM patches to Intune.

Note « Patch daemon convert the patch to intunewin format before publishing.

Note « The Patch Daemon may be installed on any workstation or server. There are two prerequisites:

®  for Windows 10 RSAT must be installed which can be obtained here https.//www.microsoft.com/en-us/download/
details.aspx?id=45520

®  forWindows 8.1 RSAT must be installed which can be obtained here https://www.microsoft.com/en-us/download/
details.aspx?id=39296&displaylang=en

®  Minimum version of .Net 4.7.2 must be installed.

Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune

To obtain the required credentials to set up a distribution connection for Microsoft Intune, perform the following process.
® App Registration
® Create Client Secret

® APl Permissions
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App Registration

To register an application perform the following steps.

212

To register an application:
1. Obtain login credentials for Intune services on Microsoft Azure.
2. Loginto Microsoft Azure using the obtained credentials.

https://azure.microsoft.com/en-in/account/

3. Once logged in, from the list of available Azure services, choose Azure Active Directory.

Azure Active Directory admin center

«

My Dashboard

£l Dashboard
s Private dashboard

= Al + Newdashboard v /" Fullscreen | & Edit & Download [ Clone [ Delete
% FAVORITES
) Azure Active Directory Flexera Development Account Welcome to the Azure AD admin center Quick tasks
secuniacmg.couk
& Users
Add a user
£ Enterprise applications ° Azure AD helps you pratect your Add a guest user
M Add a group
business and empower your users. -
Find a user
Find a group

Azure AD Premium P2 Learn more about Azure AD

Recommended

@

Users and groups

Users Sign-ins
Sign-ins for Al Users' between 11/16/2020 andl 12/16/2020.

100
50
0

Nov 22 Nov 29 Dec6 Dec 13

Figure 9-17: Choose Azure Active Directory

Sync with Windows Server AD

Find an enterprise app

Azure portal

portal.azurecom 4%

Sync users and groups from your on-
premises directory to your Azure AD

4. After selecting, it navigates to overview page of the Dashboard, select App registrations in the left panel.
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b Azure Active Directory © overview

& Users '?' Getting started
- .
EE{.', Enterprise applications Preview hub

#{ Diagnose and solve problems

Manage

& Users

&8 Groups

B External Identities

At Roles and administrators

Administrative units

=
Lo

Enterprise applications

Devices

&

o
R
gL

App registrations

2]

Identity Governance
£l Application proxy

Licenses

®  Azure AD Connect

Figure 9-18: Select App Registrations

5. Click on New registration and enter values to complete the registration.
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Microsoft Azure B Search resources, services, and docs (G+/)

Home > Flexera, Inc. >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

@ Accounts in this erganizational directory only (Flexera, Inc. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and persenal Micresoft accounts (e.g. Skype, Xbox)

O Personal Microseft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies '

Figure 9-19: New Registration page

6. Click Register. The new registered application will be listed.

7. Click on the registered account to get Intune connection details like Application (client) ID and the Directory
(tenant) ID, which will be used later for authentication purposes.

]E Delete @ Endpoints B Preview features
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =3

~ Essentials

Display name : Supported account types  : My organization only
Application (client) ID Redirect URls : Oweb, 0 spa, 2 public client
Directory (tenant) ID : Application 1D URI : Add an Application ID URI
Object ID Managed application in I... :

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will cantinue to provide technical support and security up
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more !

Microsoft identity platform
Authentication scenarios
Authentication libraries

Call APIs Documentation
Code samples

“® o @
a > Microsaft Graph
'iL_‘ E Glossary

Help and Support

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

Figure 9-20: Intune Connection details page
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Create Client Secret

To obtain client secrets for the registered account, perform the following steps.

Task To obtain client secrets:
1. Onthe application account details page, select Certificates & secrets from the left panel.
2. Togetnew client secret, click New client secret.

3. Provide a description to describe your client secret, choose the expiration date you wish to set, and then click Add.
The Client secret will then be listed in the Client Secrets section.

O Search (Ctrl+/) « Q Got feedback?

B Overview Add a client secret

& Quickstart Description

#" Integration assistant [T

Expires
Manage

(® In 1year
B Branding O In 2 years
D Authentication O Never

Certificates & secrets
[ ]

1! Token configuration

9 APl permissions

@ Expose an API

& App roles | Preview Client secrets

" Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

~+ New client secret
Manifest

Description Expires Value D

Figure 9-21: Click Add

4. The Client secret will then be listed in the Client Secrets section, copy the client secret Value, as it will only be visible
and available to the user now.

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
. scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart
#" Integration assistant
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
B2 Branding
D Authentication T Upload certificate
e fussaEs Thumbprint Start date Expires D

"
11! Token configuration No certificates have been added for this application.

9 APl permissions

@ Expose an API

2 App roles | Preview Client secrets

i owners A secret string that the application uses to prove its identity when requesting  token. Also can be referred to as application password

& Roles and administrators | Preview
—+ New client secret
Manifest

Description Expires Value D

Support + Troubleshooting
Apikey2 1/21/2021

& Troubleshooting

& New support request

Figure 9-22: Client Secrets details
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APl Permissions

To obtain API permissions for the registered application, perform the following steps:

Task To obtain API permissions:
1. Select the registered account.
2. Select API permissions from left navigation panel.
3. Click Add a permission. The Request API permissions panel appears, select Microsoft Graph.

Request APl permissions X

Select an API

Commonly used Microsoft APls

Microsoft Graph

\—
/ ‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
{ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
\.4’ single endpoint.

Figure 9-23: Select Microsoft Graph

4. Inthe Microsoft Graph, select Application Permissions.

a. Device Management Permission—Under DeviceManagementApps, select DeviceManagementApps.Read.All
and DeviceManagementApps.ReadWrite.All, and then click Add permissions.
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Request API permissions

< All APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?
Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Delegated permissions
Your application needs to access the API as the signed-in user.

Select permissions expand all

| pel device‘

Permission Admin consent required

> Device

V' DeviceManagementApps (2)

DeviceManagementApps.Read.All
Yes
Read Microsoft Intune apps

DeviceManagementApps.ReadWrite.All & ¥
es

Read and write Microsoft Intune apps

> DeviceManagementConfiguration

Figure 9-24: Request API permissions page

b. Group Permission—Under Group, select Group.Read.All, and then click Add permissions.
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Request APl permissions

CAll APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions
Your application runs as a background service or daemon without a
signed-in user.

expand all

|/O gro

>

Permission
> Calls

N Group (1)
[] Group.Create (D
Create groups

Group.Read.All O
Read all groups

D Group.ReadWrite.All (O

Read and write all groups

Add permissions

Figure 9-25: Add Group Permissions

5. Click on Grant admin consent for Flexera Development Account and consent to the permissions. The status will

Admin consent required

Yes

Yes

Yes

turn to Granted. Make sure the permissions are of type Delegated.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

- Add a permission " Grant admin consent for
API / Permissions name Type Description

~ Microsoft Graph (3)

DeviceManagementApps.Read.# Application Read Microsoft Intune apps
DeviceManagementApps.Readt Application  Read and write Microsoft Intune apps Yes

User.Read Delegated  Sign in and read user profile Mo

Admin consent requ... Status

Yas @ Granted for
@ Granted for

@ Granted for

Other permissions granted for Flexera Development Account

These permissions have been granted for Flexera Development Account but aren't in the configured permissions list. If your application requires these permissions, you should

consider adding them to the configured permissions list. Learn more

AP1/ Permissions name Type Description

~ Microsoft Graph (1)

Group.Read All Application  Read all groups

Figure 9-26: Configured permissions page
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Admin consent requ... Status

Yeg o Granted for
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Assignment Groups

To make assignments for end point deployments in the SVM Patch Configuration for Intune publishing, perform the
following steps.

To make assignments for end point deployments in the SVM Patch Configuration:

1. InAssignment Groups (optional) field, click context menu icon. The Intune Assignment Groups window appears.
Select the desired groups from the list and then click Ok.

A Flexera SVM Patch Configuration - O X
WSUS Intune  Workspace ONE SVM  General Output Window: | Clear Output |
Applcation (cliert) ID: I‘ﬂﬂ' p————— | B Intune Assignment Groups — O X
Directory genant) ID: lﬂ' I S . R )7cd S0 Select groups that you want to assign to the Application.
Client Secret: I---o---o---o--oon-ool-oo--oo--o--- | Group Name Object Id A
. D All Company 100c0639-28a7-43ef-85F-a7aa700..
NIy [Rerera Packages | [ Al Company 2294 105-504-4047-9180-23cb13.
[] AdminStudio Test Device Group 1fa957b8-5¢ 1347180975 7e5c02...
[ ADSyncAdmins 9411d34c-129d-4222-98dd 4 1eabe....
) [~] ADSyncBrowse 3778d1d1-efaB-474-2e 76-a602816.
nment Gi =
=7 s & [ ADSyncOperators 2261341b-0d15-4bea-8a7a-552592 .
[] ADSyncPasswordSet 0b900F33fa -4 01-aebff9aSfe el ..
[ All Company Obd7a8d9-06cd-4f14-95ad-616660...
[ All Company 100c0639-28a7-43ef-85F-a7aa 700.
[J All Company 2394b105-5b84-4dd7-9180-a3cb 13.
[ All Company 6c916500-6f07-4701-Hc5-66bb8e1..
A AR Sinnort Gravn A95Fhh-Fhah-42ah-Ahi 292 1hD Y
< >
0K Cancel
Test Intune Connection

Figure 9-27: Select desired Assignment Groups

2. Restart the SVM Patch Configuration so that the selected groups will be assigned for the end point deployments.

3. If Group.Read.All permissions are not added for registered account, then the following error popup will be displayed
while assigning group in Patch Configuration.

& Flexera SVM Patch Configuration - o
WSUS | Ftune | Workspace ONE | SVM | General Output Window: Clear Output
[11:01:29 PM] Executing the command:
Popication (client) ID: [34606aca- M= S 522 PollToration
Directory fenant) ID: | 75542824 M. s 50
Clent Secret: T T T T T T TP T T
App Category: Flaxera Packages-one
Flexera SVM Patch Configuration B

'@' Forbidden : Failed to obtain assignment groups from Intune.

Test kntune Connection QK

Figure 9-28: Error popup appears
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Workspace ONE Publishing

Software Vulnerability Manager can now publish SPS and VPM patches to VMware Workspace ONE.

This new capability requires a new version of patch daemon, released as a part of SVM Toolkit that can be downloaded at
SVMClientToolkitInstall.msi

To publish patches to Workspace ONE, it will be necessary to configure patch daemon with valid Workspace ONE
connection details. For more details, see Set up a Distribution Connection in Flexera SVM Patch Configuration for

Workspace ONE.
B Flexera SVM Patch Configuration - O X
WSUS Intune Workspace ONE SYM  General Output Window: Clear Output
Server: | |
Authertication Type: | Basic "
User Name:
Password:

| |
| |
Tenant ID / AP Key: | |
Organization Group 1D: | |

Test Workspace ONE Connection

Figure 9-29: Workspace ONE Tab

Once the connection to Workspace ONE is configured, you can use either Patch Automation or Create Update Package
wizard (ActiveX) to publish SPS and VPM patches to Workspace ONE.

Note » Workspace ONE permits publishing a single application only once to an Organization Group. Therefore, if you attempt

to publish an application to an Workspace ONE Organization Group that already contains that application, the publication
will fail.

Set up a Distribution Connection in Flexera SVM Patch
Configuration for Workspace ONE

To set up a distribution connection for Workspace ONE, perform the following process.
® Basic or Certificate Authentication Type

® Create Tenant ID / APl Key
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For more details on Test Connections, see Flexera SVM Patch Configuration.

Basic or Certificate Authentication Type
For Workspace ONE connection, you can select Authentication Type as either Basic or Certificate.
If you selected authentication type as a Basic, then enter your Workspace ONE User Name and Password.

If you selected authentication type as a Certificate, then provide certificate details as mentioned in the below steps:

Task To provide Certificate authentication:
1. LogintoWorkspace ONE using the valid credentials.
2. Oncelogged in, choose Accounts in the left panel.

3. Under Administrators, choose List View.

The Admin users will then be listed in the List View page.

SETne Users > Accounts > Administrators
STARTED
User Groups > i i
? List View A *x
FREESTIE Administrators v
m Flters ” :]AD = © exrcn weorr [:0 S
MONITOR B
Admin Groups Username FirstName  Last Name Email Role Name AdminType ~ TermsofUse  Organization Gr
8] Roles Console Administrator  Basic
DEVICES - N : -
System Activity > .
220 y Console Administrator Basic
= ~ Administrators Settings > -
RESOURCES
~ h - Console Administrator ~ Basic
= -
ACCOUNTS §
y . Console Administrator ~ Basic
D b d
CONTENT O
Console Administrator Basic
-
X O
EMAL o ) Console Administrator  Basic
RS - a Console Administrator ~ Basic

Figure 9-30: List View Page

4. Clickthe Username. The Add/Edit Admin panel appears. Choose API tab.

5. Inthe APl tab, generate a certificate export password by entering the valid values in the Certificate Password test
box, and then click the Export Client Certificate button.

Certificate has been exported to the local folder.

Note - This password will be used later for importing the certificate.

Note - By default Certificates authentication will be selected.
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Add/Edit Admin X

Basic Details Roles APl Notes

Authentication ® USER CREDENTIALS CERTIFICATES K@)

Issued by - -
Valid From 10/19/2020 1:01 PM
Valid To 10/14/2040 1:01 PM
Thumbprint 0OF8601CBF4689C98BA1208BAECFC459AAC8BC3F97

[ CLEAR CLIENT CERTIFICATE l

Certificate Password Show

i EXPORT CLIENT CERTIFICATE ]
SAVE CANCEL

Figure 9-31: Generate Certificate Password

6. Double click the exported certificate, the Certificate Import Wizard dialog box appears.
Select the store location to Local Machine, were you can import the certificate. Click Next.

X

£» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure ne
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
@ Local Machine

To continue, click Next.

[ @Ne | cancel

Figure 9-32: Select Local Machine

7. Inthe File to Import page, optionally, specify the file you want to import. Click Next.
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8. Inthe Private key protection page, enter the certificate password, and then click Next.

X
€ &= Centificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[]Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties.

N

Figure 9-33: Enter Certificate Password

9.

Personal folder were you can install the certificate. Click Next.

10. Click Finish to import the certificate.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Stor

Content PFX
File Name C:\Jsers\h s Spmsnchi\Downloads \CN=122264

| Cancel

Figure 9-34: Click Finish
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In the Certificate Store page, select Place all Certificate in the following store radio button, and then browse to the
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11. Click Ok and agree the confirmation dialog which appears.

12. Inthe Flexera SVM Patch Configuration, click Thumbprint, browse and select the Certificate.

B Flexera SVM Patch Configuration

WSUS Intune Workspace ONE SVM  General

Server: {mm&awmdm.cnrn I
Authertication Type:  Certficate v|
Thumbprint:
65DDE6189BF3D99A5AFSCBEDDAZEEAA7258F 364 ﬁl

=l
Tenant ID / API Key: | |

Organization Group 1D: ‘ I

Output Window:

- O X

oo

E Certificates - Local Computer

- m} X

Select a client certificate that you want to authenticate into the Workspace ONE AP server.

Thumbprint
65DDE6S189BF3DIIA5A

oK Cancel
‘ Test Workspace ONE Connection
T
Figure 9-35: Browse and select Certificate
13. Inthe SVM Patch Publisher, click Thumbprint, browse and select the Certificate.
Home
=
GsraEwm 0
Restart Farce Save Help  Feedback About SVM Patch
Service  Check-in Publisher
Settings Distrbution Systems
v L Connections © AddNew  © Delete
SVM Connection G Intune Connection 1 [ —
€3 WorkspaceOne Connection 1 Lt Mffors
Distribution Systems RO cocuces coneecion
Manage Patches (Coming ———
et s .
Patches Authentication Type Centficate
B certificaes - Local Computer o X
Tennt AT N humbPrint Subject Store
organizaton croup | Z9DCO7FDABES41933A3304589DEADFICTES... | CN=123787:smalllkarjunappa@fiexera.com Personal

Create Tenant ID / API Key
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To obtain Tenant ID / API Key for the registered account, perform the following steps.
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Task To obtain Tenant ID / API Key:
1. Inthe application page, select GROUPS & SETTINGS from the left panel.

The Groups & Settings page appears.

N S N M
%@ Workspace ONE UEM

Groups > Groups & Settings
Lo Al Settings B
e Groups & Settings
Configurations
Manage advanced console-wide settings
MONITOR
8]
DEVICES Groups
Create and manage custom named groups for specific needs
RESOURCES All Settings
Setup, installation, Console settings, and other advanced configuration options
&
ACCOUNTS Configurations
Establish the foundational settings, customizations and integrations to provide employees with the resources they need to drive your
o business forward.
CONTENT
=
EvAL
TELECOM
GROUPS &
SETTINGS
© asout <

Figure 9-36: Groups & Settings page
2. Onthe Group & Settings > All Settings > Systems > Advanced > APl > REST API.

Note « Make sure that the Enable API Access field should be ENABLED.

3. Inthe REST API page, The Tenant ID / API Key details will be listed in the API Key column.
4. To get new Tenant ID / API Key, click Add.

5. Provide a service name, description to describe your API, choose the account type you wish to set, and then click
Save. The Tenant ID / APl Key will then be listed in the APl Key column.

Settings e X
v System System » Advanced » API
Getting Started
Branding REST API
> Enterprise Integration
> Security General Authentication Usage
Help
> Localization Current Setting O Inherit @ Override
Terms of Use
SIMIME REST APl URL B L —
~ Advanced )
v API -
Event Notifications
REST API
SOAP API
Device Root Certificate ZQraxWKkhvGERWoUa+zA/BNyzEUNT/Ss
AirWatchAPI Admin v DKXBMNyCKkg=
Site URLs

Figure 9-37: Click Add

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00 225



Chapter9 Patching
Workspace ONE Publishing

226 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



10

Administration

This chapter discusses the following Software Vulnerability Manager administrative features:

® Roles

® User Management

® Active Directory (Requires the Software Vulnerability Manager Plug-in)

® [P Access Management (Requires the Software Vulnerability Manager Plug-in)

® Password Policy Configuration

Roles

Software Vulnerability Manager uses role-based account management. Each Software Vulnerability Manager user is
created and assigned a set of roles and limitations as appropriate. These roles determine which parts of Software
Vulnerability Manager the user has access to and limits what the user can view and scan.

Every user of Software Vulnerability Manager can receive notifications such as reports, email and SMS.
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User
Dashboard,
Reporting,
User Receive Notifications
Dashboard,
Patching, Ll
. . . Vulnerability
User Receive Notifications Manager
Dashboard, e
Resu |t5JI Vulnerability

Manager

Receive Notifications

User
Dashboard, le‘:::‘:b:;w
Scanning, Manager

Receive Notifications Softwars

Vulnerability
Manager

Vulnerability
Manager

Administrator
Dashboard,
Scanning, Results,

Reporting, Patching,

Receive Notifications,
User Management,

Configuration

The roles are as follows:
®  Scanning—Allows the user to scan hosts and view the Scanning menu of Software Vulnerability Manager.

®  Filter Scan Results - Allows the user to access and configure Allow list and Block list filtering and Custom Scan
Results.

® Patching—Allows the user to access the Patching module.
® Results—Allows the user to view scan results via, for example, Smart Groups.

® Reporting—Allows the user to access various reporting options and the Database Console and Database Cleanup
menus.

® Database Access—Allows the user to access the Database Console and schedule exports. There are no options to
restrict the user’s network access if this option is selected.

® Read Only—Prohibits the user from making any changes that write data to the Flexera Software Cloud. Read Only
users do not have Scanning or Patching capabilities.

® Restricted—Users are read only users with limited functionality. A Restricted user is unable to view the default set of
Smart Groups and are restricted to:

® Viewingonly the Custom Smart Groups that have been created for them,
® Viewingthe Reports that have been created for them.

® Changing their password.
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Only the Root Administrator can access the Active Directory (Requires the Software Vulnerability Manager Plug-in) and
Password Policy Configuration. Administrative users have additional capabilities that allow:

® Configuring Software Vulnerability Manager
® Creating users and assigning their roles and restrictions
® Assigning License limits

None of the access limitations apply to an administrative user and they can view all Hosts and Results.

User Management

Use this page to administer your Software Vulnerability Manager users.
® (Create a New Administrator

® (Create a New User

Create a New Administrator

Click Create New Administrator and fill in the form, providing all the necessary details about the administrative user and
include the limits to assign to the user.

An email will be sent to the user containing a welcome message and their Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the account.

Create a New User

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select the User Roles & Permissions to assign the roles to the user.
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Create New User X

4 | Account Details

MName: | Please enter a name for this account

Username: | Please enter a username for this account
Email: | Please enter an account email address

[C] Use 550 for authentication
[ Allow User to see the Completed Scans and Single Host Agents from all other Users
Host License Limit: [ No Limit (99006 Host Licenses Available)

- | Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerability Manager can be configured to send.

Email: | Please enter a recipient email address | Use Above Emalil |

Mobile Number: (| .. v )

4 |User Roles & Permissions

Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limited to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write (T Read Only () Restricted

Roles & Sub-Roles
[[] Scanning [T Reporting
[ Patching
[ Results

A confirmation email with activation instructions will be sent to the email address provided.

Select the check boxes under Restrict User’s Network Access to specify which network endpoints you would like to allow
the user to have access to. You can use existing configured Host name or IP Based Restrictions. Please note that Host
names must be entered with the langroup(domain) in the format hostname.langroup. Using only the Host name will not
work as you could have the same Host name in different domains which will allow users to see hosts they might not be
permitted to see.

Note - Restrict User’s Network Access options are not available when a Database Access Role is granted.

Create a New User for Single Sign-On (SSO)

To create a new user account, click Create New User and fill in the form, providing all the necessary details about the user.
Select Use SSO for authentication and then select the User Roles & Permissions to assign the roles to the user.
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i Create New User X
« | Account Details

| Name:  test123
Username: test123@example.com
Email: | test123@example.com

Use 550 for authentication
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: [% No Limit (402 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) a mobile number to be usad for emails, notifications and alerts the Flexera Software
Vulnerability Manager can be configured to send.

Email: | test123@example.com Use Above Email

Mobile Number: { |91 v | ) 1224567890

4 User Roles & Permissions
Configure the specific roles and permissions for this user. Note that Read-Only and Restricted users have restrictions on what
roles they may be granted, and even within certain roles, there are actions and views they will not have access to. Restricted
users are limitad to logging in, changing their password and only viewing their Smart Groups and Reports.

Write Permissions: (@) Read / Write  (_) Read Only () Restricted

Scanning Reporting
Filter Scan [_] Database Access
Results

Patching

Results

& Restrict User's Network Access
You can limit this user’s access and view of the network by restricting their scope using the following filters:

~ Restrict On AD -

| Save ||  Close

Active Directory (Requires the Software
Vulnerability Manager Plug-in)

As a Root Administrator, you can select Enable Active Directory integration to allow your group policies to be automatically
updated in Software Vulnerability Manager when changes are made to the Active Directory.

[

Important - Switching to Active Directory will hide your current Sites structure and the Results > Sites menu. For these to be
displayed you must disable the Active Directory integration, logout, and then login to Software Vulnerability Manager. It is
NOT recommended to toggle Active Directory on and off unnecessarily.

Requirements to integrate Software Vulnerability Manager with the Active Directory Domain:

® Active Directory Domain environment
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® Domain User privileges
® Port 3268 (msft-gc protocol) open between Domain Controller and Software Vulnerability Manager Host

Enabling Active Directory imports all discovered computer objects in the Active Directory Schema. Disabling Active
Directory does not delete the computer objects in Software Vulnerability Manager. Deleting sensitive computer
information in Software Vulnerability Manager must be done manually by the user.

Use the options below to control which Active Directory paths will be scanned. The Active Directory scanner will attempt to
fetch the widest structure possible starting from the provided root location. The scanner only analyses Domain Controllers
and Organizational Units.

All accessible branches - By looking at the Active Directory Partitions, the scanner determines the accessible Domain
Controllers that can be scanned.

Specific Domain Controller - You can specify a certain Domain Controller to be scanned. It must be accessible from the host
running Software Vulnerability Manager. Select Set nETBIOSName manually to enter the nETBIOSName of the Domain
Controller.

The view options help you control how the elements of the Active Directory are displayed. You can select the Show
Distinguished Names for sites instead of single Organizational Units check box to display multiple Organizational Units
with the same name. Note that this does not affect the Site name for server-side exports or generated reports.

You can use the schedule options to set Active Directory scans at regular intervals or perform a manual scan.

IP Access Management (Requires the Software
Vulnerability Manager Plug-in)

As a Root Administrator, you can use this page to configure the IP addresses the Software Vulnerability Manager console
can be accessed from.

[

Important « The first IP Access Rule you set up must always be a Allow list rule and must include the external (public) IP
address of the console you are creating the rule from. If, for example, you check ipconfig you will find the internal IP address,
which will not work. You can find your external IP address by using an Internet search engine and typing “find my ip address’.
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Task To create a new rule:

1. Click New IP Rule. Enter a name for the rule, the IP address or IP range, select to add the rule to a allow list or block list,
and the users to apply the rule to. The rule can contain a Single IP or an IP range, but you need to start with a allow list
rule. If you allow list one IP address (the one you are using), then all other IP addresses are block-listed by default.

New IP Access Rule

Name: ||

Type: (@) Single IP () IP range

Added to: (@) Allow list Block list (2

Users: (@) all () Custom Configure

Save | Cancel |

2. Onceyou have created a allow list rule with an IP range, you can then block list a Single IP or an IP range within the
allow list IP range.

3. AllIPsthat have been added to a allow list are able to use Software Vulnerability Manager and IPs added to a block list
are not able to connect.

4. Totestif an IP hasaccess to Software Vulnerability Manager based on the current rules, click Check IP.

Password Policy Configuration

Use this page to configure the password policy for users. This policy should be set on a "global" level, that is, the password
policy cannot be configured differently for different users. The Administrator defines the policy based on the options
displayed in the Policy Rules dialog.

Policy Rules

Configure the Software Vulnerability Manager password policy for your users.

Password must be at least | 8 characters long.

st be prevented from reusing the password for at least | 5 changes.

at least | 1 digits.

Password must contain at least one lower case, one upper case and at least one special character.

ast every | 180 | days.

|  Save
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Configuration

This chapter describes the following features that can be configured in Software Vulnerability Manager:

Settings

Log Messages
Activity Log
Suggest Software

Security

Settings

Use this page to configure various settings within Software Vulnerability Manager.

Scan Threads

Live Updates

Collect Network Information

Zombie File Settings

Check for Missing Microsoft Security Update Settings
Flexera Software Package System (SPS) Timestamp
Mask paths that show user names

Configure Agent’s status polling

Java Assessment Settings

Default Recipient Settings

Windows Update Settings

Single Sign-On (SSO) Settings

Software Vulnerability Manager (Cloud Edition) User Guide SVMC-DECEMBER2021-UG00

235



Chapter 11 Configuration
Settings

® Configure Single Sign-On (SSO)

®  Configure Single Sign-On (SSO) with Azure

Scan Threads

Define the number of simultaneous scans to be executed. You can set the Scan threads value from 1 to 99 (the default is 5).

Please note that the number of simultaneous scan threads will not affect the scans being performed by the CSIA (Agent),
since these scans are made locally by the agents.

Scan Settings

This setting defines the number of simultaneous scans to be executed. The recommended value is between 5 and 10,
depending on the power of the computer and the network capacity available. The value can be set from 1 to 59. [7)

Secan threads: |5 v

Live Updates

Select the Activate Live Update check box to update your scan results as new Vulnerability Intelligence pertaining to your
existing scan results emerges. By doing this you agree that you understand and accept that this is not a replacement for
regular scheduled scanning, and could lead to your shown scan results not being the most accurate representation of the
current state of your network. Live Update changes will only modify scan data received after enabling this feature. Older
scan results will not be affected by this feature. Please note that Live Update does not update Red Hat Agent scan results.

Live Update
1 want my scan results to be updated in real time as new Vulnerability Intelligence pertaining to my existing scan results

emerges. [ understand and accept that this is not a replacement for regular scheduled scanning, and could lead to my shown
scan results not being the most accurate representation of the current state of my network. (7

[] Activate Live Update

Collect Network Information

Select the Allow Collection of Network Information check box to allow collection and storage of network hardware
information, such as assigned IP and Mac addresses, when scanning devices to be able to restrict users based on IP
addresses or IP Networks.

Note » The collected information is not visible to users except from the Database Console. This option is only available to the
Root Administrator.

Collect Network Information

I want to allow the collection and storage of network information, such as assigned IPs and MAC addresses, when I scan
devices. (7]}

[] Allow Collection of Netwerk Information
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Zombie File Settings

Zombie files are files that were left behind after removing or applying a product/patch. Software Vulnerability Manager will
pick up these files since these are listed in Software Vulnerability Manager file signature as being related to an Insecure or
End-Of-Life product. Select the Hide Zombie Files check box to ensure that zombie files will not be included in any of the
scan results. With the Hide Zombie Files setting enabled, only the highest version of the discovered product will be
displayed in the scan results. To activate the Hide Zombie Files setting, a new scan is needed to change the scan results.

Zombie File Settings

This setting determines the behaviour of the scan engine for handling zombie files. If you choose to hide the zombie files,
they will not be induded in any of the scan results. (7]

Hide Zombie Files

The Hide Zombie Files setting is a global setting for a partition that applies to all users of that partition. This option is
visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition Management for
more information.

Check for Missing Microsoft Security Update Settings

The Check for Missing Microsoft Security Update Settings determines whether or not agents perform the Windows Update
check to collect and report missing Microsoft Security Updates:

® Enable check for missing Microsoft Security Updates - All agents will check for missing Microsoft updates, using the
Windows Update Settings.

® Disable check for missing Microsoft Security Updates - No agents will check for missing Microsoft updates.

® Use individual configuration - Agents will use their site settings or their individual settings for determining whether to
check for missing Microsoft updates. If their individual or site setting says that the agent should check for missing
Microsoft updates, then that agent will do the check, using the Windows Update Settings.

Check for Missing Microsoft Security Update Settings

When enabled, agent scans will collect and report missing Microsoft Security Updates. (7]
(") Enable check for missing Microsoft Security Updates

() Disable check for missing Microsoft Security Updates

(®) Use individual configuration

This option is visible to all users, but only Partition Administrators are able to change it. Refer to Appendix A - Partition
Management for more information.

Flexera Software Package System (SPS) Timestamp

The Flexera SPS Timestamp setting allows users to track when a patch was deployed to its system when Creating a Patch
with the Flexera Software Package System (SPS).
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Flexera SPS Timestamp
This setting determines your preferred Timestamp provider. If you don't need any timestamp provider then select No
timestamp required. (?)

DigiCert sha256 }:
. No timestamp required
Mask paths that sh DigiCert sha256

Under the Flexera SPS Timestamp drop-down menu, you can select the default “No timestamp required” option or the
appropriate timestamp provider.

URL Allowlist for new Timestamp server

New DigiCert timestamping service IP address:

If necessary, allow this service so that you can access it on your network. It recommended to allow by domain name
(timestamp.digicert.com), but if you are required to allow by IP, the new IP address will be: 216.168.244.9

Mask paths that show user names

To comply with the European Union’s General Data Protection Regulation (GDPR), folder names that contain user
information (Example: C: \Documents and Settings\Username) can be concealed using environment variables instead of
hard-coded paths (Example: #HOMEPATH%).

Select Enable Masking to turn on the GDPR functionality of concealing user name information.

Note « This setting is only available beginning with the Software Vulnerability Manager May 2018 release.

Mask paths that show user names

This setting (not applicable for SCCM imports) is used to ensure windows environment variable names are used instead of
user name for the paths that contain profile names.(7)

Enable Masking

Configure Agent’s status polling

To address a server’s high CPU usage during high volume of scan data, agent polling has been switched off by default as
agent polling is intended for debugging purposes only and is not needed for core functionality. You have the ability to turn
agent polling ON or OFF.

Configure Agent's status polling

After submitting scan to the server, agent polls the server to figure out if the processing is completed. You can reduce the
server traffic by stopping agent from polling.(?)

[] stop agent polling
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Java Assessment Settings

The Java Assessment Settings allows to you specify if you want to detect Java instances in the standard installation

directories alone orin all the directories.

Java Assessment Settings

I want to detect all instances of Java, including those included with other applications which cannot be remediated by a Java
patch. By default, only standard installation directories are considered as only they can be directly patched. To patch
vulnerable versions of Java embedded in other applications, such applications need to be patched versus trying to update
Java directly. If enabling detection anywhere Java is found, lock to the detected paths to determine which can or cannot be

patched directly.(?)
(@ Detect Java only in standard installation directories where it can be patched
(C) Detect Java in any directories where it is found, including those that cannot be directly patched

Default Recipient Settings

Specify the default email and SMS recipient lists used throughout the Software Vulnerability Manager User Interface in
various ways, including generating reports and configuring Smart Group notifications.

Default Recipient Settings

These settings define the default email/SM3 recipient lists used throughout the Software Vulnerablity Manager User Interface
in various ways, induding generating reports and configuring Smart Group notifications. Select email addresses/5MS numbers
and dlick "Save" to update your default setting.

Mote: When configuring a repazrt or a notification, if desired, a user can provide a select redipient list to use other than the
default ones defined here.

Search... | Search |
Available Email Redpients Selected Email Recipients
Names Email Name Email
[[] useri
] Page 1 of1 | e‘ Displaying Available Recipients 1 - 1 of 1

| Save |

Windows Update Settings

The Windows Update Settings control the behavior of the Windows Update Agent (WUA) used by Software Vulnerability
Manager and the Software Vulnerability Manager Agent (csia.exe) to retrieve update information on Windows and other

Microsoft products. Each update setting is further explained below.

Windows Update Settings

Co the behaviour of the Wi Update Agent (WUA). (7]

") Use a managed Windows Update server

Use the official Windows Update server
Use the official Micresoft Update server
! Use offline method: path to .CAB file

Enable WMI Check
| Clear | | Sawe Windows Updates Settings |
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Use a managed Windows Update server

The csia.exe agent will request a check for updates through an enterprise managed WSUS instance. On machines not
configured through WSUS, this check for updates will result in the error: 0x80244011 "WUServer policy value is missing in
the registry".

Use the official Windows Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will only return
updates related to Windows.

Use the office Microsoft Update server

The csia.exe agent will request a check for updates through the public Windows Update server. This check will return a
superset of the "Windows Update server" results that include Windows updates and updates for Microsoft products such as
Office (non App-V, non App-X installs only) and MSVC redistributables.

Use offline method: path to .CAB file

You should implement the . cab file scanning of windows update for clients that are not connected to the Internet and
cannot access WSUS or MU/WU. In such situations Microsoft provides a . cab file that can be used to scan the system. There
are limitations to this feature:

® You are responsible for placing the file in a location accessible by Windows Update Services. The file must be on the
local file system; placing the file on a shared drive is not supported by Windows Update Services.

® The alternate scan data source (.cab file) only includes high priority updates (security bulletins, critical updates,
update rollups) and some service packs. It does not include optional updates (such as updates, feature packs, and
tools) and some service packs. If a machine uses this source for scanning, then it is likely that fewer patches will be
detected.

® Software Vulnerability Manager should be run as administrator.
For the Windows Update Proxy Settings, select “Do not use a proxy server for the Windows Update Agent”.

Windows Update Proxy Settings

Configure whether the Windows Update Agent uses a proxy server.
(®) Do not use a proxy server for the Windows Update Agent

() Use the same proxy server for the Windows Update Agent as the Softs Wul blity Manag
Agent uses

(") Use the Software Vulnerablity Manager Server as the proxy server for the Windows Update Agent
() Use a custom proxy server for the Windows Update Agent

| Save Windows Update Agent Proxy Settings |

Enable WMI Check

Agents can be configured to include security updates from SCCM in the scan data. This feature can be used along with an
existing missing security update collection or as the only source for missing knowledge base information.

Single Sign-On (SSO) Settings

240

On the Configuration > Settings tab, you can specify SSO Settings.
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IdP Configuration Instructions

Under SSO Settings on the Configuration > Settings tab, you can specify the following IdP Configuration Instructions
settings.

Table 11-1 « SSO SETTINGS / IdP CONFIGURATION INSTRUCTIONS

Settings Description

Single Sign On URL This field lists the application’s single sign-on URL. You will need to enter this URL
into the settings for your chosen Identity Provider.

Account Key Set this field in your Identity Provider (IdP) as a SAML attribute named
accountKey.
Generate and Show Key Click to generate and display the Account Key.

Note « This key is not stored on the Software Vulnerability Manager server. Make

sure that you keep it in a safe place. If you lose it, you may regenerate the key, but
doing so will invalidate the old key.

Service Provider Metadata URL Lists the Service Provider Metadata URL.

Service Provider Configuration

Under SSO Settings on the Configuration > Settings tab, you can specify the following Service Provider Configuration
settings.

Table 11-2 « SSO SETTINGS / SERVICE PROVIDER CONFIGURATION

Settings Description

SSO Enabled Select this option to enable Single Sign-On.

Disable standard login If you are using Single Sign-On at your organization, select this option to disable
standard login options for all of your users (except root).

[

Important « Before selecting this option, make sure that SSO is working correctly,

to prevent user lockout.
Upload IdP Metadata XML file Select this option if you want to upload the IdP metadata XML file.
Provide IdP Metadata URL Select this option if you want to enter the identity provider metadata URL into the

IdP Metadata URL field.

Automatically create new users Select this option to automatically create new users.

Default groups for new users Specify the default group for new users.
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Note « For more information on Single Sign-On, see Configure Single Sign-On (SSO).

Configure Single Sign-On (SSO)

Note - The following information is unique to the single sign-on vendor Okta (SAML 2.0). Single sign-on procedures from other
vendors may vary.

Perform the following steps to configure Single Sign-On (SSO).

Task To set up Okta (SAML 2.0) to use as a single sign-on (SSO) with Software Vulnerability Manager:
1. Signinto Okta.
2. Create an admin account.

3. Click Create New App to create a new Okta SSO app.

°kta Applications o

=3 Add Application
Q Search for an application ABCDEFGHIJKLMNOPORSTUVWXYZ

Can't find an app? Teladoc

QTELADOC Add

f
Create New App

Apps you created (1) —

: &frankly
&frankly =" Aad

erifie v SAML

4. Choose Web for the Platform and SAML 2.0 for the Sign on method. Then click Create.
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Create a New Application Integration x

Platform

Sign on method

Web

(_) Secure Web Authentication (SWA)

(®) SAML 2.0

(") OpenID Connect

Enter an App name (Example: SVM) and App logo. Then click Next.

Cancel

Note « Username needs to be in email format.

Applications

My Apps @

£} Create SAML Integration

o General Setings Configure SAML

o General Settings

App name SVM 2020

o - E

Upload Logo

App visibility Do not display application icon to users

[ Dn not dien nnlicavinn iron in the Okta Mohils ann

Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Okta
SAML Settings > fields:

Single Sign On URL (Same with Recipient URL and Destination URL) to Single sign on URL and Audience URL (SP
Entity ID)

Software Vulnerability Manager (Cloud Edition) User Guide
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® Select EmailAddress for Name ID format

® Account Key to accountKey Value

Complete the remaining Okta SAML Settings > Attribute Statements (Optional) name and value fields using the

field’s drop-down list:
e firstName

® lastName

® email

® username

GENERAL

Single sign on URL €

Audience URI (SP Entity ID) @

Default RelayState )

Name ID format §

Application username €

Update application username on

ATTRIBUTE STATEMENTS (OPTIONAL

https.//csI7 secunla.com/sso/saml/147dedbc-ae54-450a-aef7-1769dat

Use this for Reciplent URL and Destination URL

[] Atlow this app to request other SSO URLs

hitps.//csi7.secunia.com/sso/metadata’l47dedbc-ae54-4508-aef7-176

fnova

lue Is set, a blank RelayState Is

EmallAddress

Okta username

Create and update

sent

Show Advanced Settings

LEARN MORE
Name Name format (optional) Value

accountKey Basic v Nxwit7dEEQLP v
firstName Basic v userfirstName v =
lastName Basic v userlastName v X
emall Basic v useremail v #
username Basic v user.login v X
Add Another

SVMC-DECEMBER2021-UG00
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IDP Configuration Instructions

Single Sign On URL (Same with Recipient URL and Destination URL) (?)

https://csi7.secunia.com/sso/saml/147dedbc-ae54-450a-aef7-1769
Account Key

Set the below value in iu r quntity Provider (1dP) asa SAML attribute named _"ac_ooun_'ltKef

Generate Key

Note: This key is not stored on the SVM server, please make sure that you keep it in a safe place. If lost, you may
regenerate the key but doing so will invalidate the old key.

Service Provider Metadata LRLlhttgs:ﬂcsi?. secunia.com/sso/saml/147dedbc-ae54-450a-aef7-1769 |

7. Click (if not already selected) I’m an Okta customer adding an internal app for the Create SAML Integration - Step 3

Feedback screen.

General Settings Configure SAML

e Help Okta Support understand how you configured this application

Are you a customer or partner? ':é:' I'm an Ckta customer adding an internal app

(:) I'm a software vender. I'd like to Integrate my app with Okta

n The optional gquestions below assist Okta Support In understanding your app Integration.

App type © This Is an Internal app that we have created

8. Atthe Okta Sign On Settings screen, click the Identity Provider metadata link.
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Sign On

Settings Edit

SIGN ON METHODS

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions

View Setup Instructions

dentity Provider I“E‘Tﬁ'ﬂ:'llc‘.— Is avallable If this application supports dynamic configuration

9. Copy the Identity Provider metadata URL from Okta, login into the partition admin, browse Configuration >Settings
> Service Provider Configuration, and then check SSO Enabled. Select Identity Provider metadata UR and paste the
copied IdP metadata URL into the text box. Select Automatically create new user check box and selected the
template user from the combo box.

Note - Single Sign-On settings can be updated only by the partition admin.

Note « For Binaries like Daemon, sc2012 plugin, Client toolkit will be logged in only by the standard login credentials. If
disable standard login is selected, then the binaries will be logged in only by the partition administrator.

Note « For a secure connection, the Assertions Signed (or similarly named) setting should be enabled on your IDP.
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C | & Secure | hitpsy//flexera.okta.com/app/exkb22quwT3eTazvh(3

This XML file does not appear to have any style & i tated with it. The d tree is shown below,

/ssofsam|fmetadata w| 0 q

¥ <md:EntityDescriptor xm.
¥ <md: 10PSSODescriptor b
w<md:KeyDescriptor
v <ds:KeyInfo xmln

¥ <ds : X5090ata>
v <ds:X5@9Certificates

AuthnitequestsSigned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol™s
signing™»
"http: /fsnas. w3 . org/2000/00 /xmldsigs"™s

MIIDASCCASagANTBARTGANGTy IT2HABGCS i QQGEWIVUZETHBEG
AIECAWKQZF saWZvemSp YT EWMBQGAILE B ZFul EIM‘S]G}WJ szNIMSC\ﬂIUEEmTRQWEU
MEIGALUEConLULINPUH T vcdm L kZXT: g wBBCQEWDW1u

znsn.bzwvssjbzmhcmrguujEarmrm:zmhcmj;mj:-v-\wwnnujcaj ELMAKGALUEBhHC
WVHxE zARBENVEAGMCKNhEG Lmb 3 JuslE xF § AUB gNVBACHDVNKb {BGeaFuy2 1 2¥ 2BxDTALBNVBAGH
BESrdGEXFDASBENVBASHCINTT 1Byb3ZpZGVyHRANDEYDVOQDDACmbEV4 ZX T hMRwwGEY IKaZ Thve
AQKBF g1pbmIvQGIrdGEUY2STHIIBT QEFAMOCAQBANT 1BCgKCAQEANDK/ BliHm
39Xn3hKeqEeQTodotvBe iR/ aCTHyE 2vieQ) Jdy ThadgiMbingxg

g"f’S‘IMG(yerGRGﬂ"‘EHSssd:ﬂ‘.[fudv'JK‘f'SJS(MdsCthhIpl’hIkit!!(iil!(ﬁv(‘r’fhﬂ!fobskw
ckﬁThﬂ.MPj:I-MJnaP‘qquhng‘\'Nwasrﬁhbucaxmkvar(32lés‘a'wsT\lTx?KHnlleib?Ij

527a1BPIX3QSROVKUZAXSCEDFVTzuzy4WIL J4yFTpsHbd J8huYYOpPAk key
UGY§98QNAT4r 4GS Tb3DQEBCHUAAS 70
WHREUeZ i BHqgely 3+MEL 67 9K1 40 VEX Chat 1d6gs SHIX0ITbq MGy 03X /PkOI5 2 dydgdaTbi0/0
/L LAGWETEGT nEHECYYV] xRANVX LS /mwQFCY 44 TLP/ F4wvsTgshLoYSl
Hi0w/ E /3ckNF 2dnBSL /£q]QrO0QL/FkU3TOILE4X2Tx0ChIL
g 265 T+4EbEaNr3jPseBe] TeSaoteZtmliquaT In86W oallcO 1By syE41Ec10uRlecha/ joIwbGH

</ds:X509Certificate>
</ds:X5800atas
</ds:KeyInfo>
<fmd: KeyDescriptor>
¥ <md:NameIDForsat>
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
</md: Name TOF ormat >
¥ <md:Name IDForsat>
urn:oasis:inames tc:SAML:1.1:nameid-format:emailiddress
</md: NameIOFormat>
<md:SingleSignonService Binding="urn:ossis:nemes:tc:SAMLI2.@:bindings :HTTP-POST"
Location="https://flexera.ckta.com/app/Flexera_svmstaging 1/exk622qu73eTezvhC355/s50/saml" />
<md:SinglesignOnService Binding="urn:ossis:names:tc:SAML:2.0:bindings :HTTP-Redirect”
Location="https://flexera.okte. com/spp/Flexera_svmstaging_L/exk622qu73eTezvhC355/ s50/ saml” />
</md: IDPSS00escriptors
</md:EntityDescriptor>

Ins:md="urn:oasis:names :tc:5AML:2.8:metadata” entityID="http://www.okta.com/exk622quT3IeTezvhCI55™

| Service Provider Configuration

SO Enabled (7)

["] Disable standard login (Ensure S50 is working first, to prevent lockout.)
(@ Provide IDP Metadata URL
() Upload 1DP Metadata XML file
https://flexera.okta.com/app/exk622qw73e7ezvhC355/ss0/saml/metadata
Automatically create new user
Copy permission from selected user
users - i@gmail.com - (User) v

| Save Service Configuration

Chapter 11 Configuration
Settings

If you want to disable standard login options for all of your users (except root), select the Disable standard login

option.

[

Important « Before selecting this option, make sure that SSO is working correctly, to prevent user lockout.

11. Click Save Service Configuration on the Configuration > Settings page.

12. Add Software Vulnerability Manager users to the Okta SSO account.
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£22 Applications @ e
S5 Assign Applications More
Q Coar
STATUS
E SVM-2020 [« 34

ACTIVE

INACTIVE

13. Assign Software Vulnerability Manager users to the Okta SSO app.

SVM-2020 O~

1 Assign to Users
A Assign to Groups

() Deactvate

14. Users can login to Okta by entering the valid credentials and then click on SVM 2020 app to access the application.

l °ktq Q Launch App ) 1 m— - + Add Apps Admin

Work +

7 A

15. Users are then logged into the Software Vulnerability Manager Login page.

[

Important « For security purposes, Software Vulnerability Manager has a session timeout that will log you off after 2 hours of

inactivity.

Configure Single Sign-On (SSO) with Azure

To configure SSO in Azure, perform the following steps:
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® (Create an Enterprise Application
® Assign Users to the Enterprise Application

® Setup Single Sign-On (SSO) in Azure

Create an Enterprise Application

Perform the following steps to add Software Vulnerability Manager as an Enterprise Application Azure Active Directory.

To create an Enterprise Application:
1. Loginto Microsoft Azure using the obtained credentials.
https://azure.microsoft.com/en-in/faccount/

2. From the list of available Azure services, choose Azure Active Directory.

P Search resources, services, and docs (G+/) B T 0 & 2?2 ©

D S

= Microsoft Azure

Welcome to Azure!

Don't have a subscription? Check out the follawing options.

Wi,

3.

Software Vulnerability Manager (Cloud Edition) User Guide

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services

_+_

Create a
resource

y | =

Virtual
machines

Azure Active
Directory

App Services

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

View Learn more '

e =
Storage SQL databases
accounts

Click on Enterprise applications in the left pane.
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D b

° 2
Azure Database
for PostgresQ DB

Access student benefits
Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status

%

Kubernetes More services

services

Azure Cosmos
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@ Overview
'f Getting started
Preview features

K Diagnose and solve problems

Manage

& Users

& Groups

BE External Identities

4i» Roles and administrators

Administrative units

& Enterprise applications

CH Devices

i App registrations
[ Identity Governance
El  Application proxy
.'. Licenses

Azure AD Connect

Click + New application.

Overview
O overview

K Diagnose and solve problems

Click + Create your own application.

Browse Azure AD Gallery

Flexera, Inc. - Azure Active Directory

Enterprise applications | All applications

+ New application == Columns Preview features P Got feedback?

0 Try out the new Enterprise Apps search preview! Click to enable the preview. —>

Applications status

Application visibility

‘ Enterprise Applications ~ ‘ ‘ Any

V‘ ‘Any 4

| + Create your own application | @ Request new gallery app & Got feedback?

ﬂ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

|/O lSearch application

Single Sign-on : All

Enter a name for the application.

SVMC-DECEMBER2021-UG00

User Account Management : All

Categories : All
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Create your own application X

What's the name of your app?

| Software Vulnerability Managerl

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible.
@ TrendMiner
d j Software AG Cloud
E webMethods Integration Suite
Identity Panel
7. Click Create. The new enterprise application will be created.
==z Enterprise applications | All applications - X
BB [ievera Development Account - Azure Active Directory
€ 4 Newapplication = == Columns Preview features | Q) Got feedback?
Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview. —>

@ Overview
K Diagnose and solve problems Application type Applications status Application visibility
N [Enterprise Applications | [ any v [any v IEREEN

anage
Al applications B X
B! Application proxy Name Homepage URL Object ID Application ID
£ User settings n Software Vulnerability Manager €67652b7-ec8b-469f-94ee-c3110c1f80db  25a40eca-dSef-40c2-a8cS-afbed2eSe2al

B Collections

Assign Users to the Enterprise Application

To assign users or groups to the enterprise application, perform the following steps.
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Task
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To assign User:

1.

2.

3.

On the application account details page, select Users and groups from the left panel.

&

Enterprise Application

Software Vulnerability Manager | Overview

«
B Ooverview Properties
Deployment Plan Name O
Software Vulnerability Man... [y
Manage
Application ID
11 properties PP o
25a40eca-dSef-40c2-a8¢c5-... [
& Owners
Object D @
&. Roles and administrators (Pre... C67652b7-ec8b-4697-94ee...
& Users and groups .
Getting Started
D Single sign-on
@ Provisioning
B Application proxy & 1. Assign users and groups
C Seff-senvice Provide specific users and groups access
to the applications
Security Assign users and groups
& Conditional Access
Click + Add user/group.

= overview
Deployment Plan
Manage

:l' Properties

&& Owners

& Roles and administrators (Pre...

&8 Users and groups

23 Single sign-on

a

ﬂ The application will appear for assigned users within My Apps. Set

« + Add user/group f Edit

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

emove &) Update Credentials

@ 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

== Columns P Got feedback?

‘visible to users?’ to no in properties to prevent this. =

| First 100 shown, to search all users & groups, enter a display name.

Display Name

Object Type

Under Add Assignment > Users and groups click None Selected link. Search and select desired users and groups,

and then click Select.

Home > Prashant_onprem >

Add Assignment

Azure Active Directory

Users and groups
None Selected

Select a role

4. After selecting, click Assign.

Users and groups

\ P Search

Selected items

No items selected

The Users and groups then assigned to the Enterprise Application.

SVMC-DECEMBER2021-UG00

Software Vulnerability Manager (Cloud Edition) User Guide



Set up Single Sign-On (SSO) in Azure

For setting up single sign-on in Azure, perform the following steps.
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Task To set up single sign-on:

1. Onthe application account details page, select Single sign-on from the left panel. You can also select from the

Overview page by clicking Get started link.

i Software Vulnerability Manager | Overview
Enterprise Application

«
H overview Properties
@ Deployment Plan Name @

Software Vulnerability Man... [y
Manage

Application ID ©

25a40eca-d5ef-40c2-a8¢5-.. [

ObjectiD ©

€67652b7-ec8b-469f-9dee... [

Getting Started

1 Properties

& Owners

& Roles and administrators (Pre.
& Users and groups

@ Provisioning

B Application proxy & 1. Assign users and groups
Provide specific users and groups access

to the applications

G Self-service
Security Assign users and groups
® Conditional Access

s Permissions

@ Token encryption

i

4. Conditional Access

Secure access to this application with a
customizable access policy.

_3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials
Get started

5. Self service

Enable users to request access to the
application using their Azure AD

&)

3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

2. Click SAML.

credentials

3. The Set up Single Sign-On with SAML page appears. Under SAML Signing Certificate field copy Metadata Url, login
to Software Vulnerability Manager, browse Configuration >Settings > Service Provider Configuration, and then
check SSO Enabled. Paste the copied URL into the text box.

o Basic SAML Configuration
Identifier (Entity 1D)
Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State
Logout Url

e User Attributes & Claims

firstName

lastName

accountKey

email

username

Unigue User Identifier

9 SAML Signing Certificate

Status

Thumbprint

Expiration

Natification Email

App Federation Metadata Url

& Edit

https://csi7.secunia.com/sso/metadata/263198ec-dc32-4¢
79-9440-610987b223¢1

https://csi7.secunia.com/sso/saml/263198ec-de32-4¢79-9
440-610987b823c1

Optional

Optional

Optional

& Edit

user.givenname
User.surname
"t5PyT1W2vRkm"
user.userprmmpa\name
useruserprincipalnames
useruserprincipalname

& Edit

Active
306147381254A2BAB0152FBO1BO1BOFTT3B2C0OVE
5/31/2024, 12:55:44 PM

Yo

https:,’flogin‘microsoftonIine.comﬁd954282-b832...

Certificate (Basedd) Download
Certificate (Raw) Download
Federation Metadata XML Download
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« | Service Provider Configuration

SSO Enabled (2)

("] Disable standard login (Ensure SSO is working first, to prevent lockout.)
@ Provide IdP Metadata URL

() Upload IdP Metadata XML file
https://login.microsoftonline.com/7d954282-b832.

Automatically create new user

Copy permission from selected user

| Save Service Configuration

4. Generate an account key from the Software Vulnerability Manager Configuration > Settings > IdP Configuration
Instructions and then click Save Service Configuration button. Click Ok and agree the confirmation dialog which
appears.

5. Copy the following from the Software Vulnerability Manager Configuration > Settings fields and paste in the Azure
Single sign on > Set up Single Sign-On with SAML > Basic SAML Configuration:

® Single Sign On URL (Same with Recipient URL and Destination URL) to Reply URL (Assertion Consumer Service
URL).

® Single sign on URL and Audience URL (SP Entity ID) to Identifier (Entity ID).

After selecting the details click Save.
Basic SAML Configuration X

Save

Identifier (Entity ID)* ©
The default identifier will be the audience of the SAML response for [DP-initiated SSO

Default
@ fi
http://adapplicationregistry.onmicrosoft.com/customappsso/primary D @ [ill
Reply URL (Assertion Consumer Service URL)* @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default
https://csi7.secunia.com/sso/saml/263198ec-dc32-4c79-9440-610987b823c1 D O] @]
| “J@mo @

Note « Metadata URL can not be used for the multiple applications.
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6. Editthe User Attributes & Claims

Click Edit.

User Attributes & Claims

firstName

lastName

accountKey

email

username

Unique User Identifier

The User Attributes & Claims page appears.

user.givenname
user.surname
“t5PyTTW2vRkm"
user.userprincipalname
user.userprincipalname
user.userprincipalname

Delete all old attributes and claims by clicking the context menu icon.

User Attributes & Claims

= Add new claim Add a group claim

Required claim

Claim name

Unique User Identifier (Name 10}

Additional claims
Claim name
accountiey
email
firsthName
lastName

username

Columns

Value

user.userprincipalname [nameid-for... ***

Value
"t5PyT1W2vRkm"
user.userprincipalname
user.givenname
usersumame

user.userprincipalname

Click + Add New claim to add new attributes and claims.

The Manage claim page appears.

Enter name in the text field.

Select the source attributes from the drop down list.

After selecting, click Save.

Follow the above steps and add attributes and claims for the following:

Software Vulnerability Manager (Cloud Edition) User Guide

firstName
lastName
email

username

accountKey
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Note « While selecting accountKey attributes paste the generated Account key which is copied from the Software
Vulnerability Manager Configuration > Settings > IdP Configuration Instructions.

7. After configuring, click Test, and then click Sign in as current user link.

Software Vulnerability Manager | SAML-based Sign-on

Enterprise Application

«

7 Upload metadata file 9 Change single sign-on mode % Q Got feedback?

H Overview T o
Expiration 12/21/2025, 2:2 . . (3 HA .
- X
Deplayment Fan el ey Test single sign-on with Software Vulnerability Manager_azure_ci
App Federation Metadata Url https://login.r
Manage Certificate (Base64) Download
11! Properties Certificate (Raw) Downlozd @ Microsoft recommends installing the My Apps Secure Sign-in Extension for automatic error capture and resolution guidance. Make sure you
Federation Metadata XML Download allow third-party cookies if you have installed it but this message still shows up.
& Owners
& Roles and administrators (Pre... - .
& ( (4] Set up Software Vulnerability Manager Please make sure you have configured s s sss=_ci before testing.

& Users and groups

You'll need to configure the application to link with Azure AD. ” Sign in s current user ‘
D single sign-on

Login URL I i
@ Provisioning ‘

Sign in as someone else ‘(reqmres browser extension)
Azure AD Identifier

B Application proxy Logout URL httpsi/loging
X . Resolving errors

€ Self-service View step-by-step instructions
If you encounter an error in the sign-in page, please paste it below. If you still see the same issue, please wait for couple of minutes and
ret

Security o

e N What does the error look like? &
& Conditional Access Test single sign-on with Software Manager
2 Permissions Test to see if single sign-on is working. Users will need to be ad Request Id: 4f8ec053-fb71-47de-a010-2786a32f1900

Correlation Id: 52a879f5-68f1-482a-a405-f993d8f4cb0
Timestamp: 2018-03-06T23:54:10Z
Message: Error AADSTSXXXX

@ Token encryption

Get resolution guidance

8. After successful action it navigates to the Software Vulnerability Manager application.

Note « You can also access through the Service Provider (SP) login for the created application by using the assigned user.

Log Messages

Use this page to view sequential data regarding the actions being performed by Software Vulnerability Manager. It can also
be used to detect and fix any issues that you might experience with the Software Vulnerability Manager console. The Log
Details page becomes populated when you select the Configuration > Settings > Debug Logging > Enable Logging check
box.

Debug Logging
This setting controls the Flexera Software Vulnerablity Manager logging feature, which is useful when troubleshooting any

issue that you may experience. The log details can be seen in the log file and alse within the Flexera Software Vulnerablity
Manager Log Messages > Log Details window

Log file: C:\Users\dwampach|Documents\csi_pluginlog.bet
Note: The logs may contain sensitive information.

[/ Enable Logging

Right-click or double-click a message to copy the row data to the clipboard. Click Clear to remove all log entries. In the
event of a support request you may be requested to provide relevant information from this page.
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Activity Log

Use this page to view information about user activity within Software Vulnerability Manager, for example "write" actions,
logins, and so on, with the exception of scans (due to the volume of data generated). You can access a full activity and login
log for compliance monitoring and auditing purposes.

Chapter 11 Configuration

Activity Log

Click the calendar icon next to the From and To fields to set a specific Activity Log date range to view. You can also use the
Search field to filter the Activity Log results to specific actions, for example changes to IP access rules.

Select Show Priorities to filter the results by High, Medium or Low Priority.

Dashboard Activity Log
Showalllogs | From:  2021-08-29 @ To | 2021-1129 & Search type v | Search text m Show Priorities v
Activity Name Activity Status User Time 1 Activity Information Host Prirority
User Login Successful 18:3320th Nov, 20...  Authentication by cached UID 223.3160.69 High
Package Creation Successful 16:46 20th Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10...  223.31.60.70 Medium
VPM QuickPatch Successful 16:4120th Nov, 20...  QuickPatch: AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0...  223.31.60.60 Medium
User Login Successful 16:04 20th Nov, 20...  Authentication by cached UID 223.3169.69 High
User Login Successful 13:2329th Nov, 20...  Login (Software Vulnerabilty Manager) 2233160.69 Medium
User Login Successful 13:2320th Nov, 20...  Authentication by cached UID 223.3160.60 High
User Login Successful 17:24 26th Nov, 20...  Login (Software Vulnerability Manager) 223.3169.69 Medium
User Login Successful 17:24 28th Nov, 20...  Authentication by cached UID 223.31.60.69 High
Delete Host Successful 20:04 27th Nov, 20... 2 Hosts: Deleted 223.3160.60 Low
User Login Successful 19:38 27th Nov, 20...  Authentication by cached UID 223.3160.60 High
User Login Successful 17:55 27th Nov, 20...  Login (Software Vulnerability Manager) 223.3160.69 Medium
User Login Successful 17:55 27th Nov, 20...  Authentication by cached UID 223.3160.60 High
Package Creation Successful 22:46 26th Nov, 20...  Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.3160.70 Medium
User Logout Successful 17:48 26th Nov, 20...  Logout (Software Vulnerability Manager) 14.143.29.100 Low
User Account Crea...  Successful 17:46 26th Nov, 20...  Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20...  Authentication by cached UID 14.143.20.100 High
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerabilty Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful 17:26 26th Nov, 20...  Login (Software Vulnerability Manager) 157.45.20.90 Medium

Create Notifications for the Activity Log

With this configuration, you can schedule multiple notification digest for the respective events through emails.

Task

To create Notifications:

1. Click Create.

Dashboard Dashboard  Activity Log >
Scanning Showalllogs | From:  2021-08-29 ## To 20211120 @ | Search type v Searchtext m Show Priorities v
Results Activity Name Activity Status User Time 1 Activity Information Host Prirority
User Login Successful 18:33 20t Nov, 20...  Authentication by cached UID 223.31.60.69 High
Reporting Package Creation Successful 16:46 29th Nov, 20...  Update AdoptOpenJDK JRE with Hotspot 12 (x64), version 12.0.2.10...  223.3169.70 Medium
VPM QuickPatch Successful 16:4129t Nov, 20...  QuickPatch: AdoptOpenJDK JRE with Hotspot 12 («64), version 12.0...  223.31.69.69 Medium
ESEhig User Login Successiul 16:04 29th Nov, 20...  Authentication by cached UID 223.31.60.69 High
User Login Successful 13:23 29t Nov, 20...  Login (Software Vulnerability Manager) 223.31.69.69 Medium
Administration
User Login Successful 13:2320th Nov, 20...  Authentication by cached UID 223.31.69.69 High
(Gonfigiration User Login Successful 17:2428th Nov, 20...  Login (Software Vulnerability Manager) 223.31.69.69 Medium
User Login Successful 17:24 28th Nov, 20...  Authentication by cached UID 223.31.69.69 High
SRocs Delete Host Successful 20:04 27th Nov, 20... 2 Hosts: Deleted 223.3169.69 Low
Log Messages User Login Successful 19:38 27th Nov, 20...  Authentication by cached UID 223.31.69.69 High
Activity Log User Login Successful 17:55 27th Nov, 20...  Login (Software Vulnerability Manager) 223.31.60.69 Medium
— User Login Successful 17:55 27th Nov, 20...  Authentication by cached UID 223.31.69.69 High
Package Creation Successful 22:46 26th Nov, 20...  Update 7-Zip (x64), version 21.6.0.0 (SVM Patch Daemon) 223.31.69.70 Medium
AR User Logout Successful 17:48 260 Nov, 20 Logout (Software Vulnerability Manager) 14.143.29.100 Low
Password Recovery User Account Crea. Successful 17:46 26th Nov, 20. Created user gauri_p2 14.143.29.100 High
User Login Successful 17:44 26th Nov, 20...  Authentication by cached UID 14.143.20.100 High
User Login Successful 17:44.26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.29.100 Medium
User Login Successful 17:44 26th Nov, 20...  Login (Software Vulnerability Manager) 14.143.20.100 Medium
User Login Successful 17:4426th Nov, 20...  Authentication by cached UID 14.143.29.100 High
User Login Successful 17:26 26th Nov, 20...  Login (Software Vulnerability Manager) 157.45.2090 Medium

2. The Configure New Log Notifications dialog box opens.
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Suggest Software

Configure New Log Notification

Notification Details

Name & Applicability
You must give this notification a name (or short description) to be used when receiving alerts. Here you will also select the Events for which the notification will apply.

Name: | Enter a name (or short description) for this nofification.

Event Selection
Select events.

Available Events Selected Events

(m]

Name O Name

Add Allow List Scan Path

Add Block List Scan Path

Agent Details Email

Collect Network Information
Contact Verification

Create Customer Detection Rule
Create Patch Template

Create Report

b)oooooooo

Alert Conditions
How often should this nofification rule run? Scheduled is based on when the rule is saved/modified:

Choose Frequency v Choose time -

() NOTIFY me when the conditions are NOT met. |.e., leave unchecked for a 'no news is good news' policy.

Recipients Selection

3. Describe notification name, select the required events, and then select notification schedules.

4. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis. If you select Daily, or
Weekly, or Monthly option, then you choose the time duration for the selected day.

5. Choose the recipients and then click Save.

Suggest Software

Use this page to send details about software that you would like to be added to our File Signature database.

Itis important to enter as much information as possible to facilitate the processing and acceptance of your request.

Suggest Software
Your Contact Details

Your recipient profile information will be automatically submitted with this suggestion.

Username: bmd12
Email: smallikarjunappa@flexerasoftware.com

Product Details

Product Path: Main .exe or .dll (You must use "browse” for this.) | Browse. .
Product Name: Please specify the name of the product

Product URL: Please specify the url of the product

Description: Please provide a description of the product

| Clear || Suggest Software |

Security

Software Vulnerability Manager provides the following security features for user passwords:
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Security

® Change Password

® Password Recovery Settings

Change Password

Use this page to change the Software Vulnerability Manager account password for the user that is currently logged in. The
new password must contain a minimum of eight characters, or comply with the criteria defined in the Password Policy
Configuration rules.

Change Password

Change Stored Password Data

Password must conform to the following policy:
- Be at least 8 characters long.

- Contain at least 1 digit{s).

- Contain both upper and lower case alphabetic
characters.

Existing Password:
Enter Mew Password:

Confirm Mew Password:

| Clear | | Change Password

Password Recovery Settings

Use this page to verify your email address and mobile number that will be used for password recovery. If your password is
lost, you can reset it at login by clicking Forgot your password? You will then be prompted to change your password using
your verified email address and mobile number.

In the Contact Details fields, you must provide your email address and a mobile phone number and click Send Verification
Codes. The verification code will be received in two separate messages - one SMS on your mobile phone and the second via
an email message. When entering your mobile phone number, you should select your country code from the drop-down
list.

Contact Registration

Contacts are verified!
Email address: mganapaiah@flexera.com

Contact Details

Please enter your email address and dick "Send Verification Codes". You will get a verification code sent to yvour email address.
Email Address:

Contact Verification

Please enter the verification codes sent to your email address as well as your current password, and dick "Verify" to complete the
verification process.

Enter code sent via Email:

Enter current password:
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Note « Ifyou have not configured your password recovery settings and you need to reset your password at login, you can

restore access to your user account. After clicking Forgot your password? Flexera will send an email to the email address
used at the time of your account creation. The email subject line will state: “Flexera Software Vulnerability Manager Password
Recovery Failed”. The email will state: “Dear customer, You have not configured the password recovery settings. Please
contact your admin/Support.”
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Appendix A - Partition Management

This appendix explains how to create and administer your Software Vulnerability Manager Partitions:
® Introduction

® Partition Management

Introduction

Use Administration > Partition Management to create and administer:
® Additional Software Vulnerability Manager Partitions by assigning a specific number of host and user licenses
®  User roles with specific modules and read/write permissions with host licenses

Your overall corporate group of machines is your network. Software Vulnerability Manager gives you the ability to logically
partition your network. If you only use one network partition then your network and your network partition are the same
thing. If your company is divided across logical and physical partitions, you can mimic that in Software Vulnerability
Manager by creating multiple network partitions.

Refer to Administration for more information regarding User Management.

Note - Using a single WSUS server with multiple partitions is not supported.

Partition Management

Use this page to create and administer your Software Vulnerability Manager Partitions.
® Overview
®  Permissions

® Host and User Licenses
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® Create a New Partition Administrator

® Grant UserAccess to all Completed Scans and Single Host Agent Entries

Overview

When Flexera creates the Software Vulnerability Manager base user, this user is the Partition Administrator of “Partition 0”.
The Partition 0 Administrator is the unique global administrator for the company, irrespective of how many partitions are
created.

The Partition 0 Administrator can create further network partitions by creating new Partition Administrators. Only the
Partition 0 Administrator can create new partitions.

Every partition has identical functionality - the only difference is that an entire partition (N>0) can be deleted by the
Partition 0 Administrator.

Partition 0 Partition 1 Partition 2 Partition N

No No

Access Access

SVM Partition 0 Administrator
(Created by Secunia)
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
Partition Management, User Management,
Configuration

SVM Administrator:

Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,

_————3 €-———

SVM Partition 1 Administrator
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
User Management, Configuration

SVM Administrator:
Dashboard, Scanning, Results, Reporting,

Patching, Receive Notifications,
User Management, Configuration

SVM Partition 2 Administrator
Dashboard, Scanning, Resuits, Reperting,
Patching, Receive Notifications,
User Management, Canfiguration

SVM Administrator:
Dashboard, Scanning, Results, Reporting,
Patching, Receive Notifications,
User Management, Configuration

User Management, Configuration

SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results, Dashboard, Scanning, Dashboard, Results,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications

SVM User: SVM User: SVM User: SVM User: SVM User: SVM User:

Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting, Dashboard, Patching, Dashboard, Resporting,
Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Notifications Receive Noifications

L
-

&
“

Note - Just as creating a partition is done by creating a new Partition Administrator, deleting an entire partition is done by
deleting the Partition Administrator.

Within a partition, there is only one Partition Administrator. All additional accounts are regular users, however, these users
all have specific roles. One of the roles a user can have is Administrator.

The main difference between users who have the Administrator role and those who don’t is that Administrators can create
and delete other users within their partition. They can delete any non-administration users, but not other Administrator
users.

The Partition 0 Administrator can access the Partition Management and User Management menus.

All other Partition Administrators can only access the User Management menu.
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Permissions

The MySQL user that is being used to connect to the database requires full privileges on the MySQL server (including the
grant option) as in the following SQL statement:

GRANT ALL PRIVILEGES ON *.* TO ‘secunia_user’@'localhost' WITH GRANT OPTION;

The WITH GRANT OPTION is only required when creating Partitions. If you don’t want to permanently give the GRANT
privilege to Software Inspector’s MySQL user, you can give the permission temporarily when creating Partitions and then
revoke the permission afterwards.

Host and User Licenses

The Partition 0 Administrator is assigned user licenses from Flexera. When the Administrator creates a new partition,
licenses are allocated to the Partition Administrator of that partition. Those licenses are effectively no longer relevant to
Partition 0 - and no one in Partition 0 can use them. The Partition 0 Administrator can reclaim unused licenses from
another Partition by right-clicking an existing account and editing it.

The Host and User licenses in a given partition belong to a shared pool. Any user who scans hosts will use host licenses
from this pool. When a user is created, an Administrator can limit how many active licenses they can claim - note, this is
only an upper bound of the licenses they can use, and should not be confused with them being “assigned” licenses.

User licenses are used per account. For example, when the Partition 0 Administrator is assigned 100 licenses from Flexera,
they use one for their account, so there are 99 left in the pool. The Partition 0 Administrator only assigns them when
creating a new Partition. For example, the Partition 0 Administrator creates a user for Partition 1 (that takes 1 license), and
gives the Partition 1 Administrator 50 user licenses. The Partition 0 Administrator now has 48 left, and the Partition 1
Administrator has 50, meaning, at most 50 additional users could be created in Partition 1.

When an Administrator in a given partition creates a user, they use 1 user license from the pool in that partition. When that
user is deleted, their user license is re-added to the pool.

Create a New Partition Administrator

Click Create New Partition Administrator and fill in the form, providing all the necessary details about the Partition
Administrator and include the number of host and user licenses to assign.

Create New Partition Administrator ®

+ | Account Details

Name: {Please enter a name for this account

Username: | Please enter 3 username for this account

Email: | Please enter an account email address

Assign Host Licenses: | () (11 Host Licenses Available)

Assign User Licenses: 1 {26 User Licenses Available)

- | Recipient Details

Enter an email address and (optionally) a mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Please enter a redipient email address | Use Abave Email |

Mobile Number: (... ¥}

Close |
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An email will be sent to the User containing a welcome message and the Software Vulnerability Manager login credentials.

Right-click an existing account to view, edit or delete the partition.

Partition Administrators can choose Smart Groups to copy to another account using the Create/Edit User form.

Create New User *

~ | Restrict On IP Range

~ | Restrict On IP Network

Existing Hostname or IP Based Restrictions

Type Secan Target

Mo Restrictions Configured

4 | Share Smart Groups

Choose which Smart Groups you would like to copy to this User

Smart Groups to Copy to this User

Name « Description Status D

=
Insecure installa... B A
high_and_above [l
from remote =
Extremly Critical... =
7-Day Critical Vu... This will show all insecure products rated "Highly” or "Extremely Critical”,... B v

v
| Close |

Note « Sub-Accounts are not allowed to modify their copy of a Smart Group.

The Partition Administrator can also unshare a copy of a Smart Group.

If the Sub-Account already has a Smart Group of the same name and type, the Partition Administrator cannot share their copy
with them.

If the Partition Administrator modifies the Smart Group, all shared copies are also modified.

If the Partition Administrator deletes the Smart Group, all shared copies are also deleted.

Grant User Access to all Completed Scans and Single Host
Agent Entries

Partition Administrators can permit a user or administrator to view all Completed Scans and Single Host Agents by
selecting a check box in the User Account Details form.

When enabled, the user will be able to see the Completed Scans and Single Host Agents from all other users in their
partition.
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View [ Edit User »
« | Account Details A

Name: | bdobre_userl
Username:  bdobre_userl

Email:

["] Generate a new one-time password and email it to the address specified above
Allow User to see the Complete Scans and Single Host Agents from all other Users
Host License Limit: Mo Limit {11 Host Licenses Available)

4 | Recipient Details

Enter an email address and (optionally) @ mobile number to be used for emails, notifications and alerts the Flexera Software
Vulnerablity Manager can be configured to send.

Email: | Use Above Email |

Mobile Number: v |)

Note « This functionality is not available when editing a Partition Administrator or when creating a new user or
administrator, only when editing an existing one.
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Appendix B - About Secunia Advisories

This section includes the following articles:

® CVSS (Common Vulnerability Scoring System)
® CVE References

® Where (Attack Vector)

®  (riticality (Severity Rating)

® Impact (Consequence)

CVSS (Common Vulnerability Scoring System)

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the characteristics and
impacts of IT vulnerabilities.

CVSS enables IT managers, vulnerability bulletin providers, security vendors, application vendors, and researchers to all
benefit by adopting this common language of scoring IT vulnerabilities.

CVSS consists of three groups: Base, Temporal, and Environmental. Each group produces a numeric score ranging from 0 to
10, and a Vector; a compressed textual representation that reflects the values used to derive the score.

® The Base group represents the intrinsic qualities of a vulnerability.

® The Temporal group reflects the characteristics of a vulnerability that changes over time.

® The Environmental group represents the characteristics of a vulnerability that are unique to any user's environment.
For details on interpreting a CVSS vector, refer to https://www.first.org/cvss/specification-document.

Secunia Advisories include a Secunia derived CVSS score and vector, as well as a link to an implementation of the NIST
CVSS calculator so that a user can adjust temporal and environmental metrics for advisories that match your Watch Lists.

The National Vulnerability Database (NVD) CVSS score/vector for each relevant CVE contained in an Advisory is also shown,
and is similarly linked to the NIST CVSS calculator.
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CVE References

CVE References

A CVE (Common Vulnerabilities and Exposures) name represents a unique, standardized name and description for a given
vulnerability or exposure.

Searching on a CVE reference (for example CVE-2009-3793 or simply 2009-3793) will find all Secunia Advisories in the
database that list that particular CVE as a reference.

An Advisory can contain more than one CVE reference, and not every Advisory has an associated CVE reference.

Where (Attack Vector)

The following are Where (Attack Vector) values.

Local System

Local system describes vulnerabilities where the attack vector requires that the attacker is a local user on the system.

Local Network

From local network describes vulnerabilities where the attack vector requires that an attacker is situated on the same
network as a vulnerable system (not necessarily a LAN).

This category covers vulnerabilities in certain services (for example, DHCP, RPC, administrative services, and so on), which
should not be accessible from the Internet, but only from a local network and optionally a restricted set of external
systems.

Remote
From remote describes vulnerabilities where the attack vector does not require access to the system nor a local network.

This category covers services, which are acceptable to expose to the Internet (for example, HTTP, HTTPS, SMTP) as well as
client applications used on the Internet and certain vulnerabilities, where it is reasonable to assume that a security
conscious user can be tricked into performing certain actions.

Criticality (Severity Rating)

268

The following are Severity Rating values.

Extremely Critical

This value is typically used for remotely and easily exploitable vulnerabilities that are otherwise designated “highly critical”
but also have been exploited in the wild before their publication (zero-day). These vulnerabilities typically exist in services
like FTP, HTTP and SMTP or specific client systems such as email programs or browsers. Operating systems can also be
prone to them—e.g., when font handling is performed on operating system level.

Highly Critical

® This valueis generally used for remotely and easily exploitable vulnerabilities that can lead to system compromise.
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®  Successful exploitation doesn’t usually require any interaction, but there are no known exploits available at the time
of disclosure.

® These vulnerabilities typically exist in services like FTP, HTTP and SMTP or specific client systems such as email
programs or browsers. Operating systems can also be prone to them—e.g., when font handling is performed on
operating system level.

Moderately Critical

This value is usually used for remotely and easily exploitable denial-of-service vulnerabilities against services like FTP,
HTTP and SMTP. Additionally, easily exploitable vulnerabilities that could lead to information disclosure or affect the
integrity of a product can result in this criticality level.

This rating is also used for vulnerabilities allowing system compromise on LANs in services like SMB, RPC, NFS, LPD and
similar services that are not intended for use over the Internet.

Less Critical

This value is typically used for cross-site scripting and local privilege escalation vulnerabilities.

This rating is also used for vulnerabilities allowing exposure of sensitive data to local users.

Not Critical

This value is typically used for very limited privilege escalation vulnerabilities and locally exploitable Denial of Service
vulnerabilities.

This rating is also used for non-sensitive system information disclosure vulnerabilities (for example, remote disclosure of
installation path of applications).

Impact (Consequence)

The following are Consequence values.

Brute Force

Used in cases where an application or an algorithm allows an attacker to guess passwords in an easy manner.

Cross-Site Scripting

Cross-Site Scripting vulnerabilities allow a third party to manipulate the content or behavior of a web application in a
user's browser, without compromising the underlying system.

Different Cross-Site Scripting related vulnerabilities are also classified under this category, including “script insertion” and
“cross-site request forgery”.

Cross-Site Scripting vulnerabilities are often used against specific users of a website to steal their credentials or to conduct
spoofing attacks.

DoS (Denial of Service)

This includes vulnerabilities ranging from excessive resource consumption (for example, causing a system to use a lot of
memory) to crashing an application or an entire system.
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Exposure of Sensitive Information

Vulnerabilities where documents or credentials are leaked or can be revealed either locally or remotely.

Exposure of System Information

Vulnerabilities where excessive information about the system (for example. version numbers, running services, installation
paths, and similar) are exposed and can be revealed from remote and, in some cases, locally.

Hijacking
Covers vulnerabilities where a user session or a communication channel can be taken over by other users or remote
attackers.

Manipulation of Data

This includes vulnerabilities where a user or a remote attacker can manipulate local data on a system, but not necessarily
be able to gain escalated privileges or system access.

The most frequent type of vulnerabilities with this impact are SQL-injection vulnerabilities, where a malicious user or
person can manipulate SQL queries.

Privilege Escalation

Covers vulnerabilities where a user is able to conduct certain tasks with the privileges of other users or administrative
users.

This typically includes cases where a local user on a client or server system can gain access to the administrator or root
account, thus taking full control of the system.

Security Bypass

Covers vulnerabilities or security issues where malicious users or people can bypass certain security mechanisms of the
application. The actual impact varies significantly depending on the design and purpose of the affected application.
Spoofing

Covers various vulnerabilities where it is possible for malicious users or people to impersonate other users or systems.

System Access

Covers vulnerabilities where malicious people are able to gain system access and execute arbitrary code with the privileges
of a local user.

Unknown

Covers various weaknesses, security issues, and vulnerabilities not covered by the other impact types, or where the impact
is not known due to insufficient information from vendors and researchers.
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When you export data from the Software Vulnerability Manager user interface to a CSV file, some values may differ. Each
data setin this appendix includes a cross-reference table to explain the different values between the user interface and CSV
file.

Note « Dates and times in the Software Vulnerability Manager database are created using the Coordinated Universal Time
(UTC). In the U, dates and times in UTC are converted to reflect your local time zone. This UTC date and time conversion is not
possible for CSV reports, resulting in a date and time mismatch between the Ul and CSV report.

Note - When you set the agent to scan “As soon as possible’, the date and time in the Ul will be listed “As soon as possible”
with a date in the past as the next scan date. In the CSV report, the scan date is the actual date from the Software Vulnerability
Manager database without transformation.

This section provides a cross-reference for the following CSV file values:
® Host Smart Group

® Advisory Smart Group

®  Product Smart Group

®  Scan Result

® Completed Scan

® Scheduled Exports

® Single Host Agent

® Smart Group Notifications

® User Management
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Host Smart Group

Host Smart Group

For further information regarding the Business Impact terminology, see Criticality (Severity Rating).

Advisory Smart Group

272

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File

Advisory Smart Group Value

Software Vulnerability Manager
User Interface

Exported CSV File

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Zero Day No 0
Zero Day Yes 1
Solution Status Unpatched 1
Solution Status Vendor Patched 2
Solution Status Vendor Workaround 3
Solution Status Partial Fix 4
Attack Vector From remote 1
Attack Vector From local network 2
Attack Vector Local system 3
Impact System Access 1
Impact Denial of Service 2
Impact Privilege Escalation 3
Impact Exposure of Sensitive Information 4
Impact Exposure of System Information 5
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Product Smart Group

Table C-1 « Advisory Smart Group Values from the User Interface Versus the Exported CSV File (cont.)

Advisory Smart Group Value Software Vulnerability Manager Exported CSV File

User Interface

Impact Brute Force 6
Impact Manipulation of Data 7
Impact Spoofing 8
Impact Cross Site Mapping 9

See Appendix B - About Secunia Advisories for further information regarding the following terminology:
® Where (Attack Vector)
®  (riticality (Severity Rating)

® Impact (Consequence)

Product Smart Group

For further information regarding the Criticality terminology, see Criticality (Severity Rating).

Table C-2 « Scan Result Values from the User Interface Versus the Exported CSV File

Scan Result Value Software Vulnerability Manager Exported CSV File

User Interface

Criticality - Extremely Critical 5 bars (red) 1
Criticality - Highly Critical 4 bars (orange) 2
Criticality - Moderately Critical 3 bars (yellow) 3
Criticality - Less Critical 2 bars (light green) 4
Criticality - Not Critical 1 bar (green) 5
Issued Number of days ago Month, Day, Year
Soft Type - 0S 1 1
Soft Type - Program 2 2
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Completed Scan

For further information regarding the Criticality terminology, see Criticality (Severity Rating).
Completed Scan

Table C-3 « Completed Scan Values from the User Interface Versus the Exported CSV File

Completed Scan Values Software Vulnerability Manager Exported CSV File

User Interface

Time Date, Month, Year, Time (24-hour Month, Day, Year, Time (12-hour
clock) clock)

Results Exist Yes 1

Results Exist No 0

Zombie Files included (Blank)

Zombie Files not included 0

Scheduled Exports

Table C-4 « Scheduled Exports Values from the User Interface Versus the Exported CSV File

Scheduled Exports Values Software Vulnerability Manager Exported CSV File

User Interface

Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
Last Execution Status Failed 0
Last Execution Status Success (Blank)
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Single Host Agent

Single Host Agent

Table C-5 « Single Host Agent Values from the User Interface Versus the Exported CSV File

Single Host Agent Values Software Vulnerability Manager Exported CSV File

User Interface

Platform Mac OS X 11
Platform Windows 21or31
Platform Red Hat Linux 41

Smart Group Notifications

Table C-6 « Smart Group Notifications Values from the User Interface Versus the Exported CSV File

Smart Group Notifications Values Software Vulnerability Manager Exported CSV File

User Interface

Smart Group Type Host 1
Smart Group Type Product 2
Smart Group Type Advisory 3
Always Notify No 0
Always Notify Yes 1
Frequency One-Time Export 0
Frequency Hourly 1
Frequency Daily 2
Frequency Weekly 3
Frequency Monthly 4
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User Management

User Management

Table C-7 « User Management Values from the User Interface Versus the Exported CSV File

User Management Values Software Vulnerability Manager Exported CSV File

User Interface

Host License Limit No Limit -1
User Type User 0
User Type Root Admin or Admin 1
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Software Vulnerability Manager Threat Intelligence helps you prioritize the patching efforts.

In a world where there are more than 18,000 new vulnerabilities every year, being smart about prioritizing remediation
efforts is essential. Leveraging our optional Threat Intelligence Module, another valuable layer of insight is provided to help
you understand which of the vulnerabilities affecting your environment are actually being exploited in the wild.

Industry reports, including Gartner shows that between 6%-10% of the vulnerabilities disclosed each year actually are
exploited in the wild. Turns out that most of these have medium CVSS scores, which are typically overlooked by
organizations. With the insights provided by threat intelligence, it is possible better optimize the time spent remediating
software vulnerabilities. Avoid spending time and resources in patching vulnerabilities that do not have evidence of
exploitation, and favor those that do. Prioritization is crucial for effective risk mitigation and resource utilization.

Leveraging machine learning, artificial intelligence, and human curation from thousands of sources in the open, deep and
dark web, our Threat Intelligence Module augments Software Vulnerability Manager’s vulnerability intelligence with a
Threat Score that provides the ultimate prioritization tool for your busy desktop operations teams.

This appendix explains how the Software Vulnerability Manager Threat Intelligence module helps the enterprises to
manage their resources and Patching Vulnerabilities more effectively, the following topics are discussed in this section:

® Evidence of Exploitation

®  Criteria for the Threat Score Calculation

® Threat Score Calculation - Examples

® Threat Intelligence Data for Operations and Security
® Threat Score Locations

Note « Please note the following:

®  Secunia Advisory Threat Scores and Vulnerability (CVE) Threat Scores are each calculated as described in the Criteria for
the Threat Score Calculation section (an Advisory score is not determined by simply adding related CVE Threat Scores).

®  For pricing and availability, please contact your sales representative or contact us online at:
https://www.flexera.com/about-us/contact-us.html
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Evidence of Exploitation

®  for more details about the SVM or SVR Threat Intel Modules, please see our datasheet:
https://www.flexera.com/media/pdfs/datasheet-svm-threat-intelligence-module.pdf

Evidence of Exploitation

There are 10 primary rules that can impact the assigned Threat score and they are:

® |thasbeen linked to remote access Trojan

® |thasbeen linked to ransomware

® |thasbeen linked to penetration testing tools

® |thasbeen linked to malware

® |t hasbeen linked to an exploit kit

® |t hasbeen linked to a cyber exploit

® |t hasbeen linked to an exploit wild

® |thasbeen linked to POC verified

® |t hasbeen linked to vulnerability developed tools

® |t hasbeen linked to verified intelligence

In Software Vulnerability Manager we provide the resulting score for any given Secunia Advisory to add value to the
prioritization process. In Software Vulnerability Research, where a security persona requires more insight, we provide
these Threat Scores for the Secunia Advisory, and for each vulnerability in the advisory. Further, we will show which of the

rules above were triggered to arrive at the threat score presented.

Criteria for the Threat Score Calculation

Triggered rules increase the score by the values identified in the chart below based on the highest severity level triggered.
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Table D-1 « Rules, Severity and Value

Rule Severity Value
Recently Linked to Remote Access Trojan Medium +2
Historically Linked to Remote Access Trojan Low +1
Recently Linked to Ransomware Medium +2
Historically Linked to Ransomware Low +1
Recently Linked to Penetration Testing Tools Medium +2
Historically Linked to Penetration Testing Tools Low +1
Recently Linked to Malware Medium +2
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Criteria for the Threat Score Calculation

Table D-1 « Rules, Severity and Value

Rule Severity Value
Historically Linked to Malware Low +1
Recently Linked to Exploit Kit Medium +2
Historically Linked to Exploit Kit Low +1
Linked to Recent Cyber Exploit Low +1
Linked to Historical Cyber Exploit Low +1
Recently exploited in the wild Very Critical +5
Exploited in the wild in the past year Critical +4
Historically exploited in the wild High +3
Recent remote code execution POC verified Critical +4
Recent POC verified High +3
Historical remote code execution POC verified Medium +2
Recent possible POC Medium +2
Historical POC verified Low +1
Tools to exploit the vulnerability developed recently Medium +2
Tools to exploit the vulnerability developed historically Low +1
Recently verified intelligence High +3
Historically Verified intelligence Low +1

The rule with the highest criticality determines the point range and the starting value for the Threat Score. The ranges for
each are as follows:

Table D-2 « Criticality - Ranges

({71 {{1114Y From To
Very Critical 71 99
Critical 45 70
High 24 44
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Threat Score Calculation - Examples

Table D-2 « Criticality - Ranges

Criticality From To
Medium 13 23
Low 1 12
None 0 0

Note « when assigning a Threat Score to the SAID, we do not simply add up the scores for each associated vulnerability, but
rather follow the same rules outlined here to calculate the Security Advisory threat score.

Threat Score Calculation - Examples

Some examples to explain how we would arrive at a Threat Score.

Example 1

A SAID has two CVEs; two come back as exploited.

Triggered Rules

The following rules are triggered:
® CVE1triggers
® Historically Linked to Remote Access Trojan
®  Recentremote code execution POC verified
® CVE2triggers
® Historically Linked to Exploit Kit

The Threat Score would be 51.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 45 and 70.

Item Value

Base Score +45
Recent remote code execution POC verified +4
Linked to Recent Cyber Exploit +1
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Item Value

Historically Linked to Remote Access Trojan +1
Threat Score (Sum of above values) 51
Example 2

A SAID has seven CVEs; and all come back as exploited.

Triggered Rules

The following rule is triggered by all CVEs:
® CVE1, CVE2,CVE3, CVE4, CVE5, CVE6 and CVE7 triggers
® Recently Linked to Malware

The Threat Score would be 23.

Calculating the Score

The criticality range is set by the most critical rule triggered, which is critical. This sets the score's maximum and minimum
range as between 13 and 23.

Item Value

Base Score +13
Recently Linked to Malware +2*7CVE=+14
Threat Score (Sum of above values) 27

Note - At this point, we have exceeded the maximum
for a critical threat, which is 23, so the score is 23.

Example 3

A SAID has one CVE and it comes back as exploited.

Triggered Rules

The following rule is triggered:
® CVE1ltriggers
® Historically exploited in the wild

The Threat Score would be 27.
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Threat Intelligence Data for Operations and Security

Calculating the Score

The criticality range is set by the most critical rule triggered, which is high. This sets the score's maximum and minimum

range as between 24 and 44.

Item Value

Base Score +24

Historically exploited in the wild +3

Threat Score (Sum of above values) 27
Example 4

A SAID has many CVEs, none come back as exploited.

The score would be 0 because there are no rules triggered.

Advisory with Multiple Vulnerabilities

An advisory Threat Score is based upon each of the CVEs included in an Advisory as specified above. In Software
Vulnerability Research, the vulnerabilities that have exploits are indicated with a red circle for easier identification.

Threat Intelligence Data for Operations and
Security

Software Vulnerability Manager and Software Vulnerability Research cater to different audiences with different needs.
Software Vulnerability Manager (for operations) provides what is needed for Operations to better prioritize remediation
efforts. Whereas Software Vulnerability Research (for security) provides more detail to meet the needs of security teams.

Table D-3 « Software Vulnerability Manager vs. Software Vulnerability Research

Software Vulnerability Manager Software Vulnerability Research

® Offers a Threat Score at the Advisory level ® Offers aThreat Score at the Advisory level

® Offers aThreat Score at the vulnerability level, within
the advisory

e Offersallist of which rules were triggered to arrive at
the Threat Score displayed

Threat Score Locations

In Software Vulnerability Manager, subscribed users can find the Threat Score in the following places:

® Dashboard Threat Score

282 SVMC-DECEMBER2021-UG00 Software Vulnerability Manager (Cloud Edition) User Guide



Appendix D Appendix D - Threat Intelligence
Threat Score Locations

® Completed Scan Page Threat Score

® All Advisory Popup Threat Score

® AllInstallation Popup Threat Score

® Advisory Summary Threat Score

® Host Smart Group Threat Score

®  Product Smart Group Threat Score

® Smart Group Criteria Threat Score

® All Advisory Threat Score

® All Advisory Smart Group Criteria Threat Score
® Zero Day Advisory Threat Score

®  Flexera Package System (SPS) List Threat Score

Dashboard Threat Score

The following image is an example of the Dashboard Threat Score.

Software Vulnerability Manager ? Hep 4] Logout
oo
. etrneen Select dashboard element to inger. ~| | Default Profile (defauit) v| save seiDefaul Delele New Reload Fullsereen View  Ext.
AL Surmere sisaRaLU e S eprpa e e T S
e Al Products = Latest Advisories Affecting Your Securil 71x)| | [Anproducts
isories rour Secu Ol >
Rank  Software Name Currently Last Week 2 2 st
—_— 1 PTTYOx (+75) 129 5 Al Producs = Rank  Advisory Installations Critiality (o’
2 Micosoft .NET Framework 4x 14 14 hweat - < Code et
3 MicrosoR Internet Explorer 11.x 22) 104 26 Date  Advisory Installations Criticality 1o 1 e u ===
Score Vulnerabilty (578904
Reporting 4 Micosoft Windows 5.1 (+1) 47 4 . .
P P o 2200 e P02l PDFDOC:markOblect)” Denial of . l Microsoft Windows OLE Oblect Handing Two
tepad+-+ 7.x o e
o Mpex o o Data Senice Vulnerabilty (5A83065) N 2 abitrary Code Execution Vulnerabiities 2 o= 70
Patching S Micesaft NET Framework 3 ) 26 o 20th Mar  Red Hat update for firefox (5487952 1 e 5 (sn61803)
[ — 'WinSCP PUTTY Multple Vulnerabiltes Microsoft Windows Server 2012 | Windows RT
8 Morila Thunderbird 60.x 8) 24 32 ar oo duinerabities e - s
Flevera Package System (595} s om @ ” bt 1M (oagr06 ? ® B/ Multole Vulnersbittes (SAB3063) N *
Patch Tempiate 10 poletioon 27 P b or  EleZila FTP Cient PUTTY Vulnerabilty ) Microsoft Intemet Explorer Multiple
Agent Deployment . “@ M (ag0gg N = 4 Vulnerabiliies (SA87867) = = 3
4 WSUS / System Center 18th Mar  PuTTy Multple Vuinerabilties (5487941 3 e 5 Microsoft JNET Framevork Muliple " R
Nalable Top Threat Score Affecting Your Security. DR Lt iy Materfox Fefox Muliole Vinerabiftes B Vulnerabilties (SAB6643) = =
(s287318) N = 6 Notepad++ Muliple Vulnerabiltes (887743 3 e
Deployment Al Products v 1ot gy Mictsoft Edae Multle Vulnersbiies ) S 5 Mirosoft NET Framework Multple , )
4 Configuration - ~ - Threat (SAB7869) - Vulnerabilities (SAB7523) -
External Package Signing Rank  Advisory Installations: Criticality o {3t oy MicTsoft Intemet Explorer Multiple % R Microsoft Windows Adobe Flash Player
WSUS / System Center M Server 2017 / Windows RT " Vulnerabilties (SA87867) = = 8 Arbitrary Code Execution Vulnerability 7 e
Aliris Configuration 1 6.1/ 8.1 Muitiple Vulnersbiities (SAB3063) 1 e % 6th Mar  Notepad++ Multiple Vulnerabilities (SA87743) 9 s - (5287519)
PostareSOL OpenSSL TLS/DTLS Heartbeat 26th Feb  Red Hat update for kemel (SA87629 1 e 2 o Mcrosoft Mulile Products Multgle ) .
3 & Administration 2 Information Disdosure Vulnerabilities 1 e 95 Vulnerabilities (SAB6648) N
] (sas7970) — DD 4o Moslla Thunderbird Mltole Vunerabiies . .
S o oo Mierosoft Windows OLE Object Handling Twa = (SAB7466) -
#0F 3 Arbirery Gode Fxecution Vuhnerabiities 2 = 0 Al Producs .
(s261813) .
Rank  Software Name Currently Last Week DR
Microsoft NET Framework Code Execution
4 Volnerabilty (SA76504) ® s 2 UozilaFisfox o2 o #
2 Google Chrome 72.x 1 1 Time Elapsed Package
5 Mcrosoft Windows Sever 2012 [VindowsRT w s, 0 ; "
TR T —— = 3 5 8 0 days, 0 hours, 2 minutes Update Notepad++ 7.x- 7.6.3
Microsoft Multiple Products Multiple 4 8 8 0 days, 0 hours, 4 minutes Update Google Chrome 72.x - 72.0.3626.121
6 1 s s 5 Mol Firefox 45 [ 9
Vulnerabilties (5A86648) 0 days, 0 hours, 9 minutes Update Mozl Frefox 46.x - §5.x | 60.% (ESR)
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7 Red Hatupdate for dnsmasn (5479195) 1 s 16 S s s 5 0 days, 0 hours, & minutes Update Adobe Shodkwave Player 12.x - 12.3.1.201
L 5 .
5 sl Wndw suc 010 [Windous 10, = 2 & Adobe Flash Player 30 6 5 0 days, 0 hours, 10 minutes Update Notepad++ 7.¢- 7.6.3
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9 Red st update for livont (5471255 1 = n o Mty o 6 6 0 days, 0 hours, 7 minut Update Notepad++ 7.x- 763
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Completed Scan Page Threat Score

Once the scan is completed, the user can see the Threat Score in the Scan Result.
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Threat Score Locations

Overview | Scan Result

[V secure [ End-Of-Life W] Insecure

Name

Microsoft Windows 8.1

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft .NET Framework 4.x

Microsoft Word 2016 /

0365

Microsoft Skype for Business 2016

Microsoft Visio 2016

Microsoft Access 2016 / 0365
Microsoft Publisher 2016 [ 0365
Microsoft OneMote 2016 [ 0365
Microsoft Excel 2016 / 0365
Microsoft Excel 2016 [ 0365
Microsoft Qutlook 2016 / 0365
Microsoft PowerPoint 2016 / 0365
Microsoft Internet Explorer 11.x
Microsoft Internet Explorer 11.x

Pale Moon 27.x
4 4 | Page 1

of7| b M| &

Version

Windows 8.1 En
4.0.30319.33440
4.0.30319.33440
4.0.30319.33440
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
16.0.9126.2282
11.0.9600.19036
11.0.9600.19036
27.2.0.6284

State

Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure
Insecure

Insecure

Export ~
SAID Criticality CWS5 Base Score  Threat Score... TIssued WVulnerabilities
SAG1803 e 70 1619 days ago 2
SA78904 = 62 563 days ago 1 ~
SATBO04 e 62 563 days ago 1
SATBO04 E— 62 563 days ago 1
SA86262 = 9 136 days ago 1
SAB5499 ) 5 171 days ago 5
SAB5499 = 5 171 days ago 5
SA85499 = 5 171 days age 5
SAB5499 s 5 171 days ago 5
SAB5499 = 5 171 days ago 5
SAB6648 = 4 108 days ago 6
SABG648 —J 4 108 days ago 6
SA36648 = 4 108 days age 6
SAB6648 — 4 108 days ago 6
SARBTB6T = 3 17 days ago 12
SA87867 = 3 17 days ago 2y,
SAB3814 e 3 284 days ago 1

All Advisory Popup Threat Score

When the user double clicks any of the products in the above screen, all the advisories related to that product appear along

284

with their Threat Score.
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_QA_WINB X 1
Overview Scan Result

@ Secure E‘ End-Of-Life @ Insecure Bl e
Name « Version State SAID Criticality CVSS Base Score  Threat Score Issued Vulnerabilities
7-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat Reader DC 19.x  19.10.20098.54... Secure = = - - -
Adobe Flash Player 27.x 27|—|‘-'Iicmsnﬂ: .NET Framework 4.x X 1
fudobe lachplaverd 7o 7 View from the context of Smart Group: | All Products v
Apple Bonjour for Windows 3.x 3.1
Apple Bonjour for Windows 3.x 3. Overview || Installations | All Advisories
Apple Safari 5.x 5.1 EEpa
Apple Software Update 2.x 2.0 SAID + Advis... Criticality =~ Threat Score  Advisory Publish... Solution Status Attack Vector Zero Day W55 Base 5co
Fiddler 5.x 5. | saggsos Micros.. =T 2019-02-13 Vendor Patched  From remote No
Goagle Chrome 72.x 72| spgso3g Micros... ST - 2019-01-08 Vendor Patched  From remote No a
Goagle Toolbar 7.x 73| sasee43 Micros.., =T 3 2018-12-11 Vendor Patched  From remote No
Microsoft .NET Framework 4.x 4.1 spgspsg Micros.., =TT 2 2018-09-11 Vendor Patched  From remote No
Microsoft .NET Framework 4.x 4.1 gpgassy Micros.., =TT - 2018-08-14 Vendor Patched  From remote No
Microsoft .NET Framework 4. 4.1 spganqs Micros... =TT 5 2018-07-11 Vendor Patched  From remote No
Microsoft Access 2016 / 0365 16 spg3pas Micros.., =TT - 2018-05-08 Vendor Patched  From remote No
Microsoft Excel 2016 / 0365 18| sas00is Micros... =0 3 2018-01-10 Vendor Patched  From remote No
Micrasoft Excel 2016 / 0365 18| sazaons Micros.., = 93 2017-09-12 Vendor Patched  From remote Yes
Microsoft Internet Explorer 11.x 11| ga77765 Micros.., =TT 3 2017-07-11 Vendor Patched  From remote No
Micrasoft Internet Explorer 11x 11 sp76746 Micros.., =TT 3 2017-05-09 Vendor Patched  From remote No
Microsoft Malware Protection... 1. spzgsas0 Micros.., =T 2 2017-05-08 Vendor Patched  From remote No
Microsoft Malware Protection... 1.0 sp76798 Micros.., =TT 2 2017-04-11 Vendor Patched  From remote No V]
Microsoft Malware Protection... 1.0 ga7a4ps57 Micros... == 3 2016-12-13 Vendor Patched  From remote Mo i 5
Microsoft OneNote 2016 / 0365 16 <
Microsoft Qutlook 2016 / 0365 16 | | | Page Tof4| b bl TRy S 1 = 1D eTEE
Microsoft PowerPoint 2016 /... 11 [ Close | J
Microsoft Publisher 2016 [ 0365 1
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
[4 4 | Page 1ofa| b b | & Displaying products 1 - 27 of 191

| Close |

All Installation Popup Threat Score

When the user double clicks the product and selects the Installations tab, all the installations of that product get appear

along with their Threat Score.
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| oa_wins %
Overview || Scan Result

E‘ Secure E‘ End-Of-Life |;£| Insecure Export ~
Name « Version State SAID Criticality (VW55 Base Score  Threat Score Issued Vulnerabilities
T-zip 16.x 16.0.0.0 - - - - -
Adobe Acrobat R{ Microsoft .NET F & 4.x x] -
Adobe Flash Playt vy from the context of Smart Group: All Products v -
Adobe Flash Playl ; N = -

Overview | Installations || All Advisories
Apple Bonjour for -
Apple Bonjour for V] secure V| End-ofLife [ Insecure Export = B
Apple Safari 5.x Host «  SAID Criticality Threat Score State Version Last Scan Path -
Apple Software U BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\microsoft.net\framework\v4.0.30319\sm -
Fiddler 5.x BAMG... - - - Secure 4.7.3062.0 10 days age  c:\windows\mi crusoﬂ.net\assemhlv\gac_msil\smsvcl'A .
Google Chrome 7 BANG... - - - Secure 4.7.3062.0 10 days ago  cwindows\microsoft.net\framework64\v4.0.30319): ~
Google Toolbar 7 ©517-.  SAB6643 == 3 Insecure KB4471327, KB44809... 10daysage  c\windows\microsoft.net\framework64\vw4.0.30319\: -
Microsoft .NET Fr | CSI7--. SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\frameworkiv4.0.3031%\sm 2
Microsoft .NET Fr | CSI7-... SAB6643 == 3 Insecure KB4471327, KB44809... 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck 2
Microsoft .NET Fr | CSI7-... S5AB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\framework64\v4.0.30319\: 2
Microsoft Access | | CSI7-... SAB7523 == 2 Insecure KB4487017 10 days age  c:'windows\microsoft.net\framework\v4.0.30319\sm B
Microsoft Excel 2{ | CSI7--.. SAB7523 == 2 Insecure KB4487017 10 days ago  c\windows\microsoft.net\assembly\gac_msil\smswct 6
Microsoft Excel 21 OS50 - - - Secure 4.0.30315.33440 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswch 6
Microsoft Interne | C5L7= - - - Secure 4.0.30319.33440 10 days ago  c:\windows\microsoft.net\framework\v4.0.30319\sm 12
Microsoft Internel | S50~ - = = Secure 4.0.30319.33440 10 days ago  c:windows\microsoft.net\framework64v4.0.30319\; 12
Microsoft Malwar | MAHC... SAB6643 == 3 Insecure KB4340006, KB43456_.. 10 days age  c:\windows\microsoft.net\assembly\gac_msil\smswck B
Microsoft Mahwar | MAHO... SAB6643 == 3 Insecure KB4340006, KB43456_. 10 days agn  c:\windows\microsoft.net\frameworkiv4.0.30319\sm B
Microsoft Malwan < 2 a
Microsoft OneNot | | | Page tlora| b b | & Displaying hosts 1 - 14 of 43 | _
Microsoft Outlool - J &
Microsoft Powe 6
— —
Microsoft Publisher 2016 [ 0365 16.0.9126.22495 Secure - - = - -
Microsoft Security Essentials 4.x  4.7.213.0 Secure - - - - -
1 | Page 1)ofg| b Bl | & Displaying products 1 - 27 of 191
Close

Advisory Summary Threat Score

After Clicking on any SAID, a popup appears with the Threat Score and other required details.
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Threat Score Locations

QA_WINS ®
Overview | Scan Result
[ secure [ ]End-OfLife [V insecure Export ~
Name « Version State SAID Criticality OS5 Base Score Threat Score Issued Vulnerabilitie
Microsoft .MET Framework 4.x 4.0.30319.33440 Insecure SAG6386 = 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SAG6386 L 4 1298 days ago
Microsoft .NET Framework 4.x 4.0.30319.33440 Insecure SA66386 = 4 1298 days ago
Microsoft Excel 2016 / 0365 16.0.9126.2295 Insecure SABGG4E [E— 4 108 days ago
Microsoft Excel 2016 [ 0365 16.0.9125.2295 Insecure SABGG648 == 4 108 days ago
Microsoft Internet Explorer 11.¢ 11.0.9600.15036 Insecure SABGT19 [E— 52 99 days ago
Microsoft Internet Explorer 11.x 11.0.9600.19036 Insecure SAB6719 = 52 99 days ago
Microsoft Outlook 2016 / 0365 16.0.9126.2295 Insecure SABGG48 [E— 4 108 days ago
Microsoft PowerPoint 2016 [ 0365 16.0.9126.2295 Insecure SAB6648 = 4 108 days ago
Microsoft Windows 8.1 Windows 8.1 Enterpri...  Insecure SAB6671 [E— 50 108 days ago
Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure SAB6262 s 9 136 days ago
Mozilla SeaMaonkey 2.x 2.32 Insecure SAB4457 [E— 7 245 days ago
Microsoft PowerPoint 2016 [ 0365 *
View from the context of Smart Group: All Products v
Overview || Installations All Advisories
Export -
SAID + Advisory Description Criticality Threat Score  Advisory Publish...  Solution Status Attack Vector Zero Day CV55 Base Score Vulnerabilities
SABGGIE Microsoft Multiple Products Multiple Vu.. == 4 2018-12-11 Vendor Patched  From remote Mo
SAB5499 Microsoft Multiple Products Multiple vu.. == 5 2018-10-09 Vendor Patched From remote No ~
SAB5074 Microsoft Multiple Products Multiple vu.. = 19 2018-09-11 Vendor Patched From remote No
SAB4672 Microsoft Multiple Products Multiple yu... = 7 2018-08-15 Vendor Patched From remote No
. . e
i ft Multiple | Multiple Vulnerabilities [=] B3

Secunia Advisory Summary ~

Secunia Advisory ID:  spggeds |
Creation Date: 2018-12-11
Criticality: e - Highly critical
Threat Score: 4
Impact: Exposure of sensitive information
System access
Where: From remaote
Solution Status: Vendor Patched
Secunia CVSS3 Scores: Base: 8.8, Overall: 8.2 CVS5:3.0/AV: N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C v
CVE Reference(s): CVE-2018-8587
Close
Capture screens
The Threat Score appears for all the products on the Host Smart Group Scan Result page.
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Showing All Sites Showing Al Platforms > Search
Host = System Score Last Scan Insecure End-Of-Life
BANGHV_QA_WINSA 14th Mar, 2019 19:36 4 5
CSI7-W10-145 73% 14th Mar, 2019 19:35 1 12
CSI7-WIN10-59 14th Mar, QA_WINS
CSI7-WINS-181 72% 14th Mar, S Scan Result
localhost.localdomain 14th Mar,
MAHOKWING 7% 1athmar, 1 Secue [ 1Endorlile [l msecure
PSCCM 61% 21stMar, Name Version State
QA_WINB 20th Mar, | Microsoft .NET Framework 4.x  4.0.30319.33440  Insecure
QA_WINBIE 14th Mar, Microsoft JNET Framework 4x  4.0.30319.33440  Insecure
QA_WINB_TEST 77% 14th Mar, Microsoft .NET Framework 4x  4.0.30319.33440  Insecure
SBABAWIN1D 65% 21st Mar, Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure
SBABA_DEV 14th Mar,  Microsoft Excel 2016 / 0365 16.0.9126.2295  Insecure
SUSHMACSIWING 14th Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure
SUSHMA_TESTWING 67% 21st Mar, Microsoft Internet Explorer 11.x  11.0.9600.19036  Insecure
sushma_winB1A 14th Mar, = Microsoft Outlook 2016 / 0365  16.0.9126.2295  Insecure
SUSHMA_WINS1B 68% 21st Mar, Microsoft PowerPoint 2016 /. 16.0.9126.2295  Insecure
WIN-ANQ3VBP4RSB 0% - Microsoft Windows 8.1 Windows 8.1 En... Insecure
WING-205-5CCH 77% 14th Mar, Microsoft Word 2016 / 0365 16.0.9126.2295 Insecure
Mozilla SeaMonkey 2.x 2.32 TInsecure
| Page ot | b K| &

Secure Total  Site
103 112 abc
61 84 abc
SAID Criticality
SA66386 B,

SAG6386 ==
SABG3BE ==
SABG648 ==
SABG648 ==
SAB7867 ==
SAB7867 =
SABG648 ==
SABGG48 ==
SABG671 ==
SABG262 =
SAB4457 s

Product Smart Group Threat Score

The Threat Score appears for all the products on the Product Smart Group Result page.

Mame

System Center
System Center

‘CVSS Base Score

Scan Engine

Software Platform
System Center
System Center

)

Export -

Threat Score Issued Vulnerabilities
4 1294 days ago 2
4 1294 days ago 2 ~
4 1294 days ago 2
4 104 days ago 6
4 104 days ago 6
3 12 days ago 12
3 12 days ago 12
4 104 days ago 6
4 104 days ago 6
59 104 days ago 10

132 days ago 11
7 241 days age n v

Displaying products 1- 15 of 15

]

| Close

Software Vulnerability Manager
6] ty Manag

0 Dashboard ~

Results

Sites (4)
> Host Smart Groups
a Product Smart Groups
Overview & Configuration
4 Configured Product Groups (28)
Al Products (411)
7-Day Critical Vulnerability Compliance (FROM TEMPL
G (0)
assdas (0)
bmd (0)
End-Of-Life Products (32)

Smart Group Criteria Threat Score

Showing All Platforms |

Product Name

Microsoft Windows 8.1
Microsoft Windows 10
Microsoft .NET Framework 3.x
Microsoft .NET Framework 4.x
Microsoft Internet Explorer 11.x
Mazilla Thunderbird 60.x
Dnsmasg 2.x

Libxmi2

Apple ITunes 12.x

Microsoft Word 2016 / 0365
Morzilla SeaMonkey 2.x
Microsoft .NET Framewark 2.x

JasPer 1.x

Patch Version

KB2976897, KB3...
KB4485449, KB4...
KBA041092, KB4...
KB3074228, KB4...
KB4480963, KB4...

60.5.1

1293
16.0.9126.2315
2.49.4

KBA055271, KB4...

SAID

SAB3063
SAB7897
SA78904
SA78904
SAB6719
SAB8057
SA79195
SA71295
SA87245
SAB6262
SAB4457
SAB4046
SA76863

Advisory Descrip.
Microsoft Windo.
Microsoft Winda.
Microsoft .NET .
Microsoft .NET F.
Microsoft Intern...
Mozilla Thunder...
Red Hat update
Red Hat update
Apple Tunes Mu...
Microsoft Multipl
Maozilla SeaMonk
Microsoft .NET F..
Red Hat update

Criticality
[==a=ty
o
s

e

Threat Score ~

VS5 Base Score

€VS52 Base Score  CVS53Base Score  Vendor
10 0 Microsoft
[] 8.8 Microsoft
10 0 Microsoft
10 0 Microsoft
0 8.8 Microsoft
0 8.8 Mozila Foundati.
83 ]
10 ]
0 88 Apple
0 8.8 Microsoft
0 8.8 Mozila Foundati
0 9.8 Micrasoft
10 ]

When creating the Product Smart Group, the Threat Score option is available for the Criteria specification. The result is
displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Create New Smart Group
Mame Description Business Impact Compilation
7-Day Critical V™ i-k, 2. o u - . Lt 11w m ' ST is 1e . 11 ' - ST T e
Configure New Smart Group *
BAAG fte
Rl Smart Group Mame: | Threat Score fe
assdas fte
Description: Threat Score Test
bmd fte
End-0Of-Life Pro . te
Business Impack: Critical ~
Insecure install; fte
insecure 0s Contains products that match  all | ¥ of the following criteria: e
Insecure Produ Criteria fte
Insecure_ QAW fte
patched Produd Threat Score v | is | atleast v| |70 |+ | ke
PCI Compliance ke
ga2-bd-w7x86 Customize Columns ke
QAZ-BD-W81x6 A Product Smart Group's contents grid will always show the "Product Name" column for each product. Use this form to control which additional columns are shown in the te
_ grid view. Mouseover a checkbox for the column description.
said create befy fte
SAID on March|| | @ Select All () Select Custom fe
silent install /| Patch Version |+ Criticality | Threat Score | CVSS Base Score of| Insecure | End-Of-Life & Secure of| Total | Affected Hosts |of Download |+ Product Type E
test at least hig te
Threat Score is fte
ThreatScore<7) fte
| Templates | | || Close |
winl0 fte
All Advisory Threat Score
The Threat Score is made available in the All Advisories page.
E Software Vulnerability Manager 7 Help #] Logout

Menu
@ -
SaID Advisory Description ~ Criticalty TheeatScore  Zero-Day  Advisory Published  Vulnerabilt Solution Status  CVSS BaseScore  CVSS2 Base Score

3 @ Scanning SARJ839 7-2ip Memory Corruption Vulnerability o 2 N 1st May, 2018 1 Vendor Patched 10
SABTS0S ‘Adobe Flash Player Information Disclo. — No  12th Feb, 2019 1 Vendor patched o
. Results saszets Adobe Reader  Actabat Informaion. = 3w zurenams 1 Vendor patched o
Sres () sas0028 ‘Adobe Shockavave Player Memory Corr — 3 No  14thNoy, 2017 1 Vendor Patched 10
. Host Smart Groups Sag745 Apple iTunes Multple Vulherabiities — 2 o 25thlan, 2019 15 Vendor Patched o
» Product Smart Groups SAB7950 FileZilla FTP Client PuTTy Vulnerability = Mo 1th Mar, 2013 1 Vendor Patched 0
4 Advisory Smart Groups Sassa94 GIT Avbitrary Command Execution Vol = 3 mo  shoc 2018 1 Vendor patched o
Overview & Configuration sas7946 ibssh2 Muliple Vlnerabilties — No  15th Mar, 2019 4 Vendor Patched o
 Configured Advisary Groups (15) sA7Bo4 Wierosoft NET Framework Code Exee. = 62 Yes  12thSep, 2017 1 Vendor Patched 10
:'::;:;"“:wzl o SB6643 Microsoft NET Framework Hultiple Vo — 3 Mo 11thDec 2018 2 Vendoratched 0
disoryThrest Scorchtesst70 (5) sas7s23 Microsoft NET Framework Multiple Vu.. = 2 No  13thFeb 2018 2 Vendor Patched o
Vs base Score less 5 (76) sasanss Microsoft NET Framework Multple Vu.. — 5 mo  11thu, 208 4 Vendor Patched o
Extremly Crtcal affecting network in the last 14 days (8)| 5286939 Microsoft NET Framawork Securty By. = No  sthian, 2018 1 Vendor patched o
from remate (57) Sag432 Microsoft NET Framework Signed XM... — Z o sthwar, 2016 1 Vendor patched s
high_and_sbove (35) SAG6386 Micrasoft NET Framework Two Vulner... e 4 Mo 8thSep 2015 2 Vendor Patched 75
:j‘:;“:::‘;::l: ‘(';)(“’ sas6719 Microsoft Internet Explorer Hemory C... — 52 Yes  20thDec 2018 1 Vendor patched o
o 76) Sag7867 Microsoft Internet Explorer Multiple V. e 3 No 12t Mar, 2019 2 Vendor Patched o
test (76) SaBs4%9 Microsoft Muliple Products Multple V. — 5 mo  sthoe, 2018 5 Vendor Patched o
test=0 (57) sage262 Micrasoft Muliple Products Muliple V... = 9 No  13thhoy, 2018 1 Vendor Patched [}
ThreatScore <70 (69) Sas664s Microsoft Multile Products Multple V. — 4 N0 11thDec 2018 6 Vendor Patched o
Threatscorelessthan7o (65) SAB7S19 Microsoft Windows Adobe Flash Player.. = No  12th Feb, 2015 1 Vendor Patched o
ThreatScore_atleast 70-mythr (5) sas0673 Microsoft Windows Kemel Information.. — 4 om0 12thAug, 2014 3 Vendor Patched 68

Zero-Day Advisories (43) s - —— B

All Advisory Smart Group Criteria Threat Score

CVSS3 Base Score

Attack Vector
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Remote
From Local System

Export

Impact Installatio
System Access

Exposure of Sensitive Informati
Exposure of Sensitive Informati
System Access

Cross Site Scripting, Security By
undefined

System Access

System Access

System Access

Denial of Service, System Acces
Security Bypass, System Access
Security Bypass, Privlege Escali
Security Bypass

Security Bypass

Security Bypass, Denial of Servi
System Access

Security Bypass, Exposure of Se
Exposure of Sensitive Informati
Security Bypass, System Access
Exposure of Sensitive Informati
System Access

Exposure of Sensitive Informati

When creating the Advisory Smart Group, the Threat Score option is available for the Criteria specification. The result is

displayed based on the selection. By default, the Threat Score Criteria is set to 70.
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Advisory Smart Groups: Overview & Configuration

Create New Smart Group

Name Description Business Impact  Compilation Data Last Compiled Modified Date Advisories

Advisory_Threat_Scoreitle... — Complete 25th Mar, 2019 02:35  14th Mar, 2019 19:18 3
All Advisories Smart Group containing all Advisories (default Secunia Smart ¢ == Complete 25th Mar, 2019 02:35  9th Apr, 2015 16:44 75
Extremly ¢ Configure New Smart Group % 7
from remol 58
high_and._ Smart Group Name: | Threat Score 34
local netwy Description: Threat Score 0
mmm 75
ThreatScor  Business Impact: Critical v o
Zero-Day  (Contains advisories that match |all | ¥ | of the following criteria: 4

Criteria
Threat Score v | is |atleast v | |70 | =

Select Al

() select Custom

Customize Columns

An Advisory Smart Group's contents grid will always show the Secunia Advisory ID and Descrition for each entry. Use this form to control which additional columns are shown in
the grid view. Mouseover a checkbox for the column description.

L'd | Threat  Zero- /) Advisory v'd /| Solution o CVS5Base o Aftack il v il L4
Criticality  gcqre Day Published Vulnerabilities  giapys Srore Vectar Impact Installations Products Hosts
| Save 1 Close

Zero Day Advisory Threat Score

The Threat Score appears in the Zero Day Advisories page. This result may vary with the data seen in the result section.

The All Advisories page has the latest result as it is directly pulled form the vulnerability track table.

[ Software Vulnerability Manager

Zero-Day Advisories

Sites (7) || seope ofData: @ acvisories that Afected You ) All Advisories
4 Host Smart Groups
Overview & Configuration Zero-Day SAID ~  Advisory Description Criticality ~ Advisory Published  Threat Score  Vulnerabiliti.  Affected Installations
4 Configured Host Groups (17) SAB7744 Google Chrome FileReader Use-After-Free Vulnerability EECE 4th Mar, 2019 18 1 3
All Hosts (18) SAB6719 Microsoft Internet Explorer Memary Corruption Vulnerability EETT 30th Dec, 2018 52 1 32
aaaa (2) SABES17 Adabe Flash Player Multiple Vulnerabilities EECE 5t Dec, 2018 95 2 3
:;a:h;f‘rﬁ © SABS519 Microsoft Windows Server 2008 / Windows 7 Multiple Vulnerabilities STEE gy gt 2018 23 14 1
bmd (0) SABS518 Microsoft Windows Server 2012 / Windows RT 8.1 / 8.1 Multiple Vulnerabilities EEEEE oth Oct, 2018 23 15 1
cwxev (0) SABS514 Microsoft Windows Server 2016 / Windows 10 Multiple Vulnerabilities EECEE gth oct, 2018 23 2 3
hast_win10 {3} S5AB4665 Microsoft Internet Explarer Multiple Vulnerabilities EECEE ath Aug, 2018 67 11 32
less than 90 (16) SAB3644 Adobe Flash Player Multiple Vulnerabilities EECEE th Jun, 2018 60 4 2
mihai - windows non-server devic § a51412 Adobe Flash Player Multiple Use-After-Free Vulnerabilities EECE gt Feb, 2018 9 2 2
:ﬁz::"i‘?i?l: gjdays © 5A79397 Microsoft Multiple Products Memory Corruption Vulnerability EEEEER 0th Oct, 2017 53 1 1
qa2-bd-w786 (0) SA78904 Microsoft .NET Framework Code Execution Vulnerability SR 3th Sep, 2017 a3 1 53
qaz2-bd-wa1x64 (0) SA76734 Microsoft Windows 7 Multiple Vulnerabilities SEEES gth May, 2017 70 27 1
scem (15) SA76722 Microsoft Windows Server 2012 Multiple Vulnerabilities SR oth May, 2017 70 26 1
sitename in QA2 (0) SAT6703 Microsoft Office Multiple Products Multiple Vulnerabilities EECER gth May, 2017 62 & 1
test_host_names (0) SAT6672 Microsoft Internet Explarer Multiple Vulnerabilities EETES gt ay, 2017 20 6 32
. Pmd“‘:t‘"::::::z?:::im SA76271 Microsoft Office Multiple Vulnerabilities EECES 1gth Apr, 2017 99 8 2
Overview & Configuration SA76226 Microsoft Internet Explarer Multiple Vulnerabilities ST 11th Apr, 2017 5 3 32
. Configured Product Groups (21} 5A75547 Microsaft Internet Explorer Multiple Vulnerabilities EECE 54th Feb, 2017 70 12 32
4 Advisory Smart Groups SA73948 Mozilla Firefox / Firefox ESR SVG Animation Use-After-Free Vulnerability EETE 30th Nov, 2016 17 1 B
Overview & Configuration 5A72985 Microsoft Multiple Products RTF Memory Corruption Vulnerability EEEE 1th Oct, 2016 52 1 1
« Configured Advisory Groups (9) 5A72977 Microsoft Products Multiple Vulnerabilities EETER 14 Oct, 2016 7 8 87
2::;::::&?“ @ 5A72953 Microsaft Internet Explorer Multiple Vulnerabilities S 41th Oct, 2016 66 10 32
Advisory_Threat_ScoreAtleast?0 { SA72380 Microsoft Internet Explarer Multiple Vulnerabilities EECEE 13th Sep, 2016 65 10 32
Extremly Critical affecting network SA70398 Microsoft Internet Explorer Multiple Vulnerabilities S 10th May, 2016 a9 5 32
from remate (58) SA69989 Microsoft Windows Privilege Escalation and Paol Corruption Multiple Vulnerabilities EETEE 13th Apr, 2016 20 4 16
high_and_above (34) SAG7695 Microsoft Windows Multiple Privilege Escalation Vulnerabilities ST gth Dec, 2015 5 4 16
local network/system (0) SAB7666 Microsaft Office Multiple Products Multiple Vulnerabilities ST gt Dec, 2015 8 & 1
:'"r:';éi?regu ) SA66378 Microsoft Office Multiple Products Multiple Vulnerabilfties EECES gt sep, 2015 61 7 2
Zero-Day Advisories (45) SAB6360 Microsoft Multiple Products Multiple Vulnerabilities T 8th Sep, 2015 23 11 17
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Flexera Package System (SPS) List Threat Score

The Threat Score appears in the Flexera Package System (SPS) list, which helps user to prioritize patches.

Software Vulnerability Manager

s Pcoge sy 5
‘ Dashboard Search Type: Product w || Search text Search | View from the context of Smart Group: All Products w || Configure View = New Custom Package
Product Vendor Patched Version Architecture SAID Criticality Threat Score + Detected
> @ Seanning & Product: Mozilla Thunderbird 60.x (1 Ttem)
Mozilla Thunderbird 60.x Mozilla Foundation ~ 60.5.1 Windows32-bit  SAB8057 == 17 0 days, 0 hours...
- Results
=& Product: Apple iTunes 12.x (1 Ttem)
. —
. I|‘l Reporting Apple iTunes 12.x Apple 12.9.3 Windows32-bit SAB7245 12 0 days, 0 hours.
& Product: Mozilla SeaMonkey 2.x (1 Item)
a n Patching Mozilla SeaMankey 2.x Mozilla Foundation ~ 2.49.4 Windows32-bit  5A84457 e 7 0 days, 0 hours...
Flexera Package System (SPS) =& Product: Adobe Shockwave Player 12.x (1 Item)
Patch Template Adabe Shockwave Player 12.x Adobe Systems 12.3.1.201 Windows32-bit ~ SAgopzg 0 SETED 3 0 days, 0 hours...
Agent Deployment
4 WSUS / System Center = Product: 7-zip 18.x (1 ITtem)
Available 7-zip 18X 18.05 Windowsé4-bit  SA82839 = 2 0 days, 0 hours...
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Appendix E - Troubleshooting
Techniques

This appendix explains Troubleshooting Techniques of the Software Vulnerability Manager:

Intune

Intune

Patch Daemon

This section includes the following topics:

Pre-requisites

Publishing

SVM Patch Configuration

SVM Patch Configuration / General Tab
Troubleshooting Tips

FAQs

Pre-requisites

Intune POC (Proof of Concept) requires the following prerequisites:

For Intune connection details, refer Add Intune API Application (Client) ID and Directory (Tenant) ID on Intune
Connection. For more details, see Intune Publishing and Set up a Distribution Connection in Flexera SVM Patch
Configuration for Microsoft Intune.

To get Application (Client) ID, Directory (Tenant) ID, and Client Secret app registration need to be done. For more
details, see App Registration and Create Client Secret.

Make sure that the following Intune Graph API Permission are available to the user. For more details, see API
Permissions.
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® Make sure that you have at least five to eight distribution endpoints in your sample test environment.

® To enroll adevice/endpoint to an Intune follow this link https://docs.microsoft.com/en-us/mem/intune/user-help/
enroll-windows-10-device

®  For each endpoint, please ensure:

® Endpoints have been recently booted up to ensure there are no pending updates that could hinder Intune
publishing.

® The credentials that will publish to endpoint has permissions to run PowerShell scripts - not required.
e Ifinstalling Win32 apps then antimalware settings should exclude the following directories

On x64 client machines:

® (C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

On x86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® (C:\windows\IMECache

Publishing

Once the pre-requisites are completed, you can begin publishing from the SVM console.
To create and publish the package, see Create and Publish the Package.

In Step 4 of the Publishing Wizard, use Schedule package to Patch Daemon and publish.
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Step 4 of 4: Ap,

Here you configure the applicability rules for the package.

L Pt 1 e s U s s s,

Language Settings
Configure package applicability rules based on language:
[_] only make package applicable to computers with one of the selected languages.
Select Languages:  Language
Arabic
Chinese (Hong Kong SAR)
Chinese - (Simplified)
Chinese - (Traditional)

Czech v

[—

Export Patch Script

Before publishing XML patch script to your file system, you have the option to configure XML file. Note: As you might wish to share this package, for
example via the community forum, you can choose to not include the package files s binary and the applicability paths from Step 3, as your paths may
contain private user data.

[ Do not indude Step 3 Applicability Paths in XML File.

[+ Do not include package file(s) as binary in XML File.

Patch Template (Optional)
Save as template

Template Name: | Enter Template Name...

Publish Options
Select option for publishing Flexera package
Publish package using: () wSsUS (via Activex)
(®) Schedule package to Intune/WSUS
O Altiris
() Export Fatch Script
() Cabinet File (Export)

() save Template

Previous Publish | Cancel

SVM Patch Configuration

The Flexera SVM Patch Configuration Tool can control the publish into Intune.

[ Flexera SVM Patch Configuration — ] X

WSUS  Intune  Workspace ONE  SVM  General Output Window Clear Output

[5:34:52 AM] Executing the command:
PaollTasksNow

Distribution System

Distribution To: | Microscft Intune =

Logging

Log File: C:\ProgramData'\Flexera Software' SVM Patchsvmpatch_muttiple

Log Level: LogAlways ~
Check-In Settings

Check-n Frequency: |0 5| Days |0 |5|Hours (5 [ Minutes
Get all Latest Subscribed Packages

Force Check-In Now

For more information on Intune connection, see Flexera SVM Patch Configuration.

SVM Patch Configuration / General Tab

To set SVM Patch Configuration, perform the following steps.
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Intune
=
Task To configure:
1. Inthe General Tab set the Distribution To: Microsoft Intune.
2. You can click Force Check-In Now to distribute to Intune immediately or wait for the Check-In.
3. You can check log file (c:\ProgramData\Flexera Software\SVM Patch\svmpatch.log) for confirmation that publishing
happened to Intune. Here is a sample line:
[26/05/2021 16:09:35|V] [POST data]: {"data":{"package_id":"f8072330-ddd2-469f-8762-
e3cd28a2969d","error":""},"status":"success","task_type":"publish_package"}
4. You can then check for your app in Intune.
:::mm ﬁ A[;ps | All apps - X
a"m; ise Google Chenme Biux v. T A% 3pp (WARLY - o =
=
D Tent sdminsiistion
5. Now that your Application is in Intune, you can decide how to distribute.

Troubleshooting Tips

Following are the troubleshooting tips for Intune:

298

Intune log file location is C:\ProgramData\Microsoft\IntuneManagementExtension\Logs. For detailed debugging
check IntuneManagementExtension.log. Search for package name / Application ID.

Use %WinDir%\CCM\CMTrace.exe tool to read Intune logs.
Installation status of SPS package logged at C:\windows\SecuniaPackage.log

If install fails most time the reason is, the file in use by other application. In such cases, restart the machine. Some
other common reasons are listed here.
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® Debugging for PowerShell script not running, refer https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management-extension#issue-powershell-scripts-do-not-run

® Check whether the service Microsoft Intune Management Extension is running in endpoint.

® Intune Management extension polls for packages for every hour. We can do force polling by restarting the Microsoft
Intune Management Extension service.

® Once the package gets installed, it takes at least five minutes to reflect in Apps section of Intune interface. Sort by Date
created to list recently published packages.

FAQs
The following table provides answers to frequently asked questions regarding Intune application.

Table E-1 - FAQs

Do endpoints need to have Not required to have execution permissions for a patch to get installed. We made
PowerShell execution policy to Enforce script signature check and run script silently in detection scripts to No
allow script execution? for an Intune application. Hence it bypasses the execution-policy and runs

irrespective of the execution policy being set in endpoint.

Do any files be excluded from Antimalware settings should exclude the following Intune directories:

virus scanning in endpoints?
g P ® Onx64 client machines:

® C:\Program Files (x86)\Microsoft Intune Management Extension\Content

® C:\windows\IMECache
® Onx86 client machines:

® C:\Program Files\Microsoft Intune Management Extension\Content

® C:\windows\IMECache

More details, see https://docs.microsoft.com/en-us/mem/intune/apps/apps-
win32-troubleshoot

Is it possible to deploy the agent  Yes via a feature in the product introduced in the April release of the Patch
via Intune? Daemon (version 5.0.385 and above).

What permissions does the Patch ® It requires an account which has access directory as an administrator with
Daemon account require? Does it rights to create new app registrations.
require PowerShell script

tion riehts? ® |tdoes not require PowerShell execution permissions as PowerShell is not
execution rights?

leveraged when publishing a package to Intune.
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Patch Daemon

This section includes the following topics:
®  Pre-requisites

® Publishing a Package from Patch Daemon without Local Administrator Rights

Pre-requisites
Patch Daemon requires the following pre-requisites:

® Software Vulnerability Management Patch Daemon needs RSAT (Remote Server Administration Tools) for Windows
10, to manually install for Windows 1809 and below, download from https://www.microsoft.com/en-us/download/
details.aspx?id=45520. For latest Windows 10, Settings > Optional Features > Add Feature > RSAT: Windows Server
Update Services Tools.

® Download SVM Patch Daemon at https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi

Publishing a Package from Patch Daemon without Local
Administrator Rights

Perform the following steps to publish a package from Patch Daemon without local Admin rights.

XSy

Task To publish a package from Patch Daemon without Local Admin Rights:
1. Install the patch daemon, configure it using local Administrator account and perform the following steps:

a. Add your Flexera Software Vulnerability Manager Patch Daemon service account user (for example: test_user)
to local Administrators and WSUS Administrators groups on your DC.

Note « Some of the security policies in environments do not allow adding users to the local Administrators group
but only to WSUS Administrators.

b. To resolve permission issues when you cannot add a user to the local Administrators group, you would need to
configure the below settings in the machine where the patch daemon is installed to allow your user to publish a
package successfully.

Give your service user account Full control over all the below items and perform all actions using an
administrative account.

c. Ensure that test machine contains WSUS certificate. If not, please export the certificate from WSUS machine from
path Trusted publishers and install in the test machines in Trusted root certification authority and Trusted
publishers.

2. Registry

a. Add permission to the below registries to your service account (test_user) in the test machine where patch
daemon isinstalled.
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HKEY_LOCAL_MACHINE\Software\Flexera
HKLM\SOFTWARE\Microsoft\EnterpriseCertificates\Disallowed
HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\SystemCertificates\Disallowed
HKLM\Software\Microsoft\Update Services\Server\Setup

b. Add permission to the below registries to your service account (test_user) in the WSUS machine.
HKLM\SOFTWARE\Classes\AppID
{8F5D3447-9CCE-455C-BAEF-55D42420143B}

You might have to take ownership of this key. A logged-in user, which is used to configure all permissions, needs
full control of this key. This is required when configuring DCOM permissions. Settings for currently logged-in
users can be changed back when all is completed.

c.  Windows Explorer in test machine.

C:\ProgramData\Microsoft\Crypto

C:\ProgramData\Flexera Software\SVM Patch
d. Sharesand groups

® The service user account needs to be added to WSUS administrators.

® WSUS administrators need to have full access to WSUS content location. Share and NTFS.
e. DCOM - Distributed Component Object Model in WSUS machine.

Open Dcomenfg and go to Component Services > Computers > My Computer > DCOM Config, and modify
WSUSCertServer security settings:

® launch and Activation permissions - give Local Launch and Local Activation rights to WSUS administrators
group/your service user

®  Access permissions - give Local Access rights to WSUS administrators group/your service user.
® Reboot the machine, after changing DCOM settings.
3. Service Login and publishing.
a. Change logon user to the test_user and restart the service.
b. Once service restarted you can login to the test machine though your test user and publish patches.

Note - test_user does not have a privilege to restart patch daemon service.
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