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Introduction

Flexera’s Software Vulnerability Manager (formerly called Software Vulnerability Manager 2019) is a
vulnerability and patch management software solution that facilitates a customized patch management
process. It combines vulnerability intelligence, vulnerability scanning, and patch creation with patch
deployment tool Integration to enable targeted, reliable, and cost-efficient patch management.

Vulnerability and patch management are critical components of any security infrastructure because they
enable proactive detection and remediation of vulnerabilities before they are actively exploited and your
security compromised. With Software Vulnerability Manager, IT operations and security teams are empowered
to prevent vulnerability threats from both Microsoft and non-Microsoft (third-party) product vulnerabilities,
covering Microsoft Windows, macOS, and Red Hat Enterprise Linux.

Software Vulnerability Manager integrates seamlessly with Microsoft® WSUS and System Center Configuration
Manager.
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New Features and Enhancements

Software Vulnerability Manager (Cloud Edition) includes the following new features and enhancements:

® Notification Digest

®  PDF Reports Include Multiple Dashboards

Note « To see the following new features and enhancements in your Software Vulnerability Manager (Cloud
Edition) interface, you must refresh your browser’s cache (press Ctrl+F5).

Notification Digest

In Software Vulnerability Manager, the activity log (Configuration and Activity Log) provides an audit trail of
events that can help the user to keep track of various Software Vulnerability Manager activities. With this
update, the users can now schedule multiple notification digest emails of the events they are specifically
interested in. These email notifications can be scheduled on an Hourly, Daily, Weekly, or Monthly basis.

Configure New Log Notifi »

Nolification Detaik
Name & Applicability
You must give this notification a name (or short desription) to be used when receiving alerts. Here you will also select the Events for which the netification will apply.

Name: Patch Deploy Notification

Event Selection
Select svents:

Events Selected Events

Name Name

] wsUS Certificate Installation ~ [¥l wsus Package Edit

] wsUs Connection [¥] WSUS Package Approval
7] WSUS Downstream Server Configuration [¥] Wsus Package Creation
V| WS5US Package Approval [¥] wsus Package Declined
V] WsUS Package Creation [¥] wsus Package Delete
/| WsUS Package Declined

V| WsUS Package Delete

Alert Conditions.
Haow often should this notification rule run? Scheduled is based on when the rule is saved/modified:

Daily o 09:00 ~
| NOTIFY me when the conditions are NOT met. Le., leave unchecked for a 'no news is good news’ policy,
Recipients Selection

Select email recipients:

Search | Use default recipients defined in Setfings page:

Available Email Redipients Selected Email Recipients
Name Email Name Email

[l 1@flexerasoftware.com ¥ Admin @ flexerasoftware.com

V| Admin 1@flexerasoftware.com ¥ user @flexerasoftware.com

V] user © n@flexerasoftware.com

7] single Host 1@ fexerasoftware.com

Page 1ef2| b M| 2 Displaying Available Recipients 1-40f §
Save Close

Figure 1: Configuration Dialog Box
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These notifications can be created in two ways:

® Select Configuration, Activity Log, and then Create Notification

® Select Reporting, Activity Log Notification, and Create Notification

PDF Reports Include Multiple Dashboards

Previously, Software Vulnerability Manager could only support one dashboard in its PDF report. This limited the

number of portlets that could be included in the PDF report. With this new enhancement, you will see a new
section in a report configuration to include multiple PDFs.

Dashboard Profiles

Specify the dashboard profile to be included in the report.

Search Search
Profile Profile
[¥] Advisory Dashboard [¥] Advisory Dashboard
[7] criticality Dashboard Software Installation
¥ Software Installation

|4 4 | Page 1of1] b bl | @

Displaying Available Profiles 1-3 of 3

Figure 2: PDF Reports Configuration Dialog Box

Resolved Issues

The following table lists the customer issues that were resolved in Software Vulnerability Manager (Cloud
Edition):

Issue Description

10J-2108509 Work around for WSUS's limit of 100 categories

Fix needs new version of SVM Patch Daemon (download the SVM Client Toolkit).

Community Blogs

Please subscribe to latest news on Software Vulnerability Manager by going to https://community.flexera.com/
t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog and clicking on subscribe.

Product Feedback

Have a suggestion for how we can improve this product? Please share your feedback with the product team by
visiting the Software Vulnerability Manager Forum in the Flexera Community:

https://community.flexera.com/t5/Software-Vulnerability/bd-p/SVM-Discussion
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https://resources.flexera.com/tools/SVM/SVMClientToolkitInstall.msi
https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog
https://community.flexera.com/t5/Software-Vulnerability/bg-p/SoftwareVulnerabilityManagementblog

Legal Information

Copyright Notice
Copyright © 2020 Flexera

This publication contains proprietary and confidential information and creative works owned by Flexera and its
licensors, if any. Any use, copying, publication, distribution, display, modification, or transmission of such
publication in whole or in part in any form or by any means without the prior express written permission of
Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this
publication shall not be construed to confer any license or rights under any Flexera intellectual property rights,
whether by estoppel, implication, or otherwise.

All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright
and ownership in full.

Intellectual Property

For a list of trademarks and patents that are owned by Flexera, see https://www.flexera.com/legal/intellectual-
property.html. All other brand and product names mentioned in Flexera products, product documentation,
and marketing materials are the trademarks and registered trademarks of their respective owners.

Restricted Rights Legend

The Software is commercial computer software. If the user or licensee of the Software is an agency,
department, or other entity of the United States Government, the use, duplication, reproduction, release,
modification, disclosure, or transfer of the Software, or any related documentation of any kind, including
technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in
accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition
Regulation Supplement 227.7202 for military purposes. The Software was developed fully at private expense.
All other use is prohibited.
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